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BCECMS
SR EVEFERARXMTEAP)F TN EESERAERE,
- BAREE TR E IR IR IR (MMP) Y R £ 31 B (SSH) 3R ER
- ENEEESRAIEREIRS , FE{To Suser add <username> <role>

- AR |, T EMR.
chl> user add apiadmin admin

SR ELERRE.

. BT B pki csr <file name> CN:<common name> subjectAltName:<subject alternative
names>
- RIBENERERER
EBREEE certall
CN tptac9.com

subjectAltName cmsadhoc.tptac9.com,10.106.81.32

- DEREBRFRERESE. CUCMAXEERERFINES
- EREAERESRMEAWebARBNWebEFin SN RBHRSETES

MiE  AEEHMARKBEAMEBNES  LRBCN)LAREE , Y AHMCMSIRBN AR
HADERERAEEREE(SAN), EEEFBLT APttt ERR , YHRALTETR
HENEMEREE.
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Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.

To download a CA certificate, certificate chain, or CRL, select the cerfificate and encoding method.

CA certificate:

Current [tptac-WIN-TIBUAFTSEEV-CA-1] -

Encoding method:

DER
* Base 64
Install CA certificate
Download CA cerificate

- EHIUEFERENRARE (PRABENRESE ) #FiEECallManagerfEEREF
Upload Certificate/Certificate chain

Eé, Upload [~¢ Close

—Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/Certificate chain

Certificate Purpose* CallManager-trust v
Description{friendly name)
Upload File | Choose File | CA-cert.cer

| Upload | | Close |

E;gl Upload @ Close

—Status

® Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/ Certificate chain

*®

Certificate Purpose CallManager-trust M

Description(friendly name)

Upload File Choose File |certall.cer

| Upload | | Close |

MR EA AR Call BridgefMWebadmin I EJEEE | BHEARLE !

. CUCM_LCall ManagerfE £ FHIWebEE, WILEABNEZRS



B - WEUSCUCM SIPHR#@ B AR 2SIPFH# , EEERERT , TEESTFUBEESE
Lt 1{EZICallManager-trustf@#17 , B FEEAE B WebadminFE EHV R E & L& F|CallManager-
trustﬁﬁo

FR2BELLSIPHEEEESR,

. BIRXKCUCM Web A E

. BB ZSystem > Security > SIP Trunk Security Profile

. iZ##Add New

. BMAGEEHREANE
28 WAL , HlEIICMS-Trunk-32
gEZLHER BEECHE
SAERAR BIETLS
HEERBR BETLS
X509 HERE M AFUBEIRENCN , FREHRIRERE
WA ERER B AN TLSFERMVIE, FEER{EA5061

- RERE

—SIP Trunk Security Profile Information
Y

Mame CMS-Trunk-32
Description 10.106.81.32
Device Security Mode Encrypted v
Incoming Transport Type* TLS &
Outgoing Transport Type TLS =
Enable Digest Authentication
Monce Validity Time (mins)* 600
X.509 Subject Name cmsadhoc.tptacd.com,tptac9.com,10.106.81.32
Incoming Port® 5061
SER3EIUSIPHE
. BE ZDevice >Trunk
. EEAdd New
. ZZESIP Trunk{ER B B
BET-S
- BAGERANE
BEE I ASIPHRENERE |, Hla0CMS-Abhishek-32
B 89 {3 1t B ACMS IP#h it =5 LU 4 #EFQDN |, 4512010.106.81.32
E A9 3t AR MACMSERTLSEANE , #105061

SIPHZ 2R ENMR BEESR2PEINR LA EERCMS-Trunk-32
SIPHE & = i##ZStandard SIP Profile for TelePresence Conferencing



r SIP Infor

D

Destination Address is an SRV
Destination Address Destination Address TPvG Destination Port Status Status Reason Duration

1* |10.106.81.32 5061 up Time Up: 0 day 0 hour
minutes

MTP Preferred Originating Codec* 711ulaw

BLF Presence Group® Standard Presence group

SIP Trunk Security Profile® CMS-Trunk-32

Rerouting Calling Search Space < None >

Out-0f-Dialog Refer Calling Search Space < nNene >

SUBSCRIBE Calling Search Space < None >

SIP Profile® Standard SIP Profile For TelePresence Conferencing ¥ | View Details
DTMF Signaling Method* No Preference

TRIBUSER

. B'E F£Media Resources > Conference Bridge
. 1##F "Add New,
. f&Conference Bridge T $ii& & #12£Cisco TelePresence Conductor

BRHEE : ECUCMARZ11.5.1 SU3BAA , AT LATE T h1i& EE FiEZCisco Meeting Server iZIB{EA
Conference Bridge Type

- WA ERENED
VE LR WMALEENERE , Hl21CMS-Adhoc-32
iREA WAL S EMEBHERA | $12010.106.81.32
SIPH BIEESBIPE T HSIPHECMS-Abhishek-32
WKSIPHEERAERHTTPbU MREEHMERE |, HEPUAE
T /IPibt B ACMSH ¥ R IP#bht | 512010.106.81.32
HEHERR WA EAAPIZFAIEAECMSHEYHNERAE , #liladmin
BiR i AAPI{E B & 1Y 215
BREE BB A RS

HEHHTTPS BEUGH , ERCMSEMRFTAER
HTTP# # A CMS webadminif , 540443

Conference Bridge Configuration Relat
G Save x Delete Copy ﬁ Reset z Apply Config ED] Add New

r Status

@ Status: Ready

r Conference Bridge Information

Conference Bridge : CMS-Adhoc-32 (10.106.81.32)
Registration: Registered with Cisco Unified Communications Manager CUCM115
IPv4 Address: 10.106.81.32

r Device Information
Conference Bridge Type* Cisco TelePresence Conductor

E Device is trusted
Conference Bridge Name™® Ik:MS—Adhoc—BZ

Description 10.106.81.32
Conference Bridge Prefix

SIP Trunk* CMS-Abhishek-32 v

Allow Conference Bridge Control of the Call Security Icon




~HTTP Interface Info

¥ Override SIP Trunk Destination as HTTP Address
Hostname/IP Address

1 |10.106.81.32 +
Username* admin
PEIE.SWO['CI* [ R R Y R )

COHﬁI'rﬂ PEISSWOT'CI* [ Y R R R R R R ]

¥) Use HTTPS
HTTP Port* 443

IBERTE

FIRE : =T ( CMSRIFQDN ) F/=XIP itk ik #8124 7B B S £ WebadminE & . Common
Name=;Subject Alternative Name I {LF , FEEARF R £ERR

. #3IConference Bridge# , B R Cisco Unified Serviceability 35
. ¥ ZTools > Control Center - Feature Services

- RETHLEEAD | BEFECUCMEMHERETE

- E#EGo

. i##Cisco CallManager R ¥

. i#{#Restart

AR EFRECallManagerfR# & | ERNFUSEERE  BELEHRELEFTREBERT
. ERETHTWY, REEFTRBANEZSE107E , EEFURRCUCMIFERH. &
EEHTIRE | UREAREEZRBRAITIHERRF,

HER5. CMSIERBE A EEMEICUCM

. ¥ Media Resources > Media Resource Group

- #&E—TAdd New B FHNEERMEL A ZE

. # &R (cms)fEAvailable Media Resources ( 7] R &R ) {£% ZSelected Media
Resources ( ZEEHRBER ) &

. ¥&—T TSave.



IBSEW& xnalata Copy %Mdmaw

—Media Resource Group Status

Media Resource Group: CMS MRG (used by 45 devices)

—Media Resource Group Information

Name*  cMs MRG

Description

—Devices for this Group

Available Media Resources** [ANN 2
CFB_2
IVR 2
MOH_2
MTP_2

M
Selected Media Resources® |cmslabl.acanotaclab.com (CFB)

| Use Multi-cast for MOH Audio (If at least one multi-cast MOH resource is available)

Save = Delete | Copy @ Add New

S ER6 B ERERE(MRG) T E FFE B EREFEMRGL)

- BIGERER > KRRFESE
- H—TAdd NewA B HNRREFEBTELWALE  EFRAMRCLE R — T E#THRE

- —ERZER TURANEERE) EEYNAERFABE TEENMERFEL B
. #—T TSave,



Media Resource Group List Configuration

QSM xudm Cow c}mum

—Media Resource Group List Status
Media Resource Group List: CMS MRGL (used by 45 devices)

~Media Resource Group List Information
Name* cMs MRGL

—-Media Resource Groups for this List

Available Media Resource Groups [CMS Cluster 1 MRGL
CMS Cluster 2 MRGL
CMS Cluster 3 MRGL
CMS Cluster MRG
|softwareBridge

A

Selected Media Resource Groups CMS MRG

b 4

Save Delete Copy Add New

874  BMRGLHME IR EMHEE

BBEEER , TUEEXE LS BERRARAKE b USERAEE (KRiK) 7EARE
MRGL., MRMRGLEREANE BHAAER  IREREREKE %,

. B ZESystem > Device Pool
CBUFBENSFEAREEED, Z—T "Add New.



Device Pool Configuration

@ Status: Ready

— Device Pool Information

Device Pool: New

~Device Pool Settings

Device Pool Name*

CMS-Adhoc-DevicePool

Cisco Unified Communications Manager Gmup* Default —
Calling Search Space for Auto-registration < None > :
Adjunct CS5 < None > =
Reverted Call Focus Priority Default :
Intercompany Media Services Enrolled Group < None > =

~Roaming Sensitive Settings

Date/Time Group* CMLocal s
Region* Default $
Media Resource Group List | CMS MRGL s

B8 1 #§ 5 BRI R IR W AEMRGLET 18 248 i

. B Z|Device> Phones
- B —TFindI B FEE U E R EEMERE
- RERSBEREINEBBFIMRGL
- fE. ERACNER
& v 1 B8 3T RR B 36 &

Qs-m xnm [ cor %m & ety Config ({3 Add New

Product Type:  Cisco Spark Room Kit
Device Protocol: SIP

Modify Button Items
1 emaLing [1] - 6000 (no partition)
---------- Unassigned Associated ltems ----------

- Real-time Device Status

2 wmline [2] - Add & new DN Registration: Registered with Cisco Unified Communications Manager 10.104.215.207
o IPva Address:  10.104.130.54
Active Load ID:  ce-9.3.1-61bfa3834f2-2018-05-04

Inactive Load ID: None
Download Status: None

r Device Information

E Device is Active

B pevice is trusted
MAC Address®

0856AD2Z09DE2

Drescription SPARE KT

Device Pool® CMS-Adhoc-DevicePool # | Wiew Datails
Commaon Device Configuration < None = = | Miew Details
Phone Button Template™ Standerd Cisco Spark Room Kit £

Comman Phone Profile * Standard Comman Phane Profile | Vigw Detalls
Calling Search Space < None > b

AAR Calling Search Space < Nane > %

Media Resource Group List CMS MRGL H

FOF  Kim LWELE



- BHKR IR web-gui
. B ESetup > Configuration > Conference > Multipoint Mode
. 1#1FCUCMediaResourceGroupList

Multipoint Mode CUCMMediaResourceGrouplist %

B

ERAXEAR , BREENEERBEEEE.

- BIRKCUCM WebTHE
. EfiZIDevice > Trunks
- RIBIERICMSHISIPH#
- R EZE R Full Servicefk#E
. & FMedia Resource > Conference Bridge
BECMSEERAE
. R EmMCUCMzE
HEAT i B R ALY

. fEEFMEICUCMHAIEndpointAFEIL ( #TIEMRGL ) %5 —{EEndpointB
. #£EndpointA £ , #—TAdd , #4TEndpointC
- EndpointA# B AR 85 AR 58
- EB—TAa6
- BB WIS ESHECMSHIER
- BIBICMS Web T H
’Ei‘éf:Status > Calls

ATETAS  S3EKREARERSARASE



Status w Configuration w Logs w
Active Calls
Filter Set Show only calls with alarms = Set

-
Conference: 001036010001 (3 active calls)

SIP  6000@acanotaclab.com [less|

call duration
incoming media
outgoing media
additional protocols
remote address
SIP call ID
SIP  abhi [less]

call duration
incoming media
outgoing media
additional protocols
remote address
SIP call ID

(incoming, unencrypted)

22 seconds

AAC (64.0 Kb/s), H.264, 1920 x 1080 29.9fps, 1.96 Mb/s
OPUS, H.264, 1920 x 1080 29.9fps, 929 Kb/s
unencrypted Active Control

6000@acanotaclab.com
4bB851100-be01ff13-Befd1-cfd76802@10.104.215.207

(incoming, unencrypted)

22 seconds

AAC (64.0 Kb/s), H.264, 1920 x 1080 29.9fps, 1.94 Mb/s
AAC, H.264, 1920 x 1080 30.3fps, 1.33 Mb/s
unencrypted Active Control

2333@acanotaclab.com
4b851100-be011f13-8efd3-cfd7680a@10.104.215.207

REREGE
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