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XMPP Server XMPP Server

XMPP Server XMPP Server XMPP Server XMPP Server

Key:
keep-alives
4— basic messaging, presence and XML routing traffic

LG

HXMPPIRE S REIE R =BAXMPPRIRSE , WE AHEETERE.
FIEE : MR LLHIEE 7T XMPPHR1ERE D , AIBRBREEMAE @RS,

XMPP1al fR 25 Fl keep-alive’E B B ES 1N R B HE , XMPPHEE W LUEE B{E{T @ ARES. 2081E
iR, SHEER T Leader XMPP{AIfRET. XMPPRIRESEBH EEIE | MR LeaderBAEHE |, Bl
BRI Leader , HMIXMPP R RESE A R EH 2 FH A Leader,

S ABXMPPTHERFE,

A£MCSR , AR FANG S LUIRBEEE B EEMBME/ AN A TEMBBBERIHENTE

pki csr <key/cert basename>

cbl> pki csr abhiall CN:tptac9.com subAltName:cbl.tptac9.com,cb2.tptac9.com,ch3

SR A ERCSR , WHEAABRIREEMNELERRE, B UAERVCSEEREHFEA
Microsoft B S E R MBE KRS |, 855328

https://www.cisco.com/c/dam/en/us/td/docs/telepresence/infrastructure/vcs/config _gquide/X8-
8/Cisco-VCS-Certificate-Creation-and-Use-Deployment-Guide-X8-8.pdf

EAWINSCP/SFTPRIRESEFMESESHH L LEZE, EREEEFCELERE  BHEH
MMP/SSH W5

+:pki list


/content/dam/en/us/td/docs/telepresence/infrastructure/vcs/config_guide/X8-8/Cisco-VCS-Certificate-Creation-and-Use-Deployment-Guide-X8-8.pdf
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cb2> pki list

User supplied certificates and keys:
callbridge.key

callbridge.crt

webadmin. key

webadmin.crt
abhiall.key

abhiall.cer

dbclusterclient.cer
dbclusterserver.cer
dbclusterserver.key
dbclusterclient.key

cabundle-cert.cer

FIEE . TER+P , —ERERARMEIBEXMPPEIE,

HER3 I CMSEL B A ERAXMPP T,

cbl> xnpp dommin tptac9.com
chbil>xnpp listen a
cbl>xnpp certs abhiall.key abhiall.cer certall.cer

*certall.cer= CA certificate

BR IRENCAREBRIEMES , BRAEHESERABINERMAZIBRRE D, BE
EHEERE—RER(EMHB B .pem, .cerdl.crt) , BERCABENRIANMEETNAETEE
#H. BEFEHBCANBRUNBREHEETINRE —EIEF —B. REZLERE , 4
HEFim ( flaWebBIBERFXMPPE Fif ) ERXMPPRAREE 2 Bl RHUERENE S WA T,

TERREMHESR. LENGHTHERE

cbl> xnpp certs abhiall.key abhiall.cer certallbundle.cer

certall bundle.cer= CA certificate + Internediate CA + Internediate CAL + Internediate CA2 +....
+ Internediate CAn + Root CA

where n is an integer



AJMEZBNXMPPEI M EASEEER. FRARBHES

xnppserverl.crt + xnppserver2.crt + xnppserver3.crt= xnmpp-cluster-bundle.crt
XAEFEA T — @R Eabhiall.cer,

EREENFHEEN  F2ELTEE

https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/
Version-2-2/Certificate-Guidelines-Scalable-and-Resilient-Deployments-2-2.pdf

SB4BBESFTPERE L ERETXMPPTHMFIECMS,

B admin@10.106.81.32 [ New Session
I Desktop O - =R IAk. / <root> ~ (57 e B

3 L = 4 v i# Download ~ .7 Edit ~ X L Ly Properties [ L¢
“\..\Acano\Upgrade\Cisco_Meeting_Server_2_2_5_vm-upgrade 7

Size Type Name
Parer | +
img 213,472 KB Disc | 1_8 8.bak
211_8_8json
1cert.csr
1cert.key
2_0_9.bak
+12_0.9,json
2_1_3.bak 1
v12_1_3json
2_1_5.bak 1
v12_1_5json
2cert.csr
2cert.key
& 64c6f5a2-071c-cOeb-32bcd1d9-4cc27da9.d..
s abhiall.cer

cb1>> xmpp cluster trust xmpp-cluster-bundle.crt

£ B xmpp cluster trust abhiall.cers

cb1>>xmpp cluster trust abhiall.cer

25 BR5 .18 W ML A %7 18 EIXMPP{al B 25 .

cb1> xmpp callbridge add cb1

£ —EE® , BXMPPRAREREE A LTS Acb1 A FFALHEERER.

BHEE : 5. WILRERSESBANEREER , URELREHXMPPRRSFNIFILABHER , &
FENESR ( MEFLHAFSRXMPPRIRFE RS OREFMAEN )
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cb1> xmpp callbridge add cb2

cb1> xmpp callbridge add cb3

X SEAYURASHLEESHE—NEE. WMRE R KRELHKDHEEXMPPE IR ESHY H 0
BHFHERR , BEMATT : xmpp callbridge list

cb1> xmpp disable

& #6522 FAXMPP {7 AR 85 7 2
S ER6. BUAXMPPEIE,
cb1> xmpp cluster enable

LB RS EADIR{EXMPPRESE, an TS E M 18 Mixmpp B | HAbEIRS ( xmppfAARER ) A h0A L
BE.

cb1> xmpp B £ AL

BRI BT R

cb1>xmpp enable

HERT AW LS # 18 B 58 —EXMPPEI R L AS E AN A B 56

A2 (E P I RS # 1 2L R R . EE R E I 58 — EIXMPP Al BR 23 B B Y AR [ P AL 4B A8 B B A S 88
BFLERE. EREBIETERN

cb2>> xmpp callbridge add-secret cb1

LN R

cb2> xmpp callbridge add-secret cbl
Enter callbridge secret

ERESLH , FHETxmpp call bridge listin t. ©HIH TE— RS LERNPIEEE,



cbl> xmﬁp callbridée list

¥k XK

Callbridge : cbl

Domain : tptac9.com

Secret : kvgP1SRzWVabhiPVAb1
%k Xk

Callbridge : cb2

Domain : tptac9.com

Secret : uBiLLdIU8vVQgj86CAb1
% %k

Callbridge : cb3

Domain : tptac9.com

Secret : RITmSh4smhLYguGpAbl

AR A IR R E RS —EHH &R,

ch2>> xnmpp di sabl e

ch2>> xmpp cl uster enable

ch2>> xmpp enabl e

cbh2>> xmpp cluster join <cluster>

BE R (AP HiE B
SRS AT IR IEEE =EAXMPPEHI I A E MABE,

S EEFILEEHEILE R, EEREASE —EXMPPHEREE AR T ILEE S BN R
BFLERE. E=ER

cb3>> xmpp callbridge add-secret cb1

B A\ LB RS

cb2> xmpp callbridge add-secret cbl
Enter callbridge secret

RERE—TZRE. B LUE{TH S xmpp callbridge list. ZH S5 HE—EAHY EERNFIESER



cbl> xmpp callbridge list

kK
Callbridge : cbl
Domain : tptac9.com
Secret : kvgP1SRzWVabhiPVAb1
kKK
Callbridge : cb2
Domain : tptac9.com
Secret : uB1LLdIU8vVQgj86CAb1
KK
Callbridge : cb3
Domain : tptac9.com
Secret : RITmSh4smhLYguGpAbl

HEFTAFILER SR EILERE  FRTUTSR,

cb3>> xnpp di sabl e

cb3>> xnmpp cl uster enabl e

cb3>> xnmpp enabl e

cb3>> xnmpp cluster join <cluster>

B RE—(AHHNIPHiE A

HEROFERAER P XMPPRERSFZN S HREFMAEFLESEFIWURE, E& , WUHBEM AL
BIXMPP AR 25

8% ZWebadmin > Configuration > General , AZB AU TAZR :

1. B —NTILBEEE | EFEEHM4.

2. & AXMPPa iR 88 18itptac9.comiy 15

3. XMPPfal fREFHI R AR EF bt , MR EFE WA EFEALBENXMPPHEIRSE , ERZEBE
EDNS , FERELML, £HALEXMPP RS Al BRKIEE,

4. #& LR BB Z2 LA A R B IS FEXMPP R R B85 2 B T PRI i , EFEREDNSIKE



Status v Configuration w Logs w

General configuration

XMPP server settings
Unigue Call Bridge name | cbl
Domain tptac9.com
Server address

Shared secret [change]

Confirm shared secret

MRBEFTEMFE I A FAREF(DNS)EFIUBEEFXMPPE RS < BiER , BEEZEEAxmppEERRE
DNS SRVit# , AT A E RS EXMPPEAREFAIDNS AFt#%. DNS SRVEZHHEX A !
_Xmpp-component._tcp.

_Xmnpp- conponent . _tcp. exanpl e.com 86400 IN SRV 0 0 5222 xnppserverl. exanpl e.com _xnpp-
conponent. _tcp. exanple.com 86400 IN SRV 0 0 5223 xnppserver 2. exanpl e. com _xnpp-
conponent. _tcp. exanple.com 86400 IN SRV 0 0 5223 xnppserver 3. exanpl e. com

FERRAIIEEERS223 ( MRELMEAS223 , FHEAS—EE )
RARMBEFILEEHLASER, flml EtEREEF

Ch1Ei®BA

Callbridge:cb1

15 : tptac9.com

Secret:kvgP1SRzWVabhiPVAb1

E# , #Rcb2Mcb3 , HWrTHIMEFF I @Ecb1, cb2Mcb3EME LSRR,
BITELITRE , FREMA AT LIRS LV EERE

B

iE1Tcb1>> xmpp cluster status , £/t © A BExmppR A EBIMREBIRE. WRBFEKXHK, Al
LA SIREIxmpp Al fREFVRET B , ZMFTEFETHERARBFLET. FALGOSTUERL
HYREEREE,

WEREREE , —E£EA34£10.106.81.30 , HEAMEEAREE,



cbl> xmpp cluster status

State: FOLLOWER

List of peers

10.106.81.30:5222 (Leader)
10.106.81.31:5222

10.106.81.32:5222

Last state change: 2017-Aug-13 11:37:
Key file : abhiall.key
Certificate file : abhiall.cer

Trust bundle : abhiall.cer

B , BEmE SR E IR0 AIRE,
EHE_EERL

cb2> xmpp cluster status

State: FOLLOWER

List of peers

10.106.81.30:5222 (Leader)
10.106.81.32:5222

10.106.81.31:5222

Last state change: 2017-Aug-13 ©7:27:58

Key file : abhiall.key
Certificate file : abhiall.cer
Trust bundle : abhiall.cer
ch2>

S ={EEF £



cb3> xmpp cluster status

State: LEADER

List of peers

10.106.81.32:5222

10.106.81.31:5222

10.106.81.30:5222 (Leader)

Last state change: 2017-Aug-13 07:28:05
Key file : abhiall.key
Certificate file : abhiall.cer
Trust_bundle abhiall.cer

R
ERINEREXMPPIRERE N . EAxmpp Al ER MR EE HERRE,
BR1, RETDNSEE®R , BEEHE P HIEERIEQDNSEE,

Status v Configuration v Logs *

Filter Show all messages B submit [download as text] [clear]

Date Time Logging level Message
2017-08-13 05:15:25.479 Info 335 log messages cleared by “admin®
2017-08-13 05:16:17.804 Info No DNS A or AAAA records for _xmpp-component._tcp.tptac8.com
2017-08-13 05:16:17.804 Info XMPP connection dropped while session was live for reason 2
2017-08-13 05:16:17.804 Info XMPP component connection disconnected due to failure reason: "dns error”
2017-08-13 05:17:21.806 Info No DNS A or AAAA records for _xmpp-compenent._tcp.tptac9.com
2017-08-13 05:17:21.806 Info XMPP connection dropped while session was live for reason 2
2017-08-13 05:17:21.806 Info XMPP component connection disconnected due to failure reason: "dns emor”
2017-08-13 05:18:25.808 Info No DNS A or AAAA records for _xmpp-component._tcp.tptac8.com
2017-08-13 05:18:25.808 Infa XMPP connection dropped while session was live for reason 2
2017-08-13 05:18:25.808 Info XMPP component connection disconnected due to failure reason: “dns error”
1
]
Cisco

Status w Configuration w Logs w

System status

Uptime 1 day, 17 hours, 41 minutes
Build version 2.2.5
XMPP connection failed to connect to due to DNS error (28 seconds ago)

ion service reg for 1 day, 17 hours, 41 minutes
Lync Edge registrations not configured
CMAcalls 0
SliPcalls 0

Lynccalls O

Forwarded calls 0

Completed calls 0

Activated conferences 0

Active Lync subscribers 0

Total outgoing media bandwidth 0
Total incoming media bandwidth 0

Fault conditions

2017-08-13 04:45:16.107 XMPP connection to " failed

Recent errors and warninas

MRHBRELER , FRESRVALHENEE,

EXMPPIRES , FFALLEBATERIXMPPE R 2T EEBDNSHE TS, WEZERIGERNDNSE L
JEFMEE, FUERE—XEERD —EXMPPRIKR. HRAMAERERERIEH  AUTER
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XMPP{al iR 88 -

ERAEFPIWER , BHEAWebRTCEFin , & ZE_xmpp-client._tcpicsk, EHEIE R | ©FEMN
#~iB5222, EZEFHEXE yu%&/bﬁﬁﬁﬁﬁ—lﬁiﬁﬂ%m © Al UM B TR OMA R R LEITHY
XMPPRR#

5140 : _xmpp-client._tcp.tptac9.com A LA BB UL FSRVAC & :

_xmpp-client._tcp. tptac9.com86400ASRYV 10 50 5222 cb1, tptac9.com
BRAR/XMPPRIBREREI R EDNSREEMEZR. HMRXMPPIREIRE , BEEDNSELREE
XMPPrIfR2: 2 BIERR , BEFERxmppR SR EDNS SRVicsk , U ABE S EXMPPRAR
22HIDNS Aic#%., DNS SRVEE#KIHE XA : _xmpp-component._tcp.tptac9.com

BARET W 3MExmpp R IREFHERE , #§ RN AT A2 38 = B A AR 3R AY RS &%
_xmpp-component._tcp.tptac9.com. 86400 ASRYV 0 0 5223 cb1.tptac9.com
_xmpp-component._tcp.tptac9.com. 86400 ASRV 0 0 5223 cb2.tptac9.com
_xmpp-component._tcp.tptac9.com. 86400 ASRV 0 0 5223 cb3.tptac9.com

ZORNBIEEERS223 , MR EEM5223 , BRI EREMEME, BR  FRAELSARBERNE

=6|2. CMSHRRE B H#E RER =R K MR o

Status v Configuration v Logs ¥

System status

Uptime 24 minutes, 26 seconds
Build version 2.2.5
XMPP connection failed to connect to localhost due to authentication failure (1 minute, 2 seconds ago)
Authentication service no authentication components found
Lync Edge registrations not configured
CMAcalls 0
SIP calls
Lync calls
Forwarded calls
Completed calls
Activated conferences
Active Lync subscribers
Total outgoing media bandwidth
Total incoming media bandwidth

[=l=Nelel=Nelela]

Fault conditions

MRERAHLFAESRIAATER , AIRETERESDRB R, le]%,un THRASHE®  BHER
MAZEAEE  YETH E{Eﬁﬁﬁo EEIBSSHIEMR R AREFIET LA T @4 : xmpp callbridge
list



cb1l> xmpp callbridge list

kK

Callbridge : cbil

Domain : tptac9.com

Secret : RIJITmSh4smhLYguGpAbl
KK

Callbridge : cbh2

Domain : tptac9.com

' Secret : uBiLLdIU8vVQj86CAb1

| skskk

Callbridge : cb3

Domain : tptac9.com

Secret * R1ITmSh4smhLYguGpAbl

cbl> xmpp callbridge list

Kk

Callbridge :

Domain
Secret

ook
Callbridge
Domain
Secret

kokok
Callbridge
Domain
Secret

cbl
tptac?.com
kvgP1SRzWVabhiPVAb1l

cb2
tptac%.com
uBilLLdIU8vVqg]j86CAb1

cb3
tptac9.com
RITmSh4smhLYguGpAbl



cb3> xmpp callbridge list

kKK

Callbridge : cb3

Domain : tptac9.com

Secret : RITmSh4smhLYguGpAbl
kKK

Callbridge : cb2

Domailn : tptac9.com

Secret : uB1LLdIU8vVQgj86CAb1
kKK

Callbridge : cbl

Domain : tptac9.com

Secret : kvgP1SRzWVabhiPVAb1l

AR ExmppIRERE. Bt , FEREIAMAKRSRLETHS , WAL RN BEEFE AR
2r LERMEE, MEFR , ERAKF[COI LAILEER , ERANHASREHDIMRMIEREE, B
EHMARIRR , B ECHIH A SRTIER,

B RE3 ExmppEERERXMPPEISNIRE EE.
I H R T 87%510.61.7.91:5222 EE #% B

cbl> xmpp cluster status
State: LEADER

Li st of peers
10.61.7.91:5222

10.61.7.91:5222

10. 59. 103. 71: 5222
10. 59. 103. 70: 5222 ( Leader)

AR ERARBEPRERxmppEiR  RAERBEETM. IREEEASHMNERFTREH
MITXMPPEE , AR EZBIHEMMARBIXMPPESE |, AIFEBEBxmppSEEFREREZ
ERGRIRER: , CER VB RN ERRKRE

ERREEEHCEMRE LB EE, HERRE
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Version-2-3/Cisco-Meeting-Server-2-3-Scalable-and-Resilient-Deployments. pdf
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