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Authentication Database
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B WebRTCHRIE X EH#X8.9.2h #7118 ZIExpressway , 5\ Z8 4 F & #E 588 B FICisco Meeting
Server Web Bridge.

ABEFRANFGEEFTZXIENAER IANEARBETERLMAZE, B-TIHEREXE
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#HZE2021F2A50 , LTFRCMS 3. 1.1 RHVBIER :

Tkt T i bealginig) il s R0 W (1 b G il ] O

o i el B Bl § el e, g0 e e

[ FRE LR P

FE=S i - B S
[ sy RS LT L

S Tl BT TS LY

ey Tl = Y E

P Do

Nots: Vet 800 1 1o ManDOnod 0n e legacy Microso Loge

Ml Vil app B =3 aepporteEl on vt s i U8 rarning e juiipethnd
Oy Rl

T

axX ;&

Bk B =


https://www.cisco.com/c/zh_tw/support/conferencing/meeting-server/series.html#~tab-documents

fo—

Internal DNS

T
=5 M =kype for Bus
- [ an 0365 pla
amt ]
Expressway-C

WebRTC cliem

Exprassway-E

Browsaer/
WebRTC client

I BRI ACMS WebRTCHIWeb B EE R R : GREExp IPEEREEIEE),


https://www.cisco.com/c/zh_tw/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html

Web Proxy for Cisco Meeting Server Connections

Ciseo Meeting App
WebRTC

«10924
foid l
al@2s ——
=btutornal firowale s e — — — — — - — | P e
¥ l l'r ¥
i S - qda
1%y - 13999 .4
Fr— NOT 243
4 Wi
- . 178 -
g -
I +
={ it | flpaviallem — e ——— o — - — — — — — — —
i Eh i N
o -]
- = (-
T 52 &=
= -
TN W
Bronwser EXPrEL iy -
ET
£ 2
"o
< - 1
o
Eph
KEY
’,—
- ]
lf— — Pyl g e

N EAXI25 2R BERAR | KARBAD A LA FExpressway-EFIZA S P i
ANATRS (A BBETEAEAMRENEEPEILNENS ) . #X12538% B
Expressway T B EZEILIhEE,

BLEDER



S ER 1.#CMS WBE 4 F|Expressway-C

a.38 i1 Z Configuration > Unified Communication > Cisco Meeting Server,
b. B A EZAMRERWeb X E,

c.fE£Guest account client URIH & A i1 AURL.,

d.#2— T Save,

eHv:CMSle])KURLﬂE?—’:uE%—%ﬁ%ﬁ(SAN)%ﬁ 8 F|Expressway-Eff fRESEE P, FFZBICisco
VCSEEEVT M g B

Status Configuration Applications Lisers Maintenance

Cisco Meeting Server

Meeting Server conliguration

Enable .- i

WWRinhredps akeno . Ach

SR 2 BRATURN on the Expressway-E and Add the Authentication Credential to the Local
Authentication Database

a.E i B Configuration > Traversal > TURN,
b.BUFATURN services , ftoffZlon,

c.iZ##Configure TURN client credentials on local databasedt #Ti8Bi% ( FHEZBNHE ) .

N 2 mEsE —BExpressway-EsBE | It HEMBAETURNARE | BRAEFEHS L
BAZEE., HEBBAPIEEMBEBNtunServerf|1E | WS © M8 m £+ HNEE
Expressway-Ef iRz ( RIBFZBIT A RN EEIRRE , ZiBERE T~ —EExpressway-Efa] R 25
R ; B —EturnServerWELERE L , EFE A S —@Expressway-Effl iR 25 & B RV IPitb it M2
HIBHE ) o

N EE . TCPHTTPSHE TS EAK N £ AMEE A RUEE  ETURNEEDAERES
BEEFAREALIP, TURNEETABBERERYEE

S EE 3. E M Expressway-EH EIR1E

WSRRUFER , BAwebrtcEFRETCP 443 E# A |, ERExp 12.75| AT AT AR443NHEAEE
FTE(DMI),


/content/dam/en/us/td/docs/telepresence/infrastructure/vcs/config_guide/X8-9/Cisco-VCS-Certificate-Creation-and-Use-Deployment-Guide-X8-9.pdf
/content/dam/en/us/td/docs/telepresence/infrastructure/vcs/config_guide/X8-9/Cisco-VCS-Certificate-Creation-and-Use-Deployment-Guide-X8-9.pdf
/content/dam/en/us/td/docs/telepresence/infrastructure/vcs/config_guide/X8-9/Cisco-VCS-Certificate-Creation-and-Use-Deployment-Guide-X8-9.pdf

aiﬁl%%: L>¢§i¥o
b.ZEWebfAIBREFAEET , R TILREBWebBEESEFIEBF K445 , REIKR— T Save,
c. 7 FiAWebRTC/R 32 BR #% #9 Fi B Expressway-Es = B8 £ B3aZl3b,

N B BRNEREYEES  BAWbRTCESHEML43, MEWebRTCRHESERHMEE
80,Expressway-E& A4 1E#R E E [0 F443,

S ER 4. 18 Expressway-EXT 8 BTURNIAREE , AMRECMSHIAREE LEITHEBNATE

FECMS 2.9.x% , fFHConfiguration —> APIiZ B 718 B & [ IR 25 -

« serverAddress : ( ExpresswayfyE APt )
clientAddress : ( Expresswayfy 2 Pt )
A : (expressway)

FRELR . (WPB2cHFIEE )

RS (WS BR2cHATELE )

+ tcpPortNumberOverride:3478

d. B ERHNATURNK Z{EExpressway-E @ R2F EE 5 B4c
HERMRESBIEH]

[api/v1/turnServers/266¢b509-71fb-4ecc-b600-b93d07d886ff

serverdddress B | Address CB reaches oul to using 3478 UDP - present
chientaddress Address Client (web app of WebRTC) uses for TURN - present
LESamame username that was configured in step 2c - present
pasmvand pazsword that was configured in step dc
useShortTermiCredentials falsg v |- present
sharedSecrat
type BABIESSWAY ¥ | = present
mumBRegistrations 0 - pregent
tepPorthumnberDvennde e - present
calBridge Chaose
caliBridgedGroup Choosa
Madity

FRAEAEAS , BRENALERREEEE,
S ER 1. fEExpressway-CLt , REWBRE B IEHEES

a.8fin E Configuration > Unified Communication > Cisco Meeting Server, &8 & ZIWBHYIP ik



Status System Configuration Applications Users Maintenance

Cisco Meeting Server YYou are here: Ci

Meeting Server configuration |

Meeting Server Web Proxy i

Guest account client URI * |wehhridge.aleru.au:a i

Save

Name Address

webbridge.alero.aca 10.48.36.5

b.ZEfin F Configuration > Unified Communication > HTTP allow list > Automatically added rules,

BRERBEHKUTABTHERRA

Meeting Server web bridges https 443 Prefix / GET, POST, PUT, HEAD, DELETE
Meeting Server web bridges WSS 443 Prefix / GET, POST, PUT, HEAD, DELETE

N o2 EREHERFFERIWE , RARUEAFREIWBHHTTPSTHE , MR —EAR
#—EAo

c.i@EWB FQDNM Z £ S\ 3 (SSH)F2 8 R & B fEExpressway-C L B E F|Expressway-E , ¥ HRH
BEREEMAE, EfinZEStatus > Unified Communications > Unified Communications SSH tunnels
status, EAEFHFIWBHIFQDN , 3 H B #Z 42478 BExpressway-E.

Status System Configuration Applications Users Maintenance

Unified Communications SSH tunnels status You are here: Status » Unified Communications * Unifie

e e
vee-e.alero local webbridge.alero.aca Active 10.48.35.247
vce-e.alero.local alero.lab Active 10.48.35.247
vce-e.alero.local alero.local Active 10.48.35.247
vece-e2 alero.local alero.lab Active 10.48.35.247

Ivc:s—ez.aleru.lucal webbridge.alero.aca Active 10.43.35.24?'
vos-e2.alero.local alero.local Active 10.48.35.247

HR 25T RS SR TURNMI AR ER #TE BICMS R AR 2%

FECMS APIEER  EfWMMBRARESE A ARR-TEEMRSR. E8EHRY , BE-—EEEAR
BERE



Related objects: /apiivl/turmSeners
[api/vi/turmnServers/ 266chb509-7 1fb-decc-b600-b93d07dBR6ST status

| XML view | \

sarverdddress 10.0.0.36
chentdddress 175.12.5.1
numRegistrations 0
username cmsturn
useShortTermCredentiads false
type expressway
tcpPortNumberOwernide 3378

WHERERESETURNMARSHABNEEEERTT)AZRD(Ms)BEMWERA, HWEFHIRIEE
FRNRETURNERESMNCBIRIBIEFEE,

SR 3R EEETH LB TURNSEERER

FAWebRTCE Fimit1TENBF MY EF | IR A LLfEExpressway E BRI TURNIRBE P EiRE, BEER
Status > TURN relay usage , A& & view,

5E B BEAE
ERAMIE:
- RBBIERMHAR M (Z0fEI7E Chrome Sk Firefox 1 4 FRHARKE )

« WebRTC internals dump from browser - chrome://webrtc-internals=tedge://webrtc-internals
— EEMARIEETERH,

- BEREEHEAFEREAR,

- REFF#%. Exp E. Exp CHICMS##E¥EWiresharko

« Exp E network.http.trafficserver debugs & B {Twebsocket# FEHEBR

SAEBWebRTCE FimiEsx , BRBENE ( ARICEHE )

FEB ST | RTCEFIRRES IS AIDAAMT Bjalero.space , 1B & &8 A SR 2 B 308 12 i0 A FEOY BF
, & Fins& /RConnecting , MM FEFFR :
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Connecting

jalero.space

a¥y
i -
g

Cancel

W3R , RSB ECEMELREHBWEBEH.
EEGRHRE  BERUATIR

- ERFURERTCE Fim LRt Ewireshark , kB E LT,
- BERBER  MECMSEH B :

FECMS WebAdmin £ EfiFLogs > Event logs,




« {FMstuniBi@Wireshark Rt FES BT EH

. e L A b

fEWiresharkiRit , B8EEE FimmEiE3478 L Expressway-E TURNAREFEE B E C B ERE
A Allocate Request:

1329 2017-04-15 10:26:42.108282 10.55.157.229 10.48.36.248 STUN 186
Allocate Request UDP user: expturncreds realm: TANDBERG with nonce

Al R 88 LAAllocate Error[B7& :

1363 2017-04-15 10:26:42.214119 10.48.36.248 10.55.157.229 STUN 254
Allocate Error Response user: expturncreds with nonce realm: TANDBERG UDP error-code: 431
(*Unknown error code*) Integrity Check Failure

G

3965 2017-04-15 10:34:54.277477 10.48.36.248 10.55.157.229 STUN 218
Allocate Error Response user: expturncreds with nonce realm: TANDBERG UDP error-code: 401
(Unauthorized) Unauthorized

HECMSHFH , ##ERUTHRER

2017-04-15 10:34:56.536 Warning call 7: ICE failure 4 (unauthorized - check credentials)

RRAR
BECMS LEEMNTURNER , YR EEEXpressway-EANi#h & 17 B 35 5 L E i & A9 B B AR T EL

o

S EWebRTCE i AR FEHL 0 A W AL 1]



A& Mot weose | b fweblbiidae alena e

SN i

f£Callbridge Status > GeneralBE L , B RUTAR :

2017-04-15 12:09:06.647 Web bridge connection to "webbridge.alero.aca” failed (DNS failure)
2017-04-15 12:10:11.634 Warning web bridge 1ink 2: name resolution for "webbridge.alero.aca" f
2017-04-15 11:55:50.835 Info failed to establish connection to web bridge 1ink 2 (unknown erro

BRRF R

« FE{RCallbridge i] LA#S i0 AURLZ 4T B Webbridge FQDN ( Callbridge T &EAS L R 4T B
Expressway-Ef Pt ) o

- EAdTdns flush , BiB a5 54T E(CLI)RIFETCallbridge £ BIDNSHRER,

- HRWB{S{ECallbridgeflfRZBFHE (MARERE ) .

EE#REICospacelF , ATHWebRTCEFimER (ZHAKRBL )  AREEQIWBYIKBER

BRRT R



« TE{RCMST LASEATCBIZBAY N EF4MEEE LA _xmpp-client SRViR &% , LR WebRTCIELR /I
BT,

- ERBEAREFIREGE  WEEF K LN WiresharkiE M2 E B 55508 (21
Expressway-E_E#tcpdump ) :

i8 ¥ ZMaintenance > Diagnostics > Diagnostic logging , FE{R1E:##ZStart new logZ 5 Bi&F
Take tcpdump while logging , M1 FEFfR :

Diagnostic legoing

N orE EERAMNTLZ | REESHES Y Wiresharkii R Expressway-E_E 9 B 5
HBCRE, EHBRHERNE | Z1EY FTEHExpressway-E L BERHEUAREF s EWNHE
%,

- FRBHE/ B Expressway-E T 88 BEH42 |, WHARE QAR H LEBES .pcaptE
=
. {Eﬁﬁstuniﬂﬂﬁﬁﬁﬁ’aﬁﬁﬁl :
- REEHRNISBEFiwEIExpressway-ELNH Pt B BERER | R— T AR IEE
Follow > UDP Stream,
- BE , REEFHMNBEFERN B K HIRE24000-299995 E Ry , EExpressway-E L #Y
TURNA R IEETE,
- MREFIRARNBEHBEFBRNERE  FREFREEEZEEXpressway ERVHE,
o WMRFERENE , WHExpressway-EFEEBE Fif , isRENFFWE B AFHILUDPRE,
- MRBRIEEE , FEREHAXBUERZ 5 LA BREERZEHMEL,
- MRExpressway-EZPE 7T MAFENATE XN EREBE N HEZEFHIZR(DUAL-NIC) , LHIE T
X125 2H BRIRA , BRI AME L EIEE TNATRE . #X12.5.360% , BiL
Expressway T BEE I INEE,

2

NEBWebRTCE FimfE LN A Cospaced R ( BILER — BHERER )

FEERS | RTCE Finpc 4§ M ID#EAT Bjalero.space , 18 & & A SR 1 & I032 12 50 A BF AL BF

, &3 BB R E & Unable to connect - try later:
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Linable 10 connect - iry again katar

Joincall v

RRFR -
BEAIMEE EHCMSE B BB CBIE A _xmpp-client SRVEE #.

FHEAE A
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