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1.5 . BRAEBNEFRBREHERERFRANERIERNERRSS (MRS ) . LLFE
EH#Common Name(CN)H i 1 &4 H T E F & postgres,

2. fAfkes . ARARTE (WEBBATR ) AERERKRARERE postgres BRI E,

F1Hr. RERX
1.EAEEEEERENZ IR (SSH)ERE R REZIMMP,
2ERBEHHRFR(CSR):

a. ¥ databasecluster® FinFE & :

pki csr <key/cert basename> CN:postgres

40 - pki csr databasecluster_client CN:postgres

b. ¥ databaseclusterfi] [RES & :

pki csr <key/cert basename> CN:<domainname>

{5140 - pki csr databasecluster_server CN:vngtpres.aca

3.HECSREEEEM F RIFE(CA) LB ECSR, FHRCAMERMRCA ( UARFIEFECA) BE

o

AFAZEERERBABHESFTP)EAER ( HlIIWINSCP ) |, #$%BHIERE. RCA ( MEMAH
BCA) BELEZMEERESHE,

BHEE - B0 ARICNLAZE Bpostgres , THBAUEHUBHENEE K BEEEHEEREE
(SAN)HEE
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WR R A T Ria

B, NE Tay EUTARERERSE,

2EAUTHOEREF N, ARFARcaBEURENEFHEEEANLS
BB EE R SR | <client_key> <client_crt> <ca_crt>

database cluster certs <server_key> <server_crt> <client_key> <client_crt> <ca_crt>
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St at us . Enabl ed
Nodes:
10. 48. 36. 61 . Connected Master
10. 48. 36. 118 : Connected Slave ( In Sync )

10. 48. 36. 182 (ne) : Connected Slave ( In Sync )



Node in use 10. 48. 36. 61

Interface Ta

Certificates
Server Key

Server Certificate
Client Key

dbcl ust er server. key
dbcl ust erserver. cer
dbcl usterclient. key
Client Certificate dbcl usterclient.cer
CA Certificate : vngt pRoot ca. cer
Last conmand : 'database cluster join 10.48.36.61" (Success)

REREGE

AR L0 T R AR RS 1T R AR

ECLIL , A T RS RIREE B R B AT A .
Rt B S REL

EREH BRI HER AR posigres T , RAIMT :

Mar 30 12:39: 04 |ocal 0. warni ng DBMast er postgres[20882]: [2-7] #011SQL statement "1 NSERT | NTO
donmai ns(domai n_i d, domai n_nane, tenant_id, target, priority, passcode_separator) VALUES

(i np_domai n_id, inp_domain_name, inp_tenant_id, existing_target, inp_priority,

i np_passcode_separator)"

Mar 30 12:39: 04 |ocal 0. warni ng DBMast er postgres[20882]: [2-8] #011PL/pgSQ function
create_or_updat e_mat chi ng_donmai n( bool ean, uui d, t ext, bool ean, uui d, i nt eger, i nt eger, i nt eger, t ext)
line 61 at SQL statenent

Mar 30 12:39: 04 |ocal 0. warni ng DBMast er postgres[20882]: [2-9] #011SQL statenent "SELECT * FROM
create_or_updat e_mat chi ng_domai n( TRUE, inp_donain_id, inp_donmain_nane, TRUE, inp_tenant_id,
inp_target _true, 0, inp_priority, inp_passcode_separator)"

Mar 30 12:39: 04 |ocal 0. warni ng DBMast er postgres[20882]: [2-10] #011PL/pgSQ function

creat e_mat chi ng_domai n(uui d, text, uuid,integer,integer,text) line 3 at SQ statenent

CMSHiEWESRREM T —EHEAFERERFNERENEUI) , ARIECMSHRRIE B,

UTR-EHANENERBEMBERG R
B : FEHFR ENERERBHEHR

ERROR : Couldn't upgrade the schemm
St at us . Error
Nodes:

10. 48.54. 75 Connect ed Master

10. 48.54. 76
10. 48.54. 119 (ne)
Node in use

Connected Slave ( In Sync )
Connected Slave ( In Sync )
10.48.54. 75

Interface -

Certificates

Server Key dbcl ust er Server. key
Server Certificate dbserver. cer
Cient Key dbclusterd i ent. key

Client Certificate
CA Certificate

dbclient.cer
Root . cer
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Last conmand : 'database cluster upgrade_schema' (Fail ed)

FRRA R

1.8%  EfTH@SLUERER

RS R SR BREERR

2 ARBHATUT A RERELRE -

¥ ¥ E & #upgrade_schema
SABRGEAUTHTREERN ERFEMNRE
RS R SRS
AFERHELENTRAEL

Mar 30 11:22:45 user.notice acanosrv05 schema_buil der: Upgrading schema with connect |ine
' connect _ti meout =4 user=postgres host=127.0.0.1 port=9899 ssl node=verify-ca
sslcert=/srv/pgsqgl/client.crt sslkey=/srv/pgsql/client.key sslrootcert=/srv/pgsql/ca.crt '

Mar 30 11:22:45 user.notice acanosrv05 schema_buil der: Using database nanme 'cluster’

Mar 30 11:22:45 user.notice acanosrv05 schema _builder: schenma build on database cl uster
conpl ete

Mar 30 11:22:45 user.notice acanosrv05 schema_builder: Using C scoSSL 1.0. 1u.4.13.322-fips
(caps Ox4FABFFFF)

Mar 30 11:22:45 user.notice acanosrv05 schema_buil der: Using 0x1000115F

Mar 30 11:22:45 user.notice acanosrv05 schema_buil der: |NFO : Waiting for database cluster
to settle...
Mar 30 11:22:45 user.notice acanosrv05 schema_buil der: | NFO . Database cluster settled

Mar 30 11:22:45 user.notice acanosrv05 schena_buil der: Schema upgrade conplete
Mar 30 11:22:45 user.info acanosrv05 dbcl uster_watcher: Operation Conplete

B HEHRBELIERINENEEEH

Mar 31 10:16:59 user.info acanosrv02 sfpool: Health check 10.48.54.119: error (up = 1): could
not connect to server: Connection refused|#011lls the server running on host "10.48.54.119" and
accepting| #011TCP/ | P connecti ons on port 54327?|
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2. ERREEREWESA M E(SFTP)EMA & imERE AR , LHREARE 8T H.pcapE = :
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File Commands Mark Session View Help
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[} Find Files | [jg Download = [ Edit « [©] 3 [ Properties 2
o8 L] 2 3

ﬂ [=5] = [ Queue -ty Transfer Settings Default = & -

Alero Lab/Resilhent/Acanosn? |$‘ Mew Saczion
[ =root> Mame 2

| 3444p417-9970- 397e- 5¢ 1e175¢-70261569.dmp
[ ACANO-MIB bt
[l ACANO-SYSLOG-MIB et
I e admin-a-20170331-083612.pcap
| || audit
e -
3. Wireshark b BARUBERE R | I F Atcp.port==54327£ #5432 L 1BIE , BT T YHWEEEE R
EXfgzEBHNRE,

4 MRARBFRIBEERE , I BT SHEW S MRS BENE < HAVE,
BAF 22 B £ & i M 7] AR 25 < B A BUE AR Y S 2 B AN

EXRFG  BEEENIPE10.48.54.119 , {@AREE210.48.54.75,

M 2dmin-2-20170331-083612.peap E—
File Edit View Go Capture Anslyze Statistics Telephony Wireless Tooks Help

dm g ® TRABRes=FaSEaqaan

N [1p port==5432

Mo,

Source Destination Protocsl Length

S6 2017-83-31 ©8:36:13.559898  10.48.54.119 10.48.54.75 TCP 6@ 35826 + 5432 EMK Seq=1 Ack=1 Win=29312

]
57 2017-83-31 88:36:13.550147  10.48.54.119 16.48.54.75 PGSQL 62 >
58 2017-83-31 @B8:36:13.559169 10.48.54.75 10.48.54.119 TCP 54 5432 -+ 35826 [ACK] Seqel Ack=9 Win=29312 Len=@
S9 2017-83-31 88:36:13.550718  10.48.54.75 10.48.54.119 PGSQL 55 <
60 2017-83-31 @8:36:13.550798  10.48.54.119 10.48.54.75 TCP 6@ 35826 = 5432 [ACK] Seqe9 Ack=2 Win=28312 Len=2
61 2017-83-31 98:36:13.568499  10.43.54.119 18.48.54.75 TLSv1.2 257 Client Hello
62 2017-83-31 @8:36:13.560963  10.48.54.75 10.48.54.119 TLSv1.2 2605 Server Hello, Certificate, Certificate Request, Server Hello Done
63 2017-83-31 8:36:13.561860  10.48.54.119 10.48.54.75 TCP 68 35826 » 5432 [ACK] Seq=212 Ack=2553 Win=34384 Len=@
64 2017-083-31 @8:36:13.564761  10.48.54.119 18.48.54.75 TLSv1.2 2983 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
65 2017-83-31 @8:36:13.564810  10.48.54.75 10.48.54.119 TP 54 5432 + 35826 [ACK] 5eq=2553 Ack=3141 Win=36224 Len=@
66 2017-83-31 @8:36:13.568836 10.43.54.75 198.48.54.119 TLSv1.2 1688 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
67 2017-83-31 @8:36:13.568194  18.43.54.119 18.48.54.75 TCcP 6@ 35826 + 5432 [ACK] Seq=3141 Ack=4187 Win=37632 Len=2
6§ 2017-83-31 @8:36:13.568551  10.48.54.119 10.48.54.75 TLSvl.2 124 Application Data
69 2017-83-31 @8:36:13.570438 10.48.54.75 16.48.54.119 TLSV1.2 406 application Da
7@ 2017-83-31 88:36:13. 5?1678 18.48.54.119 10.48.54.75 TLSV1.2 120 Application
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