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Server A

Call Bridge
and

XMPP server

Recorder

MP4 format

MNetwork File Server
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https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/jj574143(v=ws.11)
https://help.ubuntu.com/lts/serverguide/network-file-system.html
https://support.microsoft.com/en-us/help/2485529/permission-denied-error-when-a-unix-user-accesses-files-on-an-nfs-shar
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Lerver B Server C Server D

Metwork File Server A Network File Server B Metwark File Server C
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Sarvar A Server B Server O
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Server

Call Bridge
and
XMPP server

Recorder

MP4 format

Network File Server

1.WindowsNFS

a.windowsNFSSingle Split Recordings

s

Name Date modified Type Size
| ExchangeSetuplogs 9/6/2017 2:48PM  File folder
. inetpub 5/30/2017 6:34 PM  File folder
. Perfleogs 8/22/201310:52 AM  File folder
1. Program Files 10/11/2017 &:33 PM  File folder
1. Program Files (x86) 1/3/2018 2:04 PM File folder
). root 9/6/2017 237 PM File folder
). Shares 4/26/2018 3:50 PM File folder
‘EF Single Split Recordings 4/27/2018 10:37 AM  File folder
. Users 6/2/2017 3:13 PM File folder
. Windows 4/21/2018 7:31 AM  File folder
u BitlockerActiveMonitoringlogs 9/6/2017 5:43 PM File 1KB



Previous Versions Customize MNFS Sharing
General Sharing Security

Single Split Recordings

File folder

CA
Size: 15.1 MB (15,926,307 bytes)
Size ondisk: 15.1 MB (15,525,344 bytes)
Contains: 1 Files, 3 Folders

Created: Today, Apnl 27, 2018, 32 minutes ago

[m] Read-only (Only applies to files in folder)
[ | Hidden Advanced...

C.BE A L AHINFS sharing EE ., Not sharedNot Shared
d. NFS

e.
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' Server for NFS cannot update the share configuration. Try updating the
" shared directory again, or delete and recreate the shared directory.

OK

g. ANSI

h. Kerberos [Auth_SYS]

| Kerberos v5 privacy and authentication [Krb5p]
| Kerberos v5 integrity and authentication [Krb5i]
| Kerberos v5 authentication [Krb5]
lv Mo server authentication [Auth_SYS]
[v Enable unmapped user access
{* Allow unmapped user Unix access (by UID/GID)

" Allow anonymous access

1}
il

-

=

i. UnixUID/GID
j.
BIEE . FTESKNTERENARE., KNSV EEGEEFEFTTE , BB TUERALL

MACHINESHYTRRRERE , HEABRBEMERERA . REMEZRERBMAERNGE
, FERKBEERARGE  XATEFHB RN A RSFIPH BRI T#,



k

|. IP 10.48.54.75

Add Names:

10.48.54.75 A
Type of Access:  |Read-Write ;l [ Alow root access
Encoding ANSI |

oK Cancal

MiEE : Everyone/A X4 BHEER RN TR TE., MERIE , FRIEHFELBIR "5
AR, fREEER. EIFAJAUGHEERE K ARE "E8.) WP AEveryone , REZIEE
OK, EIEFEFHEveryone , iBHFull controlZREN A , REZIBEOK, BIXEEZEOKLLEIR



Bt MREKREER  FE8RT —ERKEM

Security

Object name: C:\Single Split Recordings

(Group or user names:

42 CREATOR OWNER

H2 SYSTEM

%Mministratnrs (VTN Administrators)
82, Users (VTN\Users)

Pemissions for Everyone

Full control

Modify

Read & execute
List folder contents
Read

NI g‘

3 B82 fERecorder{al BR 28 L Bl R A1 BUH 85 U BS
afFAUThSEEEBREEAEMEN TEHLEE

recorder listen <interface[:port] whitelist>



b. AN REFRBFMMAAMCBLE |, Al HESERES "loopbacks , RALEALUTHS -
recorder listen 10:8443
CHMREEHBENELEE , BEMER "Tay , RRFERHUTHS -

$%ZWa:8443

;M?%I MR EFRECBHE M LR ESHERS RN ALY AR EERESGR BN N R ibERE
ITH.

JdREHANBEFANTERR. fl , BUUFEHECRFENEFSNCBEANILBESR,

recorder certs <keyfile> <certificate file>

efEALU T HHCBREMEILKRR[EERTE

recorder trust <crt-bundle>

crtif A EILABECBEANES (WRTRE ) . WREEHRF , AINATSEFPEECBHNES

o

fISENFSH EHZ HIPHEsE , URENFSERARFEHERNB & -

s08&88nfs <hostname/IP>:<directory>

HEE  EBTEUNFSETSHRE  BEBNERSSARSELAYNFSE BN WD
PSF AT AL

g. AT RS

recorder enable

SB3ECBLRBVAPIHERE

ECBLERIUAPIEAE , EAAPIRRETE - SERERTEEHTIRKE
ERAUTSREMERE
a.EAEESRBEBBE2INR(SSH)HIZHIEELRFICB.

b.f & A tl<username> api , A% EReturn# | REBWAZE , &REEReturni,

SR4.ERAPIREE R MMBICBH



1. R E T &I L2 Postman

2 FE 1k B R E AAPIFERIURL , f5130 : https:/<Callbridge_IP>:445/api/vi/<entity>, A% , FE &
AR ESEITMERERBMBEE | 1£Authorization with Basic Auth(f i £ 4~ 5 17 B %) T &%
EAEA

[]:] Runner Import D_ Builder

e A e No emvironment
https/10.48.54.75:445/ap

GET https:/1 Cl.ip.54.?5{:445.-'ap 1 /callProfiles Params Save
Authorization @ (2)
Type B u C Update Request
User _ e The authorization header will be generated and
sernams apiuse added as a custom header

Password T Save helper data to request

Show Password

Mgt . EBREE R ECBL KRB B HcallProfile, FH| , BAUEAPUTAZERIEHEFE
F/FHcallProfile By $& 585,

3. EFAPIF &R ERHTEEICB

a.{# A https://<Callbridge 1P>:445/api/v1/recordersfEi% ZEHPOST

b.fE A (a) PRIMEBEIURLEIAGET , BR&ERNERID , TH 55 , FELEE

c. BB EE # Ahttps://<Callbridge IP>:445/api/v1/recorders/<recorderid>BPUTHR % E s HLE5 1Y
URL , ¥ EHHITPUTZ B A& E 18 EIBODYH :

url=https://127.0.0.1:8443 ( N R BB R A MCB L )

=
url=https://<324E S IP Mo H>:8443 ( W1 RER4EEFIEAMCE L )
flgn -


https://chrome.google.com/webstore/detail/postman/fhbjgbiflinjbdggehcddcbncdddomop?hl=en
https://%3cCallbridge_IP%3e:445/api/v1/recorders
https://%3cCallbridge_IP%3e:445/api/v1/recorders/%3crecorder
https://127.0.0.1:8443

Mg : dtmfProfile. callProfileFcallLegProfile i AN A X AR EFBHNSIPRIEAHEE, ©
M ATIR BB R/ LSRR E/ R B L Az EA R,

Record
f:CMA 1.9.3MICMS 2.0.1F% , REEFFECLADTMFE %?Eﬂﬁ%ﬁiﬁ@@

FimpmE#RM callbridge E 5% Fin AT AERHE B F FinpRill, CERRMHBEHRCMS 2.35
EEWebRTC,

4. % M callProfile
a.f¥ FAhttps://<Callbridge_IP>:445/api/v1/callProfiles X 2 fPOST
b.f&i%(a)F EBEMHRIURLMGET , ERTFE 5|8E M callProfile IDEIFEE A

c.JBiB &% % B https://<Callbridge_IP>:445/api/v1/callProfiles/<call profile ID>FIPUT2RE& E
callProfilef¥recordingMode , It FEH{TPUT Z BI#Ti8in BODY,

recordingMode=Manual ( 2N RFLEEM 5 EADTMF{R B BIR S )
=
recordingMode=Automatic ( 2R &3 £ I RS B BhRRED )



[]:] Runner Import D. Builder

https://acanosrvil.alero.a

PUT https://acanosrv01.alero.aca:445/apifvi Icall Profile/213dcBbd-89ba-4a40-ae9f-e305696b5] Params Send - Save
- (2) Generate Code
Fcrr"—da:al ® www-form-urlencoded I raw binary

m recordingMode Automatic Bulk Edit

B EE . R fEAfirefox FRIPOSTER , Bl ZEi#EContent to Send , REEFIXPUT/POSTZ
HIi#£Body from Parameters , E& R Em=EACBAUERNAT, MTER

AL LI R

GET POST PUT DELETE ~ I;J ‘

Content to Send | Headers Parameters

File: | Browse. .

Content Type:

Content Options: Basetd4 Encode | Body from Parameters

5N IEERERTBIRREEER

callProfile €& 2 A AT A ST |, IR REAILEFRE TR T TR/FW,

EBODYH ¥ callProfile® , {f Ahttps://<Callbridge IP>:445/api/v1/system/profilesf&i%APUT

callProfile=<call profile ID>

fHln -


https://%3cCallbridge_IP%3e:445/api/v1/system/profiles

PUT https:ffacanosrvl1.alero.aca:445/apilvlf system iles Params “ Save

[ ] ers (1) Body @ Pre-request Script Generate Code

form-data ® w-www-form-urlencoded raw binary

p callProfile 082058e0-bfa8-4431-87eB-b32c7eb1a73f Bulk Edit

N RrecordingModes% E AManual , BI A BREDTMFE BRE R ESRFERE M EHADTMF S5
RAE IR 8&H,

6.BIDTMFEBER
a.fEBODY ##§startRecording=**7 #stopRecording=**8 ( N ) ;R E5H

startRecording=**7&stopRecording=**8% , f&£ A https://<Callbridge |P>:445/api/v1/dtmfProfiles{&
A F,

fHln -

[]] Runner Import D Builder

No environment
https://acanosrv .alero.a

POST httpsy/facanosrv1.alero.aca:445/apifvfdimfProfiles Params Send b Save
- (2) Cenerate Code
form-data ® www-form-urlencoded I raw binary

o startRecording **7 Bulk Edit
stopRecording *

b EEGETUMBRFHNDTMFEERER , ARK A F5IHRNIDERBIZER,

(=]

7.2 CallLegBi BRER

CallLegProfilestEEBREHFHNITH. EEBRERT , ©HEESS TG &MHEWN,
BUYNMRERERESR , TR :

a.f£BODY #F #Ti8recordingControlAllowed=truef% , £
https://<Callbridge IP>: 445/ap|/v1/CaIILeqProflleS{% < F

Hlgn


https://%3cCallbridge_IP%3e:445/api/v1/dtmfProfiles
https://%3cCallbridge_IP%3e:445/api/v1/system/profiles

NO 2NVIrorIment
https:/facanosmvD2.cluster

POST httpsy/acano=rv02.cluster.alero.aca:445/apifvls a||< egl:'r Params - Save

L] =aders (1} Body @ e-request i [esis Generate Code
form-data |'® x-www-form-urlencoded | raw binary
o recordingControlAllowed true ) Bulk Edit

b. BB &)X % Hhttps://<Callbridge IP>:445/api/v1/system/profilesfIPUT I E£BODY H 3718
callLegProfile=<callLegProfile_ID>3& F& f CallLegProfile:

Blgn -

PUT httpsyfacanosrvl2.duster.alero.aca:d45/apiful Params Send ~ save
® Headers (1) Body @ e-FE st Script Fests Generate Code
form-data |'® x-www-form-urlencoded raw binary
o callLegProfile e3895c60-09b29-4ae3-8267-3c7d0fc33cb Bulk Edit

8.JEADTMFELEER :

EBODY dtmfProfile=<dfmt Profile ID>/ £ i8dtmfProfilet® , {4
https://<Callbridge IP>:445/api/v1/system/profilesfEixPUT

Hlan -

PUT httpsi/facanosrv0l.alero.aca:445/apifvl ffystem/profiles Params Save

il eaders (1) Body ® Pre-request Script Generate Code
form-data ® www-form-urlencoded raw binary
Io dimfProfile fobef721-e46b-4321-9734-0abc2a4581a8 ] Bulk Edit

B

ERAREHAR A BRENEEREEREE
B, FAGEGTRELRE SR TLESET —RGBCIMNE L
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https://%3cCallbridge_IP%3e:445/api/v1/system/profiles
https://%3cCallbridge_IP%3e:445/api/v1/system/profiles

73 38 3/ CB:

it

[
w0

[
fu

2 FAGETURRRAEE 1’;5 , BB R+ E FlcallProfile. CallLegProfileHdtmfProfile ( &
EMEEREHCRE )

https://<Callbridge |P>:445/api/v1/system/profiles

{520
£2xml version="l.@"2
| <profiles>
calllegProfile»9591bd29-dc/8-4656-babl -328b2fd5A5Fe alllegProfile
callProfile>cfBcfl197-a314-4ce-93d5-4498551efcdb< /callProfile:
dimfProfile:>118eddbd-fcb2-45el-9b5c-724F7b837b35</dtmfProfile:
£ :“*‘_Lh;|

3. EMECalProfile LEBEMARSR , BEAPILERLGS

https://<Callbridge |P>:445/api/v1/callProfiles/<callProfile ID>

EERERE "B W "FE BEEE, WX


https://%3cCallbridge_IP%3e:445/api/v1/system/profiles
https://%3cCallbridge_IP%3e:445/api/v1/system/profiles

| ¢2xml version="1.@"2»
<callProfile id="af73f145-829b-42ed-898d-Ff111f6259626™>

<recordingMode>automatic</recordingMode >
| </callProfiles]

4. EECallLegProfile LEEEM AR , FEEMALLAPI

https://<Callbridge |P>:445/api/v1/callLegProfiles/<callLegProfile ID>

B R A -

| <2uml version="1.8"3>
| <callLegProfile id="9591bd29-dc78-4656-babl-328b2fd5@5fe" >
¢recordingControlAllowed»>true</recordingControlAllowed>

4 |<fcalllegProfile?

i fed e

S5EREDTMFEEERFVERENAR , FEAPILEALGS

https://<Callbridge 1P>:445/api/v1/dtmfProfiles/<dtmfProfile ID>

EEREHRE "B8. N "FH, RHEIE, WTHAF


https://%3cCallbridge_IP%3e:445/api/v1/system/profiles
https://%3cCallbridge_IP%3e:445/api/v1/system/profiles

£2xml version="1.8"3>

<dtmfProfile id="11BeddbB-fcb2-45el1-9b5c-724F7bBA37b35"»
cmuteSel FAudios< /muteSelFhudios
cunmuteSelfAudio? < funmuteSelfAudios
¢toggleMuteSelfAudior<toggleMuteSelfAudios
{lockCall>»></lockCall>
cunlockCall>»</unlockCall>
cmuteAllExceptSelfiudios</mutedllExceptSelfAudios
cunmuteAllExceptSelfAudior < unmutedllExceptsel fAudio>
<endCall»<fendCall>
cnextlayout>< /nextlayout >
¢previousLayout:</previousLayouts
¢startRecording»#*7</startRecording>
¢stopRecording>*#8</stopRecording>
{allowAllMuteSelf></allomAlIMuteSelfs
{cancelAllowAllMuteSelf></cancelAl lowAl1MuteSelfs
¢allowAllPresentationContribution?</allowAllPresentationContribution:
{cancelAllowAllPresentationContribution»</cancelAllowdllPresentationContribution:
cmuteAllNewAudios< /muteAllNewAudios
cunmuteAllNewfudio: < funmutedl INewAudio>
¢defaultMuteAllNewfudios</defaultMutedl INewhudios
¢muteAllNewAndALlExceptSelfAudior < /muteAllNewAndAllExceptSelfiudio?
¢unmuteAllNewAndAllExceptSelfAudio»< funmuteAllNewAndAl1ExceptSel FAudios

¢/dtmfProfiley|

fiE  DTMFEEEZRTEARMHHTW R RAEEEBTEAFBHHR,

REREGF

AR 0 T PR AR RS 1T SRR AR
EETERETRENNE  BETHD .
o F B R
SO 1 B T PO

Jun 20 20:38:49 kern.info acanosrv05 recorder-proxy[1]: 2016/06/20 20:38:49 Connection from
10. 48. 54. 75: 39439: Aut henti cati on succeeded

Jun 20 20:38:49 kern.info acanosrv05 recorder-proxy[1]: 2016/06/20 20:38:49 Connection from
10. 48. 54. 75: 39439: Connection term nated

Jun 20 20:38:53 kern.info acanosrv05 recorder-proxy[1]: 2016/06/20 20:38:53 Connection from
10. 48.54. 76: 35141: Aut hentication succeeded

Jun 20 20:38:53 kern.info acanosrv05 recorder-proxy[1]: 2016/06/20 20:38:53 Connection from
10. 48. 54. 76: 35141: Connection term nated

HEARRGIF |, acanosrvO5 2 A Az MY A AR=R , SREEIRAVHACBHIR 7 51 410.48.54.757
10.48.54.76,
& FBNR i CB IE BEAC S 2n i 1T IEREE R A & 1B EE

MRFCHEBRCBIAMEKE |, ALERERBEREIP:



Jun 20 20:40:52 kern.info acanosrv0l recorder-proxy[1l]: 2016/06/20 20:40:52 Connection from
127.0.0. 1: 45380: Authenticati on succeeded

Jun 20 20:40:52 kern.info acanosrv0l recorder-proxy[1l]: 2016/06/20 20:40:52 Connection from
127.0.0. 1: 45380: Connection term nated

BHEE : KZHEAST RS HETE AR B 56 Esyslogt Brecorder-proxyJE REE R |, B B R
FLERES T RE S A MR,

ORI EMRE AWM TR ¢
HEERERT  REGHEKEYX HABMKICHK !

Jun 20 21:16:19 user.info acanosrv02 host:server: |INFO: recording device 1: available (1
recor di ngs)

MRBFRK , AIREEBRENFZTEE

Jun 20 21:16:19 user.info acanosrv02 host:server: |INFO : No recording device found
MREEFINNEES  FRECHFEITPINES , UERXIBERANRKECBHNERES
BERFEAFURTREECEANFSHT

- MBREBNFSHE |, iSETR TEEEEHNFSHE
- REWHERICEKSIMIRET : /Folder-name LR ERINFSE R RENFSHEF LEENER KMEE
EBITAPILA R EEE RS2SR B IR

- https://<callBridge_IP>api/v1/system/alarms
- MR ZETE , BIEER "recorderLowDiskSpace J
- REREL RS ANNFSREZEARERH

P
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https://www.cisco.com/c/zh_tw/support/index.html
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