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File Edit View Tools Help
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Clsco 3640

Confhguration OwerHew

DHCP Servor:

About Your Router

. - - e o aQ ?
] @' e 4&;:?} Ea s aniter | Refiesh Sava Saarch Hal
Host Nathes Router

Hardwara
Model Type:
Movaitahle | Total Memory(ME):
Total Flash Capacity:
[ ]

More ...

Cigeo 3640 105 Version:
48128 MB SDM Version
48 mAE

Q L7 x] L2}

more ...

12.408)
21

% Interfaces and Connections & Up )
Total Supported LAK: 2z
Configured LAN Interrace: 1

Mot Configunad

& Up ()

IPSec (She-to-Shek 1]

Hauth Lodgin Reowired: 1}

Ho. of DMWVPN Clients: 1]
Houting

o, of Static Route: 1}

Dymarnic Routing Protocols: Mo

! Down (5

Total Supported WAN:
Total VWAN Connections:

GRE uer IPSec:
Easy VPN Remote:
Mo, of Active VPN Clients:

Wiewe Running Corfig

A{5eral SynciAiam
THDLS

2. & Configure > Interfaces and Connections > Create Connection A Bt & 77 [ #Y WANIE AR o
flan , R EFNE2/0 , #IESerialiE1H , A% IZ— T Create New Connection. & : HRHE
HHEBANE(MZARE) , FREMENNTERR , A% % — T Create New ConnectioniZ it

RBRIRE,
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File Edit Wiew Tools Help

@ Home ﬂ}% Carlipre Monitar me EE E:j:h I-;I?; i

~. Interfaces and Connections

Creale Connection | Edil Inlerface/Canneclion

Craate Hew Connechon

LI5e Case SoEnarin
Sedect mconnechon end click Creste Mews Cornechion
'_;},IE " Eehernst LARI
Fitswal 2nd ACL 7 Ernenat (PPROE of Lnencapstiated Routng) _
% Sl (FPF, DL o Frame e @—““L\Ty
Inforrmation {PPP, HOLG af Frass Rily)

Wou can configure a sefiel nberfeca for HOLC, PPP or Freme Rakay Click
Create Mesw Conresctionto stan

Crualhy of Seracs

Creats Mew Connection I
3. B — T NextAE HIR L N ERAEE.

X
Welcome to the Serial WAN Configur ation Wizard

WAN Wizard

This wizard will allow you o configure a Serial interface for Internet conne clivity

Three types of Serial YWAN connections are supported:

*  Frame Relay
*  HDOLC
* FPPF

To continue, click Mext.




4. fEAvailable Interfacesi® 18 A& #Serial interface 2/0 ( £ ) , K&K — T Next.
froawens e x4

Select interface

Select an Interface for the Wak connaction,

Ayailable Interfaces:

«Back | Next» | Firisn | cancel| Heip |

5. 1 ZBFRIINEAHERER , REE—TNext.




Serial Wizard - Serial2/D{Sync/Async) EI

Configure Encapsulation

Interface: Serialdi

Choose the encapsulation tvpe for this connection.

The High-Level Data Link Ciontrol (HDLC) connection connecls
a synchronous serial port (also0 known as a leased ling)

on A router, access server to connact o & router, access
serer, or corporate network. These routers or access

sarvers must be Cisco devices.

" Frame Relay

T Point-to-Polnt Protocal

" High-Level Data Link Control

<Back | Mest> | Finisn | cancel| Heip |

6. ERANENAEFREREEFEIPi , RARE-TTF—F,




Serial Wizard - Serial2 /0{Sync/

Async) x|

IP adidress:

Enter the IP address forthis connection

& Stallc IP address

IP address |1 82168141
subnetmask:  [255.255.255.0 or [22 §
" IP Unnumbered ta: | Einameti/o =l

You can configure this interface to perform dmamic DMS updates by checking the
checkbox balow.

[™ Enable Dynamic DNS Crymarmic OMNE.. |

<Back | Nest> | Finisi | cancel| meip |

7. FERISPIREH IHESI B (I T —BhIPH it ( ABIRMEEEE192.168.1.2 ) ELBFERRIEH , ARIR
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Serial Wizard - Serial2 /0{Sync/Async)

Advanced Options

There is no static route configured on the router, & default static route ensures that
outgoing fraffic will always be sent o another router on the network.

W Default Static Route!

~ Usge this Interface a5 Forwarding Interface

{+ NextHop IP address [1921681.2
{ffyour ISP has grven you a next hop IP address enter it here)

PAT is not confipurad on any router interface. Confguring PAT allows miultiple
devices on the LAM to share this WaN connection.

I Port Address Translation

LA rterface to be trans!ated F = otEtharnet i j

-Eackl Mext = I Finish I Cﬂnnall Help I

HEMRESBREAERENEERE, B—T "Finishy (&R ).



Serial Wizard - Serial?2/D{Sync) Async)

Command Delivery Status:

Surmmary

Flease click Finish to deliver ta the router

Selected Interface Serlalzil -]
Encapsulation : HOLC
IF address: Stalic

IP address : 192.168.1.1

Subnet mask :266.255.255.0

Detault Route:

Deslination Prefiz 0.0.0.0

Destination Prefix Mask 0.0.0.0

Fongarding IF address (B2l Inferface)192.168.1.2

i o

[~ Testthe connectivity after configuring

< Back | re

FI/\O

KX

Freparing commands for deliverny... ;l
submitting 6 commands, please wait. .
iconfiguration delivered to rauter.

o

] 4 |

8. iZ#ZConfigure > Interfaces and Connections > Edit Interfaces/Connections LA #7318 /4w &8/ Bk

EENH.

Help |

HBEWRE iﬁﬁﬁn%ﬂﬂ%ﬁﬂ%ﬁﬂﬁ% SREE, BRI, IRGTRATHRTEE R SRR
EXEMAY , BERE

Commands Delivery Status x|
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File Edd Views Tools Help
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T Cocbgue Mondol | colesh  Sme  Semh  Hep M

Graale Conneclion | Edit ierface Connection

Intarface List & Al - [ Edit 'ﬂDihti|EEummw|EDHiii © Disable ¥ Tes! Corne
= IFe face [P | s | Blol | Stalus | Description
""-‘E Ethemeatln no IF sddrese Ethemeat o L
Fitetal =nd ACL FagtEihamet! 0 1721612 1001 D0 Eth emat 1 S lp
= I 1921 B8.1.1 SEE TINCIRSG 2 g
Sera fin IR sidrass Senal Sungissne ] @ Doy
Senaldi no 1P address Sefial Byniifgyme z @ Do
Serialli Ao P sddrese Seral Synefaswe 2 Q Do
Secixily Auck
.
Fowiting
. ' Cefails about Interfsce Barizl2/0 & Bdministrataly Up &2 Sdministrativety Do
:".r-"'
_I’;_” Nern Mame e Value
ar 193.16%.1,17255.555.254.0
& Encap HOLC
MAT =Hong=
iR el | (Access Rule - inbound =Hones=
Aicess Fule - oulbound =Hurgs

REBETREFUNNE , IRBFEEXEXNEEE , FR—TEdite BTN ELEEXNRE
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Interface Feature Edit Dialog -Serialz,/0

Connection | Azsociation \[ NAT\[ General \[Applicatiun Service \|

Encapsulation: HDLC

IP address |Static IP address j

IP address:  |192.168.1.1

Subnetmask: |255.255.255.0 ar IHE

Cynamic DS Method; Tl

Cancel Help

SERRIELE S ER | ECiscolf HEF P ELE BRENAT,

1. iE1EConfigure > NAT > Basic NAT , #A# 1% — T Launch the selected task A fii & & 74
NATIng.



i+ Basic HAT

IFis apticn.

Secuniy Fudi

"'

Rouling

.r-.
fﬁl':ﬂ

MAT

2.8 "Nexts (F—% ),

Basic MAT Wizard

NAT Wizard

Mistvaodk Addiess Translason

I
i X T E LD

] T NN N F AR EH |
o gk R EE-
L el 1HIE R
AT D HAajad
- [*
.
i

JiAEgE

Create AT Etlﬂ'lgruilnn1 Edit AT Canfiguration |

T Auberanced MAT

N\

|

S0OM can guide you through HAT configuration tasks, FAT allows vou to
connect the hosis on your LAM fothe Internst. Selecia task then click

I you just have PCs or hosis anbhe LA thel need scoess {o the Interne, zelect

It wou Bre hoeting 2ervers (o0, web Severs, e-mall Ssvers) thad Lears outade
wiour petweori need pocess to, aelect this ophon.

Lacnch the sglectad lask I

Welcome to the Basic HAT Wizard
This wizard lets you connect the PCs and hosts on vour LAN 1o the Internet.

Use Case Scenario

PC with private |P address

%.J

%{w--%

Ise

To connectthe PCs and hosts to the Internet, you must perorm these tasks:
* Choose the interface that is connected to the Intameat or to vour Internet

semice provider.

* Choose the networks on the LAN that are to share the Internet connection.

Fr|£h| Gam‘all Help |

3. IBEHEFE ST InternetHKISPHINE , WiE#EZEH AinternetfF B/ IPH i EE



Basic NAT Wizard

NAT Wizard

Metwirk Adness Transiabon

Sharing the Internet Connection

ITthis router has & connection to the Intemet, specify how you want FCs and hosts
on the LAM to share this connection,

Choose the interface that connects to the Intamet or vour Infernet sarvice provider:

|Serial2i0 >|  Details.. |

The following ranges of [P addresses are allocated to netwaorks directly connected
to the router, Chack the box next to each neteork that is to share the connection

that yvou speciiied:

| IF address range Connected Through Camrment
172161 00172161 25¢ FastEthernet? /0
™ 1921681010 192.168.1.255 Serial2n

Mote: To configure NAT on an interface marked as Designated, exit this wizard, click
Edit NAT Configuration, and uncheck that interface in the Designate MAT Interfaces
window. For details see help.

:Elar:k| et = | Finish | Cancel| Help

4 ARG EWEREAERENRERE, E—T Finish, (&HR

Fasic NAl Wizard

NAT Wizard

Metwork Address Trapslation

Summary of the Configuration

Click finizh to deliver the configuration to the router,

Interface that is connected ta the Internet ar to your Internet semvice pravider:
Serial2m

IP address ranges that share the Internet connection:
172161010 17216.1.254

= Back | [exd=




Edit NAT Configuration ( fREENATEE ) RBER TCHREMNEBENATEE , HP S EIRNIPH

5.
B #(PATIng). MR EF A thEEERENATIng , 1% — T Address Pool,
Craate NAT Conflguration | Edit NAT Configur ation
)
Deslgnam HAT Intarmaces. . | Addrass Poaol... | Translation Tirmeouts
Matwork Addrass Translation Rules
Inaide Interfaceds): FasiEthernettil
Dutside Intefaceds)  Serialio
Driginzl address Translaled address Rule Type g Y |
17216.1.0-172.16.1.255 1921E311 E—
Edil...
Calate
FOlfE 1
6. E_-F rAde )
Address Pools ™
Address Poals are used to configure Dynamic Metwaork Address Translation
addresses.
Fool Mame Address
Add. .
Edit...
Delete
I Glone selected Entry an Add
] Cancel Hel
H It 4R 45t

THEBNGHERBENIPH I EESER, BREPHASEHibEE 2 , I HIPH D
EEES, REEERNE , PATAHEE/IPHUESER , SUREHIPHiAYEMFER,

MRFLERAS[EMUSHBIAERBEFERAPAT |, SHR SRt HHEIRPAT),



Add Address Pool X

Fool Mame: pooll

v iPort Address Translation(PAT)

IP address: 192.168.1.3 - |18921658.1.10

Metwork Mask [255.255.255.0  or |24 EI

Ik Cancel | Help |

7. E_-F rAde [
Address Pools

Address Pools are used to configure Dynamic Metwork Address Translation

addresses,
Fool Marme Address
pool 192168.1.3- 1921681 " Add...
Edit...
Delete
[~ Clone selected Entry on Add
Ik | Cancel Help |
8. E_-F rEdltJ o
Create HAT Configuration | Edit MAT Configuration
Designate MAT Interfaces | Address Pool., Translation Timeouts

Metwark Address Translalion Rules
Inside Interracafs): FasiEtharnatlio

Qutside Interface(s).  Seralim

Tranalated address
19216811

Origingl address
172161 0-172 16,1 255

Fule Type
Ciynamic

[elete

9. FETypet# i FiZ#ZAddress Pool , lpoo1 R iRt E R , REE—TOK,




Edit Address Translation Rule

{ Static {* Dynarmic

El

Direction: |Fr|:|m inside to outside

Translate from interface

Inside Interfacels): FastEthernet1/0
ACL Rule: i Tl
Translate to interface
Cutside Interfacels): Serial2ii
Type: |address Paal |
Interface
Interface: wddress Pool

Address Foal:

10. LLARBEEE R 7 A hETERENATHEE . 32— T Designate NAT Interfaces.

Ediit NAT Corhgiurathr

Craate MAT Conflguratian

Daslgnate MAT Intefaces... I Addrezs Pool.. | Translation Timeouis
Hetwork Address Translation Rules
Inside Infarface(s). FaslEthemest1/0
Qutsida Intarfaca(s).  Serial20
Criginal address Translated address Rule Type T aad

17216.1.0-17216.1,255

192.168.1.3-192168.1.10

FRLRBE I EEENATERDFERNAITMATNE. NATEFEEREREFERR
EBAAZBIER , RAEBRERATATENS , RRABBTIRE. BER , ELENEE
BARFMENATE#REL, BEENNEEREENATHRE R Translation RulesiEE £,



NAT Interface Setting i

Selectthe list of interfaces that you want to designate as
inside f outside.

interface insideltrusted) autsideiuntruste
FastEthernet! 0 3 -
Serial2i0 r r3

ik icancel Help |

BENATEE
FTERIELLSER , LAEHECiscolk H 2z FEL B FFRENAT,

£ Configure > NAT > Edit NAT Configuration , A% &2 — T Add LA B B B RENATINg.
NAT

1,38

Lreate MAT Connguration  Edm BT Confiuratioh

Designate MAT Interfaces, I Address Pool., | Translation Timeouts

Matwork Address Translation Rules
Inside Interfaceis): FasiEthermet!/d

Uutside Imeraceds).  Senalll

J Original addrass Translated addrass Riile Type

2. i#1##Direction ( {ERF RN/ LA EEAEF ) , ETranslate from Interface T I8 E EH#H
AERIPH#b i, fETranslate to Interface 215 HiEEType, MR EH Translate from AddressE#:
AIP AddresstBF ER M IPHLE | 55 2$ZIP Address. 153 % £ Translate from AddressfE
A EN L | 552ZInterface. Translate from Addressi§E % & 2 BLiG IE1E
Interface ML RIS EM N EHIPHL, MREEBEEHRPIFADEENEEN , FRP
Redirect Port, % , REABAEBEEENERE A RUNEZEAELEEFRAMEEN L HLIP
i, BXERZ "EHIRT ) Mt EEEBEEREY —EFRE. MRERTCPESR , & —T
TCP , iR 2UDPIESE , 5532 — TUDP, f£Original Port#{ & |, M A RZPEE FHYIER, £

Translated Porti{ & |, S AR HES AN LERMVIESE, F2RREMBVUEE . WA



/content/en/us/support/docs/ip/network-address-translation-nat/13772-12.html
/content/en/us/support/docs/ip/network-address-translation-nat/13772-12.html

Internet?Z XA 30 4< & — Eii HRIE A P9
Add Address Translation Rule - ? x|

{* Siatic " Dynamic

~ Direction: |Fr|:|m inside to outside j i

—Translate from interface Al

Inside Interface(s):

[P address: 1721611

Metwork Maskioptional): ar I E

—Translate ta interface e

Cutside Interface(s):

Type: IP address |
Interface; FastEthernet1io |l
I[P address: 192 168.1.3

— I+ Hedirect Port AT
f* TCF i UDP

original Port: IEDBD Translated Fort: EIII|

8 | cancel | Help |

R i)
EBETTRATEEEQNBFENATINgEE.
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/content/en/us/support/docs/ip/network-address-translation-nat/13772-12.html

251 AT

Create MAT Configuration ' Exfit MAT Configur ation |

Designate MAT Interfaces... | Address Pool.. | Transiation Timeouts... |

—— Metinrk Address Treanslation Rules

Inside Inderfacads):

Outzide Interfaceds);

Origingl address Transiated aodress Rule Type T

1721611 (3080 182.168.1.3 (B0)
Eat. |
Deleie |

e Route AR I

BARE
BERHEE
ERELSR , ERNKRETREBERA.

1. & Configure > Routing > Static Routing , A% & — TAddUAE EFRERH,

Static: Routing |  Doee | Dotewan
Ceztnation Hetwark Farwarding
Prafx Frefiz Mask Interface or IF addrezs Listance Pamanent Routs | Track |

0.0.0.0 19216612 Haone

2. WAFARRNE SRR , ARBESHNERT —BhIPHuE,



Add IP Static Route

— Destination MNetwoaork

Frefix: 10.1.1.0

Frefix Mask: 25529525450

[ Make this as the default route

—— Forwarding( Mext Hop )

" Intetface: Ethernetos =]
i* |P Address: 192 168.1.2
— Qptional

Distance metric for this route: |1

[~ Permanent route

oz || eewed || e | AR B R 510.1.1.048

RELENFRERE , H4P192.168.1.2EA T —BkIPtb it

Static Routing [add. | Edt. | Delete | Detes
Destinalion Netwark Forwarding Opional
Frefix FrefizMask Inarface or P addrecs Dislance Fermanent Roula Track

255 255 255.0 152.168.1.2 Hane

BREmER
ERELESR  EENKARTRESERB,

#Configure > Routing > Dynamic Routing.
e

118
2. ZERIP , A% — TEdit.



Routing

Secuiy Rudit
-

Fouting

SR

[\ d

Static Recating Amd. | Edi | Gaete | Delstas
Destinston Hetsork Forsardng Optional

Pre Prefis WMask Iterace of IF aderess | Distance | Permanen moute | Trae
i |
Drmamic Routing = Edll

Digabled

[risakbled

3. iZFEnable RIP , Z1ZERIPRR A , A% —TAdd.



Edit 1P ywnamic Houkting

RIP | OSFF | EIGRP |

..... IF ET'IElmE Hlp

RIP version i version 1 ¥ Varsion? " Default

1721.00
Add...

elete

Available Interface List Make the Interface Passive
Ethernet0/o
FastEthernet1/0
Serialdin
Seriali
Serialdr?
Serialdia

a0 a0

] | Cancel | Help |
cd anetwork T

Metwark: |1 721.1.0

Dk | Cancel |

4. EEBBEENMAE b,
5%—T "TOK, (H#&E ).




Edit 1P ywnamic Houkting

RIP | OSFF | EIGRP |

..... IF ET'IElmE Hlp

RIP version i version 1 ¥ Varsion? " Default

1721.00
Add...

elete

Available Interface List Make the Interface Passive
Ethernet0/o
FastEthernet1/0
Serialdin
Seriali
Serialdr?
Serialdia

a0 a0

Ik Cancel Help

6. % —T "Deliver, @ EIERIBE AR,



Deliver Contiguration to Roukter

Deliver delta commands to the router's running config.

Freviewy comimands that will he delivered to the router's running configuratian.

rauter rip

wersion 2

ho auto-summary
hetwork 172.1.0.0
exit

K3

The differences between the running configuration and the stadup configuration are lost when
router is turned off.

[ Save running config. to router's startup config.

This operation can take several minutes.

Deliver | Cancel | Eavetnﬂlel Help |

IR ERER T BRERIPERALE.

Bliafic Fousing add., | Em | et | Mk
v,
T
-J.EE.{TF i Deslination Memwors Farsarding opzanal
[ ] g
il Prefis Prefly Mass Interace of I sddess | Distance | Permanenimowe | Track
.-J-_['
a
Firsasl =vd ReL
_r
WFH
~
=,
Sty Aad| | | |
i Crmamic Rouling Edil...
Routing e Mare Item Yaluz
0
«
o =IF varzion Yarsionz
HAT etk 172100
PazEve Inleriscs Nong
.

ERELSR  EENKBARPRELMERRE.

1. MREFXREHBNEHE, B2, EENMANEOSEM , FEE Configure > Additional
Tasks > Router Properties , A#% 1% — T Edit,



@ Additional Tasks

L Dt Time

@R TRISNTE

~4E Longing

- de SMMP

. Matow

H--:'Ij Fouler Aocess

Llsar ACCOURLEM e

VT
--3“3 nagemen ACCEES
-kl 55H
-4 Secure Device Provizioning
E-_] DHCF
il DhE
e Cymamic DMS Wethods
B1-0 ACL Editor

B8 URL Filtering

B8 aan,

~-ffF Local Pools

45 Boler Provisioning

B+ Configuration Managemend

~fi§ Portto Application Mappingd

Desdce Properties Edit...
et Marne Itern Yalue |
Darmain Mame

Banner Mong

Enable Secref Password Mone

2. i#1¥Configure > Additional Tasks > Router Access > User Accounts/View A [6] B B 25 18 /4

BE/MBRE A E RS

W Additional Tasks

B-#% Router Proparies
~A DigberTime
2 MTRISNTP
43 Logging
g, SHNP
i Metflow
&-28 Fouter Access
t ElUser AccounisiView]
Ty
-~ Managemant Atcess
i E 25H
i~ Securs Device Provisioning
-3 DHCP
{ff DnE
il Dyriarnic DME Mathode
=] ACL Editor
{8 Port to Application Mappings
@=L URL Filtering
B Aan
fﬁ' Lacal Faols
i Router Provisioning
-3 configuration Management

User Accountsfiew add .| Edit. | Delets |

Lsermame Password

FPrivilzge Lewval

Enfer tha usemame and passeward

Wiew Mame
=HOne=

sdmSdim

Llzername: |
Pas sword
Passwiord =Hona=
ey Password. |
Confirm e Password: |

[v Encrypt pasaword using MOS hash algorithm

Privilege Level:

-

I iMssociate a View waih the user!

“iew Marme | S0 sdrninkEraton Jllﬂ Wiewe [Teftails

ok | cancel | Heln |

3. i##EFile > Save Running Config to PC... 4 Hl & /7 I HEEWNVRAMAMPCY # EF B E &

= —

ERTER (T )

ax Eo



. 8E MiscnRnaiber and Seciwty Device Manager (SDM): 17206017 =101 %]
[MlCY Edr Wlew Tools Help

Sava Rumning Config b PC...
\iyrite 10 Starup Cardig...
Fresal o Faclory defaos

= _ & a9 s $ Cisco SrsTENS

Flle MaraEermeart

Interface List Sadde & Edt 1] Dekele | @ Bummary |E Defalz @ Cisabn & Tesi Comecion

Intarace IP | Tvpe | zot | stz | Descaption
Elharme0m rin IF addrass Etharmel 1] & Doy
Fale emetl 1721612 101 DCEheme] 1 ‘:.l Up
pli] 14216211 Burial Syrcihayms 2
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Select your preferences and click the OK button to activate them. These preferences are saved as a
cookie inyour browser. Focookies are disabled inyour browser, it only applies to the current session,
To restore the default seftings, click the Default button and then click Ok

v Save signature file to Flash,
v Caonfirm before exiting from SDM.

v Continue monitoring interface status when swiltching modeflask
Maximum number of interfaces to manitar: |4

ok | cancet |  Demaun | Help |
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File Edil QUSR Tools  Help
Home . Cisca Svs1En
@ ta Mamiter @ ) o 2
» Confgure Rsfemsh S Szarch Hela
T Monitar -
=
Running Coniig... = -
ElrE BT S | Edit Interface/Connection
80N Dafault Rulgs... @ oade - [ ed [0 Cekte summary &) Detals @ Disable 8 Test Connection
Refresh
TIETTHTE IF |T,'pe I Slol [E‘ta1u5 | Descriphan
Ethemedlrd o P ademess Ethemel 1} @ Doy
FasiEtherst] I 1rE1ed .2 100 DJETharmat 1 (=1

s £
Benalzi no P addmss Senal Symciksyne ) I Do
Beralz? no IR adisess Seral Syneiayne z 1@ D
Senal2a o P adisess Sefal Synciasyne z i@ Doy
|_|
L)
Securty Aucik
s 4
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"
Dietailz about iredace:Sansl20 & Adrinistratmely Up & Adminisirativaly Ciown
HAT
ttem Marna Itarn Value
[? ubnet mask 192 1 3.1.1)355 355
Intnesion Presvertion Encapsulation HLC
- SR hAT Manes
Arcass Ruls - Inbounid AManes
Aooass Ruls - outhound “[Hane=
IPSac Policy =rarge=
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Rout er #show run
Bui | di ng configuration...

Current configuration
|

2525 bytes

version 12.4

service tinmestanps debug dateti ne nsec
service tinmestanps |og datetinme nsec
no service password-encryption

|

host nane Rout er

|

boot - st art - mar ker

boot - end- nmar ker

|

no | oggi ng buffered

enabl e password cisco

|

no aaa new nodel

|

resource policy

!--- RSA certificate generated after you enable the

I ———




ip http secure-server comand.

crypto pki trustpoint TP-self-signed-392370502
enrol | nent sel fsigned

subj ect - nanme cn=I OS- Sel f - Si gned- Certificate-392370502
revocati on-check none

rsakeypair TP-sel f-signed-392370502
|
1
crypto pki certificate chain TP-self-signed-392370502
certificate self-signed 01

3082023C 308201A5 A0030201 02020101 300D0609 2A864886
F70D0101 04050

30312E30 2C060355 04031325 494F532D 53656C66 2D536967
6E65642D 43657

69666963 6174652D 33393233 37303530 32301E17 0D303530
39323330 34333

375A170D 32303031 30313030 30303030 5A303031 2E302C06
03550403 13254

532D5365 6C662D53 69676E65 642D4365 72746966 69636174
652D3339 32333

35303230 819F300D 06092A86 4886F70D 01010105 0003818D
00308189 02818

C86C0F42 84656325 70922027 EF314C2F 17C8BBE1 B478AFA3
FE2BC2F2 3C272

A3B5E13A 1392A158 73D8FEOD 20BFD952 6B22890C 38776830
241BE259 EE2AA

CF4124EA 37E41B46 A2076586 2FOF9A74 FDB72B3B 6159EEF7
ODEC7D44 BE489

9E351BF7 F5C808D9 2706C8B7 F5CE4B73 39ED8A61 508F455A
68245A6B DO72F

02030100 01A36630 64300F06 03551D13 0101FF04 05300301
01FF3011 06035

11040A30 08820652 6F757465 72301F06 03551D23 04183016
80148943 F2369

ACDBCCA6 CAO4ECA7 C68B8179 E205301D 0603551D OE041604
148943F2 36910

DBCCA6CA 04ECA7C6 8BB8179E2 05300D06 092A8648 86F70D01
01040500 03818

3B93B9DC 7DA78DF5 6D1D0D68 6CE075F3 FFDADOFB 9C58E269
FE360329 2CEE3

D8661EB4 041DEFEF E14AA79D F33661FC 2E667519 E185D586
13FBD678 F52E1

E3C92ACD 52741FA4 4429D0B7 EB3DF979 OEB9D563 51C950EQ0
11504B41 4AE79

ODDOBE16 856B688C B727B3DB 30A9A91E 10236FA7 63BAEACB
5F7E8602 0C33D

qui t

!--- Create a user account named sdmsdm wWith all
privil eges.

user nane sdnsdm privil ege 15 password 0 sdnsdm
!
!
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1

1

!

interface Ethernet0/0

no i p address

shut down

hal f - dupl ex

!

!--- The LAN interface configured with a private IP
address. interface FastEthernet1l/0 ip address 172.16.1.2
255. 255. 255. 0 !--- Designate that traffic that
originates from behind !--- the interface is subject to
Network Address Translation (NAT). ip nat inside

ip virtual -reassenbly

dupl ex auto

speed auto

!

!--- This is the WAN interface configured with a
routable (public) IP address. interface Serial2/0 ip
address 192.168.1.1 255.255.255.0 /--- Designate that
this interface is the !--- destination for traffic that
has undergone NAT. ip nat outside

ip virtual -reassenbly

1

interface Serial2/1

no i p address

shut down

!

interface Serial2/2

no i p address

shut down

!

interface Serial2/3

no i p address

shut down

!

!--- RIP version 2 routing is enabled. router rip
version 2 network 172.1.0.0 no auto-summary !--- This is
where the commands to enable HTTP and HTTPS are
configured. ip http server ip http secure-server ! 1---
This configuration is for dynamic NAT.

!-—-- Define a pool of outside IP addresses for NAT. ip
nat pool pooll 192.168.1.3 192.168.1.10 net nmask

255.255.255.0 !--- In order to enable NAT of the inside
source address, !--- specify that traffic from hosts
that match access list 1 !--- are NATed to the address

pool named pooll. ip nat inside source list 1 pool pool1l
| I-—-- Access list 1 permits only 172.16.1.0 network to
be NATed. access-list 1 remark SDM ACL Cat egory=2
access-list 1 permt 172.16.1.0 0.0.0.255 ! 1--- This
configuration is for static NAT

!--- In order to translate the packets between the real
IP address 172.16.1.1 with TCP !--- port 80 and the
mapped IP address 192.168.1.1 with TCP port 500. ip nat
inside source static tcp 172.16.1.1 80 192.168.1.3 500
extendable

!
1




1

!--—- The default route 1is configured and points to
192.168.1.2. ip route 0.0.0.0 0.0.0.0 192.168.1.2 ! | /-
-- The static route is configured and points to
192.168.1.2. ip route 10.1.1.0 255.255.255.0 192.168.1.2

I I control-plane ! I 1 1 1 L1 1 1 I [ine con O |line
aux 0 !/--- Telnet enabled with password as sdmsdm. |ine
vty 0 4 password sdmsdmlogin ! ! end

R

iE#Configure > Interface & Connections > Edit Interface Connections > Test Connection 285 i
BURERR. WMEREIL— T User-specifiedEi& %R , Bl 7] LIS EIRIHARWwIP bt

x

| IF address f hosthame

Select a ping option, enter the required value and click Start
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= Summary &g Detals
[ formation Xs
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Checking exit i @ Test Connection successfull ueeassful
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Hardware,/Software Details

@

Hardware Details | Software Details ]

Hardware Configuration

B9 Cizco 3640 (R4700) - =Routers |

~E=R gt 0 1 Bthernet and 2WIC slots Metwork Module
~E= g0t 1: 1 Fast Ethernet and 2 WIC slots Metwork Mad
~E= oot 2 4 Port AsynciSyhc Metwork Module

~ &5 =lot: 1 SME(Free spaceshE)

~ &5 flazh: 31 MB(Free spacelME)
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This wandowy displays the router's intemaces and connections. The
LAMN Wizard windowy also enables you to add, edit, and delete connections, and

Ethernet Configuration to enable or disable connections
LAN Wizard: Select an Interface

LAN Wizard: IP Address and Subne!

LAN Wizard: Enable DHCP Server Add

LAN Wizard: DHCP Address Pool

ﬂ?ﬁ;ﬂ“&?fnm . Clicking the Add button displays a drop-down menu. This menu will
LAN Wizard: Switch Port abways have options to add a new loopback o tunnel interface,

IRB Bridge and If thers are swatch ports present on the router, this menu wll
BVI Configuration have an option to add a new YLAMN. When you choose an

DHCP Pool for B unconfigured interface, and click Add, the menu contains choices
IRE for Ethernet for adding a connection on that interface.

Layer 3 Ethernet Configuration
80210 Configuration
Trunking or Houting Configuration
Configure Switch Device hModule

if wiou wiant to reconfigure an interface, and see no choices except
Loopback and Tunnel when you chck Add, choose the interace

Configure Gigabit Eihernat Interface and click Delete. All e types of connections available for that kind
Summary of interface will appear inthe Add menu. Click Available Interface
How Do |... Confiaurations o 5ee what confiourations are available for an
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