il A R BA S R 8(DNA) R OB LAN B B LR R
MR

LANE B{bTE B TR E ST HRLE 5 BB 2

S HER B

DNA Center 1.1 LANE Bt B EE

DNA Center 1.2 LAN B B){t.#8E8 B 5%

DNA Center 1.x2 B & 8 E ¥ 2248 (PKI) 18 H &
bn4enE 17 7R %2 [Bl 28 R BV tcpdump?

EEE R M bridge.pngte R 2 1 ?

T2 EEFE(SSL)BARKAIIEE T RN BB RE (AXHETERN.pcaptE s )
FEI

Al RERY R A -

FHASRRFRE

HE R

R

DNA CenterE &8¢

AIRERY R -

HE R

PnPRE Lt ARMBAEESHERENERFAR TS
ERBROUBIEVNRBEHREBANS TSR
LAN B Ep{t F0HE B iY $ 2S

wnqaj1EE R EEITLAN B E{b
EAIAEAFIFRALAN B B AFIEHY 4 BWRERAE 2
ImypnpE1.2FEWR T ?

EF#EEe

BEHEER | (BPKIESREII#HIEFIPnPRE

s

RIERMBREHMA(LAN) B BMY , SIEBNER ETLAN B B U7 B RER 2R 48(DNA) /O R SR IR TR
HAE{ERY BIRE.

{E#& : Alexandro Carrasquedo , ERITACTiZEm,



FE

ENEEV A (PnP)REE : SRR FTEE , REEE , tt’TEHDNA CenterBBIBEMFESE,

T E:DNA Center 2 FHEL I A /EED RE = ML & 1% E(DHCP) A IRESH &
DB

ER

BREZERCERMLANB BL BB ARALEZEN —RAH. R TLANBEEL (BEECER
DNA Center 1.0 ) , E—#i:2iEAMDNA Center 1.1 R E SR,

HRER

LANB Bt R — B BEEIBHRG R , RS ISISHEAIKE B it E 2R AL B M R B
HE,

BAAZ Al

EITLANEEMb 2/l , FHEAPNPRERBEENVRAMARAEMESE,

Edgel#dir nvram *.cer
Directory of nvram/*.cer

Directory of nvram/

4 -rw 820 <no date> |OS-Self-Sig#l. cer

6 -rw 763 <no date> kube-ca#468ACA. cer

7 -rw 882 <no date> sdn-network-#616F. cer

8 -rw 807 <no date> sdn-network-#4E13CA. cer

2097152 bytes total (2033494 bytes free)
Edgel##delete nvram:*.cer

£ Provisioning > Devices > Device InventoryBHF , BRREEMRBFNEE



bl pNA DESIGN POLICY PROVISION ASSURANCE
CISCO CENTER

Devices Fabric

Device Inventory

Inventory (6) Unclaimed Devices (0)

KACSCvh68847 & | i‘”‘iﬁ%—fﬁ FTeREBERESEHNRE MEZTEEKE
ERROR_STACK_UNSUPF’ORTED%di %o ELANBEBMLERKEEES gﬁ[lﬂE{.ﬁC?ﬁ% B
HITHLE K SHBEWNERE, B2 , HAEER Catalyst 93003'5?9&1%*&5 LANBEBLEEZE L&
®E A HEBEERAKRESLS. @% , PPPTE E ZEE K RATR—EHEE ltlsﬂiﬁﬁﬁﬂﬁé%ﬁo
LANEBM{LERTREZTHLESR 2

DNA Centerf IDHCPELEFAEE FEE, EFEERINNIPH U EE R EE AL ER B IPittith
REZMNNHRBN —EEER, BIFE , WhtEBEEDE25,

FHEE : it A3EABER -

1.7EPnPHRE EHEIXBIVLAN 189IPH it

2 #EEFPnPAEE LY LoopbacO/y IPH# it .
BHEERIEFREMR IR B A SR EHE B RHPnPRER/30 IPHL,

¥JADNA CenterEREPnPRE , BFEEWTIMNDHCPE EXBAEFIRIEA3 , ZIRBEEZADNA
CenterH [6) 1t A M EE T E-F(NIC)E]’JIPiiﬂiJJ:jZJ’E'J%EIP(VIP)iiﬁiJJ: ( &u%‘“ﬁnﬁ”%ﬁ% ) o

PAPRIEREE , EMRAERE, Fit , EMNMEERSRVIAN 1 -2, Bt , REAE TR
BEEDHCPEBIER . EFRESEELANE B REMNIPIBL,

RELEBBELANBBCHNARBIERF , MRBRERARBARET , BT UBRHEE.

REREF W =


https://tools.cisco.com/bugsearch/bug/CSCvh68847

You're expecting to see this on the PnP agent logs:
%PNPA-DHCP Op-43 Msg: Op43 has 5A. It is for PnP
KPNPA-DHCP Op-43 Msg: After stripping extra
characters in front of 5A, if any:

SA1D;B2;K4; I<DNAC IP>;J88; opd3_len: 38

* If hitp succeeds but hitps fails,
| you have a certificate problem

DNA Center 1.1 LANHEI{L R B

- network-orchestration-service

- pnpAR#&
DNA Center 1.2 LANEB{tHBIB 5
FERA1.27 |, TERSpnpRE , Rt EEHBRLANBBLRFER , EESHU TR -
- WA 15
. HERRERE
. iE#&-manager-service
- BEEMRTE (EEEMRpnpRE , HER1.14% )
DNA Center 1.x2\ B SN E R 8(PKI)EBI A &S

. apic-em-pki-broker-service
- apic-em-jboss-ejbca

4B 1T 2 B - B R A tcpdump?

sudo tcpdunp -i <DNA Center fabric's interface> host <PnP Agent ip address> -w
/ dat a/ t np/ pnp_capt ur e. pcap

"EFIEIRE |, FERACTRLAC



IEE | #%pnp_capture.pcaptE RfFEFE/data/tmp/F ., BEZEFHsecure copy(SCP)an S #EDNA
CenterfERER , FEALUT S HEDNA CenterfBEUER :

$ sudo tcpdump -ttttnnr /data/tmp/pnp_capture.pcap

[ sudo] password for maglev:

reading fromfile capture.pcap, |ink-type ENLOMB ( Et hernet)

2018-03-08 20:09: 27. 369544 1P 192.168.31.1 > 192.168. 31.10: | CWP host 192.168. 1.2 unreachabl e,
Il ength 36

2018-03-08 20:09: 39.369175 I P 192.168.31.1 > 192.168. 31.10: | CWP host 192.168. 1.2 unreachabl e,
Il ength 36

2018- 03- 08 20:09: 44. 373056 ARP, Request who-has 192.168.31.1 tell 192.168.31.10, |ength 28
2018-03-08 20:09: 44.374834 ARP, Reply 192.168.31.1 is-at 2c:31:24:cf:d0:62, length 46
2018-03-08 20:09:50.628539 | P 192.168. 31.10.57234 > 192.168.31.1.22: Flags [S], seq 1113323684,
wi n 29200, options [nes 1460, sackOK, TS val 274921400 ecr 0, nop,wscale 7], length 0

2018-03-08 20:09:50. 630523 I P 192.168.31.1.22 > 192.168.31.10.57234: Flags [S.], seq 2270495802,
ack 1113323685, win 4128, options [nss 1460], length O

2018- 03-08 20:09:50. 630604 | P 192.168.31.10.57234 > 192.168.31.1.22: Flags [.], ack 1, win
29200, length O

2018-03-08 20:09:50.631712 | P 192.168. 31.10.57234 > 192.168.31.1.22: Flags [P.], seq 1:25, ack
1, win 29200, length 24

T EERAbridge.pngiE R R T ?

52— B{IADNA Centerf 19U THHNFRIER , BEFHHTTP ( FEHAREE )
HTTPS ( fEARE ) KAIZDNA CenterBEPnPIE 2 BB

REEEFESSL)EBAKRRBREY THERNEERG ( 23CH
BERTEMN.pcapii® )

MR
e IREA -
- DNA Centerfy & E 7 "Subject Alternative Name(SAN)(XE & A& (SAN)), BUFREE
TR IPHb AL
EREFEPHSANEN , ATABITUATIRE

SERRRBRENE



=

& A NotSecure hitps://mxc-dnacd/apps

il Your connection to this site is not
Clscg SECung

| You should not enter any sensitive information on
this site (for example, passwords or credit cards),
bacause it could be stolen by attackers. Learn

Wt ™ do? Take a Tour

You have chosen 1o disable security warnings for

this site. Re-anable warnings s

Meed t
Want b

B Certificate (Invalid)

Show certificats
‘ & Cookies (5 in use)
¢ L3 Site settings

kL EYY

Model your entire network, from sites and buildings to devices and links, both physical and
virtual, across campus, branch, WAN and cloud.

e Add site locations on the network
= Deasignate golden images for device families

= Create wireless profiles of 5510s

r—

WS I RES. SO

Boot cortificate authority

Expires: Wednesday, Jose 5, 2070 a1 1826204 Central Dayligh Time
O S Cad COM™ canicats B not trusisd

L= Y TR

F  Dotaile
Cwtension  Subject Alternative Name ( 2.5.29.17 )
Critical NO

IP Address 10.88.244.133

IP Address 10.88.244.135

IP Address 10.88.244.138 SAN

IP Address 192.168.31.11 Field

IP Address 192.168.31.12

IP Address 192.168.31.14

IP Address 192.168.31.77



4 | ® ® G Q & = P - B aqqmFE

N ssl <] =

MNo. Time Source Destination Protocal Length Info
1 2018-83-08 14:10:11.873236 192.168.31.1 192.168.31.18 TLSv1.2 281 Client Hello
2 2018-83-88 14:18:11.879597 192.168.31.10 152.168.31.1 TLSv1.2 2895 Server Hello, Certificate, Server Ke, haage, Server Hello Done
3 2018-83-08 14:10:11.092431 192.168.31.1 192.168.31.10 TLSv1.2 65 Alert (Level: Fatal, Descript

Frame 3: 65 bytes on wire (528 bits), 65 bytes captured (520 bits)
Ethernet II, Src: 2c¢:31:24:cf:dB:62 (2c:31:24:cf:d@:62), Dst: B@:5d:73:c0:c7:90 (@0:5d:73:c0:c7:90)
862.10 Virtual LAN, PRI: @, CFI: @, ID: @
Internet Protocol Version 4, Src: 192.168.31.1, Dst: 192.168.31.10
Transmission Control Protocol, Src Port: 31441, Dst Port: 443, Seq: 144, Ack: 2842, Len: 7
Secure Sockets Layer
v TLSv1.2 Record Layer: Alert {Level: Fatal, Description: Bad Certificate)

Content Type: Alert (21)

Version: TLS 1.2 (@x@383)

Length: 2

v Alert Message

Level: Fatal Ll——m—————
Description: Bad Certificate (42)

ATYYYY

FRAT.

MREBE=FCA (RESHBME )  FREROALSEEBNEE DT SDNA Centerf IPHb it &
HVIP, RERBEE=CA, DNA CenterA] AR BEREE . FBH&Cisco TACLIE BB TR
B

DNA CenterE liE4R

ATREMRE :

FEERT , DNA Centerf@XETLS v1.2,

ERIEERE |, FBIRBAIEFEADNA Center AAEATLS v1
o3 B

4 = RE Qea=mEGF I S B QQ I

A Apply a disp

No. Time Source Destination Pratacol Length Info
| 4 2018-03-14 £8:20:21.563736 10.213.1.20 10.213.1.223 SsL 128 Client Hello
5 2018-83-14 @8:20:21.563773 10.213.1.223 10.213.1.20 TER 54 443-49365 [ACK] Seg=1 Ack=67 Win=29208 Len=0

6 2018-03-14 08:20:21.563926 10.213.1.223 10.213.1.20 54 443-+49365 [RST, ACK] Seq=1 Ack=67 Win=2926@ Len=@

Frame 4: 128 bytes on wire (96@ bits), 120 bytes captured (968 bits)

Ethernet II, Src: Ciscolnc_cf:90:41 (dc:ce:cl:cf:90:41), Dst: 3B:@e:4d:9¢:3b:b8 (38:0e:4d:9c:3b:bB)
Internet Protocol Version 4, Src: 10.213.1.20, Dst: 10.213.1.223

Transmission Control Protocol, Src Port: 49365, Dst Port: 443, Seq: 1, Ack: 1, Len: 66

Secure Sockets Layer

v SSL Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)
Vers ionxewl }
Length: 6

v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

(2
(3
>
(2
v

Length: 57
Version: TLS 1.8 (@x@3@1)
» Random

Session ID Length: @
Cipher Suites Length: 18
» Cipher Suites (9 suites)
Compression Methods Length: 1
» Compression Methods (1 method)

PnPRELARBRAZBREBBENEARRAS S

debug crypto pki transactions
debug ssl openssl

debug ssl openssl errores
debug ssl openssl errors


/content/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/1-1/admin/b_dnac_admin_guide_1_1/b_dnac_admin_guide_1_1_chapter_01.html#task_vq4_yyk_ybb

- debug crypto pki API
- debug crypto pki transactions
- debug ssl openssl msg

FERRDLAER T NVER S HREBHREDIN

Ei# L , B FEfEProvisioning > Devices > Device InventoryBEH B R BEINEE | BERZE
Eﬂﬂﬂlﬁ*ﬂi”ﬁ BMEEE% | 17Ehttps:/<DNA Center ip>/mypnpH B RELE B HERE, MRE
BEEEER , PP EEHEIELRU T RSN A5 , BEGUIREEIELERNIER , B
REEEPIPHRIEERARESWER

ERROR | qt p604107971-170 | | c.c.e.z.inpl.ZtdH storyServicelnpl | Device authentication status
has changed to Error(PNP response com ci sco. enc. pnp. nessages. PnpBackof f Response i s mi ssing
previously established authenticated session key) | address=192.168.31. 10, sn=FCW212XXXXX

LAN B Bh{U T34 BR 6 B RG

. EDNA Center 1.27 | B EELSRIR (2K EMBER —([EHBEERETREIE) .
- LANBEMtEEVREEHBEBENER , KNE109EZA,
. —EEﬁ?‘tUDNA Center , EPnPHIEEERA "REBFEL - PnPEA107 E KRR B REEH
, BIBREEER , CHEEELANEBLP RESTHID H.
ZZD%MﬁRCA:EPnPEI i, BULUERAREENEEHES

nore pnp.log | egrep "(Received unclai med notification|ZtdDevi ceUncl ai mredMessage) "

MRREAHE , AREEHEEBITEEDNA Center , ¥ APnPEASEZH L.
mmE s EBITLANE BI{L

1. BARAEIE FEE M LT8R,

2. B{EIDNA Center EFILANE Bt

3. fEHE B P MIBREAENAERE, #MERER

4. ENVRAMF RIBRFIE R E ., # delete nvram:*.cer

5. B Brvlan.dati&. # delete flash:vlan.dat

6. EEREM L | MBRiEARBRKE EWFEE, # delete stby-nvram:*.cer

a. K THEELR,
BAREERER M IREIE,
c.MBrFHEE. # delete nvram:*.cer
d.MBRflas vianE Rl E. # delete flash:vlan.dat
e. EfTEMHEBER.
7.EWEE.



8.ERNMMEMAME  HHAAKE , AREARMBVBEEHFE S .

WNT: waited 0 seconds for NVRAM to be avail abl e

- System Configuration Dialog ---

Wuld you like to enter the initial configuration dialog? [yes/no]:

O.RARETFEEN L1THEEE, # no shutdown

BRUUEABRNLANEBLERN EHBHMEROER 2

DNA CenterZE—EZETHANFIIR ( EWE. FHH ) HCSVER , MBI TFRHIFR

A B
Edgel FOW 2048 Cocx
Edge2 FOW2131 000, FOW213 G0, FOW2131Gxx, FOW 213 1Gxux
Edge3 FOC205 250000, FOW 2052 Coo:, FOW 2052 Foo
Edged FX52131000

HWRMERLANEBL , CSVERAFERATHENEBITSEFIINR. FIRFEEMER DR,
SRMMMACSVIERUMHBE,

3

ImypnpTE1.2FEBWRT ?
BB TRz —BHREPHP:

. fEIREIWeb BB 85 A https://<DNA Center IP>/networkpnp
- #DNA Center8 B+ , EEUTRRIFENATLE !

BETA

=% #& 55 Bhttps://<DNA Center IP>/networkpnp

EFER



.......

FEERRTREEMLANBBLERS NI ERERARE , BEHEIRFED., BEHEBRNE
RERRERE. FLEKRANCLIBREE.

ERFLEABBLANBBLRBEB ERNEE  BEAEBERBE (SSHH Telnet ) RimahE%E
iE _tloopback 07 Y IP#b it

F1EELR , EPKIR R AR IIHEIZBPNPRE

B, FENKETESRMDNACHIPN\PREBER BN AL K(DF)L, ERREEERAR
1500t (BEATSBENERNDT ) NHIREE , HEHLANBBMLATREEESTT K. EDNA
CenterfVH A BEEHPEIN - LEFEZHFR :

error Message=Failed to format the url for trustpoint
EEEBRT , BENIRERERDNA CenterfIPnP AgentZ BB A EA TS R FAEmtu
9100)&E:8 E &K,

Switch(config)# system mtu 9100
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