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AXENMEENNEFERBCX)ERE, BERNCX)ERER—BARRILHEALCEAHHKETS | 5
ERARBCHRE L. ELUWRARERNEFFRLE, RENMEE, CX Cloud AgentliR#
EmNERL  BRIE  XEDRAZAAER, 2. BEL. #RBF/ ATEZ(MUANNGEE
BT — KRR,

N sEE . AEEEHCX Cloud Agent V2.0 FIE M. S M Cisco CXEAIE LUBEUE {478
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CX Cloud Agent Z84&
2\ Mzt AEEFHNEG (UREFHRE ) EHsE, BERRABATREEMTE.

HBERMF

CX Cloud Agent LA #E#28 (VM) WEXEIT , X HAIMARKNEREE (OVA) HERBER
(VHD) T &,

EHBEK :

« LU EfIHypervisor :
- VMWare ESXi 5.55 F & M4
- Oracle Virtual Box 5.2.30
- Windows Hypervisorhx2<2012%2016


https://www.cisco.com/c/en/us/support/cloud-systems-management/cx-collector/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cx-collector/series.html

- EREREREXTUREERUTERNERE:S
- 8 &1 CPU
- 16 GB 2 1E#/RAM
- 200 GB W#RZ=[E
- HRAEAEENENXBEENPUMEATZEENESRBEFCXEERNEF :
CXERELERMERT WEERAMMRE , £AFQDN , W ETCP#E443 EEMAHTTPS :
FQDN : agent.us.csco.cloud
FQDN : ng.acs.agent.us.csco.cloud
FQDN : cloudsso.cisco.com
FQDN : api-cx.cisco.com
- HREAEENENBMNERDPIMEATEENESRRBECXEERNEF !
CXENRE X EREHEFAFQDNFTCPIE443 L HTTPSEAR 2 bt B AT /R HY W 18 a1 AR 25
FQDN : agent.us.csco.cloud
FQDN : agent.emea.csco.cloud
FQDN : ng.acs.agent.emea.csco.cloud
FQDN : cloudsso.cisco.com
FQDN : api-cx.cisco.com
- HRFEABEENENDAEERPUMEATEENESRRFBEFCXEERNER !
CXENRE L EREHEFAFQDNITCPIE443 L HHTTPSEAR 2 bt B2 AT /R B9 W 18 a1 BR 25
FQDN : agent.us.csco.cloud
FQDN : agent.apjc.csco.cloud
FQDN : ng.acs.agent.apjc.csco.cloud
FQDN : cloudsso.cisco.com
FQDN : api-cx.cisco.com

- HRAEAEENENBINMENEAEENFIMEAETERNEENESE , EEVHRHRES
B EICXEFMCXERERFEEELFZIFQDN : agent.us.csco.cloud, HKINECX Cloudst i
CX Cloud# , T B EEILELR,

- HACXERENAEE , LA LUGHEIE22,

CX Cloud Agent By E fth 5 -

- MBEVMREDRATBRZHRE BB EDHCP) , SEERAIP, B8 , HERETTHN
IPv4ttbit, FHEEE. FTERMEIPibut IDNSHE AR IPith 4t

. EXEIPV4 , TXEIPV6,

- FEFRETHNS TAMMHAESEERBBEKEEE(DNA) R O1.2.881.3.3. 9K K
2.1.2.0%2.2.3.55x &,

- MRPEEESSLRE , A AFFEECXERENIPHL,

AL 481577 N
ERBCXE I , EAEREHRIELS,

FERE H Ab 41




cisco.com mixpanel.com
csco.cloud cloudfront.net
split.io eum-appdynamics.com

appdynamics.com

tigcdn.com

jquery.com
[ 33045 TE Y PR
=M B, P ERERIEM i [E DRME. BARFE
cloudsso.cisco.com cloudsso.cisco.com cloudsso.cisco.com
api-cx.cisco.com api-cx.cisco.com api-cx.cisco.com
agent.us.csco.cloud agent.us.csco.cloud agent.us.csco.cloud
ng.acs.agent.us.csco.cloud agent.emea.csco.cloud agent.apjc.csco.cloud

ng.acs.agent.emea.csco.cloud ng.acs.agent.apjc.csco.cloud

FHRZICX Cloud Agent v2.08Y 5 3R 4

FEFH#REICX Cloud Agent v2.02 B , iR A8 5 51 H Y BT SR 15- 4

1. BRTERB AR Z B S BLRECX Cloud Agent v1.12 xR E SR,
2. MREAREEH A MRS  FRTUATTSR  HHETERE :
1. BAZICX Cloud AgentE B 25 B a5 S/ E (CLI) E HIHE,
2. #1{Tcxcli agent configureDNSE

3. 5 ADNS IP#biit,
4. #— TFexit



https://csco.cloud/
https://csco.cloud/
https://csco.cloud/

- BRAEFNERAFHEESFBTHEEEEBHBTREREENIM. CXERBELARHFBELSE , X HELHMATN

o HERBV2OABEHBEABVMRE (FEERNFH ).

% AR 110 Z AN RS AT £ AREIVLII0, REARBIvII2X , BAEEIV20, FREATURCXEMFANERERE>E’

IR R BARFE TR

1. DNACK HBIBHEE

2 BAEEESBRREACHBH TRNDNACHEAE
3. DNACEF S/ E 57| Pith 31t 55 78 37 /90 32 | Pith 31k

4. ERENDNACZ BRI KT AT B

5.DNACKHEZELE—RA(1)ZELEE

Cisco DNA R
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DNA Center Cluster

DNA Appliance
Node 1

DNA Appliance Virtual IP
MNode 2 Address

DNA Appliance
Node 3

1P Addr3

stlasn]s
CISCO

Cisco® Cloud
AWS. NTP
DNS, etc

REST APIs
and
DMA Center Ul

MNetwork
Devices

2 HEIZ HA #5 Cisco DNA A

XIRAEIR R

E¥EBCiscocomEWRERER , RMAEEREAUTAESHNRIERNREK :

» Google Chrome
e Microsoft Edge

* MozillaFirefox

MBCXERE

EEIFE CX Cloud Agent :

1. ##—T cx.cisco.com BA& A CX Clouds

2. B1ECampus Network , ABRERIFIASSETS & COVERAGER AL,


https://cx.cisco.com/

49, )t

AESETS & GOVERS ADIPTION LFECYCLE EXPERT ENGAGEMENTS ADNTSORES CHSES

GET HELF

Assaty Converape

3

MET TR GINNIGTION STATUS CERAGT BRI AT DT OF SPFORT B

| n S i 3 Cocuad Al sl conPect with

800 DINA Do 10 e COmplel IIDBTEEOn s0ut yur sl This (Moo My tike 2-3 hours m

M. o

Pasets

Cainic s1 Security Advisaries Conensoe SeftwareType  SoftwarcReleaie B Address
Mams ProgeetlD  Product Deserption - Leation Saatus o
FOHIZTOVIMG DR 1=HW o at 0

Gant DN priance. DRl -BAN-APL kas an BOL (-] i

sence et

BE

o H—THEEHHSe Up CX Cloud Agent, ERECXENRIE- BEMBEREONSITHE.

@ 1
Add Cloud Agent to your CX Cloud pit crew
SET UP CX CLOUD AGENT Ag L P
o% CX Cloud Agerit gathers tolematny dats fram the divices on your ratwork, allcwing you B talke
f all the hyper- el d expertise that CX Gloud has to offer.
) Ruwiew Dephoyment Requiremans
Accopt Strong Encryption Agnesmont
R Review deployment requirements
Dropiay acd Pakr with Virtual Maching Prepare your network for CX Cloud Agent
€ Cloud Agent runs as a virtual machine (VM], so you'll need a hypervisar to hostit.
T Befare you downiosd and instsl the image e, make Sure G Cloud Agent i able 1o connect 10 the designated server(s) via HTTPS on pon 443 using bath the
FODN and the P address
o
= For AWS US data crnters
e
L s - FQDN: agent.us cxco.choud
L | " = FODN: ng. 565 330, U5 £5e0.ckud
L =1 - PODMN: cleudisn clseo tom

- PQDN: api-cx.csco.com

=

\E Rovigw the CX Cloud Agert Overview for complete hardware and softwarg prorequisites.
=

—.,
fg\ CX Cloud takas socurity seriously. Review the Security saction of the CX Cloud Agent Ovarviaw 1o leam how CX Cloud Agent handles and stares
\ ¥ yourdata

1 set up this conhguration on part 443

BEHERR

o BEMIREPF/ER M AMEHERMY |, WZAI set up this configuration on port 4434 FERI ERER 5 3.,



N M AEEROEE (URESOAR ) BHSE, RRNETEATTA,

5.3 — T #i&#8, Set Up CX Cloud Agent - Accept the strong encryption agreement@ O $T B

Set Up CX Cloud Agent

Accept the strong encryption agreement

SET UP CX CLOUD AGENT i you £ derviload Pl iMage S for Ehe CX Clowd Agent Wil macting
— 25%
frtnuctions

@ Bevdew Deployman Requiroments

Ta appty for slgitiity to downdoad strong oncryption software images:
Accept Srong Encryption Ageedrang

1, Ensuro the ddross lted in your Ciaca com Wi 15 coirect ed Comphele

Dowrésad lmage Fio
2. Read sach of the conditions below carelully prior o selecting your answer.

Duoploy ard Pair with Virtual Machines

o Butingas Dhinbin's Fusction: &

13 CommarcisliChifian antity
Gowgrnment entity, & MEitary entity of Dofense Conlrchor

I Government erdily, & Mistary entity or Delerse Condractor, Ane you in

Austria, Australla, Bedgium, Canada, Cypaus, Czech Republic, Denmark, Estonla, Finland, France_ Germany, Groece, Mungary, inedand,

ania, Luxembourg, Malta, Metherlands. New Zealarad. Norsay, Poland. Porisgal, Slovakio, Slovenia, Spain,
Uniteq) Kingdom of the United States

Swpdan, S

Wes M

Confinmation o

Pl

By chacking 1

by @O Fopisantative of th cigani
usage af Cisco Syatems, Inc. hardware

EngarItand B SPE 10
for selbware,

avide by ife conditiors se

6. 5% "BF,. MK, "EFBHAN 'CCOEREIDIMUTHELBEANENR.

7. 2BUE E /Y Business division’s function.

8. EENConfirmation®Z B 5 ¥ , LA & &4

9. ¥ —T##8. Set Up CX Cloud Agent - Download image file®& AT,



Set Up CX Cloud Agent

Download image file
SET UP CX CLOUD AGENT Deeniciaed tha 2 il

oA
For use with Vidtware vEphere, Wkware sCender, or Oacle VirtuaiBo
& Ruview Deployment Aeguirements Cipee =D = Cavtpr=207 ] =rplosse = 150 ova

@ Accept Strong Encrypsion Agresmant
VHID
' Downicad image File For use with Microsoft Hyper-Y
G0 DA = Civtisrs O =rsbideind = 1 54 it

Doy aed Pair with Virtual Machicg

Cisco End User Licenze Agreement

h In order 1o download soffware, please confirm that you Fave nead and agree 1o the terma of th

et and any Supplemensal Product Terms, il appicable

$ I ncenpt

10 BEUEENERER , TRREMENEAER.

11. 3Z 1 accept BRELT HE 5 B B RHE IR 6L A & BT AT E

12 B—TTHLEE. KTHRECXERE-BFULEHEHEHBEC.

13. FSEOVARENREEE A REBET —F2RECXERE,

BCXEREERBICXE

1 & ARGIEHFE S RN 5N E (CL)F R ENEE AT,

@ veip

THE K



@ Heip

Set Up CX Cloud Agent x
Deploy and pair with your virtual machine

SET UP CX CLOUD AGENT

————— b s

Deploy the dowmloaded file on your wirtual machine. After deployment, you'l receive a pairing code. Please enter the code below.

Pairing Code
@ Roview Deployment Requiroments

@  Accent Srong Encryption Agroament
@ Daveiasd Image Fie

©) Daploy and Paie with Vinual Maching

EHEAB

2. #— T ContinuelAFHCXENRE, Set Up CX Cloud Agent - Registration successful & M BER&ME | A% B EEMZConfigur:

& Holp
Set Up CX Cloud Agent X E

Registration successful!

SET UP CX CLOUD AGENT

_ 5%

@ Roview Depioyment Requirements

Accopt Swong Encryption Agreernent

LR

Downigad image Fiie

E

O Depley and Pair with Virnsal Maching
T
s

F

@) Next up: add your data sources

Ediiya®



£ Back to Data Sources

Configure connection to CX Cloud

Connect a Clsco DNA Center

WP Addreis of FOQDN Location (City, State, Country)
Username Passwaord
Codection Fremeency Time

Freguency y Thms 15T

Bl fun the first coliection now [Ehis may take up to 75 miruies)

The fursi daia sowce you sdd must be a Ciico DMNA Cenber. After 1had you can add additional Cisco DNA Centers and devices nod connecied

o 2 controller,

BWMAEN , RER-—TERUEHRREFE. KRB REFES " Successfully Connected, o

9 Heip |



Configure connection to CX Cloud

Successfully Connected

/ex=", Cisco DNA Center live.com

|.\ t:.m { Inventory collection runs every day At 02:00 AM IST
/
o First inventory collection will run immediately when you hnish adding your data sources

Connect another data source to CX Cloud Agent?

+  Add Another Cisco DNA Center

Done Connecting Data Sources

EIE

%‘ £t : 2552Add Another Cisco DNA Center S48 0% {EIDNAC,



Configure connection to CX Cloud

Successfully Connected

== Cisco DNA Center live.com

=] Inventory collection runs every day At 02:00 AM IST
First inventory collection will run immediately when you finish adding your data sources

i Cisco DNA Center live.com
=] Inventony collection runs every day At 01:00 AM IST
First inventory collection will run immediately when you finish adding your data sources

‘e Cisco DNA Center demo.com
—1 Inventory collection runs every day At 01:00 AM 15T
First inventory collection will run immediately when you finish adding your data sources

Connect another data source to CX Cloud Agent?

+  Add Another Cisco DNA Center

Done Connecting Data Sources

[=8:-piIEZ

4. B—TERERER KR, DataSources & ATk,

Data Sources X

Data Sorage Region: United States

o Connect Meraiki Dashbaard 1o CX Cloud to get insights and sdditional systerns informnation absout your Meraki asoms. Get el up in sbout 10 minuies

Search dala sources L3
w 3 Total Data Sources
N Type Data Last Updated Status
s C¥ Cloud Agent CX Cloud Agent v2.0.3 1 minites ago @ Running
10,997 238126 Cisco DHA Cerster 1 minutes ago @ Reachable
289001 Cimco DMA Cerder 1 minutes aga @ Reaschable

.,J



ERE R R IERE

AREUTE—RERPECXENE :

o INRFEE VMware vSphere/vCenter Thick Client ESXi 5.5/6.0 , 55 a1 {FE#E H 5 i

o ERIFREL VMware vSphere/vCenter Web Client ESXi 6.0 , 5581 Web Client vSphere 5§ H /0

HN SRR EY Oracle Virtual Box 5.2.30 , 55811 Oracle VM

BN R IZEY Microsoft Hyper-V , 55811 Hyper-V

OVA ZF

HHA AR ESXi 5.5/6.0 g

WEFis A EAvSphaeE R FiRE BCXENREOVA,

1. TEB &% , BB VMware vSphere® Fim It & Ao



(&) VMware vSphere Client X

vmware

VMware vSphere’
Client

All vSphere features introduced in vSphere 5.5 and beyond are
available only through the vSphere Web Client. The traditional
vophere Chent will continue to operate, supporting the same
feature set as vSphere 5.0.

To directly manage a single host, enter the IF address or host name.
To manage multiple hosts, enter the IF address or name of a
vCenter Server.

IP address [ Name: 10, 126.77.60

Liser name: root

Password: |

[ Use Windows session credentials

2. BB = File> Deploy OVF Template.
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(&) Deploy OVF Template - O X

Source
Select the source location.

Source

OVF Template Details
MName and Location
Disk Format

Ready to Complete
Deploy from a file or URL

! =l sowse.. |

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

Help | < Back ” Next > I Cancel

OVA B 1&

o EABOVF Detailsif 3% — T Nexto



| (&) Deploy OVF Template

OVF Template Details
Verify OVF template detais.

Source

OVF Template Details

Mame and Location Product: CXCloudAgent_2.0_Build-144

e et Version: 2.0

MNetwork Mapping

Ready to Complete Vendor: Cisco Systems, Inc
Publisher: & CISCO SYSTEMS, INC.
Download size: 1.1GE
Size on disk: 3.1GE (thin provisioned)

200.0 GB (thick provisioned)

Description: CXCloudAgent_2.0_Buid-144

_teo |

EAFFEER

& AUnique Name ( BEER T EARSREIRLLENX ) , ABIZ— T Nexto




@ Deploy OVF Template =

Name and Location
Spedfy a name and location for the deployed template

Source Name:

OVF Template Details -
CXCloudAgent_2.0_Build-144_R=18]

Name and Location I =

Dick Format The name can contain up to 80 characters and it must be unigue within the inventory folder,

MNetwork Mapping
Ready to Complete

__EE_J < Back I Next >

BRRENE

BEDisk Formatifi 32— T Next ( BBFEA "HBERE, ).

N



& Deploy OVF Template

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: Idatastorei (11)
OVF Template Details

Mame and Location

W Available space (GB): | 873.1

MNetwork Mapping
Ready to Complete

" Thick Provision Lazy Zeroed
™ Thick Provision Eager Zeroed
f* Thin Provision

__teo |

AL B

i # Power on after deployment#&;:&4E , SRR — T Finish.




@ Deploy OVF Template

Ready to Complete

Are these the options you want to use?

Source

QVF Template Details
MName and Location
Disk Format

Network Mapping
Ready to Complete

When you didk Finish, the deployment task will be started.

Deployment settings:

OVFfile:
Download size:
Size ondisk:
Name:
HostfCluster
Datastore:

Disk provisioning:
Network Mapping:

IV {Power on after deployment!

C:\Users\owadmin\Downloads\OVA\CXCloudAgent 2.0.

1.1GB

3.1GB
CXCloudAgent_2.0_Build-144 DBMO
localhost.

datastorei (11)

Thin Provision

"VM Network™to "VM Network”

_teo |
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(< Deployment Completed Successfully

Deploying CXCloudAgent 2.0 Buid-144 DEMO

Completed Successfully

Close

| I P .

HEETH

o EERIEBHVM |, $THEI#EHIHEI 8 F Networ k Configuration,

Web B ESXi 6.0 24

It 2 F 1% 48 FlvSphere WebZF BCX EREOVA,

1. 55 A AR 2B BV M B ESXi/Hypervisor & & & A EIVMWare Ul




vmware ESsXi

P dwnid

VMware ESXi & A

2. i Virtual Machine > Create/ Register VM,

Ede Eda Mwew Higtery Besienars Deals Help

ke iyt g pldemaen « Ve M @ HNea Tab x =+

£ o 2 8 o https 100 2ETT 200U host

I'ﬁ;m : ” [ caibest b akdoman
r—

{5 Manape with vCenter Serotr | T CreateSegister sl | [y shutdown [Bg Rebost | OF Refresh | LR Acbons

Weratar — calhcstlocaldomain | Create o¢ register o Winual Machng
i ‘Werpan B0 Tl T B TR TR
1 Widtaal Bias hite s .ﬂ ] Sinte Vermal (osanpcied B vianser Serves ad 10 129 77 44}
L] storage m .L gl 153 6T dayd
_—
£3 Metworiing m




Select creation type

Hicew wetruild yioa likce 1 creale & irkeal Maching?

This gplon guedes you through e process of crealing a
srfual machineg from an OVF and VDK files

Craaty a new wiual machng

Deploy avirtual maching Eom an OVF of OVA file

Roegisies an assing vifual machinge

OVA Z&

«  i##EDeploy avirtual machine from an OVF or OVA file , $8# 1% — T Nexto,
o HMAVMMERE K BELUBRERR  RERTENOVAER,

° E_—FNeXto



51 New virtual machine

+ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Selectthe OVF and VMDK files or OVA for the VI you would like to deploy
3 Select storage -

4 License agreements Enter a name for the virlual machine.

5 Deployment options
6 Additional settings ! -
7 Ready to complete Virtual machine names can conlain up 1o 80 characters and they must be unigue within each ESXi instance.

Click to select files or drag/drop

Finish

OVA E#Z

o E#EStandard Storage , A% — T Nexto

131 Mew virtual machine - CX Cloud Agrnt 2.0 DEMO

¥ 1 Select creation type Select storage

¥ 2 Select OVF and VMDK files Select the storage type and datastore

i e Persistent Memory

6 Additional settings Select a datastore for the virtual machine’s configuration files and all of its’ virtual disks.
7 Ready to complete

Mame w~ Capacty -~ Free «  Type ~ | Thin pro... ~ Access w

datastore1 435TB 157 TB VMFS5 Supported  Single ol

W
1items

Back | Finish |Cancal

BERTRE



¥5) New virtual machine - CX Cloud Agrnt 2.0 DEMO

¥ 1 Select creation type Deployment options
+ 2 Select OVF and VMDK files

+ 3 Select storage

R4 4 Deployment options

Seledt deployment oplions

5 Ready to complete Network mappings VM Network VM Corporate Network -
Disk provisioning @® Thin O Thick
Power on automatically

[ Back H Next Finish Cancel |

E)

EREIEIR

- EEEENIERE , ARE—TNexto

31 New virtual machine - CX Cloud Agmt 2.0 DEMO

¥ 1 Select creation type Ready to complete
+ 2 Select OVF and VMDK files
+ 3 Select storage

+ 4 Deployment options

5 Roody 1o Complote Product CXCloudAgent_2.0_Build-144

Review your seltings selection before finishing the wizard

VM Name CX Cloud Agmnt 2.0 DEMO

Disks CXCloudAgent_2.0_Build-144-1_signed-sha1-disk1vmdk
Datastore datastore1

Provisioning type Thin

Metwork mappings VM Metwork: WM Corporate Network

Guest OS Name Unknown

f" l E Do not refresh your browser while this VM is being deployed.
-

Back Next Finish || Cancel

HEBTERK



Eile Edit View Higtory Bockmarks Tools Help = [m] x
& localhest.localdomain - Wiwe X @ NewTab Fd -+
- o O G O hitpsy//10.126.77.20/uif# host g L=

vmware ESXi

Nanage () Manage with vCenter Server | 5 CreateRegister VM | [Fg Shutdown [ Redoot | C Retresh | £ Acions &%V FREE: T8 “i'_jf
Norlior = localhost. localdomain USED: 2.4 0Kz CAPACITY: 828 GHz
Wersion: &.0.0 Update 3 (Buid 10713132) MEMORY FREE: 232.83 G8
{3 Wirtual Machines | 12) State: Normal {eannected to vCenter Server sl 10 126 77 54) 14%
Uptime: 16207 da USED: 11233 38 CAPACITY. 251 84 GB
3 storage n E_ 3 pane: s
STORAGE FREE: 357 T8
Q Metworking 3] -
USED: $03:.26 GB CAPACITY: 438 T8
|+ Hardware | [ - contiguration
Manutaciurer Cisco Systems Inc Image profile (Updated) Vidware-ESXi-56.0.0-9313334-
1 Custom-Cisca-6.0.3.5 (Cisca)
Wadel UCSC-CZ20-M55X |
v
wienesbAedm  Herockmesd
IL el
Task ~  Target ~  Inifiator w Queued ~ | Started ~ Result s ~ Completed v v
Uplosd disk- CXCIoud Agant_2.0_.. (5 CXCloud Agnt200..  root 02112022 142219 03112022 142219 ) Complated meccesstully o202 142610 M
Dvarnlcd VRDOConRg Mera VG Intarnal 02/11/2022 14.07:81 031172022 14:07:81 0 Complatind haccsssfilly 03112022 140781
Pevivad On VI @ CHCloug Agmet 200... -] 0311/2022 14.07:48 031172022 14:07:48 0 Completind fuscessfully 03112022 140748
e VAsE Pl ik faat 031172022 14.04:47 031172022 14.04.47 o Completnd fustessfully 03112022 140748
Raconfig VM 51 X Cloud Agre 20 D | VE Intaenal 0I11/2022 140501 OM1/2022 140501 | () Failed - The cpamtion isnct al.. | 031172022 1405:01
Demnload VNKCanfy Hore WE Intirnal OIINZ0ZT 140481 ORI 140481 () Completed smscesstilly OINNA022 140451,
=
RIFER
o KERREI IR — TFinish,
N DA
o EREMIZEBHIVM , AR%1EE Console > Open browser console,
Fle Edt View Higtory Bookmarks Iooks Help - o0 x
« lecalhostlocaldomain - Vidwar X | i New Tab kS +
« = C O & o hitps//10.126.7720/ui/#/hostvms w @ & =

)5 EX

BEZ "Network Configuration

(HEBRARRE ) o

| 2 ocalostiocsdomen - WrseMecknes
) Create Register VM | | 8P Console W FPowerofl 11 Suspend |  Refresh | £ Actions i arch )
O Virtual machine i Opeén browsr conscle d space w | Guest0S ~  Hostname w | HostCPU ~ Hostme.. ~
— - - n inn . ¥
O & cxCloudagent 2.4 ﬁ z::n :::::: |: “:: ::dwr 2 GB Ubuntu Linux (64-bit)  Unknown 458 MHz 15.61 GB
O & cxcloudagent_2.4 068 Ubuntu Linux (54-bit) | Unknown 0 MHz oME
D & CxCloudAgent_2.1 ' Launchremate console 4B GE Ubuntu Linux (54-bit) Unknown 493 MHz 15.81GB
0| & CxCloudagent_24 A Downlaad VMRC Face Ubunty Linux (84-0)  Unknewn 492 MHz 1588 68
0| & cxCloudagent_2.1_Bulld-17_chbin_... @ Mo.. 47.85GB Ubuntu Linux (54-bit)  Unknown 506 MHz 16.07 GB
O & cxCloudagent_2 1_Build-1T_chbin___. @ Mo 4B1BCB Ubuntu Linux (54-bit) Unknown 457 MHz 16.03 GB
(m] P CXCloudAgent_2 1_Build-13_chbin_... @ Mo 4T27TGB Ubuntu Linux (54-bit)  Unknown 501 MHz 16.06 GB
B & cxCloud Agit 2.0 DEMO @ Mo 19.43GB Ubisnitu Linux (84-bit)  Unknown OMHz oMe =
Quick filters.. v 12items ,
[:] Recent tasks =)
Task ~ | Targel ~  Initigtor ~ Queued ~ | Slarted ~ Result & ~ Completedw
Upload disk « CxClowd Agent_20_ .. ﬁ:IGKEIMWMZ.ﬂD . oot OXM2022 14:22°18 03112022 142218 o Completed nooesafully G311/2022 14:25:90 e
DCownlosd VIKConty Kone VT Intemal 02/11/2022 14:07 81 0319/2022 140781 0 Complated Ieooenafully Q2022 14078
Power On VM ) X Clowd Agmi 20 0. root OINZ022 140748 03NN2022 140748 | () Completed muccessfully BATIZ022 140748
Impont WApp Resouroes. oot 0311202 160447 03111/2032 140447 o Completed mooessfully B32022 140748
Reccefig VM £ X Clowd Agmi20 0. VC Intemal OVNR02T 140801 | 0INN022 140801 | ()} Failed - The opsretion iznotal.. | OVEI0Z2 140801
Downioad VMXCanfig Hane VE intemal 03 11/2022 14.04.81 03 11/2022 140481 o Completed puccessfully BIIII0ED 140481
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2.7 "THE, £, #—THossand Clusters.

o EIBVMIEIR— T Action > Deploy OVF Template,

B B a @2 B 10126.77.51 | acnows.

L Summany Monnor [= Resource Pock Datasiores Metworks Updates
— 2 "
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.
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Deploy OVF Template

Setect an OVF template

Select an OVF template from remate

| enocse Fies | o rie croser

EENEE AN

o EEEIMURLFZABLUEREBOVARER , AREIE— T Nexto
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—
.Deploy OVF Template

+ 1Select an OVF template Select a name and folder

3 Select a compute resource

4 Review details Virtual machine name: CXCloudAgent_2.0_Build-144-demo

5 Select storage
6 Ready to complete Select a location for the virtual machine.

v [(5110.126.77.54

£ CommenPool
] Delete

3 Performance
[H Automation

> [H Build-Server

> [ DNAC

> [ Security

> [R Tools

VoW WY

BREMER R

o EEFEERIE—TNexto



_Deploy OVF Template

v 1Select an OVF template Select a compute resource

+ 2 Select a name and folder Select the destination compute resource for this operation

3 Select a compute resource

4 Review details v [ Security

5 Select storage > E 10.126.77.51
6 Ready to complete

Compatibility

v Compatibility checks succeeded.

CANCEL BACK NEXT

BT EEIR

o REFEEFALR— TNexto



_Deploy OVF Template

+ 3 Select a compute resource

4 Review details

5 Select storage
6 Select networks

7 Ready to complete

BEFHEER

o BREEBEHMBRRENIE — T Next

+ 1Select an OVF template Review details

Publisher

Product

Version

Vendor

Description

Download size

Size on disk

« 2 Select a name and folder Verify the template details.

DigiCert SHA2 Assured ID Code Signing CA (Trusted certificate)
CXCloudAgent_2.0_Build-144

20

Cisco Systems, Inc

CXCloudAgent_2.0_Build-144

11GB

3.1 GB (thin provisioned)

200.0 GB (thick provisioned)




#3) New virtual machine - CX Cloud Agrnt 2.0 DEMO

¥ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Selectthe storage type and datastore
bd 3 Sel ge
R Standard Persistent llemory
5 Deployment options
6 Additional settings Select a datastore for the virtual machine’s configuration files and all of its' virtual disks.

7 Ready to complete

~  Capacty ~ Free ~  Type ~  Thinpro...+~ Access
4.35TB 35778 VMFSS Supported  Single &
W

1items

Back || Next I Finish Cancel

BERTRE

. E_—FNeXto



Deploy OVF Template

+ 1Select an OVF template Select networks
v 2 Select a name and folder Select a destination network for each source network.

v 3 Select a compute resource

+ 4 Review details Source Network ¥ Destination Network

VM Network VM Network

+ 5 Select storage

6 Select networks

7 Ready to complete

IP Allocation Settings
IP allocation: Static - Manual

IP protocol IPvd

CANCEL BACK NEXT

AR

e ¥®—"TFinish,



Deploy OVF Template

1 Select an OVF template Ready to complete
2 Select a name and folder Click Finish to start creation.

3 Select a compute resource

5 Select storage Provisioning type Deploy from template

v
v
v
v 4 Review details
v
v

6 Select networks

7 Ready to complete

Narme CXCloudAgent_2.0_Build-144-demo
Template name CXCloudAgent_2.0_Build-144-1_signed-shal
Download size 11GB
Size on disk 3.1GE
Folder Security
Resource 10.126.77 .51
Storage mapping
All disks Datastore: datastorel (23); Format: Thin provision
Network mapping
VM Network VM Network

IP allocation settings

IP protocol IPV4

IP allocation Static - Manual

CANCEL FINISH

EFTH

o T —EFHVM, E-THEABUBRERE,

& CXCloudAgent_2.0_Build-144-demo b L ACTIONS »

Summary  Monitor € reé  Permistions  Datastores

m O Hz

B 32768

(=21 8 CPUs:

My

Hard disk 1

Motweork sdapter | WM Natwerk (detonnectes

Floppry drive 1

Wideo card 4 MB

VMG device Dvice o the virtual maching PCH bus that

[




2iginvm

o RER#®  FUFREREIRIITRZEE,

vm  vSphere Client

B @ 8 @2 @ CXCloudAgent_2.0_Build-144-demo | & ¥ 5 G

summary

o A el e L 0 on
s Mert I @ op

I 32768

» pery drive 1
o cara

& Edt Settnge €1 device

RRERE

o HEZE "Network Configuration ( #BER4EE) .

OracleVirtual Box 5.2.30 &2

& FifiEiBOracle Virtual BoxEFZECX Cloud Agent OVA,



@ VirtualBox File Machine Window Help

Import Appliance... e VM VirtualBox Manager

Export Appliance... -_ @ @ {:3 E
New Cloud VM...
- New Add

Virtual Media Manager... RO B

Host Network Manager... e to wrtualBOX!

The left part of application window contains global
tools and lists all virtual machines and virtual
machine groups on your computer. You can import,
add and create new VMs using corresponding
toolbar buttons. You can popup a tools of currently
selected element using corresponding element
button.

You can press the #7? key to get instant help, or visit
www.virtualbox.org for more information and latest
news.

OracleVM

1. $TBOracle VM Ul , #R#%i&1EFile>Import Appliance,

o BIBLIEAOVAER,
— = e e s s o

Appliance to import

Please choose the source to import appliance from. This can be a local file system to import OVF archive or ene of known cloud service
providers to import cloud VM from.

Source: | Local File System

Please choose a file to import the virtual appliance from. VirtualBox currently supperts importing appliances saved in the Open
Virtualization Format (OVF). To continue, select the file to import below.

File: [Users/vkukatla/Downloads/2.0 OVAJCXCloudAgent_2.0_Build-144-1_signed-shal.ova

B

Expert Mode Go Back m Cancel




BEEUER

*  #&—TFImport,

- S -
Appliance settings
]
These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines. You can :'
change many of the properties shown by double-clicking on the iterms and disable others using the check boxes below. K
N
Wirtual System 1 =
42 MName CXC :
& Product CHCloudAgent_2.0_Build-144 :
& Vendor Cisco Systems, Inc ::
& Vendor-URL http:ffwww.cisco.com :
& Version 2.0
# Description CXCloudAgent_2.0_Build-144
& Guest OS Type P4 Ubuntu (64-bit)
0 cpPu 8
| @ ram 16384 MB
i =] Floppy |
| & Network Adapter Intel PRO1000 MT Desktop (82540EM)
| ™ Storage Controller (IDE) PlIX4
 Storage Controller (IDE)  PliX4

Warnings:

- No trusted certificate paths

Machine Base Folder: [ [Users/vkukatlafVirtualBox VMs

MAC Address Policy:  Include only NAT network adapter MAC addresses

Additional Options: Import hard drives as VDI

Unverified signature by CISCO SYSTEMS, INC.!

Restore Defaults Go Back

Cancel

EAER

o RERIZBHVM , REE—T Start.



0] Oracle VM VirtualBox Manager
{:} £o :<<>
| Tools s
Jdd New Settings Start
- || i
o exXe 9= General Preview
"~ © powered Off O=—  Name: cXxC
CXC Operating System: Ubuntu (64-bit)
Powered Off since 3:24 PM
Session unlocked A System

Base Memory: 16384 MB

Processors: 8

Boot Order: Floppy, Optical, Hard Disk

Acceleration:  VT-xJAMD-V, Nested Paging, PAE/NX,
KVM Paravirtualization

M Display

Video Memory: 16 MB
Graphics Controller: VBoxVGA
Remote Desktop Server: Disabled
Recording: Disabled
& Storage

Controller: IDE
Controller: SCSI

Controller: Floppy
Floppy Device 0: Empty
1 Audio

Host Driver: CoreAudio
Controller:  ICH AC97

SCSI Port O: CXCloudAgent_2.0_Build-144-1_signed-shal-diskl.vdi (Normal, 200.00 GB)

VM =2 A&

Oracle VM VirtualBox Manager

Appliance settings

These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines. You can
change many of the properties shown by double-clicking on the items and disable others using the check boxes below.

Virtual System 1
Name CXC
£ Product CXCloudAgent_2.0_Build-144

Importing virtual disk image 'CXCloudAgent_2.0_Build-144-1_signed-shal-disklvmdk’ ... (2/2)

.. o
\\\// J A few seconds remaining
“L| Guest OS Type Fa Ubuntu (64-bit)
CPU 8
8 RAM 16384 MB
Floppy
Network Adapter Intel PRO/1000 MT Desktop (82540EM)
* Storage Controller (IDE) PliX4
™ Storage Controller (IDE) PliX4
Warnings:
- Mo trusted certificate paths
Machine Base Folder: [Users/vkukatla/VirtualBox YMs
MAC Address Policy: Include only MAT network adapter MAC addresses
Additional Options: + Import hard drives as VDI
Unverified signature by CISCO SYSTEMS, INC.!
Restore Defaults Go Back

Cancel

]

I

I

| | " MAC Address Policy:

J

FEAESTH

. FIREBRKRFITER, 2HESRERHR.
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CXC [Running] I

The Virtual Machine reports that the guest OS does not support mouse pointer integration in the current uidlg mode. LS,

d J - A o Y %] Left 38

RREERA

« BEZE "Network Configuration ( #3Eg#HRE ) .

Microsoft Hyper-V 228

1. i Import Virtual Machine,



File Action View Help
« | 2[E B[

35 Hyper-V Manager Actions

| R S

i3 WIN-ALPH2ACOVEK™

=

Import Virtual Machine...

Hyper-V Settings...
Virtual Switch Manager...
Virtual SAN Manager...

Edit Disk...
Inspect Disk...

Stop Service
Remave Server
Refresh

View

Help

L4

Snapshots

Details

Displays the Import Wizard,

Hyper-v EE &

BEYRNTHRERK,

E_TNeXto

State

Mo virlual machines were found on this server.

Mo item selected.

CF

WIN-ALPH2ACIVKT

MNeéw

Import Virtual Machine...

] Hyper-V Settin gs...

Virtual Switch Manager...

'~ Virtual SAN Manager...
4 Edit Disk...

Inspect Disk...

) Stop Service

Remove Server
Refresh
View

Help




L]
File Action View Help

Hyper-V Manager BE“

e 2m
33 Hyper-V Manager Actions
3 WIN-ALPH24 i i
5 WIN-ALPH2ACSVKT Virtual Machines WIN-ALPH2ACOVKT -
Name State CF Mew b
No vitual machines were found on this server. = Import Virtual Machine...
(4] Import Virtual Machine -

ﬁ Locate Folder

Before You Begin Specify the folder containing the virtual machine to import.
L

Browse...
Select Virtual Machine :
Choose Import Type

Summary

EEANER

o EEVMIE— TNexto
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CXCloudAgent_2.0_Build-144 3/3/2022 9:29:22 PM

<Previous | | MNext> | Foon || Cancel

EE VM

i#$E Copy the virtual machine (create anew unique ID) EEiE#48 | R% I — T Nexto



Choose Import Type

Before You Begin Choose the type of import to perform:

Locate Folder O Register the virtual machine in-place (use the existing unique ID)
Select Virtual Machine (O Restore the virtual machine (use the existing unique ID)
Choose Import Type (® Copy the virtual machine (create a new unique ID)

<Previous | | MNext> | Focn || Cancel

EARE

« BIRLUER VM ERMER R, EREAREREE.

& —TNexto



Choose Folders for Virtual Machine Files

You can specify new or existing folders to store the virtual machine files. Otherwise, the wizard
imports the files to default Hyper-V folders on this computer, or to folders specified in the virtual
machine configuration.

[[] store the virtual machine in a different location

Virtual machine configuration folder:
[C:‘ProgramDataMacsoﬂ\WndowsHyper#\ H Browse... ]

Choose Destination

Snapshot store:

|C:\ProqramData‘f-icrosoft‘-.thows1)-wper-\f ] | Browse... |

Smart Paging folder:
|C:\ProgramDataMicrosoft\Windows Hyper-v [ Browse...

<previous | | Next> | Foen || Cancel

BEEERK
« BEWENEFR VM BRNERHR, EREAERBEL.

o &—TNext,



T T cm s smeme mns s e LEp WUPUIL VIILUSE IVIGLTIEIE0,

Choose Folders to Store Virtual Hard Disks

Where do you want to store the imported virtual hard disks for this virtual machine?

:\Users\Public\Documents \Hyper-V\Virtual Hard Disks) || Browse, .,

Choose Storage Folders

EFRERERNER R

o BETRVMEE. BEFAE#WALE— TFnish,



LEp  WOEVIE VRO YR T S

Completing Import Wizard

Before You Begin You are about to perform the following operation.
Locate Folder Description:

Select Virtual Machine Virtual Machine: CXCloudAgent_2.0_Buid-144
Choose Import Type Import file: C:\Users\vishnu\Downloads\2.0\CXCloudAgent_2.0_Build-144\
Choose Destination Import Type: Copy (generate new ID)
Virtual machine configuration folder: C:\ProgramData'\Microsoft\Windows\Hyper-v\
e Snapshot folder: C:\ProgramDataMicrosoft\Windows\Hyper-V
Summary Smart Paging file store: C:\ProgramData\Microsoft\Windows\Hyper-V
Virtual hard disk destination folder:  C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks),

<] n |

To complete the import and dose this wizard, dick Finish.

<previous | | text- || Fmsh | [ cancel

B=

. BRUEREA%E , §fEHyper-V EEIHNVM, FBBRVMRE,

o HEEBRPEBERNEF , YR THAEEEFEEERAVirtua Switch,



| CXCloudAgent_2.0_Build-144 v 4 »|Q

£ Hardware A @ Network Adapter
4@ Add Hardware

& BIOS Specify the configuration of the network adapter or remove the network adapter.
Boot from CD
& Memory
16384 MB
n Processor
8 Virtual processors

= i e th'oller 0 The VLAN identifier spedifies the virtual LAN that this virtual machine wil use for all
= Hard Drive network communications through this network adapter.
disk-0.vhdx

= B IDE Controller 1 [ 3]
{* DVD Drive )
None Bandwidth Management
@ SCSI Controller |:| Enable bandwidth management
U Network Adapter

Spedfy how this network adapter utilizes network bandwidth. Both Minimum
_@ (l:\l;:‘comected Bandwidth and Maximum Bandwidth are measured in Megabits per second.
1

None Minimum bandwidth: Ijl Mbps

P com2
None Maximum bandwidth: |:| Mbps

g Diskette Drive o To leave the minimum or maximum unrestricted, spedfy 0 as the value.
None

& Management To remove the network adapter from this virtual machine, dick Remove,
|| Name
CXCloudAgent_2.0_Build-144
L2 Integ'aﬁonSemices o Use a legacy network adapter instead of this network adapter to perform a
All services offered network-based installation of the guest operating system or when integration
@‘_’I Snapshot File Location services are not installed in the guest operating system,
C:\ProgramDataMicrosoft\Win...
ﬁ Smart Paging File Location
C:\ProgramData\Microsoft\Win...
IP Automatic Start Action
Restart if previously running

ERE AR

o EEConnectABEIVM,



FE Hyper-V Manager -8
File Action View Help
e 7w B =
43 Hyper-V Manager Actions
53 WIN-ALPH2ACOVKT Virtual Machines WIN-ALPH2ACOVKT i -~
Name “ State CPU Usage Assigned Memr Mew »
i L& Import Virtual Machine...
Settings... = Hyper-V Settings...
Start F1 Virtual Switch Manager...
Snapshot @ Virtual SAN Manager...
Move.. @ Edit Dick...
Export... =) Inspect Disk...
Rename... (m) Stop Service
Delete... X Remeve Server
Enable Replication... (4 Refresh
Help View L
EH Hep

< m

Snapshots

CXCloudAgent_2.0_Build-144

® |

Created: 3/11/2022 2:50:41 FPM
Hotes:  None

£ m

Launches the Virtual Machine Connection application.

Clustered: No

CXCloudAgent_2.0_Bui.. ~
«j Connect...

] Settings...

Start

Snapshot

& Move..

Export...

Rename..

Gx Delete...

% Enable Replication...

El Helo

IEERE VM

« EEZE "Network Configuration, ( #EHERE ),

&g
Bt




CX Cloud Agent

atfien]ns
Cisco

VM A

1. 32— T Set Password&cxcadmint® il O , H#Z— T Auto Generate Password B BT O 5.

Cisco CX Cloud Agent Configuration

Before you can log into Cisco CX Cloud Agent, you must set a new password for
cxcadmin, which is the Cisco CX Cloud Agent username. The password must meet
the following reguirements:
— Contains a minimun of 8 characters
- Includes:

— One uppercase character

— Dne lowercase character

= One number

— One of the following special characters: t @ # § # ™~ & = () _ +
— Is not a dictionary word

Set Password 3 <Auto Generate Password>

REZRE

o INSRIBIESet Password , FEE A cxcadminty B IG I E {THERR. 32— T Set Passwordit E 2| S B3,



Set Password

In the Password and Confirm Password fields, enter and confirm a new password for
cxcadnin. When you are finished, select Set Pazsword

(Use the Up Arrcow and Down Arrow keys to navigate between fields.
Press the Tab key to select Set Password.)

Username : cxcadmin

Password: |
Conf irn Password: e

£Set Passwords

futogenerated Password

Password : SOUENDIXMRIGK
Hake sure to store this password in a safe place. This password is required to log
into Cisco CX Cloud fAgent.

fifter you have stored the password in a safe place, select Save Password. To return
to the previous screen, select Cancel.

Ciave Passwordd £ Cancel »

BBELER

o ¥— T SavePasswordUiS E AR S5 E .

Password Strength

The strength of the new password is Medium.

To save the passuword, select Save Password. To configure a different password,
select Cancel to return to the Set Password screen.

{Save Password> < Cancel >

REEZR

& AP Address, Subnet Mask, GatewayHIDNS Server , #R#& 32— T Continue,



Network Configuration

Please enter an IPv4 address and corresponding network configuration
for the appliance.

(Use UpsDoun keys to navigate to next field. Press Tab to jump to
Continue buttonm)

IP Address: r—————— 1
Subnet Mask: |
Gateuay: |
DNS Servers: ——— 00 1
sMaximum 3 IPs with comma separator.

£Cont inue>

%

o FEERMR B YUIZ— T Yes Continue,

Conf irmation
fAire these entries correct?

IP Address: 192.166.0.100
Subnet Mask: 255.255.255.0

Gateway: 192.168.0.1
DNS: 192.168.0.64
<Yes, Continue> < No, Go Back >

i
EIII

o EREMREFFMEF , IR —T YesSea Up Proxy 53% — T No, Continue to Configuration5e 5% Bt i& I 85 2| 25 B¥8 .
Proxy Set Up Confirmation

Do you want to add proxy details?

< Yes, Set Up Froxy b3 <No, Continue to Configuration>

Proxy

« B AProxy Address, Port Number, Username¥lPassword,



Proxy #&

+  $&—TFBegin Configuration, SEAELE AT #EE B4 5 EH R,

REETH

o #EHPairing Codedt IR E BICX BB R,



Cisco CX Cloud fgent Setup

The network confliguration has been successfully cospleted,

The pairing code iz

Flease go to CX Cload and enter thizs pairing code.
The Code will be walid for 5 nimtes.

Time left in secomds. ..

_E‘E_]

EHERXR

10. IR TECEAEE, IBHY , 5532 — T Register to CX Cloud A B EEUR S,

Fairing Code Expired

The wetwork conf iguration bas been successfully cospleted.
Ir

Subnet Hazk

Ga Lewayy

DS Seruer

To regenerate the pairing code FRESS key <Register to CX Clowd>

(Reqister to CX Cloud)

EXARC I

11. #&—TOK.,

| Registration Successful

CX Cloud Agent setup is complete. Please go to CX Cloud to start using the
valuable data provided by CX Cloud fAgent.

Ediig®



EARBICX EER 5 WA 1T PR FIEY H BR

ERACLIEREEATBARES Z

fEAEETAERACLIEEE R EH TR,

N

Sl

EFERACLIEREHNAE , &8

T

AT RE .

1. £ F cxcadminf F & /& 58 %E 18 SSHE A ECloud Agent.

2. f# A cxcli agent generatePairingCode i S E £ B W R R B,

ti-f ocll agent genéeratePalringCode

E4EHENE CLI

3. # & Pairing CodedREI BICX BELAE R K. ARBFMEN , F2HEERIETEFFF,

BLi&ECisco DNA Center A SyslogiE 3 BICX 2 IE

DB IR

F M Cisco DNA Centerix 24~ %1.2.8%1.3.3.9512.1.2.0%2.2.3.5,



E A FUITECisco DNA Center Bt & Syslog Forwarding to CX Cloud Agent , FEEIITA TS ER -
1. BX& Cisco DNA Hid,
2. B Z Design > Network Settings>Network.
o HRSELA , #IE CX Cloud Agent IP 5 R4t B &R ARER.
Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM
MNetwork Hierarchy Network Settings mage Repository Network Profiles Auth Template
Se Metwaork Device Credentials IP Address Pools SP Profiles Wireless
& Global
Setup network properties like AAA, NTP, Syslog, Trap and NetFlow using the " Add Servers” link. Once devices
& Bangalore are discovered, DNA Center will deploy using these settings.
W BGL16
SYSLOG Server
| Cisco DNA Center as syslog server
SYSLOG
172.23.183.190
R BEE MRS

N,
REERE AR LEROT S EREREANCXEREWEENS THE, HRKAE.
SEAANBNLY | MR ENCKE RN R A S,
- B¥sydogRE RN | SRR A S B B DR B AR,

A B AR B R B FSRE

EHRSydog Informationf® Bl , BHATUAT LR -



1. BEZE Tools> Telemetry.



Discovery
Iny@ntory
Topology
Image Repository
Command Runner
License Manager

Template Editar

Telametry

Data and Reports




Addrass Typae Family Version Profila

BE

ZEH

CX Cloud AgentA] TR EZ FRIFEIiR R £ . CX CloudFICX Cloud Agentz M BRI, CXEREN R EEFZAR(SSH)ZE11ETRER

EZE2NVMwaefd RN TAFHBCXEREOVARE, OVA REBENEBRETHILMEELSE. HMEAR (E—FAEER ) ZHES

EREER

CXEMFAEREESSNRBLFEAEREAP,

EEER , RV cxcadminfEAEIRS . ENREERRE , ERAESERFRERR, cxcadminft &/ BIFARHREICX EREEAPIFEBSSH;

cxcadminfE & DA K FF FT ERRFI7F B, cxcadminZIFBREZ KA , SEQMERE , B AIOKR. cxcadminfE & 7] LAE A B Aremotea

i ey

CXERBVM A AsshfllexcadminfE i & BIFETEHRE . BAERIERSIA 22 (ssh) , 514(Syslog).



b

ERBH/NSORTE  KEMBEEEAE- "cxcadming |, EEAEERAETIORBALECXEREEA,

o A sshERBLETREREE

cxcadminfs F & AT BAfE F B AremoteaccounttV B AR RN B T cxcrootfE A&, b AFE B RRSA/ECB/PKCSIv] SINEHE , ZEBRE

=414

CX Cloud Agent#t BB ECISHH{LIZZEE,

BENRE

CX Cloud Agent S ETEREFEAEFEAEN,

KERFRARER ( LLEF—{E Pod #1T ) EiE N Cisco DNA HLAREBRFERBFELT LM ERER, Cisco DNA FLKRENER T L

ERHE®

HMEEEMENH—XS0EERENSE  AREIMOELRSER. FAZKREEBTLSVI2EAMQTTEIL Z2ER

RCEREAETIR

RETTEEAEANBREN. B AFHBECK Cloud AgentE E L HITHATE R BBRERE.

ZERHE


https://swims.cisco.com/abraxas/decrypt
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html

RE21ThaE R

FRBBARER |RARBEASR (E-—CAEER ) TREEABENK -—BRREN. EAELASRERBERZELMBEAR (E—




EHAERFR

o £ cxcadmin FAEFERREEEREBEEINRE,

o FHcxcrootfFAESBEEZEEREASFASWIMAFRZEEE.

+ cxcadmin : EREBIMTERMEAEIIRS. EAETUERcdiFITCX Cloud AgentlEARA S , Y EHZEEN

FERERE
« cxcroot : cxcadminE MAMEFAEARR remoteaccounty B WERE, FHETESIIRFNIEER,
o FFERMFEA SHA-256 WER[ME , WEZ2EM.
cxcadmin Z 15 R Al
o RPN\@)EER , BETH=ER : KB. 1B, BEREBKFET
+ cxcroot ZiE A MR H RSA/ECB/PKCSIv 5,
cxcroot SR Al

s EXMBEMBZBEEE SWIM AORYEPEE,

o cxcroot FRAEMBRIBNERPREZMK , WHAIFER cxcadmin FAEEFEE.

ssh B AZTERAY




- BRYPN\@)EFRT , BETI=BEH : XB. IMB. BFREXRFT.

« SRAMMEAERASKIREEIDE, BBAERN 900 REH,

EEE FRREE A E 28 — 514(Syslog) 1 22 (ssh)
REFEMEFERA.
BERZe REFTMREER.

Cisco DNA AU AIBRESFRE CNZE L FHIFEEERESR,

® RE=E

CX Cloud Agent

BE

- EAEREAER "Reinstal) ( EFLE ) BHERPEFEH IPALULAIE Cloud Agent ?

%
o

B RETANEREIEHLE ?

% - OVA 1 VHD

B - THRENRERZERM ?

£ -0VA



VMWare ESXi 558 & = kR 4

Oracle Virtual Box 5.2.305 & & iR A

VHD

Windows Hypervisor 201222016

8 - CX Cloud Agent & 1] £ DHCP IRZE ARS8 IP sk ?

-2, MREREDHCPRER , 2 IPREHERERE IPIutiER. TiB , FXERREMERE CX Cloud Agent TEERR IP It B F, 15

[ - CX Cloud Agent R & RIRFZ # 1Pv4 1 1Pv6 $H5E ?

Z-B, EXEIPV4

B - IPREME , REY IPAUETRE ?

-2, SRI PMUEEINEEN IPLUIER,

B - OVA ZEBM IPREANEEZAEE?

% - OVA SEECARN BB ERERNEEME, IPREANWEE 8-10 P& , BIE Kubernetes MABRE I,

B - SR ARREREREREMRE ?

% BBOVANE ML EREEBCXMFREN —BoRHEMER, CX Cloud AgentfF BIEITEEE EAIVMware/Virtual box i TAIE | %EE

B - RARETUAREREERHRENS?

& -& , ABEREM Cloud Agent B , TEELERHEXE.



B : DNAC (& Z10EFER20EFHE) RRENFRERRME ?

A -EAgentFIDNACHI A FERIEHHIE —ELAN/WANRERE B | SABETRRHE. HR50008KENEERE  RELFTHREFRER2.7 Mbit

A ERHER

8 - #F¥ CX Cloud Agent B9 F 4k PR 5 S B F R AR A< B BLE 2

A -WWERRIZ %] HAICX Cloud Agentfy 3 #i MR ANEE

« AXO(HH x REMEETEINEEMA , fln: 1.3.0)

« Axy (HPAXORLEAMBNEEAR , xRENNEEZTENRERSE , MyREFWAEAREHER , S0 :131),

« Axyz (EFAXORMEAMBAEEAR  xREMEETZDRRE , yREFBANAREHER , ZREZBHESX  TEREHN

HAPARBH3-5F W RBBK.

B A AR BB E R MAICX Cloud AgenthRZx ? t{AI F 4R A HICX Cloud Agent ?

A -EZE Admin Settings>Data Sources, #E— T View Update , AR FTERE L HAMNIES,

EREEEE Proxy $HRE

[ - fHER CX Cloud Agent EREXMNERERE ?

% - cxcadmin

B AR EEREAENEE?


https://csone.my.salesforce.com/apex/XRightPaneSearch?autoSearch=690356119

% - BRREMRRENBREN.

B-E%0 X2, REFEMBERJARERER?

2 - REREBHE M ERERERZE |, BETLER linux S HRESR cxcadmin RS,

R - BXE CX Cloud Agent Ky Z 15 JR B B4 ?

- BRERAR

- BIRBEREAHR (RE )R/ IO X

- BRBEERHR(RE )RR

- BIRRELRA 127 BF 7T,

s RAELRH-—FEAXRFEN—EIEFE,

s REEDLGE—ERHEZIABIW , ! $%A&)_H~-=\00 " <>? L Do

. BBRM 8 fEx (Hlm, £, VAV, V¥, V&, ng, Vi)

- Spaces

- BIFTRRRIEEABH10EZR,

- THEBERRTX , B

s THRIEUTHRESTES : cisco. sanjoseFlsanfran



B - MAERE Grub B% ?

A-BEREGUDER , FHT ISR :

1. BA cxcroot #11T ssh, SRR FHIEZEEBKEIS cxcroot #EHRL]

2. ¥11T sudo su , RHAERAIER

3. #1TEnH grub-mkpasswd-pbkdf2 , 35X E GRUB B, #SFIMREc ZEHNHE K BRIAS.

4. vi to the file /etc/grub.d/00_header, EfMEIERRE , A5 ZEH L i Acontent password_pbkdf2 root***** | RFEBIRABESRIFEE

5. wq GRREER

6. F{TH® update-grub

B : BiEoxcadminfI R HHIREZ R ?

% - BIBEN 90 REFH,

B - EEERBEALRE  RRERESFAKRE?

Z-R  5RNEMERABRALMR , RIREFAKRF. HEMBA 30 D&,

R - A EEEHRE?

1. 11T ssh, M LA cxcadmin EEHEE A



2. #{Tremoteaccount cleanup -fi &

3. ##Tremoteaccount createfi &

B -Proxy THRBRKZXETHEBN IP?

A-R EBRECAIHE  HAELXATHEREENBREMDNSIP,

Wt
44
2
Bl
7
T

A - ssh REX RN RBEAE?

% - chacha20-poly1305@openssh.com, aes256-gcm@openssh.com. aes128-gcm@openssh.com, aes256-ctr, aes192-ctr, aes128-ctr

B - AR AEEE?

E-FBHREUATSEREA

1. A ecxcadmin EE B 5 & Ao

2. R #texcadminZ g,

B -sshBARBHRHK?

A -2 , BffiE& Avar/logs/audit/audit.loghy —ZF 5o

B - fTEREEEXEBRE ?

A-MREREZFA(G5)7E , IS ESSHEFER,



IR R

R - £ CX Cloud Agent b , B E R R IERARR 2

A-LLTFEAA

« Qutbound port : EPBHICX EREB TTLUERBICisco il , MHTTPSE443 EHRFTR , AT LUEBRERSEREZETER, HEM CX C



e B, hREFEMME DAME. BARRDE
cloudsso.cisco.com cloudsso.cisco.com cloudsso.cisco.com
api-Ccx.cisco.com api-cx.cisco.com api-Ccx.cisco.com
agent.us.csco.cloud agent.emea.csco.cloud agent.apjc.csco.cloud
ng.acs.agent.us.csco.cloud ng.acs.agent.emea.csco.cloud ng.acs.agent.apjc.csco.cloud

% AR RTIIHNESN , BEEMEARAPICEFEMREZNER |, &5 p5 A s 4R 725 £ A Hlagent.us.csco.clouds

R EFHRER , THFEEFagent.us.csco.cloud,

N, 1B BRRSI LB ATEEERT,

 Inbound port : ACXEREBHAERE | HATBLLIHR514(Syslog) 22 (ssh)e B SBRFEH ABHHIBI43RCXEZEKRER,

CX Cloud Agent E2 Cisco DNA dr/:HI5ERR

R - Cisco DNA H/2EE CX Cloud Agent 2 F# B B FBHR B[ 2

2% BERDNAROREEFEFEMMEKREBNENRE, CX Cloud Agent EH#ERERT Cisco DNA R LKRERENBEEEHA , I EEE CX Cloud


https://csco.cloud/
https://csco.cloud/
https://csco.cloud/

f - £ CX Cloud Agent £ , & T LATE BR824 Cisco DNA F/LNFEHAE R 2

% THOKR-CXERE, REHBE , FAETMURCXEMSEMERDNARODEMER, LI, £ TENK, BEHE , FHETRAMI

R - A7 % {8 Cisco DNA Ay ?

A - 101 Cisco DNACEE B K 20/EDNACIE £ &

R : Cisco DNA Centerff & AR EAE ?

A -fEf & AT L Radmin Sobserver,

B R R R IEAREIDNA Center/B72 3£ 8L T CX AgentE{THIE K 2

A-RECXERERHBBHITUATHS

cxcli agent modifyController

HEDNACEBREMME , EREMHEE , FEEEHM.

f - Cisco DNA H O FF M E R A 1E CX Cloud Agent ?

%% - Cisco DNA O ERB S A AES-256 1% , A FHETFEHE CX Cloud Agent ERIES, CX Cloud Agent ERIES IR 4 EHE ID IRIENERE

R - #£ CX Cloud Agent %2EY Cisco DNA Center API B |, A5 ERABEMZ AR ?

E‘FII_I;

& - HTTPSover TLS1.2 A/ Cisco DNA A/UF1 CX Cloud Agent 2 KT &E

R - CX Cloud Agent ZEE A Cisco DNA Center Cloud Agent L3117 ARLE IR 4E 2

Z- CXERE Y EECisco DNA Center BRI MARR S EMEIE R |, WA Cisco DNA Centertn BTN M HEK IR EBEBFE L HITCLIGT ( shc



S - # Cisco DNA LISt FE i TR R R B 2

- Hid

o BERKRA

&
it

P
[
&
=
s
%II

f& - & Cisco DNA F BRI EEE BRIRIRH H bR R A 2

& - BN EEENEHRAET.

B - BEER A LEE R ?

% - CX Cloud Agent & TLS1.2 BABESER LEZE BRI R IHMARES.

B - BELEERAM?

. BERBEAEERNGERR I EEIIBRER,

B - ERAERETUENEREE?

A -2, TR E —{EiR E RS R B Admin Settings> Data SourcesfI it E &/


https://www.cisco.com/c/dam/en/us/support/docs/cloud-systems-management/Cisco-CX-Collector/Cisco_DNA_Center_APIs_and_Commands.pdf

RS - Cisco DNA H/0Hl Cloud Agent 2 FE A B & 5% 40 S 4R B 2

Z-BEIE|WT

o HRAMBKER , BELERA 300 B, MR Cisco DNA H4F Cloud Agent £ 5 i EIRZ AREVER |, BIERSKIE,

- HRAMER, ARPEH  FRBERAR1800Y, MRE 30 FEARB WS CRRELRN , EREFKL,

CX Cloud Agent {F RIS B iF 16

- EXRELHTHRESTRMAE?

A-EREBERTHEREREECRHEEELATHG T, IEHRE-KRE , TR THREMERBNEBME(L (X ATHDERHRS

B - FlERERTEWELETO N ?

% - RHENEREREERNRIFIET DM,

i - 4\ Cisco DNA A/ RIRREF , CiscoDNA RO ERIER (EMERD IP) EEEHEEDERE

AT KBRESEE , ERIME-KE,

M- Hh—EatREARE  aREGERR?

L -REREETEEL  YESRLAKRKI,

CX Cloud Agent Z#HES

B BLBTRREFAEEECKE?



% - FERRENGCH%. Pod AREE, Cisco DNA H/LGFHIERL, &k,

A - S MLE RRF A ERNEREFAER 2
E-gEflE

system_details" : {

"os_detals' : {

"containerRuntimeVersion" : "docker://19.3.12" ,
"kernelVersion" : "5.4.0-47-generic" ,

"kubeProxyVersion" : "v1.15.12" ,

"kubeletVersion" : "v1.15.12" ,

"machinelD" : "81edd7df1c1145e7bcc1ab4fe778615f" ,
EERBE : linux",

"oslmage" : "Ubuntu 20.04.1 LTS" ,

"systemUUID" : "42002151-4131-2ad8-4443-8682911bdadb"
3
"hardware_details" : {
"total_cpu" : "8",
"cpu_utilization" : "12.5%" ,
"total_memory" : "16007MB" ,
"free_memory" : "9994MB" ,
"hdd_size" : "214G" ,
"free_hdd_size" : "202G"

}

}

}

B - REARERNAEEERE ?

REFEER , URERFEER,

% BYCXENRE , ETHRRRE ( TREME ) #ENRERDBRRER.

f8 - CX Cloud Agent £ % i B9 f& BR AR L B 1 Fo SR B SR R R AT JEE 2

& - iKY CX Cloud Agent MR E R HRBRARZ 120 X,

B - TR EERRAM?

A-RH=B LEa5 ,



1L EELE
2. RfRBARLEE

SRERRELE: RRLENIMNS

1. REEITIR R -5 &
2. Podiog -1/ B

3. AL IR/

SEEEHERE

FEE  EEHECEENIP,

BRFER - ERAEENIPHITssh, MRERER , TEERRRIPRERR. FEEFERT , IREAR IPREM LK. EFEBAOMEIETER

B I EEMRREREETRE AL ERET?

BRAR  JTHERTHSD S , REPURE ML EREET,

1. LA cxcadmin & 2 # 1T ssh ZRREH 1P,

2. RMEE,



3. H1Tkubettl get podsis o

PodRI BURPMEAIARRE | BIINIEFEIEST, IRLRNAREY , BHE205ER , PodbBERETHRE,

R AREE B not running=X Pod Initializing , 554 F It R BUR K a S 8 ZPod3R BR

kubectl describe pod <podname>

B A% B %5 Pod MRAEMEBIRY EFA.

BE  fREREEEFRELER TSSLWER?
BRAE  PTHEBERNcuG SRR ARSZEENS . BES S concsoweb@RBHREFMEA.

curl -v —header 'Authorization : Basic xxxxxx" https://concsoweb-prd.cisco.com/

* AARERERE -

* X878 : C=%H ; ST=mM ; L=EBfif ; O=ER KK 7 ; CN=concsoweb-prd.cisco.com

* A - 2A16H11:55:11 2021 GMT

* #1EBH - 2816 H12:05:00 2022 GMT

* subjectAltName : E# " concsoweb-prd.cisco.com ERFEEHR "concsoweb-prd.cisco.coma PEER

* JEEEHEAE . C=US ; O=HydrantID (Avalanche Cloud Corporation) ; CN=HydrantID SSL CA G3

*SSLBERFIER,

>GET/HTTP/1.1


https://concsoweb-prd.cisco.com/

RRE : kubettifi sk By , WEERLLT 8552 : " The connection to the server X.X.X.X : 6443 was rejected - dy you specify the right host or port_
BREE :

- BREERTAM, R4 CPU, TR

o %1% Kubernetes FRTSBI 14

B : TR /R ENREREFEER

BBRAE

«  #19T kubectl get pods I B UK EEPod & 7B

o #4T kubectl logs <collectionPodName> LA ar 5 /8 B4 E RV A E Ao

FRE . kubettlin L RESREE [authentication.go : 64| A TEEBREEIWMBRER : [x500 : RECBHRMAREN , x509 : BECIBHR M

R ZE : LloxcrootEF A& B HETHERRNGS



rm /var/lib/rancher/k3g/server/tls/dynamic-cert.json

systemctl restart k3

kubectl —insecure-skip-tls-verify=true delete secret -n kube-system k3s-serving
systemctl restart k3

Wi & ok By B FE

WERIBNFRRTREREMARS , REHERFEREFEPHRNKEBRE,

HEETHERREBREREEXEH , £ "REMRE, THRRNEARMINERF K.



i

=

B

ISR TE Cisco DNA FOEA B ERWEE

"command": "show version",

"status": "Failed",

"commandResponse": ",

"errorMessage”: " No device found with id 02eb




ER=H

IR ML Cisco DNA R MEZRERWEE

"command": "show version",

"status": "Failed",

"commandResponse": ",

"errorMessage": "Error occurred while executin

IR AR Cisco DNA R VEZREREE

"command": "show version",

"status": "Failed",

"commandResponse”: ",

"errorMessage": "Error occured while executing

MRELRETEEIEAERNGS

{

"command": "show run-config”,

"status': "Success’,

"commandResponse”: " Error occured while exe
"errorMessage": "

}
{
"command": "show version",
BRI EERASSHV2 , I B Cisco DNA Center B BL B A SSHV 2B R 5 Salus”: “Falled’
58°1 A NI =0 i
B Bx Ve 1Sco enter v = "commandResponse": ",
"errorMessage": "Error occured while executing
}
{

NMRBTEREHBRBFEER

"command": "config paging disable",

"status': "Command_Disabled",
"commandResponse": "Command collection is ¢
"errorMessage”: "

}
{
"command": "show version",
A Aty . Ny "status': "Failed",
MBEHSHITIRERK KB , ME Cisco DNA F/UKREREHR URL *commandResponse”: ™,
"errorMessage”: "The command runner task fail:
}
MR EETE Cisco DNA FLEI S HITERES {

"command": "show version",




ER=H

"status": "Failed",
"commandResponse": ",
"errorMessage”: "The command runner task fail:

}

IR EBHBR#E AR AE Cisco DNA AR E| & S #{T 2R ERHY EIFE

"command": "show version",

"status': "Failed",

"commandResponse”: ",

"errorMessage”: "The command runner task fail:

IR Cisco DNA FUNERBEERERNRFRBATRER (KEMBRBHNEEGTR 5 2iE )

{

"command": "show version",

"status": "Failed",

"commandResponse”: ",

"errorMessage": "Operation Timedout. The com

}

MBWEIMITEMER KB , ME CiscoDNA FLER 2 EBHWERE ID ATH

{

"command": "show version",

"status': "Failed",

"commandResponse”: ",

"errorMessage”: " The command runner task fail:

}

MBHSHITEE KRB , ME CiscoDNA RFOKREERER ID K

{

"command": "show version",

"status": "Failed",

"commandResponse": ",

"errorMessage”: "The command runner task fail:

MREETHEHTHTHRYUTHER

"command": "config paging disable",

"status': "Failed",

"commandResponse": "",

"errorMessage": "Reguested devices are not in

MREAENBTHTREER

{

"command": "show version",
"status': "Failed",




ER=H

"commandResponse": "",
"errorMessage”: "{\"message\":\"Role does not h:

}

2R 16 ok B [ PR

RHEAM , REWEERE I HMNE— T

EAERMFRBEHEE , BREETR "AK : AAREFER

RIRERY R R AT R 5 Y T

o PBHIE

- BEENRE

. BifEER

- PDERH

+ CX Cloud Agent #BR# [devicemanager, collection]

o Cisco DNA Aty

« APIX

e Mashery

* Ping 77EL

* |IRONBANK

* IRONBANK GW



. KERNKE(BDB)

BERRRE , FITTIENE

1. B AZICX Cloud Agentiz &2

2.ssh & cxcadmin , YWiIR{EZRE

3. #1117 kubectl get pods

o BHES. BESRMNTHEEENPIR R,

o BEWE. BHEESRM T RBEDART B S

» #1T kubectl logs <collectionpodname>

*  #17 kubectl logs <connector>

o 1T kubectl logs <servicability>

It BR B R Y 2R 4% TR FE ISR B AR 7 e T AR S M BB B R 8 T R A e T R/ PR A6 7 B A O SBER T BRG



ER=H

KETUUFBANZEXE  BEZKE LATH S TEREHRE LRE X5

MREAETRENKERELEM,

BEAOML, ZERE. CX T CiscoDNA FOETHcBRARSHEER  meHBLER

MREFFHNKRERER/NE , (ERERRLT ) HAKEREMERN -2 , M ARAR Cisco DNA FLEERKEN FITER,

MREREBTZERH

N




ER=H

MREFRENKEREFE

MR E M Cloud Agent iE#& Cisco DNA Fty , T Cloud Agent HIUREE AR #E K & Cisco DNA ALK B ar S $A1T B ER AV O fE

ER=H RHER R BRI POKSRERB AR

MERBERRDHREFHER Failed to execute request




ER=H RHER R BRI PSRBT AR

{"message":"23502: null value in column \"schedule\" violates not-null constraint"}

MBEREERRDEEFHER Failed to create scan policy. No valid devices in the request

R CPA FEMR 2 MM ERBEEE Failed to execute request.

MRFBEMWEREEEZEFHE &L f||Failed to submit the request to scan. Reason = {\"message\":\" Device with Hostname=x.x.x.x' was not fol




BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



