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ANPHERMESRESRERUERAEXAPONEREBE _IREE , AHEXBNERANIE
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BERRACIZIRAERE A I B — AR ER
hEETH

BD1 (10.1.1.254/24)
Unicast routing enabled

BD2 (10.1.2.254/24)
Unicast routing enabled

VM

EP A EPB
10.1.1.1/24 10.1.2.1/24
MAC:0000.1001.0101 MAC:0000.1001.0102

FEARGIR | #EEP A(10.1.1.1)FIEP B(10.1.2.1) ping:@ EI B &1 T B&.

[EP-A ~]1$ ping 10.1.2.1 -c 10

PING 10.1.2.1 (10.1.2.1) 56(84) bytes of data.

64 bytes from10.1.2.1: icnp_seq=1 ttl =231 tinme=142 ns

64 bytes from10.1.2.1: icnp_seq=2 ttl =231 tinme=141 ns
<-- mssing icnp_seq=3

64 bytes from10.1.2.1: icnp_seq=4 ttl =231 tinme=141 ns

64 bytes from 10. :icnp_seq=5 ttl =231 tinme=141 ns

64 bytes from10.1.2.1: icnp_seq=6 ttl =231 tinme=141 ns
<-- mssing icnp_seq=7

=
N
H

64 bytes from10.1.2.1: icnp_seq=8 ttl =231 time=176 ns
64 bytes from10.1.2.1: icnp_seq=9 ttl =231 tinme=141 ns
64 bytes from10.1.2.1: icnp_seq=10 ttl =231 tinme=141 ns

--- 10.1.2.1 ping statistics ---
10 packets transnmitted, 8 received, 20% packet |oss, time 9012ns
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/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf

BRI EH(EP B) LHITE R T ( tcpdump. WiresharkZF ) . HRICMP , FBEEFHIE , 2
WAREEP BLBRINBEEM ERNERE,

[adm n@P-B ~]$ tcpdump -ni eth0 icmp

11: 32:26.540957 IP 10.1.1.1 > 10.1.2.1: |1CWP echo request, id 3569, seq 1, length 64
11:32:26.681981 IP 10.1.2.1 > 10.1.1.1: I1CWP echo reply, id 3569, seq 1, length 64
11:32:27.542175 IP 10.1.1.1 > 10.1.2.1: |1CW echo request, id 3569, seq 2, length 64
11:32:27.683078 IP 10.1.2.1 > 10.1.1.1: I1CWP echo reply, id 3569, seq 2, length 64
11:32:28.543173 IP 10.1.1.1 > 10.1.2.1: |1 CW echo request, id 3569, seq 3, length 64 <---
11:32:28.683851 IP 10.1.2.1 > 10.1.1.1: I1CWP echo reply, id 3569, seq 3, length 64 <---
11:32:29.544931 |IP 10.1.1.1 > 10.1.2.1: I1CW echo request, id 3569, seq 4, length 64
11:32:29.685783 |P 10.1.2.1 > 10.1.1.1: I1CWP echo reply, id 3569, seq 4, length 64
11:32:30.546860 I P 10.1.1.1 > 10.1.2.1: |1 CWP echo request, id 3569, seq 5, length 64
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WRTIEE , FEERMEAMERRBIGE LN TEERAME ( flMssh, telnet. http, .. ) BIEW
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- B — HehEEREENBREER.
BEARELBEERHRDIEKIEFGS , WA

. ER2 — ABICMPEEREM T,
EER (HNRIRR ) BRRERE , RAEZRENRMACHIPH, Fil/EEETEEEERER , K
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VBB R E1T8ER | SRR ERE 3 —EEE.
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ElLinux® , " —i) BETAREXRERER () :

[EP-A ~]$ ping 10.1.2.1 -c 10 -i 5 -- Increase it to 5 sec
[EP-A ~]$ ping 10.1.2.1 -c 10 -i 0.2 -- Decrease it to 0.2 nsec

NMRERZERERBMEHREN , AITREKRRHSEM ENFBRERTEE.
EZRNERLREL (ZRB/EENENSHR ) MAR ( ZREKB ) .
EEEBRT , FRENATAR,

1. REXERNE LWEAERAHRREEEpingtEMMmE N, BEFEES A F2H "X
BREEANER, —E5H "THMEER) B2
2. MERXTEEBRREMREE %%ﬁ%ﬁt%ﬁﬂ@—ﬂi‘gbﬂo WMRRXGTH R B MERBHHNER
BNBEMERE , ENERTRERMEASHER, ETREZHANRTCP/IPHE K IRETS,
Hlzn , 405100000 LA A AE 4G /Y B R fs ik ping , BI AT B Blin & L RXGTBSR R IR R
100000,

[EP-B ~]$ ifconfig etho
et h0: fl ags=4163<UP, BROADCAST, RUNNI NG MULTI CAST> ntu 1500
inet 10.1.2.1 netmask 255.255.255.0 broadcast 10.1.2.255
et her 00: 00: 10: 01: 01: 02 txqueuel en 1000 ( Ethernet)
RX packets 101105 bytes 1829041
RX errors O dropped 18926930 overruns 0 franme O
TX packets 2057 bytes 926192
TX errors O dropped 0 overruns O carrier O collisions O

5REFACIRAEENRAAMENE  EANEERTEEERESNT

ERERBME H DR F#ETSPANKTE | SUERBIE IR E P IEERACIIRAEE,
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. www.cisco.com L) TACIRIBEFERIRETARE
. TCisco Live BRKACI-2641 ACI#FEHERR : www.ciscolive.com #& i, B
EACIEZENEREE —MACRIPHLE , RHEUFERE., EtstHRFEEREEHRRE
B, EETABEBARMEDS, TEEELT , ROBB/EHRMENRE (BERENMACH I
, RERENIPHLE ) ASEEUE M KB,

ERmERENRER S EREAEERIRRRMES, WEAUEAACI AppCenterfE FETT
, WA AEASERESE LEABIERET , WMEEEEEBF AN BER,

HER Y IR U FR AL ER

RARS | NIEEmEM4.2;6% |, Enhanced Endpomt TrackerFEAEHER , MR ZH =2
NexusfERIR B LHVIHEE, MFEFEZEFH , 558 B CiscofaiRID CSCvz59365 .


https://tools.cisco.com/bugsearch/bug/CSCvz59365
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ELAM Assistant EnhancedEndpointT

Help you perform ELAM(Embedded Track endpoint activity within the ACI
Logic Analyzer Module) on ACI nodes fabric

te capture a single packet at a ime and
analyze where the packet goes.
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11111 coo Bjj||] oo
* BD2 (10.1.2.254/24)

"’ Unicast routing enabled
VM

1) eoe 1y see

BD1 (10.1.1.254/24)
Unicast routing enabled

EP A EPB
10.1.1.1/24 10.1.2.1/24
MAC:0000.1001.0101 MAC:0000.1001.0102

FEAHIH | IP10.1.2.1EBR EHEMAC 0000.1001.0102H9EP B, B2 , EBEMAC
0000.1001.9999HEP Xt IEEFEAIP 10.1.2. 15K BRE , RRAREEHRN T8 IPHER.
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O 10121

Fabric TK-FAB2 VRF uniftn-TK/ctx-VRF1 EPG uniftn-TK/ap-APP1/epg-EPGZ-3

Local on pad-1 node 103 interface eth1/3 encap vian-2203 mac 00:00:10:01:99:99
Remotely learmned on 3 nodes, »

109 Moves 0 Rapidevents 0 2 OffSubnetevents 0 Staleevents 0 Clear events

e History @ Detailed o Move e Rapid @ OffSubnet oS::i!*;: 0 Cleared

Time ~. Local Node Status Interface Encap pcTAG MAC EPG
Oct 01 2019 - 15:21:08 103 eth1/3 vian-2203 32773 00:00:10:01:99:99 uniftn-TK/ap-APP1/epg-EPG2-3
Oct 01 2019 - 15:21:08 (103,104) N9K_VPC_3-4_13 vian-3134 32774 00:00:10:01:01:02 uniftn-TK/ap-APP1fepg-EPG2-1
Oct 01 2019 - 15:21:06 103 eth1/3 vian-2203 32773 00:00:10:01:99:99 uniftn-TK/ap-APP1/epg-EPG2-3
Oct 01 2019 - 15:21:06 (103,104) created NIK_VPC_3-4_13 vian-3134 32774 00:00:10:01:01:02 uniftn-TK/ap-APP1 fepg-EPG2-1

Oct 012019 - 15:21:04 103 crsatod eth1/3 vian-2203 32773 00:00:10:01:99:99 uniftn-TK/ap-APP1/epg-EPG2-3

Oct 01 2019 - 15:21:04  (103,104) m NIK_VPC_3-4_13 vian-3134 32774 00:00:10:01:01:02 uniftn-TK/ap-APP1 fepg-EPG2

Oct 01 2019 - 15:21:02 103 created eth1/3 vian-2203 32773 00:00:10:01:99:99 uniftn-TK/ap-APP1 fepg-EPG2-3
Oct 01 2019 - 15:21:02 (103,104) ereated NIK_VPC_3-4_13 vian-3134 32774 00:00:10:01:01:02 uniftn-TK/ap-APP1fepg-EPG2-1
Oct 01 2019 - 15:21:00 103 eth1/3 vian-2203 32773 00:00:10:01:99:99 uniftn-TK/ap-APP1/epg-EPG2-3

Era R R Im IR A R EEUP 101.2 1M REMVE. M tENEFTEERT , 10121 EEFEA
MAC 0000.1001.0102 ( F8&7 ) #10000.1001.9999 ( FA ) EMEM 2L 2 RIEE, SHEBREIP
10121 TEMREE K RAEEHERNMACHHE FEAMER I  BEBRERN N ESEEES
HEMNERE, TRREE , FERIUEEE LEEANVMERTSEN P EHRE,

THETRTHREETESHNKRIREB A RH,

T RE B U 1R B Y 0 R

1] eee

EPB
10.1.2.1/24
MAC: 0000.1001.0102

EREFERIVMEBWEREVPCH N EERIACIKES R , ARBEEECEATA/MEAMRE RS
B, B, HESWEHIHIMMELITHEE , ARACIREIBRFBNAERE , hHBERFK
EMENEzEES. EEBERT , FEXTA/MBARNFHHINICHEEER | EEFEAACIHRKE
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=R HERE B

FELLACIHE R EITHINexus 9000t ACI L E =BT EFBHERARAONEEE,
W

TENEZEFRRIHE

. SECURITY_GROUP_DENY:HHRBRAD AFBEAN SN M EELLIE,

- VLAN_XLATE_MISS:HHAVLANTEMEZEMN, Hltn , i A EHF802.1Q VLAN 10/ X #14E f&
o MAERMKAIE FEBVLAN 10, EEREANBT Y RIBEEMACHEERRE, BER , R
ZIEFRIE E R ARFFVLAN 10, BISREZERIE | UHEHERAVLAN_XLATE_MISS,

. ACL_DROP:HASUP-TCAMT T k&, ACIXKEMFPHSUP-TCAMBEEEEFL2/LI3EHAK
2 LEERAMNEHRFAA, SUP-TCAMFRRRZRANEN , FTOUHFERAEERE. SUP-TCAMRRIA
FEEMREEREREESRELRSTERE L MTAREAFEHAERERER, EHIHFAESUP-
TCAMR A BRI AREH TN , RENFT IS AACL_DROP , B2 MEX R ETEES.

ERXEZEE TEEARNERENERAMEEZENERN T, CHEETUZE , T2ERMEETRE
, EERERENREEZETR,

S

ERBBBERLER | BRREAERRER, TAGEAAFCSACRCERNM, ARHMAE
A, FB2REMEMN "CRC —FCS — BB, —H,

AEE

E R FIFAAE R tﬂiﬁﬁﬁﬁllu__u—lﬁ#‘ﬁ)\:ﬁﬁ& , AL LL TBuffers BER, EBER
TMRABRPHEECEFERE, RTERNEGTEDH  NESENENERCHEE.

fEFAPIY AT BER

EEIENRE , BBREAAPINYHRER  FREVUREESHIBEREFELETWATEHIE
( fapiciBITELHIE ),

# FCS Errors (non-stonped CRC errors)
moquery -c rmonDot3Stats -f 'rmon.Dot3Stats.fCSErrors>="1"' | egrep "dn|fCSErrors“

# FCS + Stonped CRC Errors
moquery -c rmonEtherStats -f 'rmon.EtherStats.cRCAlignErrors>="1"' | egrep “dn|cRCA1ignErrors“

# Qut put Buffer Drops
moquery -c¢ rmonEgrCounters -f 'rmon.EgrCounters.bufferdroppkts>="1"' | egrep “dn|bufferdroppkts“

# Qutput Errors
moquery -c¢ rmonIfOut -f 'rmon.IfOut.errors>="1"' | egrep “dn|errors“

HECLIFRRERBFTHA

MRBEHE RNEZFEFACLIENELNESER , RFNFEZRBREETNFEATEES,
jt%‘FFﬁﬁnT%I%E%‘BEFH Fshow interface #Ro _1IIE?$§FIZI EEEA L AFTEEERA, E
BRELEH , BETUTTE



BIASSHEAZ R HEIW E/TELHS., LT EHEARethernet 1/31,

ACl - LEAF# wvsh_1lc

nodul e- 1# show platform internal counters port 31

Stats for port 31

(note: forward drops includes sup redirected packets too)

IF LPort I nput Cut put
Packet s Byt es Packet s Byt es
eth-1/31 31 Total 400719 286628225 2302918 463380330
Uni cast 306610 269471065 453831 40294786
Mul ti cast 0 0 1849091 423087288
Fl ood 56783 8427482 0 0
Total Drops 37327 0
Buf f er 0 0
Error 0 0
For war d 37327
LB 0
AFD RED 0
B8

A EARREIRBARN G EREREEH ( N9K-CI332CHINIK-C9364C ) .

HRBRIBLEE (NIK-CO504%F ) , BALKRFERI T MR T AT HEE. EHASSHEREE

BWETELESS. UATEHEH H’%ethernet 2/1,

ACl - SPI NE# wvsh

ACl - SPI NE# attach module 2

nodul e- 2# show platform internal counters port 1

Stats for port 1

(note: forward drops include sup redirected packets too)

I F LPort I nput Cut put
Packet s Byt es Packet s Byt es
eth-2/1 1 Total 85632884 32811563575 126611414 25868913406
Uni cast 81449096 32273734109 104024872 23037696345
Mul ticast 3759719 487617769 22586542 2831217061
Fl ood 0 0 0 0
Total Drops 0 0
Buf f er 0 0
Error 0 0
For war d 0
LB 0
AFD RED 0

A Tshow queuing interface BERHEBKGASHE RS BEE, LT 861 Retheret 1/5,

ACl - LEAF# show queuing interface ethernet 1/5

Queuing stats for ethernet 1/5

Qs Cass levell

Rx Admt Pkts : O Tx Admt Pkts : O



Rx Admit Bytes: O Tx Admit Bytes: O
Rx Drop Pkts 0 Tx Drop Pkts 0
Rx Drop Bytes : O Tx Drop Bytes : O
Qos C ass |level 2
Rx Admit Pkts : O Tx Adnmit Pkts : O
Rx Admit Bytes: O Tx Admit Bytes: O
Rx Drop Pkts 0 Tx Drop Pkts 0
Rx Drop Bytes : O Tx Drop Bytes : O
Qos C ass |level 3
Rx Admit Pkts : 1756121 Tx Admit Pkts : 904909
Rx Admit Bytes: 186146554 Tx Adnmit Bytes: 80417455
Rx Drop Pkts 0 Tx Drop Pkts 22
Rx Drop Bytes : O Tx Drop Bytes : 3776
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Fabric Virtual Net L4-L7 Sel Admin Apps Integrations
Inventory | Fabrnic Policies | Access Policies
Inventory .
oy Layer 1 Physical Interface Configuration - 101/eth1/3
Operatiocnal Deployed EPGs VLANs Stats QoS Stats Error Counters Health

Port in Disc

Alignment Errors (packets)
Carmer Sense Errors (packets)

Deferned Transmissions (packets)

FCS Errors (packets)

Internal Mac Receive Errors (packets)

Internal Mac Transmit Errors (packets)

Late Collisions (packets): (
Multiple Collision Frames (packets)

SOETT

est Errors (packets)

Single Col
Sy

ision Frames (packets)

bol Errors (packets): 0

CRC Align Errors (packets)
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Admit Byles Admit Packets Drop Bytes Drop Packets
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CRCERIEEMNZEAKN A EHEZCABPROIBE T, CRHBEEMAEMTIERNEELLAIAVE N
TER. Fit , HENERAEEEEBEDRIEE, NMRCRCHERTH=REM K EEREEER
HEH EETSEARARK , HRA4BH , BHA S FRBENIBHTE, AN SERRMEA
|, IS TARTE, MRMENRRER, BR A XA -—ERENCRCER , REERF
AW ENZS10-12(7 8RR (1012 AT ARE ) .

RERRREERR

REERNEEF2ERIRMARBEER S ENMACH U MEER AR, SIHIEBE N HM
HEENE  cAREEREHNREMACSMAC)MEthEZEBMACH L,

REERTMETERIRERTBELTEN &  SHENEHEBERRE, EBXREREE
AEH B BEMAC(DMAC) it it B T AR FAITERBE, R , EEXBRELASHFRE TEE
BERE , TRMITCRCBE, EXRTERTCRCE , ERICKER , MEARERY , AEEER

o

BRL  AZBEBREREHRENFFERRETH. EEXBENETETARERBEEERNS
B

BREME  HRE2RMNESRANACIHER , MIRWANHEERS , M HMTEEEARRERIE
 AIBTEEXR R, IRGANEERERRGLETE , ASTHEFNEERER,

R

EACRCHERNEHNITEZRR., REEEREPME , AIEERENIREHEITCRCERE.
Rt , HE—HBRIEREF L KBERERFFI(FCS), FIESREFCSREATBBCRCRENE
HfE. Fit , —ERBEBCRCHEEEECEBNESENELETACRC , EXTCIERERTH
BEERIRE,

ACIHICRC:EHE WM N E

- MRBFETITHEEE FEFICRCHEHR , AIFTERMER T/THEIESFPHINFERE /MR LAY T/
Lif

- MREEFFICRCIEER , AITEREAMIE, SFP, XMIMESFPLHBBE. RAKRET
THENCRCHFERBTEREFI IR, NEAHBEIR K , HRVXLANHE I 5T E#H
HICRC, MRMBRISEEMEERN , ER TR WER,

- MRBEERIREE R F EFCRCER , RITTEER : A#uKM/SFPY, TR A M
SFPH IR AEE, —EtHBPFBHERE,

BRI BhME R HERR

. B FIFEFCSEERMN N, ARFCSEAREARN | FILBRAIBERE M SFPAIRA
1}_ﬁlﬁ'—lﬁo
. Tshow interface #iH EAICRCEEEE /R R T #AIFCS+StompfE. \
SBAEH]F

ERESREERE

vsh_lc: '"show platforminternal counter port <X>'



Hitan s, MEEFFEER .
- RX_FCS_ERR - FCS#&,

. RX_CRCERR — W Rt BRYCRCEE LS,
. TX_FRM_ERROR — E#fICRCE535 118,

modul e- 1# show platform internal counters port 1 | egrep ERR

RX_FCS_ERR 0 ---- Real error local between the devices and its direct
nei ghbor

RX_CRCERR 0 ---- Stonped frane --- so likely stonped by underlying devices
and generated further down the network

TX_FRM_ERROR 0 ---- Packet received fromanother interface that was stonp on

Tx direction

CRCE M P B8 R

3. Egress interface to leaf counts TX_FRM_ERR and stomps the frame

2. Ingress interface on . :

spine counts FCS — 7

1. Bad cable/corruption ——m——> 4. Ingress leaf fabric Interface
occurs on that link ﬁ counts CRC (stomp)

Ly eee il =e» iy 2o

MRBENERERABETENE , MEERAREZAINMAEMALRESHN , YARETIER
FEfER R SRR B IR E TR A O LIREICRC, B REENR B — EREN R,
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