IRERACIE T X BN TACTE KAV H 8w
B 8%

/\

HdE B e =

ACI APIC FI33#i28

1EiB8 APIC CLI fiE&%

EiB CLI
CIMC HfliZ &

EiB CIMC Ul #§3%

FEIBCIMC CLIfEE

2HCIMCH T &

MR, EHRWES (TacOutput)

#EiB APIC Ul 5%
£ Bi%k (AVE
Vem-Support
&8 AVE CLI

vCenter/ESXI F#50 8%

Nexus Dashboard Orchestrator (NDO) (i MSO

SRHHERRIRE
ZEIBNDO/MSO UlIf5%- MSO Pre-2.x
ZEiBNDO/MSO Ul #5%%- MSORRAS2.x

S GRS
1Ei8 NDO/MSO Ul £

&

RNEBERACIHTACE T RIS HERR I FT R A9 51 B 55 M #a



HRAR

BETERMTACRA s EBLEE R IRESE |

&1 : HRE/BETRRITBER

s
¢
8
iy

EE e 2:1= fasx
1. B T4 P BE Y E B 1Y
BT RE _
. e |mMEAPICHBEZRERERER
SRS zgﬁAmcmﬁgﬁmi TN | BREA
3. &8 TacOutput B E #2#L Techsupport,
B, SHERK
1. REsrcEi%h ( E#Rsrcim 2
M E ) B IRE R 1B
e 2 WEdstEI® (i
PR AR dstendpointty & ) Hi&
=5 1l % 1,
3. #%iB TacOutput By E g
. EHREEK
1. P EE ( src M dst ) BIBE
BB R ERE | SWE TAC B
. 2 BRMHERHLE | CNNRE
Eig =4
. 4112 15 26 R 254 A0 5 R T EE 5 K
3. APIC WHEEMSE | o munap A gk I8
4. %8B TacOutput B9 Efz#g | ( IER RCA) .
B, E4REEK
TR APIC MRRERIS \in g apicm e R B
BREE 2. %iB TacOutput By E bk iﬁufuﬁfi& RIS
. B4R pporte
1. B o S AE A T B
e BArSR.

2. %iB TacOutput By E bk
B, B4R




1. BRERNRERE TR E.

2. EMEHNER/ R OER

EHER/IEFARNEREA 0

3. &8 TacOutput By E bk
B, SHHEER

1. Fi G APIC HIFEEH T X
=

2. ZRECERARERM APIC
FEREARMNXE.

APIC EAEXRE

ACI APIC F133#258
BER AT




EE  MREMACIIIEEEER A EBIntersight E1TREE , KEBERBMTXEY HE
ZTAC SREEIRFIR B RENFIH, AR , BASREMTACTREZAM AT LER
Intersight B ET EAbZE4RAY & B A3 E RN EEHE MR E,

BEBAPICHEE I FEFIntersight - Nexus Insights EE £ 23 FE A
BEFEALSE , 2R S ABBAPIC : Nexus Insights E B 25 FE A2 X Intersight L BRI A 5E
ACIZ I SERE,

1. B E : APIC > Apps > Installed Apps > open NICC app > TAC Assist > click Begin
2. BIFEH , AREIE— T Collect Logs.

3. —BEEMBTER , BHERGBFHEN.

4. EEEFBERBENBFERT , IUEHAERES,

5. % — T EE%EEH TechSupportifl #8 ‘= &Y Upload.

BEBEND#EZE I _EEF|Intersight - Nexusiz &l & Ri#

EFEALAE , F2ENAEBEIBNexusiE S & fEIntersight L E#R I B SEACIZHaAERE : Nexusiz &l &
EE

1. B ZE : NexusiZil & >E B HE> R >1T BNexusiZHl & B ## > EHEBR> H FF U LSS
2. #— T New Log Collection,
1. EEAFWENERE,
2. BIFULE,
3. MA BB LERHEXES B,
4. ¥ —TSelect Nodes , REZIBEZEHZ,
5. ¥ — T Start Collection,
6. A H T X BB R & Zlintersight.com
3. LEERE , BATACHEZRE Fintersight L&,
4. TAC T2 HTRES0 S R RRintersight B BITACE T 247

E1B APIC Ul &z
BRI <ERA

N B BETACHRESR | FUBVEER X ERNGE, NEARBBBA  AEHMT
RREHBRER, EREXETACRMNERCANEED, MRRA T TechsupportF i £ E
, ERRBERERBUSEBRAT AR MARRBAFEREASFANKEERE A,

1. EIBEMD , & — TAdmin > Import/Export > Export Policies > Right-click On-demand
TechSupport > Create On-demand TechSupport,
2.7 "EVREERMNXE) HEA AR PR A ERNE,
- MRBRVESEFER , FR—-T "ELEEHEE . £EXENXER , TEBGUIN
Operational ( ##1E ) EBT#H.


https://www.cisco.com/c/en/us/support/docs/software/aci-data-center/217872-configure-the-aci-device-connector-for-i.html
https://www.cisco.com/c/en/us/support/docs/software/aci-data-center/217872-configure-the-aci-device-connector-for-i.html
https://www.cisco.com/c/en/us/support/docs/software/aci-data-center/217872-configure-the-aci-device-connector-for-i.html
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https://www.cisco.com/c/en/us/support/docs/software/aci-data-center/217872-configure-the-aci-device-connector-for-i.html
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- A8 "HAEEHSMARNEE, UEL APIC BiTXE,
o THRETEL ) WL RIS EE L TechsupportfI X ES HI 2
3.1B—T "R, UBRIEERMZERAL

CISCO APK_:
System Tenants Fabric VM Networking L4-L7 Scmcesl Admin | Operations Apps

AAA | Schedulers | Historical Record Polickes | Firmware | External Data Collectors | Config Rolbacks |  import/Export

Import/Export @ = ©  On-demand TechSupport @
C» Quick Start
O + %
3 Exnort Pokicias « Name Start Export Export Source Controlle Category
S o Now to Destinatic Nodes
Controlle
| > On-demand TL’:‘.I'E;J;:u-r'.4 —— =
Create On-Demand TechSupport OD
Name: | echsup_Policy|

Export to Controller: Ei

51

For App: |:|
Include pre-upgrade logs: |:|

Include All Controllers in
olers in
TechSupport:

5 3 Source Nodes: | select switch v

Specify TechSupport Time Range: []

Category: | All = "

e o= )

1. EEFZHENRERMZXERA, EUTNHEMKREIZEIAEE : Admin > Import/Export >
Export Policies > On-demand TechSupport > Expand On-demand TechSupport& £} 3&>%& —
THREFEANRR>WERNTXE,

« HE , BE-THRREFMIERBEUETERTETR ; AR IR —THRF/AEETIEE
WER T2 &,
2.1 "R UHBRRERNTXEER.



afia]i
cisco  APIC
System Tenants Fabric VM Networking  L4-L7 Services Admin

Import/Export o = o

On-demand TechSupport - 0_My_Techs @
O Quick Stan

Collect Tech Supports [%] —_—

\ N ¢ bacd o P 0O L %W
</

Delete

3 TechSupport 2 n Name . echsug Collect Tech Supports] . 2
On-demand TechSupport

prt to Controller: [
I E 0_My_Techsup_Policy Delete

Include pre-upgrade logs: []

Collect Tech Supports ] ] Include All Controllers in —,

TechSupport:
Source Nodes
Specify TechSupport Time Range: []

Category: | Al x

W& & KB Techsupport,

1. MREERBEM X EREARBASHREGEE , ATUAREMERMZEERNELHAE (&
WALE ) o
2.R "TEHERHRE CMA  FEEEEERMIEMBENEREMNIERA, THUE
Admin > Import/Export > Export Policies > On-demand TechSupport b EI 2 2 31 # 5K B
- EENBEMXEAEXMEERMZERAN EEP EBREE. SEERBE—E
AEBhttp/https TEHER . SEHHBE=EES A SEEREE—A.

N orE mERARR22 , AISEERARBadmintEf EE 5B BUI T BTechsupports, & Al
, EERAEMHEMCEEEESERIAMIRS, Rinft A& &L &EIBUIT Htechsupport, 1
&, 4P AT LAfE i sftp e E fih 75 5% fE 4B FEAPIC £ #9/data/techsupport/ B &5 1 B
techsupportig %,

Nl
CISCO Ap|(:
Systemn Tenants Fabric VM Networking L4-L7 Services Admin Operations Apps

Import/Export @ = © | On-demand TechSupport - 0_My_Techsup_Policy o

C» Quick Start

—
- ‘
B 1of3 3of3 26f3 & | =~
) Node Status  Detail « Collection Export File | Logs Logd DB DB
n-gemand |echouppornt D Status Time Location Size| Location Size| Location Size
I E 0_My_Techsup_Policy ask comm 2018-03-2 files/1 fte 26 files/1/te 32 files/1 ft
B cs ) Task cor 2018-03-2... | files(3/te 17..| files(3ite 21.| files/3(te




S BiaE : TR EBEEHZ URL PVEIFRRIERTEN APIC, 0, files/2/techsupport.tgzzk
TNALATEAPIC 289/data/techsupport/ B 8 FF % 2 45 E R 452 o
BEIE 1 9l S B AE 3R R BA

MREMZEARER "EHEEGER BHELE , B GUI SERS{E ACI 8% ( APIC EiEE X #
ZREIE ) =8 URL., &8 URL ATREINEHEREE A HIEsK-&EH. TAC BESERESEH
MEEMBE=EER 6 USRI MWALE.

BE URL e RE=-EEREENEP—1E .

EYe] — S BEAR NN
BE _1of3.tgz /g (R
L84S _logs_30f3.tgz |[FRFECEE BRAH
DB "db_20f3.tgz  |MO 4EED N

N ommmET TEHEE AR TELIRHE,  UEStEREeRY —EEH
®, HhassEmHM=EER,

NRFEERAINBEREE THRM X ENERE , FFEMscpIsftp® Fiw ( BIWInSCPELFileZilla ) B
ERAPICREREFTRER,

1. 38R (sftp) EF{E APIC, WEMNRMXERRFBEEMATRANAPICH , Rt inEFE
APICHIREM R T T BE R,

sftp://admin@10.66.80.178 - FileZilla

Host: sftp://.l.0c.02..72  Username: admin Password: ssssssssss Port: Quickconnect
Status: Connecting to 10.66.80.178...

2. BEEFEH 2 APIC 1 HY /data/techsupport ERI3K ( £FTE APIC BFIBSHEBRETER ) .



Remote site: /data/techsupport E

? aci
? bin
? controller
v data
? devicescript
? log.lastupgrade
=

.~
Filename Filesize File
I access.log.bk.gz.tar 846,370 tar.
audit.txt 916,910 txt-
I dbgexp_coreexp-default_leaf101_sysid-101_2017-05-22T10-30CST_1495420227 0x102_port.... 13,478,0... gzif

B dbgexp_tsod-ABCTECH_apic2_sysid-2_2017-07-21T08-35CST_10f3.tgz 33,315,631 gzij
B dbgexp_tsod-ABCTECH_apic2_sysid-2_2017-07-21T08-35CST_db_20f3.tgz 31,054,6... gzif
B dbgexp_tsod-ABCTECH_apic2_sysid-2_2017-07-21T08-35CST_logs_30f3.tgz 1,617189... gzij
B dbgexp_tsod-ABCTECH_leaf101_sysid-101_2017-07-21T08-35CST_10f3.tgz 8,612,822 gzij
B dbgexp_tsod-ABCTECH_leaf101_sysid-101_2017-07-21T08-35CST_db_20f3.tgz 975,800 gziy
B dbgexp_tsod-ABCTECH_leaf101_sysid-101_2017-07-21T08-35CST_logs_30f3.tgz 908,076,... gzij
I dbgexp_tsod-TAC_Techsupport_apic2_sysid-2_2017-07-20T13-30CST_1of3.tgz 29,360,3... gzi
I dbgexp_tsod-TAC_Techsupport_apic2_sysid-2_2017-07-20T13-30CST_db_20f3.tgz 31,046,3... gzi

EREHOUSRBRNXERBERE (EXNRAFPARABCTECH ) MER , RERKELERTHE

EER,
P < = A

"RE . RITXBHREARABENE , RAEETechsupport TRAE TR MR, ER
, EREEBRAUBERE K HOBTLEE APIC B5%,



AR XAAGCBEERESH BRI HEMXE , Bt , MREFTES/FMBAPICKRER
BT &E , ASAEERTNESEAPIC LEFEITcmd,

B BAEER

- APICRZ£EE,

« APICHE R EIRACIZHH,

o ACIRHHE K EEEAPICHIE-

- ASPREMEEL TERSEENTXERE (ER).

3E1@ APIC CLI 53

1. BBFEAEESREN APIC BB SSH E£RKE.
- MRFEELFEAEEERBEA , FEAFEAE B Brescue-user, F 5 A LAEEadminZ it
FEHEMEE,
2. B{Tbash -c¢ "techsupport locals &%
<#root>

o



Using username "admin".
Application Policy Infrastructure Controller

apicl#

bash -c "techsupport |ocal"

This command 1is being deprecated on APIC controller, please use NXOS-style equivalent command

Running bash commands
Completed 1 of 10 commands

Completed 10 of 10 commands
Starting data compression

Techsupport collected at /data/techsupport/local_apicl_2018-05-29T08-17.tgz .

3. THAMEMNXE,
o BIFA : FASCPTHEMIEER -
- WIinSCP = pscp.exe ( Windows & )
- JR4% SCP AFiu% ( MAC A% )
- BIEB : FAHTTPSTHEMIZERER :
1. BIRBIEESS (5170 , Chrome = Firefox ) o

Please remove the fi

2. B E : https://<aci.apic.ip.addr>/files/<apic#>/techsupport/<ts_filename>
- #if5l : nhttps://a.p.i.c/files/1/techsupport/local_apic1_2018-05-29T08-17.tgz

3. EAEEEREREA,
4 MBEHBRRETR  FENIESTHEHRS EWRFESR.

EIBRX R CLI 53

1. BB EAEESFRER ACI IR SSH R
« WMRAPICHRFIR LM | FEMERERBadmin.

2. 1B{T®% : Ttechsupport localy -

<{froot>
fab5-Teafl#

t echsupport | ocal

Running bash commands
CompTleted 1 of 9 commands

Completed 9 of 9 commands
Starting data compression

Techsupport collected at /data/techsupport/local_fab5-Teafl _2018-05-29T08-16.tgz .

3. THAREM<E.

- JEIFA : FRASCP{EACIK 1 T Hitechsupportig = :
- WinSCP = pscp.exe ( Windows % )
- JR4% SCP AFi% ( MAC A% )

« JEIEB : EBAPICERAHTTPS TEHEMZERER -

Please remove the fi



1. BAFIAPIC CLI ( ZEZ B4 EA T HEAPIC ) .
2. AL T i S A techsupportid RIEACIR & EH FAPIC :
- scp <Hi 2L &> : /data/techsupport/<ts_filename> /data/techsupport
- 5 . apic1# scp fab5-leaf1 : /data/techsupport/local_fab5-leaf1_2018-05-
29T08-16.tgz /data/techsupport
3. BARBIE S (3 , Chrome = Firefox ) o
4. B E : https://<aci.apic.ip.addr>/files/<apic#>/techsupport/<ts_filename>
- &5l : https://a.p.i.c/files/1/techsupport/local_fab5-leaf1_2018-05-29T08-16.tgz
5. FAEEEFREEA,
6. MRHRER , FERNABRTHRT LNREFER,

CIMC EfiTx
#EIB CIMC Ul #§3%

A LAEEAPIC CIMCHY BT ST B LAFE# BEEAPICHE RS FHRARY B35, CIMC show tech A] LS ith 1 J&
, WECIMC AdminE &K UtilitiesZB 2 BiX iR K B

grated Management Controller

Compute

Networking L + Last Technical Support Data Export
* PID Catalog
Status:  COMPLETED{100%)
Storac e = Upload Status:  MJA
b~ Last Generated Time:  Fri, 09 Oct 2020 09:03:34 +0000
Activation Status: M/A
L (AL =
Step 2: Mavigate to Admin Dropdown
User Management v Cisco IMC Last Reset v Inventory Data
HNetworking Status:  graceful-reboot Status: COMPLETED
Communication Services
« Cisco IMC Configuration Import/Export v VIC Adapter Import/Export
Security Managemeant
Action: MNOME Action:  NONE
Event Management
Status:  MNOME Status: NONE
Firmware Management
Diagnostic Message: NOME Diagnostic Message: NONE

Utilities

Device Connector
= Eartans Aafaolt @tatoc

FEIBCIMC CLIfiEE

£ APIC CIMC CLI & A

# scope cimc

/cimc # scope tech-support

/cimc/tech-support # set tftp-ip 192.168.1.1
/cimc/tech-support *# set path \techsupport\showtech
/cimc/tech-support *# commit

/cimc/tech-support *# start

[N S S S A |



A CIMCH: T 2 8

LA %I H 7 show tech@i & R HY — LEEA SR 1B 1V,

TechsupfE R/ E % EA

SEFMBAFNIE S ERRENME, HNEE
var/ RIEEAER (Hla , SOL M IPMI BFESFER
HIAERE ) .

var/log TERRNBAMBFEER,
obfl/ SERBNIIESZ KMEBFEE,
"al IEH KB EFMSEL

show tech-support X AER , LAKBIOSH fiT X &
mp/ NAER, ZIXNFRERIEMERF, 8K, X
%, REX BIOS AREEEH,

mctool ERAECIMCARENEREH,
g EREnFEREENERTEN.
obf] EEENR B (REHEEE ) o
MEH EEHENBE/var/log/messagesiE R,
P B R B R RE Y BRI 2R
RAPERR R IPMIY & 51 BRI 25 M B

C:4| 4 x86H) & B BIRMEE,

HEEER,. SHREESF (TacOutput)
TAC TERHMERWEAR (HlWM , ME, BHEERK)  BERE KA RCA LFEHA,




BESH , showtech EEEUHEYHNFE& | BERKE 10,000 Ficsk, EELEFERT , TACE
Emgnﬂﬁ% == 18 10,0005k 5E &% o

Noxs : EMRAS5.2(19)FA%R |, BRI LAEACLIG © #8555 3k B APICHY & Rl H 2R UK SR8 LE Bt b R
o {BR , 1£5.3(x)H6. 0(3d)ZBIJE’JJ¢Ji2F'=F' NEESHBURELINEFFEEEMNGE K. T8
BERLT , BEFERAT -2 5 HMaci-tac-scripts i 172 E F R EFTRANIE S,

18 i 3% 854 H #53- 5.3/6.0(3d) R E B A

HHEITIRZAS5.3/6.0(3d) R EEMRAHACIZ#AERE | trigger tacoutput BB, #HFE, ERMEM
WEE SRR IR T BLMRENE) -

<#root>
apicl#

trigger tacoutput

Select corresponding numbers of objects to collect. Separate numbers with commas. *Note, topSystem, fab
Ex: 1,2,3,4,5

1. faultInfo *collected unfiltered

2. faultRecord

3. eventRecord

4. aaaModLR *collected unfiltered
5. polDeploymentRecord

6. epRecord

7. healthRecord

8. healthInst *collected unfiltered
Enter selections:

1,2,3,4,5,6,7,8

Enter record start date (format: 2019-12-15T00:00:00) *default is one month prior to current date:
Enter record end date (format: 2019-12-15T00:00:00) *default is current date:

. collection runs...

2021-12-17T08:19:59 TacOutput collection completed.

2021-12-17T08:19:59 Verify files and file sizes at /tmp/TacOutput2021-12-17T08-16-19
2021-12-17T08:19:59 Compressing files...

2021-12-17T08:20:01 Compression completed

Logs available for SCP or SFTP download from /data/techsupport/TacOutput-2021-11-17T08:18:06-t0-2021-12
To download through your web browser go to

https://<apic address>/fil es/1l/techsupport/TacQut put-2021-11-17T08: 18: 06-t 0-2021-12-17T08: 18: 06.t gz

Note: in the URL previous 1 denotes the APIC ID 1, if script was run on APIC-n, then n must be specifie

To remove files when done run
rm -rf /tmp/TacOutput2021-12-17T08-16-19
rm -f /data/techsupport/TacOutput-2021-11-17T08:18:06-t0-2021-12-17T08:18:06.tgz


https://github.com/datacenter/aci-tac-scripts

BB W E Tack s T H 8%

HHIE1TRM5.3/6.0(3d)IACIZ R 4EBE | aci-tac-scriptsfFEEHH —EKETacOutputtis 18 |,
515 7 & Btrigger tacoutput@ S E LN E -

<#root>
apic#
/tnp/ col | ect TacCQut puts. sh

Select corresponding numbers of objects to collect. Separate numbers with commas. *Note, topSystem, fab
Ex: 1,2,3,4,5

1. faultInfo *collected unfiltered

2. faultRecord

3. eventRecord

4. aaaModLR

5. polDeploymentRecord

6. epRecord

7. healthRecord

8. healthInst *collected unfiltered
Enter selections:

1,2,3,4,5/6,7,8

Enter record start date (format: 2019-12-15T00:00:00) *default is one month prior to current date: 2019
Enter record end date (format: 2019-12-15T00:00:00) *default is current date: 2020-01-05T00:00:00

...script collection runs...

Compression completed
Logs available for SCP or SFTP download from /data/techsupport/TacOutput-2019-12-25T00:00:00-to0-2020-01
To download through your web browser go to https:///files/1/techsupport/TacOutput-2019-12-25T00:00:00-t

BE/ROESR
i APIC Ul e

ACI IEREFAN APIC ERZEERF , TEFRKNZRDEEEH. IRRABRERERFHRE
BREE , IgEEROER  YEFIEARRF, EEFERERREEROERR  SEENE
MEH. EXREB/APIC WEFERE  RREBHER O ERLERE APIC,

APIC GUIRRM T —EP MU E , ARMERBERE RN &R O ESR,
A LLEIBAdmIn > IMPORT/EXPORT ( #EExport Policies > Cored ) 2 31 #7HYE H 5K B,

B—EFERORORE , TERERTHER. £E , IEEANZOERBSELAERIIAPICE
HER. MR, AT EFERZORE T HRIIEM.


https://github.com/datacenter/aci-tac-scripts
https://github.com/datacenter/aci-tac-scripts/tree/main/collect%20TacOutput
https://github.com/datacenter/aci-tac-scripts/tree/main/collect%20TacOutput

Tenants Fabric VM Metworking  L4-L7 Senices Admin Operations Apps

AAA | Schedulers | Historcal Record Policies | Firmware | External Data Collectors | Config Rolibacks: | import/Export

[R— o
L Core Export Policy - default i
M Cuicic Start
+ I kmport Policles Operational  Faults  History
» I Roiback Policies S+
4 M Export Policies v E RO
+ I TechSupport Properties

+ I On-demand TechSuppant Nama: dofault

+ I Per-Feature Container for System TechSupport Data pion: | oBtional

» I Per-Featurn Comainer for App TechSupport Data
» M S TechSuppon

2 M Coro Collection Type: Core and TechSupport
. W | = e

¢ I Cortgiration Expart
» I Snapshat Management
» I Remote Locations

BEBmE TEFET ) BERRAEL (NED ) NROUER. EUERYD  SUREAEEROE
R((BHRORE ). WERKBSEFHNER,

Fabic WM Networking  L4-L7 Sanices Admin Operations Apps

AAA | Schedulers | Historical Record Policles | Femmwam | Exemal Dats Collectors | Confy Rolibacks | Impont/Export

S IL] o< Exoort Poiicy - defaut

i
I Quick Start

+ Il Import Polcies Perliecy Fauks History

+ I Rolback Poicies

4 M Expon Policies m
» I TechSupport O+ ACTIONS =

+ I On-demand TechSuppon o

+ I Par-Feature Container for System TechSupport Data o Swius  Godecton Time Export Location

+ I Per-Feature Contalner TochSu Daka
r-Feature Contalrer for App ppoet Da w & 2017-05-22 10:30;.., fles/2n i - cofautt_ieal10_gyskd-101_2017-05-22T10-30CST_1495430227_0x102 T T
» I AVS TechSupport
-06-01 10:10:... 1ec
4 M Corn -] 2017-06-01 10:10:... filgs/ o

T dotaun
+ M Configurasion

+ I Snapshot Management
» I Remote Locations

apicl sysid-1_2017-06-01T10-10CST. n_log, 1277, 38285399

BRBEZE-T "TEHUE, EF  BERTHIENRE, EXRMEBRRETRE , FER APIC BF

Authentication Required
https://10.66.80.178

B Cick Saan Usarname  admin
> I Enpon Policies Password .---.......l
+ I Romback Policies
4 M Export Poicies
+ I TechSupport O +
+ M On-gemand TechSupporn
+ I Per-Feature Cortainer for System TechSupport Data

Suatus
M Per-F Cortainer f Te Duta e
3 eature ainer for App TechSupport 101 ) 2017-05-22 1 - ==
+ I AVS TechSupport
1 L]

Codection Time Export Location

4 M Corn HNT-06-01 10:10:...  flgs/ Linche,
T sataun
» I Configuration
+ I Srapshat Management
» I Remote Locations

;#E , LA APIC £HY /data/techsupport ERI R ( %OERPMENNE ) |, FB APIC HY
SSH/SCP FEIZIMER.



EE  ROEREERN —{EAPIC LY /data/techsupport F R4t ; #OERFTERFEL]
APICTEBE HMEREKE , MGUIRFTR. Hln , R "EHNVE, LAfiles/3/BI5E
, BIRERM A ETE3 (APIC3) L,

EBHRT CLI &

ERLEERERT , ELi$LeafHSpinesF M UERZIAPIC | 1B LR/ 1E MY
/logflash/core % &, AIEIBSCPEEEIR MY EZEBSERBHEIAPICRARRAPICEH
SCPRBEEM.

W EE TR EREWE logflash/core PRV OME R AR H b BB BB E A

#Run on an ACI Leaf Node, Copy from here
bash -c '

# set this to correct Teaf name
Jeaf="$(hostname)""_data"



# collect data

mkdir /data/techsupport/$leaf

cd /data/techsupport/$leaf

show system reset-reason > show_sys_rr.log

vsh -c "show logging onboard internal reset-reason" > show_logg_onb_internal_rr.log
vsh -c "show logging onboard stack-trace" > show_logg_onb_stack-trace.Tlog

vsh -c "show Togging onboard card-boot-history" > show_logg_onb_card-boot-history.log
vsh -c "show processes log details" > show_process_log_detail.log

df -h > df.log

1s -1iah /logflash/core > logflash_core.log

cp /var/log/dmesg ./

cp -rf /mnt/ifc/log/last_run/ ./

mkdir bootflash; cp /bootflash/mem_log* ./bootflash/

mkdir mnt_pss; cp -rf /mnt/pss/* ./mnt_pss/

mkdir mnt_pstore; cp -rf /mnt/pstore/* ./mnt_pstore/

mkdir logflash_core; cp -rf /logflash/core ./logflash_core

# compress and combine files
cd /data/techsupport
zipfile="$leaf"".tgz"

tar -zcvf ./$zipfile ./$leaf/*
rm -rf ./$leaf/*

rmdir ./$leaf

echo
echo " ///// Please collect /data/techsupport/"$zipfile" and upload to SR ///////"

#copy to here

APIC EAREBERAEMZE

1B APIC Ul &%

MR APIC EREAEATEHEREE , IRKURESHEZEARAEYBERBRRMERA
, ISR HLRE SR AT 04

ZRATREEEIAUTERE : "B, > "TEA/EHL, > TEHFRA, > "TEURBRRNTZE, .
BB ERFor AppiEIR , BB AFEMERFERRKE BFEHIAPIC APP :



ng L4-L7 Services Operations Apps Integrations

Create On-demand Tech Support (7 ]

C MName: SSDUpgrader

Export to Controller: [+

For App: [+
App: | ° o
Cisco/ELAM Assistant
(Beta)
pluginContr af-101

Cisco/ExternalSwitch
pluginContr

Cisco/Nexus Insights
Cloud Connector
pluginContr

Cisco/SSDUpgrader
pluginContr

Cancel

BIYREER  ULBBBORBEERINE | LUk &Etechsupport , S 1EIZEExport to Controllerf¥iEiB
MOperationaly BEE#ETT#.

FERARENERZZ (AVE)

Vem-Support

EiB AVE Hi%; CLI 53

BAZE AVE CLI , REBHITUT &S show techi§WETE/tmp B &, EREH SCP SHEH,

<#root>
cisco-ave:~$

vem support all

This can take some time. Please wait.



Copying dpa logs

Generated /tmp/dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_Togs.tgz

cisco-ave:tmp$ tar -tf dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_1ogs.tgz
46_2019-0226-1408_1ogs/
46_2019-0226-1408_Togs/cisco-vemlog.txt
46_2019-0226-1408_Togs/cisco-vem-support.txt
46_2019-0226-1408_Togs/cisco-vemdpa.txt

dbgexp_ave_sw-dvs-60_10.
dbgexp_ave_sw-dvs-60_10.
dbgexp_ave_sw-dvs-60_10.
dbgexp_ave_sw-dvs-60_10.

dbgexp_ave_sw-dvs-60_10.
dbgexp_ave_sw-dvs-60_10.

vCenter/ESX| #5085

%EiB vCenter/ESXi Ul 53¢

48.
48.
48.
48.

48.
48.

16.
16.
16.
16.

16.
16.

46_2019-0226-1408_Tlogs/Tog/redis/
46_2019-0226-1408_1ogs/Tog/supervisor/

VeenterMIESXE# BFTLEY W THNEEE R R

" | bdsol-aci02-vc.cisco.com | ] f@ éiﬁ | @Actions -

| Getling Started  Summary | Monitor | Configure f

@ Actions - bdsol-aci02-vc.cisco.com L(

Sessions ’

. { Issues | Tasks & Events | System Logs

[ Journal de vCenter Server [vpxd-7.log]

)

New Datacenter...
7 New Folder...

¥@ Deploy OVF Template... L

|
Export System Logs...

2019-02-25T13:44:33.725Z Section for VMware VirtualC @ Assign License... =¢
2019-02-25T13:44:33.725Z info vpxd[7F2C8BC78700] [( a
2fae-5b5366d59890) Settings

2019-02-25T13:44:33.726Z info-vpxd[7F2C8BC78700] [C vCenter HA Settings a
2019-02-25T13:44:33.747Z info vpxd[7F2C89BB7700] [C a
vim.AuthorizationManager.hasUserPrivilegeOnEntities -- Tags & Custom Attributes » 4
2019-02-25T13:44:33.747Z info vpxd[7F2C89BB7700] [C 1
2019-02-25T13:44:33.773Z info vpxd[7F2C89BB7700] [¢ ~ Add Permission... a
2019-02-25T13:44:33.875Z info vpxd[7F2C8AF5E700] [( Alarms p Ife

-- 52157544-2f06-726e-b804-591af4eab9cc(52fd6131-c¢

2019-02-25T13:44:33.875Z info vpxd[7F2C8AF5E700] [ Update Manager P



1 Selecthosts Select hosts

Select host logs to put into an export bundle. You can optionallyinclude vCenter Server and vSphere Web Client logs in the bundie.
2 Selectlogs
Iy~ Q, Filter -
MNarme Status Cluster Datacentar Version
™ El 10.48.16.70 Connected [ AVE-Cluster [ig PODO2 6.0.0
M [g 10481682 Connected ) AvE-Cluster [5 PoDO2 6.0.0
[+ |i| 10.48.16.83 Connected @ AVE-Cluster b PODO2 6.0.0

E Include vCenter Server and vSphere Web Clientlogs.

The vCenter Server system you selected does not support export of individual system logs. All
system logs will be exported from vCenter Server,

Next Cancel

Nexus Dashboard Orchestrator (NDO) ( &I & & MSO )
SRR ERE

ZEIBNDO/MSO Ul - MSO Pre-2.x

ontroller Status 3 /73 n Welcome, Admin #

woting Report

Troubleshooting Report b 4
o

Select Logs

Sites
Tenants
Schemas
Users
Infra Logs

DOWNLOAD

FEIBNDO/MSO UIf&E- MSOMRAR2.x

1. ’#MSO GUIH |, E—THREB T




2. T HLREFIRIZBRF A
3. {tEHE O — TdownloadiZ &l

1
sl Multi-Site Orchestrator (Production) Cluster Status @ m

About MO

Audit Logs (50000 Logs)

Systemn Logs »

admin (Admin User)

ot ek a e Lo

acimen (Ademin Usar)
1

o admin {Admin Lsary

admin (Admin User)

Jun &, 2021 acmin (Admin Usar)

ZEIBNDO/MSO Ulfi§ 3 - MSOMRA<3.x R & & hix 4~

= Multi-Site Orchestrator

@& Dashboard

rn Application Management Te (2 h S U p p O FT

5 Operations
= Ope 1 System Logs o /

Backups & Restore

External Streaming Available Logs
Tech Support Off Database Backup
Server Logs
Remote Locations Select Logs Count of Servers
All Logs 0

Infrastructure

£ Admin

AR
1. ##MSO GUIM EZEH , TRRKAFER, EFERE-RITXE,
2.7 TRiREH, AENELEAF BT "RE, &H,



System Logs X

Download Logs o

Database Backup Server Logs 2 Download

+E
JENEBETHMNRL .
4. Tfi— -F-Fﬁj:ziﬂo

FIBERNEHESTRIZNRSE. RESTEWNTENR : FIERE. HWHEXR. HEER.
JSONB XK ERAEER. infra_logs.ixt EEFWFTE RS,

FEIBNDO/MSO UIHY - MSORM AR 3.x & B = ir A~
R AFARAERINT O NER. BRAMME BFAREERNBAFIMBELENESFME

B, HE%EEL)\TIEFO https://www.cisco.com/c/en/us/td/docs/dcn/mso/3x/configuration/cisco-
aci-multi-site-configuration-quide-301/aci-multi-site-logs.html

B e

%18 NDO/MSO Ul Wi g

MSC##% B # Al AERFACSVE R ATJSONB X T &,

Audit Logs (31



https://www.cisco.com/c/en/us/td/docs/dcn/mso/3x/configuration/cisco-aci-multi-site-configuration-guide-301/aci-multi-site-logs.html
https://www.cisco.com/c/en/us/td/docs/dcn/mso/3x/configuration/cisco-aci-multi-site-configuration-guide-301/aci-multi-site-logs.html
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