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SECURITY_GROUP_DENY
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VLAN_XLATE_MISS

HRVLANT E &R/,

HOEALER K XBISRAHT  HEEFE TNWERERAFRES, Hlm
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FCSTCRCH#ERR, MR LITHE/ TITHREERGEBER , KRIFMHEA "show interface
M EFCS/CRCEE S,

BR A EEERET , B2 dERENCEREN LT/ TTHEKESEIRELER  BA
Jttﬁ'l'%l%%_@ﬁ% MEBIME | EEMASRNTEEELEE.

T BREERS. HRNEEEZRENTTLEE,

mEE
EXBMERINEE , RETARAOREONETERSA , ZESHH Buffers —EER,

EERRMIRTHEBRVERE, RTIAENERETREEH , NESS BRI e
=,

HECLIFRAERZHRTEN
S EEN WG

R 2 NR(SSH)EZRIHEP —EAPICEETUATH T,

apic1# moquery -c 12IngrPktsAg15min
IEAGIR A B BI2IngrPktsAg15minBIFR B 14 E B8,

UTREEARNEHREHRNGESRNRI, EXRAH , BESEEERBHEAINNER
, 4% Ttn-TENANT1/ap-APP1/epg-EPG11 ( DNS% Tepgs ) o

L& Bl thE FHegrepEE RS EN B M,

TPl 1 - FHETENANT1, EEABERERAPP1, epg EPG1HEPGFTEEEHR
(I2IngrPktsAg15min).

apicl# moquery -c 12IngrPktsAgl5min -f '12.IngrPktsAgl5min.dn*"tn-TENANT1l/ap-APP1l/epg-EPG1"' | egrep 'd
dn : uni/tn-TENANT1/ap-APP1l/epg-EPG1/CD12IngrPktsAgl5min

dropPer : 30 <--- number of drop packet in the current periodic i
dropRate : 0.050000 <--- drop packet rate = dropPer(30) / periodic inter
repIntvEnd : 2017-03-03T15:39:59.181-08:00 <--- periodic interval repIntvEnd - repIntvStart

15:39 - 15:29
10 min = 600 sec

repIntvStart : 2017-03-03T15:29:58.016-08:00

HE , WREAEH Rdn , AALEREMEE-dRE-cREREEH R,

ThlEt2  FHETENANT1, FEABERRAPP1, epg EPG2HEPGETEEH R
(12IngrPktsAg15min).

apicl# moquery -d uni/tn-TENANT1/ap-APP1l/epg-EPG2/CD12IngrPktsAgl5min | egrep 'dn|drop[P,R]|rep’
dn : uni/tn-jwl/BD-jwl/CD12IngrPktsAgl5min



dropPer : 30

dropRate : 0.050000

repIntvEnd : 2017-03-03T15:54:58.021-08:00

repIntvStart : 2017-03-03T15:44:58.020-08:00
TERETBIER

MRBEME  IEFLEEACLRERBHEIBELNERNITER |, AIRFEBREERTIHNFTS
TSR RRE ., RS BETES (EFXRMAHER ) R2EMAshow interffaceREY, =EEXE
ERFERAREATEFTRSRE. ERRELET  FITUTHR

BE
EBSSHEMR B K E LB TUTH .

ACI-LEAF# vsh_Ic
module-1# show platform internal counters port <X>

* HA XA RIERBIRIG

Etherent 1/3189 R H -

<#froot>
ACI-LEAF#
vsh_|lc

vsh_Tc
module-1#
module-1#

show platforminternal counters port 31

Stats for port 31
(note: forward drops includes sup redirected packets too)

IF LPort Input Qutput
Packets Bytes Packets Bytes
eth-1/31 31 Total 400719 286628225 2302918 463380330
Unicast 306610 269471065 453831 40294786
Multicast 0 0 1849091 423087288
Flood 56783 8427482 0 0
Total Drops 37327 0
Buffer 0 0
Error 0 0
Forward 37327
LB 0
AFD RED 0
————— snip -----
=

HRARBE T H(NIK-CI9336PQ) , B ELeafTe2H[E,



HREHELER (NIK-CI504%...... ) BRLAERERBENRFT , ARTEREAFE

STHER. FASSHERIIER , ARETUTHD
ACI-SPINE# vsh
ACI-SPINE#E#RIEH <X>
module-2# show platform internal counters port <Y>,
* Hp XA REEER RO R FEERR
YR RERIEHRE

Ethernet 2/1 89 R~ lE H

<#root>
ACI-SPINE#

vsh

Cisco iNX-0S Debug Shell

This shell should only be used for internal commands and exists
for legacy reasons. User should use ibash infrastructure as this
will be deprecated.

ACI-SPINE#

ACI-SPINE#

attach nodule 2

Attaching to module 2 ...

To exit type 'exit', to abort type '$.'

Last Togin: Mon Feb 27 18:47:13 UTC 2017 from supOl-ins on pts/1l
No directory, logging in with HOME=/

Bad terminal type: "xterm-256color". Will assume vt100.
module-2#

module-2#

show platforminternal counters port 1

Stats for port 1
(note: forward drops includes sup redirected packets too)

IF LPort Input OQutput
Packets Bytes Packets Bytes

eth-2/1 1 Total 85632884 32811563575 126611414 25868913406
Unicast 81449096 32273734109 104024872 23037696345
Multicast 3759719 487617769 22586542 2831217061
Flood 0 0 0 0

Total Drops 0 0
Buf f er 0
0
Error 0



For war d 0
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RIE -

LRWEQSRARKREARR , AR EERERREMMERE , MRFTRERD R,
BHTIIRE , FSRKTRETHRHA.

F100264 - A O & & [E & E &R ZEZF (eqptingrDropPkts5min : bufferRate)
FRER:
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BHERREEEMERERNRETENT, ERNENTTREFACIRBREEFIE
THEAEXHRE[E, RREESRXBEHERSOR  YREAERHREHNRER
. BN EEHGEEERN , BERAIELER ERTRHERRERN,

F100696 - A MO & 3 E 23 # = (eqptingrDropPkts5min : forwardingRate)

SN o L RF11245HASICIR St B EOE B . BB T B ECSCy068407 4

o

HEREERRSIE, RERNR
iR BERRE
MREFHNELBRBREHE , AITREHNZERINE RN TRER,

EARPRIPER CGERIETHLETRESHE , JIBEEHAHKIRRA , KEH—E
BHROBEERNST , YAEEEETAEEBD ( AE ) AFELI ENAERE, ESERE
B#fEE(BD)F B ERENARPERUER KK, HRRG A KFEZRHREENSHEE
BRRSERBER  FHHERIIRENEIHER FNERER, LARPHERER
EEF1NERER LIEE,

RE1)

HREXNEERHAOACIRBREMEI T XEHENRAERRESHN  ALFTERESE
BUCEENRE  YREREAUHLENEE, EBFERHANKEHNEZRNFHEIUR

AFHELNIPHIAAIE, AT7THREEXLRENIPHI  FIESSHERIIETRNELER
HENREL,

BRI NERESTIHES , SRR EZRREN S IRIPALLL(sp) |

<tfroot>

ACI-LEAF# show ip arp internal event-history event | grep glean | grep sip | more
[116] TID 11304:arp_handle_inband_glean:3035:

I og_col | ect _arp_gl ean
;Sip =

192. 168. 21. 150

;dip =

192. 168. 20. 100

;info = Received glean packet is an IP packet
[116] TID 11304:arp_handle_inband_glean:3035: Tog_collect_arp_glean;sip = 192.168.21.150;dip = 192.
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FEi ROl WENERTH192.168.21.150#8% , EERRETEBIER.

REA2 ZWHEEE

MRERENELRBNSE  FUENERE EERINVSECURITY_GROUP_DENYE
=,

REE2)

ACIREERFRERSNMHFEEBNENT AR, WAZFTSHEMAERSURE
CPUER , BEMARERHEKER.

ERNAFENAR , MRBLEWENNTEAREEEN -8 , IFEEA LS MgrepX
EBHUREE, 7R, JegREYENE.

R ARBENERERIER

<{froot>

ACI-LEAF# show logging ip access-1ist internal packet-log deny | grep port-channel2 | more
[ Sun Feb 19 14:16:12 2017 503637 usecs]: CName: jr:sb(VXLAN: 2129921), VlanType: FD_VLAN, Vlan-Id: 59,

SI P: 192.168. 21. 150, DI P: 192.168.20.3

, SPort: 0, DPort: O,

Src Intf: port-channel 2

Pr
oto: 1

, PktLen: 98
[ Sun Feb 19 14:16:12 2017 502547 usecs]: CName: jr:sb(VXLAN: 2129921), VlanType: FD_VLAN, Vlan-Id: 59,
oto: 1, PktLen: 98

FELRRHIF |, 192.168.21. 150 EFE ERAFICMPIAL ( IPEABGEMER1 ) FiEE
192.168.20.3, {82 , 2{HEPGZ EIREAKFICMPH AR , At HEHRE, MREAFF
ICMP , BRI AZEMEEPGZ BB MEH.

et RR{E

REM B E R T RE S| B B R BBERENRITHRORE.

SREYHNHEETE ( Hla12IngrPkts, eqptingrDropPkts ) iR R EREBE R R RIS H R EYWH R
EWo

MBARENRE AR | eqptingrDropPkts € iE1B EX 48 F BIE 11 PhysIf¥ 4 T Z B4R,



eqptingrDropPkts A1 {9 8 2% £ 22 & Rl iR =R
EEEMELRS .
+EFEURR ( EHREBRIAGRE, FEIETERERE )
+RIIEMERE ( REMEHRCBAVIE, XBaXBERIE )

Front Panel Ports (ports towards external devices)

Fabnc Ports (ports between LEAF and SPIME)

FEIB T E R T A A B ERE R(11PhysIf, pcAggrlf)2 Bl B 2 MR K EE , o1 LB
FERRIE M T , APIC GUIRHFabric > Access PoliciesfFabric > Fabric Policies ~ #0{71E FE 5% BX
PR, ELEREEREI A PEGEER., PRAXKETHRERELRREARIERE X
PR AE PSR RS T AY TE SR EE 1R SR RE A A SR AE PRIE

BRIFFEENSERNRE , FRTUERSREELND PHRREERE , UEEREAR
FRA R EARERE N/ IRAEFE R,

BAR 7RI B R R AE B IR _E eqptingrDropPktsH # 88 3% E ERE (IR EL), FE A ERE
#{TFabric > Access Policies T B HE & 1E,

1. i B S 4 4B B> ST 44 A e R > BE 4R SR B o

2 B—TRBREARIEN "BVEERA .
(WRREERAUEARMERRERE | FEMEdefault , A RE L —EFTE)
3. BFFHY TERBR, RERE , AREMERTERRERR.

4 B—THERTERHRNKERT  EEF1BYWENEEE(1.Physlf).

(ERTERRREEE: | W BABLBIL S ERA )



5. {t & Al B ¥ H B Monitoring Object T Hi72 B FiEELayer 1 Physical Interface Configuration
(11.PhyslIfyfStats Type , #R#%iE1EIngress Drop Packets
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Stats Collection Policies
M Quick Start
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I stats Collection Policies
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» I Analytics Policles
» I Tags

6.%—T "ERERE. Z:BH+RE

Iventory | Fabric Policles | Accoss Policies

Stats Collection Policies

's) mﬂﬁw‘MMﬂmwmm- Susts Type: Ingrass Drop Packets - [#

+
Granalarity Agmin State Mistory Retention Paricd Confg Throsholds
5 Minute Inheried Inherited 4]
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Thresholds For Collection 5 Minute b 4

Config Thresholds

x  +
Property Edit Threshold
Ingress Butfer Drop Packets rale []
Ingress Forwarding Drop Packets rate I I
Ingress Emor Drop Packets rale

CLOSE I

8. ERFREERME 6 URERE, TE XENBESTHNEREZAXR,




Edit Stats Threshold b 4

Iagrass Farwarding Drop Paciats rate

CHECK ALL UNCHECK ALL

Falirg Thrshoids io Confg: ] Crticad
] Majer
| Mlieae
| Wipring

CHECK ALL UNCHEDK ALL |

Rising Falling
St ettt Peectint et
Critizal ‘Warning
Majes Minas
Minor Major
Warning Critical

SUBMIT I| CAMCEL ]

9. UL R R EANEENNEREE, FTESCERRER KK HEEENTE
BREER, XBREEERS.

( EFATRRRERME , ATLABKIBLL SRR )
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Matworkng  Seraons

rroniony | Fobrc Poloies | Aooeess Policies

RS 100 | - f -bric Port Policy Group - FABRIC_PORT PG

- Tk e E

Wl Sevich Pokos m
Wil Pl {}i

d I Py Couge Properties

I E rnanc por o [ | Mame: FAIRSC PORT PG
¢ Il Frols Description: [

Monioring Policy: FABRC PORT = @

10. MRER S A EARVELRE (FHEURA ) |, FHRBNH(pc AggriBTRE1BERNE
HERE(1.PhysIfMREI T4E |, atk—2K , FINEZEFANTERZEREBEUKRERERE,

(ERTERFHES , BB EER10)
12IngrPktsAgHF I A O E R E R TR
EEE T AL .

VILAM or any aggregation of VLAN stats

I/- Tenant -\

EPG T -[ Monitoring Policy I

" 3 — fvAEP
Application Profile ' s

" fudp

Bridge Domain - — fwBD

1 [3extOut

\H; L30UT _

# It doesn't have to be one Monitoring Policy. It could be one Monitoring Policy for each.

g

B, 12IngrPkisAgERF ZHR TR EIEE, LERBETRHL &S , EFSETR
12IngrPktsAgIFTE 1. B2 , RETEANREE 2B EE KSR I1PhysIfslpcAggrif T #Y
eqptingrDropPktsE B HY



BEHR(EPG(fVAEPQ), #1EEI(fvBD)F)EMAIUAE D E B CHVEERRE , W EEATR.

FERRERT , RIESAETEE , FRAIEF THWAEELHREIEHEHATenant > Common >
Monitoring Policies > default ~ #ydefault Monitoring Policy.

RIFEFHAEBAHNRE , FRITUEZEREScommon TIWTERRE R , B ER
FE P PA PR FEBE T4 -

BT RO E BB E A 12IngrPktsAg15minfI A 0 ERE R TR R ERE.
1. 8MBEF> (HFEW ) ~EEEK,
(WMREAFARERRE  NEFEEHFRAMNERRR  IEFXEARBEAN )
2. B—TREARIEN "BUEERA .
(WMRREERAEBARFATH , FEMEdefault , TIAREIH TH)
3. REAMHY "EIRBUR, HERE , AREMERAERKRERRK.
4 B—THRERL "EEYH. WIEET , Bl THEEEv.BD). .
( ERTRER R EEE: | W BABLBLL S ERA )

5. {€ &l B ¥+ B Monitoring Object T $i7 1% & F11E1£Bridge Domain (fv.BD) M Stats Type , &
#1812 Aggregated ingress packets,
i " WM LA-L7

Sumiogn S - (G
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N K
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 E
» i
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kAL
4'_._
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]
.

6.—T "BEERME. Z2+iKil
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|
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Thresholds For Collection 15 Minute
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ingress diop packels rabe

8. BRFAEEEE 6 UEERE, TB. RENBETWERESER,

|

Edit Stats Threshold
Ingress Fanwarding Drop Packets rase

Miarmal Vel s

UNCHECK ALL

CHECK ALL UNCHWEDK ALL |

Rising Falling
St Fesirl Fogstirl St
Critical Wamning
Masjor Uinee
Minor : Major
Warning Critical

A

9. UL E R R BANEEE ARENBFE,
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Tonant TE BEE
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[ ] LEFE e, Aivancond Trouesh.
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