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[ //1ocal host/Radius/dients/piborow ]
Name = pi bor owi


/content/en/us/td/docs/net_mgmt/prime/access_registrar/8-0/reference/guide/reference/overview.html

Description =

Protocol = tacacs-and-radi us

| PAddress = 192. 168. 255. 15

Shar edSecret = <encrypt ed>

Type = NAS

Vendor =

I ncom ngScri pt~ = /1 Extension point for incomming traffic
Qut goi ngScri pt~ = /1 Extension point for outgoing traffic
Enabl eDynani cAut hori zati on = FALSE

Net Mask =

Enabl eNot i fi cati ons = FALSE

EnforceTrafficThrottling = TRUE

RIBECPAREEER , RZETANKRER. AMEATEEARRNSIABAETH

- RADIUSR] AR 25

- HLIERS ( EEREFRY )

. BEF ( E{ENAS )

- NAS-Vendor-Behind-the-Proxy

- Client-Behind-the-Proxy

. RinfAlfREs ( RADIUSEL A )

- BR#

AUELTEEERSI S NRIIREES

- ERERRE
- AR
- ERERE
AUEATHERRHMSIAELES

S
. Client-Behind-the-Proxy
- NAS-Vendor-Behind-the-Proxy
. BEF (EENAS )
- NASHtFERS
- RADIUSAR] AR 25

HRFEZERREY  HEBRECPARBITETHRNIEFZEREE, F2REZESHEEMIRT-1, B
B 20fH T A 1SS B/ R B0 JEF

REPIE B IR REEAECPAR Clli(aregemd) FELERNE TR, TAZFBEMABERMNRSENRET
HiE. NEPIETHRFEFEEIEERHE (CENTOSHRHEL ) AEERA |, 3t HEECPAR CLIFRE| A

RE
TR A E SR

ERASPIESED , AAERTISHE
1.+rsp: — REEIIENE M


/content/en/us/td/docs/net_mgmt/prime/access_registrar/8-0/admin/guide/admin_guide/extpoint.html#93962

2.-rsp: — fEEFE il BR B 1
3.#rsp: — AFEBRBM
AN EABRTRARER (BREAEREHeny , MREFH ), ROl+req:z — env:

f£/Radius/Scripts T RATFE S, BESHAMBEAVPLIEFGBEZER T —#IRE : Filter-ldF
Vendor-Specific one ( AR MAREEE ) .

--> 1s -R

[ //1ocal host/Radi us/ Scripts/addattr ]
Name = addattr
Description =
Language = interna
St at enent s/
1. +rsp:Filter-1d=PhoneACL
2. +rsp: G sco-AVPai r=devi ce-traffic-cl ass=voi ce

--> 1s -R

[ Services/local -users ]

Name = | ocal -users
Description =
Type = |l oca

I ncom ngScri pt~ =
Qut goi ngScri pt~ = addattr
Qut agePol i cy~ = Rej ect Al
Qut ageScri pt~ =
UserLi st = Default
Enabl eDevi ceAccess = True
Def aul t Devi ceAccessActi on~ = DenyAl
Devi ceAccessRul es/
1. switches

£ A A radclienti 173815 -

--> simple

p011

--> p011 send

p014

--> p014

Packet: code = Access-Accept, id = 18, length = 64, attributes =
Filter-1d = PhoneACL
Ci sco-AVPair = device-traffic-class=voice

BREE

07/ 31/ 2019 10: 31: 26. 254: P2363: Running Service |local -users's QutgoingScript: addattr

07/ 31/ 2019 10: 31: 26. 254: P2363: Internal Script for 1 +rsp: Filter-1d=PhoneACL : Filter-Id =
PhoneACL

07/ 31/ 2019 10: 31: 26. 254: P2363: Setting val ue PhoneACL for attribute Filter-Id



07/ 31/ 2019 10: 31: 26. 254: P2363: Trace of Response Dictionary
07/ 31/ 2019 10: 31: 26. 254: P2363: Trace of Access-Request packet

07/ 31/ 2019 10: 31: 26. 254: P2363: identifier = 18

07/ 31/ 2019 10: 31: 26. 254: P2363: length = 30

07/ 31/ 2019 10: 31: 26. 254: P2363: respauth = fb:63:14: 3f: cl:fb:ac: 03: 7d: 16: 29: 61: ba: ef : 13: 4f
07/ 31/ 2019 10: 31: 26. 254: P2363: Filter-1d = PhoneACL

07/ 31/ 2019 10: 31: 26. 254: P2363: Internal Script for 2 +r sp: G sco- AVPai r =devi ce-traffic-

cl ass=voice : Cisco-AVPair = device-traffic-class=voice

07/ 31/ 2019 10: 31: 26. 254: P2363: Setting val ue device-traffic-class=voice for attribute G sco-
AVPai r

07/ 31/ 2019 10: 31: 26. 254: P2363: Trace of Response Dictionary

07/ 31/ 2019 10: 31: 26. 254: P2363: Trace of Access-Request packet

07/ 31/ 2019 10: 31: 26. 254: P2363: identifier = 18

07/ 31/ 2019 10: 31: 26. 254: P2363: length = 64

07/ 31/ 2019 10: 31: 26. 254: P2363: respauth = fb:63:14: 3f: cl:fb:ac: 03: 7d: 16: 29: 61: ba: ef : 13: 4f
07/ 31/ 2019 10: 31: 26. 254: P2363: Filter-1d = PhoneACL

07/ 31/ 2019 10: 31: 26. 254: P2363: Ci sco-AVPair = device-traffic-class=voice

BARBRHABESR

By —EFHERE , #8Xuser@domainI T B £ & BB E L Kanonymous , WG HEREFER
WIRBENEAETIBER,

E:

kg

--> cd /Radius/Scripts

--> add test

--> set language internal

--> cd Statements

--> add 1

-->cd 1l

--> set statements "#req:User-Name=~(.*) (@[a-z]+.[a-z]+)~\anonymous"
-->1s -R

[ //1ocal host/Radi us/ Scripts/test ]
Name = test
Description =
Language = internal
St at enent s/
1. #env: User - Name=~(.*) ~anonynous

--> 1ls -R /Radius/Services/employee-service/

[ /Radi us/ Services/ enpl oyee-service ]
Name = enpl oyee-service
Description =
Type = | ocal
I ncom ngScri pt~ = test
Qut goi ngScri pt~ =
Qut agePol i cy~ = Reject Al l
Qut ageScri pt~ =
UserList = default
Enabl eDevi ceAccess = FALSE



Def aul t Devi ceAccessActi on~ = DenyAl |

£ Aradclient TR ( FARBRURKIERLE , RAEHEEBEERRESR ) -

--> simple

pOle

--> pO0le

Packet: code = Access-Request, id = 27, length = 72, attributes =

User - Name = <user name>@i sco.com

User - Password = <passwor d>

NAS- I dentifier = | ocal host

NAS-Port = 7

--> p0le send

p020

--> p020

Packet: code = Access-Reject, id = 27, length = 35, attributes =
Repl y- Message = Access Deni ed

BREE

EHTEIRK A , BEWU=EESEE. % , CPARMMN CiscolncomingScript , #R1% WL B hn
Fllocalhost Client/Network DeviceBit i& # ParseServiceHints, SR ER B IEMFEREZBILSH
BMAREBEZHEAD, F@ESH  Mlltest, WERBEFHRAPPEHE BB <username>EX A
anonymous

localhost®& Fif :

[ //1ocal host/Radius/dients/local host ]
Name = | ocal host
Description =
Protocol = radius
| PAddress = 127.0.0.1
Shar edSecret = <encrypt ed>
Type = NAS+Proxy
Vendor = Cisco
I ncom ngScri pt~ = ParseServiceH nts
Qut goi ngScri pt~ =
Enabl eDynani cAut hori zati on = FALSE
Net Mask =
Enabl eNot i fi cati ons = FALSE
EnforceTrafficThrottling = TRUE

BRitE i -

07/31/ 2019 11:38:53.522: P2855: PolicyEngine: [SelectPolicy] Successful

07/31/ 2019 11:38:53.522: P2855: Using Client: |ocal host

07/ 31/ 2019 11:38:53.522: P2855: Using Vendor: Cisco

07/31/ 2019 11:38:53.522: P2855: Runni ng Vendor Cisco's Incom ngScript: Ci scolncom ngScri pt
07/31/ 2019 11:38:53.522: P2855: Running Cdient |ocal host | ncom ngScript: ParseServiceH nts
07/31/2019 11:38:53.522: P2855: Rex: environ->get( "Request-Type" ) -> "Access-Request”



07/31/2019 11:38:53.522: P2855: Rex: environ->get( "Request-Type" ) -> "Access-Request”
07/31/ 2019 11:38:53.522: P2855: Rex: environ->get( "User-Nanme" ) -> w<usernane>"

07/ 31/ 2019 11:38:53.522: P2855: Authenticating and Authorizing with Service enpl oyee-service
07/ 31/ 2019 11:38:53.522: P2855: Running Service enpl oyee-service's |Incom ngScript: test

07/ 31/ 2019 11:38:53.522: P2855: Nunbered attribute got for the radius / tacacs packet. ignoring
# User - Nane

07/ 31/ 2019 11:38:53.523: P2855: Nunbered attribute got for the radius / tacacs packet. ignoring
# User - Nane

07/ 31/ 2019 11:38:53.523: P2855: Nunbered attribute got for the radius / tacacs packet. ignoring
# User - Nane

07/31/ 2019 11:38:53.523: P2855: Internal Script for 1 #env: User - Name=~(. *) ~anonynous : User-
Nane = anonynous

07/31/2019 11:38:53.523: P2855: Setting val ue anonynous for attribute User-Nane

07/ 31/ 2019 11:38:53.523: P2855: Trace of Environnent Dictionary

07/ 31/ 2019 11:38:53.523: P2855: User - Name = anonynous

07/ 31/ 2019 11:38:53.523: P2855: NAS- Narre- And- | PAddress = | ocal host (127.0.0.1)
07/ 31/ 2019 11:38:53.523: P2855: Aut hori zati on- Servi ce = enpl oyee-service
07/31/ 2019 11:38:53.523: P2855: Source-Port = 51169

07/ 31/ 2019 11:38:53.523: P2855: Aut henti cati on- Servi ce = enpl oyee-service
07/31/ 2019 11:38:53.523: P2855: Trace-Level = 1000

07/31/ 2019 11:38:53.523: P2855: Destination-Port = 1812

07/31/ 2019 11:38:53.523: P2855: Destination-1P-Address = 127.0.0.1

07/31/ 2019 11:38:53.523: P2855: Source-| P-Address = 127.0.0.1

07/ 31/ 2019 11:38:53.523: P2855: Enforce-Traffic-Throttling = TRUE

07/ 31/ 2019 11:38:53.523: P2855: Request - Type = Access- Request

07/ 31/ 2019 11:38:53.523: P2855: Script-Level = 6

07/31/ 2019 11:38:53.523: P2855: Provi der-ldentifier = Default

07/ 31/ 2019 11:38:53.523: P2855: Request - Aut henti cator =

5f: 62: 5a: 72: 0f : 7b: a2: 2a: 9c: 06: ba: 2e: bd: f 4: e4: 4b

07/31/ 2019 11:38:53.523: P2855: Real m = ci sco. com

07/31/2019 11:38:53.523: P2855: CGetting User anonynmous's UserRecord from UserlList Default
07/31/2019 11:38:53.523: P2855: Failed to get User anonymous's UserRecord from UserlList Default
07/31/ 2019 11:38:53.523: P2855: Runni ng Vendor Cisco's QutgoingScript: C scoCQutgoingScript
07/31/ 2019 11:38:53.523: P2855: Trace of Access-Reject packet

07/31/2019 11: 38:53.523: P2855: identifier = 27

07/31/2019 11: 38:53.523: P2855: length = 35

07/ 31/ 2019 11:38:53.523: P2855: respauth = d3: 7d: b3: f 6: 05: 47: 2c: 66: d9: c0: 01: 7d: 67: d7: 93: 99
07/ 31/ 2019 11:38:53.523: P2855: Repl y- Message = Access Deni ed

07/ 31/ 2019 11:38:53.523: P2855: Sending response to 127.0.0.1

B AR

#& & 2= nadp. tcF 8 2l/opt/CSCOar/scripts/radius/tcl/ B & H B U TAR :

[ r oot @i borowi -cpar80-16 tcl]# cat /opt/CSCOar/scripts/radius/tcl/nadip.tcl
proc Updat eNASI P {request response environ} {

$request trace 2 "TCL CUSTOM SCRI PT Updating NAS | P ADDRESS'

$request trace 2 "Before put: " [ $request get NAS-IP-Address ]

$request put NAS-1P-Address 1.2.3.4

$request trace 2 "After put: " [ $request get NAS-IP-Address ]

}

nadip tAc|HWABEZATERBAWMT -

THBREERNSIE, FR, EE. REN=ETHFAH K SUNEEPEREFHERNTER.
TR EER BRI B25 NN IESHNRARET.



EE#ECH] , BEFBRFHEPE ANAS-IP-AddressBEHN AR,

THARS B R FHE P K Nas-IP-Address B MR EAE1.2.3.4,

T#5B R 5 EINAS-IP-Address B 14 .

EEEXZFPEBUNRBFRELBR  BEHESHEHCPARS| A, #languageiREA

TCL , filenameX AR FRIEBWELIER ( &HIF Hnadip.tcl ) » EntryPoint2IERFEEAIES
E%iﬂlﬁﬂ’] BEMNEE. 5| AERMB (incomingScript) T2 CPARE & 15 fF Aradclient# 1T BIE

FEIE#2 AT#3F#5%R 100, 100411000:

--> 1ls -R /Radius/scripts/nadipaddress/

[ /Radi us/ Scri pt s/ nadi paddress ]
Name = nadi paddress

Description =
Language = tcl <<<<<<<<
Fi | enane = nadip.tcl <<<<<<<<

EntryPoint = UpdateNASIP  <<<<<<<<
InitEntryPoint =
InitEntryPointArgs =

--> 1ls -R /Radius/services/employee-service/

[ /Radi us/ Services/ enmpl oyee-service ]
Narme = enpl oyee-service
Description =
Type = |l oca
I ncom ngScri pt ~ = nadi paddr ess <<<<<<<<
Qut goi ngScri pt~ =
Qut agePol i cy~ = Rej ect Al l
Qut ageScri pt ~
UserLi st = default
Enabl eDevi ceAccess = FALSE
Def aul t Devi ceAccessActi on~ = DenyAl

ER Bt :

07/ 31/ 2019 13:40:53.615: P3490: Running Service enpl oyee-service's | ncom ngScript: nadi paddress
07/ 31/ 2019 13:40:53.615: P3490: TCL CUSTOM SCRI PT Updati ng NAS | P ADDRESS

07/ 31/ 2019 13:40:53.616: P3490: Tcl: request trace 2 TCL CUSTOM SCRI PT Updating NAS | P
ADDRESS -> K

07/ 31/ 2019 13:40:53.616: P3490: Tcl: request get NAS-|P-Address -> <enpty>

07/ 31/ 2019 13:40:53.616: P3490: Before put:

07/ 31/ 2019 13:40:53.616: P3490: Tcl: request trace 2 Before put: -> K

07/ 31/ 2019 13:40:53.616: P3490: Tcl: request put NAS-IP-Address 1.2.3.4 -> (K

07/ 31/ 2019 13:40:53.616: P3490: Tcl: request get NAS-IP-Address -> 1.2.3.4

07/ 31/ 2019 13:40:53.616: P3490: After put: 1.2.3.4
07/ 31/ 2019 13:40:53.616: P3490: Tcl: request trace 2 After put: 1.2.3.4 -> K



	在CPAR 8.0上配置自定義指令碼
	目錄
	簡介
	必要條件
	需求
	採用元件

	背景資訊
	設定
	傳出流量的內部指令碼
	傳入流量的內部指令碼
	建立外部指令碼



