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HEWAASHEEES , ERPOWAEREEFEFIRSSLBERNAEHEE R, RRNARFRERTEE
BHOWAEL, ERFOWAESHESSLEFRMESE TR  IEFEBRETARSH I BITX
WAE , RFF2XWAERZREFimRE. RELRE, EMNFRELBBWANSEEEIERH

DWAE. ERHOWAEER [ fR2RRISEBERISSLERE,

AT BRAGEESSL/TLSER{E{v4HEE :

- NIRRT — EHREEANSSLARSER —ERARSFHNMESHENEEER, EEEREZER
PABRBHNEESNGE, ZEANEE. AFNSSLRAURBERERE.

- BHERE — EHR D XHBEER P OWAEZBHNEASSLERERAN MRS ENE EEE
. WIREARKEFEREARER T O ERHE 2 XWAE , RE(CSSLER,

. Central Manager Admin Service — T E#HSSLINESFEA , EHEE S ARSSLINEREH
BEEE, ERARN LESESSLINEREHFERANEESMALE,

. Central Manager Management Service — N E#HSSLINESRFEHA , EARERARRNEFE
B EBECentral ManagerZ BB, LEEARKEERE., ReMTENESHRRRNEEREE
o

Central ManagerZ £ FHMNSSL AOKETEZRHEE , RATRTF T EWAENZENE SR,
HIXREHE ACentral Managert® , B 8 E ZiBiB £ Fcms secure-store opents TR HHRE
VB L2/ TF. BEWAEEH BN , WAEHEEHRPREESERZHLZLRAFENESSR ,
L EFBARBEEEWAE L ITEMRE,

MBEEFIRFEAHTTPREMBRS R |, BIYWREHFHHTTP AOKEE , HTTP A HE B AR
443HYSSLBEEFRE R, HTTP AOEHEEZE R P OWAE L EZH ITESSLINERTE , EXRFITE

, IS ETFIEESSL AORYIERR, B2 , HTTP AOBERHTTPSKIEMNSSL AOHRES B AWeblE
AR EAN -2 , MTESSLEAREXF., MRHTTP AORTEMAER , IRKZIRE
TFREHTTPS(SSL) KRS Bl B ¥ EJ T RIE

SSLAOH LA BEEEREMTRCARERSE | EERNIBBHSEE(POC) R I BERRSSLAE
B, BBFAEEBRE , BUMURERBWAASKE , MEFTEANRARSIZFEZ , WAEALUH
BREESERABENEER, BIUSSLMNFERBER , IUERREERIRESREES. B2, B
BEAEEEREN , ERFHRAESSET —ERLER , BHEBETUE (RACTEHEA
NCAEEN ), BERGUHZLES  FEEPFmIABRLLNZEAENREIREMEREPLR
FE. (FInternet Explorer EIZ 28 E £ |, & — T View Certificate , ARTE "Certificates BFES
# 1% — T Install Certificate , A& 5T " Certificate Import Wizard, o )

ELESSLEERE R IEN , A EHCentral ManagerBFAE AN SSLIRA N R IBEEFT XA
WAEFBIESR (AREEHRE ). NMREEABERTITIENER , BBAEZEPREERNER.
HEEEERT , 5FFEACLIFMcrypto ssl management-servicelit B i S SSLE BRI EEFER
ERTERE.

PEBRSSL AOHFE

& 7] LA fE A show acceleratorflshow licensedn ¢ B & & HRAOELEFARAE | 10 fE A 72 = hois &y pE HE
BR— X iR, SSLINESRBIEZEELEITH,

E TR, £Efshow accelerator sslin S B EE R A/ O M2 ZTWAE LESSL AOWAFEAMERE , tNE1FTR
o BB EFSSLACCHA., EEETHEHM , X BB TERRH, WMRConfig State &

Enabled , {EOperational State/&Shutdown , BIR RIFEFFAIRIRE. R Operational State ( ##4F
AREE ) ADisabled ( A ) , RERE AWAE&E L Central ManagerZ £ REAERESSLE® , KH
Al gL R £ fMEF AR & L5 Central Manager, {#fshow cms infoFlpingdn SR A O EE
2R A A



troubleshooting_application_acceleration.html
troubleshooting_application_acceleration.html

1 1.88 & SSLINE £S5 ik AE

WREGTA# sh accelerator ssl

hocelearator Licensed Config State Oparational State

g8l Tas Enab Lled Bumnmning

S8L: ‘_-__‘ﬁhﬁhﬂh\
Policy Engine Config Item Value _
—————————————————————————————— AO admin and
State Registered .
pefault Action Use Policy operational state
Connection Limit 2000
Effective Limit 2000
Keapalive timeout 5.0 secomds

- Registered state
indicates AO is healthy
- Displays connection
limit

MR E B 2 Gen Crypto ParamsH IR EAREE | B Hj(ﬁbﬁ*?%Runmng ERREEEENREE
#oERFE, MRECMPRRSBINERIBL,E | BT /T':FS'&ManagerJ:E’\JCMSHW%}ﬁ

BiE1T, REFHRManagertI fE B ELR ., WAE%I]EFH&ManagerJ:El’JWAASH}iZISWWEE , WEHPR
Manager& £ f# 172 5 B Bl

& 7] LAf5E Fshow cms secure-store@n BB =2 & S ¥R {L B Central ManagerZ £ , M1~
Zi

cm# show cms secure-store
secure-store is initialized and open.

MRZLFBFERDABNREAR , &35 E 2FE Mmstore_key_failureFsecure-store EBEEB . &7
LAfE Flcms secure-store openin GBI Z £ f#1F , St REIE SR P iEIEAdImin > Secure Store.

BT RHZeRERS  WBRNRETEKER  AILFAEER2RR.

MEBEWAE EM RIS HIERE , th & 1ESSL AOIETT, £ show disk detailsis S EE 2R DK
BN  YHRELECHEACONTENTHISPOOLDEIFE, MEREH TELHEE  BIRTER
Ibﬁ':l:'y&‘“ﬂﬁﬁﬂlﬂlﬁ?ﬁﬁﬂﬁﬂﬂ&%ﬁ% I B A AR ER P B AR BEUINE & K, tﬂ%show disk
detailsip & " System is initializings , TR ERHECentral Managerf B ZEMNZE £/ , L H iR
KHuMR, FHARET , WAETSRHAMER, MRWAEHEERECentral ManagerﬂFﬁ?fiﬁiiﬁle]
ol HRHER.

B LURBEENFOWAELREEE TSSLINEREEERES "R (EPREESF , &
BHE , A%REIEConfigure > Acceleration > SSL Accelerated Services), R T1ER , BEM
RUFR 89 hniR R 75 AT BE @4 SSLANIEZS B A IR ENARAE -

- IEBRBFHEENEFECRWAERMBER, £ fHshow running-configs < 7 & hni%E AR % =+ £ F 1Y
®E L AREA show crypto certificates#Ishow crypto certificate-detailsin SRR ERZER S
7. NRROBE  FEFEARE.

. bﬂﬁﬂﬁﬁ%iE‘,J_Eﬁo {# Fshow crypto certificates#show crypto certificate-details &+ # 2Z 3%
EZHEH,

- INERRERENE R PRAKRRKFER, £ Hshow crypto certificatesFlshow crypto certificate-
detailsfp T MEWCSE HANBRMEIBD . LI, FBHEMARWAERFE M [E & AR,

BRI EESSLEREREA T ERAXE , MM E/EASSLINEETT T TE2&EN , B2 R



o EHRREEIF | BEWAEHEE , A% EEMonitor > Optimization > Connections Statistics.
[B72. 4838 SSLIEAR _L 1Y IF TEK I

{# Fishow running-configin T U BRFBHTTPSRE R R EE B IEHE, BEMASSLEARREN
optimize DRE no compression none , It B & EMRHTTPS 7 2R 5| L AHE B KR4 , M TATR

WAE674# sh run | include HTTPS
classifier HTTPS
name SSL classifier HTTPS action optimize DRE no compression none <=—=—=—===-=--

WAE674# sh run | begin HTTPS

...skipping
classifier HTTPS
match dst port eq 443 Cmmmmmmm

exit

5% B NI AR A 1 A B2 0033 PR #S h B B /Y Al IR 85 IP:port, fAIARES BB : portSR A ARESHE : port¥ FERE)
RERBE, 1 LU Fshow policy-engine application dynamicin S EIE L KIS, FEBERNKREEFH
Dsti {5 R PTE IR AR BV R AREFIP AR, R ERAF nE(HIW0 , server-domain *.webex.com
port 443),DstifAE B "Any:443. . HRFARBFBRBEE , ERAMEREFHITEHZDNSES
, DNSEEHIREIMN B IPH U A A KRS 2, st IARBEMEREEZEES Tinservice,
BREMEEERMEMNEREEAIEEBARENER. G0, FrEMEREBKBERE SRS

, MRHZERBRRD/MBREEMERIEETDME , ANERBEEEEBRITBNRE  BEE
show running-configli H P IRE B R RZ Tinservices . & A LAfEAshow policy-engine
application dynamicd B3 & £/ OWAE L ISSLBIRERBE R BRI EEMEE, & A LLEEAshow
crypto ssl services host-service peerings + 5& & ¥ & R I AR R,

SSL AOHNE AR B & 7] LAA M B H B Y A AR R B -

- BREIP (ARESIP ) — 4.1 3R ESRAPIRM

. 2R (server-ip any) — 4.1 7TRESRAFEH

. A (server-name) — E4.2. 1R EGERAH T A

. Wildcard domain(server-domain)- 4.2.1% & & i 4~ 2 44

SSL AOEIERE , ERERZERBEMEBRFETHREL. FEIPEEERRSNELIRF



, HRXZAERREE,. ARRE AR MAMRSFip anyo R AR EEE M RUH B IR AR 15 A
B AR AY fa] AR BRIPITEL | Bl TR IIEMAO, BiBSSL AOHE A ZI% M 2| 85k i cookie A AT

TE $t 345 TE R AR PUEC Y AN IR AR 7 A A AR 2SRk B RV B B . bR BE 51 ZcookieR —fE32V B F |, EH

SSLAORER. BENWNARKRTENMAMRSFRE 2B , BIERA MR TINERBRS , T

R

SSLE M EIZECookiefE
CookielH |[fallkza#kH EFI|[ER
?(XSXXXXXX AREIPHL |[BREIPHLEE
AN ARBEME NP OWAEH EMESTERONSER | LIEEN P FHE

Ox2FFFFF|[fARER B & BERFROWAEH BB EIPHIUF TR ODNSER , EEE =4 BB T,

Ox1 xxxxxx
X

E= Bk as P8 SSLIE #R #B 62 A 1Lt hn 32k Al 75 B i 1 1T N R

W1 BBRMREE — iphd B H0ER

WAE (config) #crypto ssl services accelerated-service asvc-ip
WAE (config-ssl-accelerated) #description "Server IP acceleration"
WAE (config-ssl-accelerated) #server-cert-key server.pl2
WAE (config-ssl-accelerated) #server-ip 171.70.150.5 port 443
( )

WAE (config-ssl-accelerated) #inservice
FIEAHERN RIS ZEB T ¢

WAE# sh policy-engine application dynamic
Dynamic Match Freelist Information:
Allocated: 32768 1In Use: 3 Max In Use: 5 Allocations: 1751

< snip >
Individual Dynamic Match Information:

Number : 1 Type: Any->Host (6) User Id: SSL (4) mmmm -
Src: ANY:ANY Dst: 171.70.150.5:443 e
Map Name: basic
Flags: SSL

Seconds: 0 Remaining: - NA - DM Index: 32764
Hits: 25 Flows: - NA - Cookie: 0x80000001 <= mmmmm e

15 2 : EAserver-namelt & A9 iR R E :
BBWEE  TURRTBRENMNGESSLER, ©LUEEDNSE EE LRI TERER,

WAE (config) #crypto ssl services accelerated-service asvc-name

(
WAE (config-ssl-accelerated) #description "Server name acceleration"
WAE (config-ssl-accelerated) #server-cert-key server.pl2

(

WAE (config-ssl-accelerated) #server-name www.google.com port 443



WAE (config-ssl-accelerated) #inservice

BB RS BHRENT

WAE# sh policy-engine application dynamic
Dynamic Match Freelist Information:
Allocated: 32768 1In Use: 3 Max In Use: 5 Allocations: 1751

< snip >

Individual Dynamic Match Information:

Number : 1 Type: Any->Host (6) User Id: SSL (4) Cmmmmm -
Src: ANY:ANY Dst: 74.125.19.104:443 e
Map Name: basic
Flags: SSL

Seconds: 0 Remaining: - NA - DM Index: 32762
Hits: 0 Flows: - NA - Cookie: 0x40000002 mmm e —— e
DM Ref Index: - NA - DM Ref Cnt: 0

Number : 2 Type: Any->Host (6) User Id: SSL (4) <—mm
Src: ANY:ANY Dst: 74.125.19.147:443 Cmmmmmm e ————

Map Name: basic
Flags: SSL

Seconds: 0 Remaining: - NA - DM Index: 32763
Hits: 0 Flows: - NA - Cookie: 0x40000002 mmm e —— e
DM Ref Index: - NA - DM Ref Cnt: 0

Number : 3 Type: Any->Host (6) User Id: SSL (4) <—mm
Src: ANY:ANY Dst: 74.125.19.103:443 Cmmmmmm e ————

Map Name: basic
Flags: SSL

Seconds: 0 Remaining: - NA - DM Index: 32764
Hits: 0 Flows: - NA - Cookie: 0x40000002 mmm e —— e
DM Ref Index: - NA - DM Ref Cnt: 0

Number : 4 Type: Any->Host (6) User Id: SSL (4) <—mm
Src: ANY:ANY Dst: 74.125.19.99:443 Cmmmmmm e ————

Map Name: basic
Flags: SSL

Seconds: 0 Remaining: - NA - DM Index: 32765
Hits: 0 Flows: - NA - Cookie: 0x40000002 S
DM Ref Index: - NA - DM Ref Cnt: O

a5 3:3838 {1 AR 2% I3 e (R hn 33K AR A

WEEAFWAASKEREE@EAF T , *MEEEEZMARRINIPHU, ERHPOWAES
AR EIDNS((DNS)REBAECEEFNWARE. BREEAF T B & E S EIPtut , FERA
KU EREIWEHANSaaSE#E,

WAE (config) #crypto ssl services accelerated-service asvc-domain

WAE (config-ssl-accelerated) #description "Server domain acceleration"

(

(
WAE (config-ssl-accelerated) #server-cert-key server.pl2
WAE (config-ssl-accelerated) #server-name *.webex.com port 443
(

)
)
)
)

WAE (config-ssl-accelerated) #inservice

HEAAEARIE S| BMRENT



WAE# sh policy-engine application dynamic
Dynamic Match Freelist Information:
Allocated: 32768 In Use: 3 Max In Use: 5 Allocations: 1751

< snip >

Individual Dynamic Match Information:

Number : 1 Type: Any->Host (6) User Id: SSL (4) mmmmm e -
Src: ANY:ANY Dst: ANY:443 Cmmm e ——————
Map Name: basic
Flags: SSL
Seconds: 0 Remaining: - NA - DM Index: 32762
Hits: 0 Flows: - NA - Cookie: Ox2FFFFFFF mmmmmm e
DM Ref Index: - NA - DM Ref Cnt: 0

Hi 5 4.6 Aserver-iptF & & B A IR PRIE :

IR REIR S EREENEE S, server-ip any port 443089 IR RIS B EENARRERF | © LEFIE443 LBV
BEGEFBEBSSL AOETHREL, LEETHEPOCHEARRELEEE LNFIERE,

WAE (config) #crypto ssl services accelerated-service asvc-ipany

WAE (config-ssl-accelerated) #description "Server ipany acceleration"
WAE (config-ssl-accelerated) #server-cert-key server.pl2

WAE (config-ssl-accelerated) #server-ip any port 443

WAE (config-ssl-accelerated) #inservice

BB RS BHRENT

WAE# sh policy-engine application dynamic
Dynamic Match Freelist Information:
Allocated: 32768 1In Use: 3 Max In Use: 5 Allocations: 1751

< snip >

Individual Dynamic Match Information:

Number : 1 Type: Any->Host (6) User Id: SSL (4) Cmmmmm -
Src: ANY:ANY Dst: ANY:443 D
Map Name: basic
Flags: SSL

Seconds: 0 Remaining: - NA - DM Index: 32762
Hits: 0 Flows: - NA - Cookie: 0x10000004 G
DM Ref Index: - NA - DM Ref Cnt: O

& 7] LABR 3% IE 1% E2show statistics crypto ssl ciphersin & — 2 £ AN ZHE , MESFTR.
3. 54 72 2 1%



Verify ciphers with the show statistics
crypto ssl ciphers command

WREGTd#show statistics crypto ssl1 ciphers

Cipher LAN "~ waAH| Pearing

DHE_RSA WITH AES 256 CBC SHA 0 0 133

ESA WITH RES 256 GBC SHA L] L] LU C|ph.gr used between WAEs
DHE_RSA WITH AES 128 CBC SHA 0 0 0 for the peering session
RSA_WITH RES 128 CBC SHA 0 0 0 :

DHE RSA WITH 3DES EDE CEC SHA 0 0 0 Diffie-Hellman (DHE) reflects
RSA WITH 3DES EDE CBC SHA (] 0 o strongest possible cipher
RSA WITH RC4 128 SHA 0 o—te—_| o

RSA WITH RCA 128 MDS U 133 133l 0

DHE _RSA WITH DES CBC SHA [ 0

RSA WITH DES CBC SHA 0 0

RSA_EXPORT1024 WITH DES_CBC SHA 0 0 0

RSA_EXPORT1024_WITH RCA 56 SHA 0 0 0 Reflects server
DHE_RSA EXPORT WITH DES40 CBC SHA | 0 o 0 cipher support
RSA_EXPORT WITH DES40 CBC SHA 0 0 0

RSA_EXPORT WITH RCA 40 MDS 0 0 _n_l

OTHER CIPHERS

Cipher used between Data
Center WAE and Server

1}

\

Cipher used between Data

Center WAE and Client
BB ELHIBERRHERMARSE LEENZIBTA. BEE - Microsoft ISRIREFT X EIE
DHEKY 15,

f£Apachefal fR2S L | iié'i—ILXEhttpd.confﬁﬁﬂFEﬁ?éSSLWi$$ﬂ@ﬁ%§¥$ﬁﬁ§ﬂo IS LE AR th T BE AL
A #httpd.confs| A E’J & 2 (sslmod.conf), R T HHXEFHSSLProtocol FMISSLCipherSuite
1 :

SSLProtocol -all +TLSv1l +SSLv3
SSLCipherSuite HIGH:MEDIUM: !aNULL:+SHAL:+MD5:+HIGH: +MEDIUM

SSLCertificateFile /etc/httpd/ssl/server.crt
SSLCertificateKeyFile /etc/httpd/ssl/server.key

ERFEApache@RESLMNEBESHEEE  FHFEHopenssim TEM T ARNBINRE -

> openssl x509 -in cert.pem -noout -issuer -issuer_hash
issuer= / C=US/ST=California/L=San

Jose/0=CISCO/CN=tools.cisco.com/emailAddress=webmaster@cisco.com be7ceeb7

FRESRT , TURRBEREFHBEFLIEEREE, A, NBSWBAE, EXELRA
(CN)IAR ERE/3EBECN, FEInternet Explorerd , #—THMEE R , R—TRERE , RERGRFHFH
EANBFERREBRLUERULLERA,

RZEBERERTEFHBFEHRAPKCS12#E , MAEX509 PEME R, EA$X509 PEME I E H
APKCS12#& 3 |, FE1EApache R 88 L= 10 T PR 8 Aopensslin & :

> openssl pkcsl2 -export -in cert.pem -inkey key.pem -out cred.pl?2
Enter Export Password:

Verifying - Enter Export Password:



MRABENE , AFECRAERTREL, ELEBHEAARSEREAZIWAASEE,

& Fshow statistics accelerator sslin 5 ##SSL AOFETEH .

WAE7326# show statistics accelerator ssl

SSL:

Global Statistics

Time Accelerator was started:

Time Statistics were Last Reset/Cleared:

Mon Nov 10
Mon Nov 10

15:28:47 2008
15:28:47 2008

Total Handled Connections: 17 <mm———
__;;;;i_gptimized Connections: 17 <—=—————-
__;;;;1_;onnections Handed-off with Compression Policies Unchanged: 0 <mm————
__;;;;1_;ropped Connections: 0 Cmmm
__;;;;;;; Active Connections: 0

Current Pending Connections: 0

Maximum Active Connections: 3

Total LAN Bytes Read: 25277124 Cmmmm
__;;;;I_Qeads on LAN: 5798 Cmmmm
__;;;;I_LAN Bytes Written: 6398 P
__;;;;1_%rites on LAN: 51 Cm—mm———
__;;;;1_%AN Bytes Read: 43989 Cmmmm
__;;;;I_Qeads on WAN: 2533 Cmmmmm—
__;;;;1_%AN Bytes Written: 10829055 P
__;;;;1_%rites on WAN: 3072 Cm—mm————

KU EFENRERIRTE

FE RSB ELEREEH , I B £ FAshow statistics accelerator sslip 5
FHUTBRSRATUEFRRRRELRITENR -

WAE# show statistics accelerator ssl | inc Failed
Total Failed Handshakes:
Total Failed Certificate Verifications:

Failed certificate verifications due to invalid certificates:

Failed Certificate Verifications based on OCSP Check:

Failed Certificate Verifications

Total
Total
Total
Total
Total
Total

Failed
Failed
Failed
Failed
Failed
Failed

OCSP
OCSP
OCSP
OCSP
OCSP

Requests:

Requests
Requests
Requests
Requests

due
due
due
due

to
to
to
to

(non OCSP) :
Certificate Verifications due to Other Errors:

Other Errors:
Connection Errors:
Connection Timeouts:
Insufficient Resources:

EADNSHBENMA ERATARRABRFZEBNEAFZ L HRERE, ERRELRIEA , FE

Fshow statistics accelerator sslis S , MW TR :



WAE# show statistics accelerator ssl

Number of forward DNS lookups issued: 18

Number of forward DNS lookups failed: 0
Number of flows with matching host names: 8
Number of reverse DNS lookups issued: 46
Number of reverse DNS lookups failed: 4
Number of reverse DNS lookups cancelled: 0
Number of flows with matching domain names: 40
Number of flows with matching any IP rule: 6
Pipe-through due to domain name mismatch: 6

ESSLEHFHEFH Bﬁﬂ%ﬁﬁﬁ%ﬂ%ﬁ R ESERRIEE B R |, 7] LUfE Fshow statistics accelerator sslap

T EHUTBRIRETRE

WAE# show statistics accelerator ssl | inc renegotiation
Total renegotiations requested by server:
Total SSL renegotiations attempted:
Total number of failed renegotiations:

o O O o

Flows dropped due to renegotiation timeout:

{5 Fshow statistics connection optimized sslin T EWAASE B 2 R EEE I HKELHISSLE
EREEHRENAccelFIF 2B "TDLS, » Sy RREWT AHXFEASSL AO:

WAE674# sh stat conn opt ssl

Current Active Optimized Flows:
Current Active Optimized TCP Plus Flows:
Current Active Optimized TCP Only Flows:
Current Active Optimized TCP Preposition Flows:

Current Active Auto-Discovery Flows:

Current Active Pass-Through Flows:

P O O Fr O W Ww

Historical Flows:

D:DRE,L:LZ,T:TCP Optimization,
A:AOIM,C:CIFS,E:EPM,G:GENERIC,H:HTTP,M:MAPT,N:NFS, S: SSL, V:VIDEO

ConnID Local IP:Port Remote IP:Port PeerID Accelerator

342 10.56.94.101:3406 10.10.100.100:443 0:1a:64:d3:2f:b8 TDLS
--Look for "sS"

7] LA fiE i show statistics connection closed sslfp ¢ & E AR E&F N ELRFEFTEA.
MBEEARAREL , FREWCCP/PBREAEREELIESE , YREIIFHBERHA,

EiRo

==

& 7] LLfiE Fshow statistics connection optimized ssl detailfn SR SSLEREHITER , HHEEZ
RECEESSLINEREMENEREE, M CEENRBERTFORME( , EEEBEMNSSLRK

HEATEREN,

WAE674# sh stat connection optimized ssl detail

Connection Id: 1633
Peer Id: 00:14:5e:84:24:5f
Connection Type: EXTERNAL CLIENT
Start Time: Wed Jul 15 06:35:48 2009

Source IP Address: 10.10.10.10



Source Port
Destination
Destination

Number :
IP Address:
Port Number:

2199
10.10.100.100
443

Application Name:
Classifier Name:
Map Name:
Directed Mode:
Preposition Flow:
Policy Details:
Configured:
is configured
Derived:
Peer:
Negotiated:
Applied:
optimization applied

SSL

HTTPS
basic
FALSE
FALSE

TCP_OPTIMIZE

TCP_OPTIMIZE
TCP_OPTIMIZE
TCP_OPTIMIZE
TCP_OPTIMIZE

Accelerator Details:

Configured: None
Derived: None
Applied: SSL

acceleration applied

Hist: None

Bytes Read:
Bytes Written:

MENB LTS , EHESSLIEXERBRFAEABTRUT

SSL : 1633

Time Statistics were Last Reset/Cleared:

Total Bytes Read:
Total Bytes Written:
Memory address:

LAN bytes read:

Number of reads on LAN fd:

LAN bytes written out:

Number of writes on

WAN bytes read:

LAN fd:

Number of reads on WAN fd:

WAN bytes written out:

Number of writes on
LAN handshake bytes
LAN handshake bytes
WAN handshake bytes
WAN handshake bytes
AO bytes read:

WAN fd:
read:
written out:
read:

written out:

Number of reads on AO fd:

AO bytes written out:

Number of writes on

DRE bytes read:

A0 fd:

Number of reads on DRE fd:

DRE bytes written out:

+ DRE + LZ

+ DRE + LZ
+ DRE + LZ

Original

584
1950

TFO only

Tue Jul 10 18:23:20 2009

0 0
0 0
0x8117738
1318

4

208

2

584

23

1950

7

1318

208

542

1424

0

0

0

0

10

1

10



Number of writes on DRE fd: 1
Number of renegotiations requested by server: 0

Number of SSL renegotiations performed: 0

Flow state:

LAN work items:
LAN conn state:
LAN SSL state:

WAN work items:
WAN conn state:
WAN SSL state:

W2W work items:

W2W conn state:

0x00080000
1

READ

SSLOK (0x3)
0

READ

SSLOK (0x3)
1

READ

W2W SSL state: SSLOK (0x3)
A0 work items: 1

AO conn state: READ

DRE work items: 1

DRE conn state: READ

Hostname in HTTP CONNECT: P
Added in 4.1.5

IP Address in HTTP CONNECT: <=-====
Added in 4.1.5

TCP Port in HTTP CONNECT: i m
Added in 4.1.5

BEBRHTTP AOZISSL AOYTH#UE AR

MREHE RN EBIBProxyF BEZZEHTTPSIMRES , BIFEAZE RN ERE ESEAHTTP
CONNECTZA & #i% ElProxy ( Z£CONNECTIRA B thit SR HTTPS AR EIPALE ) o BLES

, HTTP AOTEHHEWAE L BRI ILER, REBEEZEFHmNARSECEEIRRE , X EEFiHMNE
ARESIPHb it F 38 o R A R EE R, ProxyfE 7200 OK, FAEEEFAEL , WHERESSL AOKY
B, RAFEAEREEBSSLEMREER, AR, FAERLBEBNRES M TCPES (B&E
) BEESSLAMRERESSLRIE,

PERREEERBIER  FRENTEHE !

. k2 & show statistics accelerator httpin TV , LHEFRERSHHTTP AORE , AREEE
SSL AO, ##3Total Handled ConnectionsHTotal Connections Handled-off to SSLET &85, N
REEEEE , FREUATAR .

- EHEWAEL | HTTP AOE B BB IEITHRAE,
o SSLINERBEA R FinEERURLF AN EETRE ( MREAHTTPS , AIRREE
443) , BE , REETEHMERURLE , FEESSLMNERKEPEELKEER, B2
ﬁiiiﬁﬂg’ﬂa"ff%ﬂ% ZIHTTP AOHYTRE D EaF P,

. ﬁﬁshow statistics accelerator httpis S HVEI ) |, SIFEFRLLER 2 HSSL AOREMGZE. &

# Total Handled Connections#Total Optimized Connectionsit 8{88, MR KT EEE TR
, FRIER L —EIFT R T EARSSLFEHERR
- EERFOLWAE L | BgF&show statistics connection optimized detailfi S8 R B~ T B
SSLMREFM MR, Pt FTCPIE, MRREMBEELRMMY , FREUATASR :
- BRREFPIRBABERNERERSER,
- MEEER P OWAE LEE TDONSHIR2F I B AT 55f . &7 LAfE Aip name-server
A.B.C.D% S EWAE LB EDNSARES.

el R 25 2 1 R R Y PR B B



AR EREFEREH ERHCAREEATER P OWAE,
EHRARFIERINE  FRTUTESR

1 RERREFELRRERELE, ARBFEPWLEZREZB L ARLCENCAREPINEAR
ERBLE, MEEBPEMEHRHNESE , AITJAIERE T openss|iy 7 R85 L FH LA Fopenss| 5

> openssl x509 -in cert-file-name -noout -text

2.1 Fishow running-configds S HER E R/ OWAE L2 LB Y i Zpki cafii B, ¥AWAETEERF
BREBPFEANCAEREE , EANSECAREREE —@MZEpki call BIR., Hlan , tnREANTCAF
Ecompanyi.ca , BIXATEERFOWAE LETUTEE :

crypto pki ca companyl
ca-certificate companyl.ca

exit

BYEE : WR A Central Manager GUIEE ACARE & , AlCentral Manager® B Bh#18 L iR in 2 pki
cali B BIEEAMNCAERE., ER , MRBEBCLIEACAERE , AESEF G LREE,

SMREERFNESCSEEN  URRIREE N, YERERBEZENCARSEEWAELEA
o 8% fF Fopenss| verifyin T EBRIFEE.

4 MREMBMAY , AESSLINERBHABF. EAUTHTRAFS BFCH !

wae# config

wae (config)# logging disk priority debug
wae (config)# logging disk enable

wae (config)# exit

wae# undebug all

wae# debug accelerator ssl verify

wae# debug tfo connection all

5. B ERIFIER , RERE/localllocal1/errorlog/sslao-errorlog.current H 568 R, thiE RIS AR
HEETLENEREELE, BRUBREEBECARENEAEEBESCE,

MRBFFREMEMBRPER  BAECRFRER TS AMED,

CENFHERELZBNEAELZBIA , CARSHL AT ER, EEEBERT , NRFAREBELEMH
CHINCAR: R | BITTLAFEABIERRER ( FHWAAS ) RiEMARS. ERENEERR  TEIB
B—TRESRELATARAERVUIPERNEEE RRRERE, FEFMEA TS RE
WARRRBECENEECAES, MECAFEEFMSerial NumberiB i, Lt/F 54k EEE R
WAE L [E ARV EE M F5I8E IThEL,

7TIMREMAOCSPHERE , FEAZREIREIRERTV LI REEN. BHOCSPRELFHRE
ZWER  F2E_TEHBREOCSPRERE | 7,

% o e R R P B
LR AREA/REH P OWAE ERARFHBERT. HEAWAASIESSURRE , AR

BHEUNEFimEE2E R OWAE Lcrypto ssl services global-settingsit T HFIEEN EREF S
WHPERESE  WRAEEEHRIELSR , IAERPOWAEEKBEEEZEE. Bit , IRFER




R LN EFEFREERFRAY , AITREANRARS LB ZRIENPOWAEEKES.
MRENFOWAELNEFREERBREZEETHF  AIRIUEREA/REER R OWAE LE AR

EFmBEECERENCAERSE. F2H_"ARFFERZHER, By  REAHRINARERSHE
WAE LEEAT [ERERNCARERHRHA,

HEWAEB B R R B

EMANERERIEE K BRTUTITSER .

1.BBLERBNWIEICARBANEE. —BAWAENBERBRETHAS —BWAERE. FERE
T, WAEBABHEBRE. LZAM Acrypto ssl services global-settings machine-cert-key s 5 &t
EEHHEERSE,

CERBERIFIFENEE LA T EENCAERS, 0, MREERPOWAELERETHERER
#, IS XWAERSELARACAES , YEEEERP LWAELEAHBENEECAEREE. MRE
EFEBCLIFHEARE , BT ECFEMcrypto pkicatn T BN —ECARFEAEANEE, BB+
REFRGUIEARF , PREEERN BB BRI MNZpki calit B,

SUMRBEWAENBREMAMY , FER "SSL AOsC#x , —HiFmAeEFHE B 5.

BEBROCSP R iA R E T

MRRBEERMA R LR EIREREOCSP)HIERENER TKIIEUSSLERKIESIRE
AT P BEBR S BR

1. ROCSPE EREARY Ex B REN AMRKE LETT.
2. BRWAENE S < EER R, {EWAEEApingMtelnetin © ( IEEMAERIE ) EITRE

3
&
a1

SR EERFNEEHREEAN, MY AHNERNEESURLEE RFERENES,

4. BRBEEARCHEWAELEAOCSPEENEE., REOCSPEESHNEEHLKBHES |, B
OCSPEEE HNCAEE S AMNRWAE L,

5. 2 &Eshow statistics accelerator sslis T H AR EOCSPH T E AW M EEHOCSPHEE FER
HE GR

6. Z1ROCSP HTTPEMREEBBHTTPRE , FEAZAREBEURREREEEY ., MREE
BR , FRERERERBAREIERKIE. MRProxyfBREERE , RITEEERLEHTTPERE
A4S |, RMEREProxyWEETHAM ., HIHIERBFLLETE - TRE,

7. MRPAEHMIREILD R , B X EREEHOCSPRERNWER TIRBLAEITIE —SHAHA.
& 7] LAfE FtcpdumpSitetherealin & , WFSWAASHIEHEBR X EHR W HEN 2T ER B 5
PRk,

ERFOWAERAREROCSPERFHURLEBMER N2 —EH :

- crypto pki global-settingsii & an Bt & #Y #F B2OCSP URL
- EEBENRBEPIEENOCSP URL

MRZURLURBEERENEE | AIXABRRKRZURLAE. RASSLMNEIROCSPIHE B UH#
EURL , AEREHREEHNER, F2RT -TRBEERCARE BENFEEN.

HEBRDNSHES B
MRRFEEAARSSBAARZARERECSSLERKEHEE , FATUTREHBRSR
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1.FERWAE L EC ERIDNSRER AIRA I B AT AT B . AU TR RER BN DNSH MRS :

WAE# sh running-config | include name-server
ip name-server 2.53.4.3

Try to perform DNS or reverse DNS lookup on the WAE using the following commands:

WAE# dnslookup www.cisco.com
The specified host/domain name is unknown !

HERRTIREN B BAREFELIBTZERE,
ERYCERENBBARIEH Tping/traceoute LA 2 H B @ M MR,

WAE# ping 2.53.4.3

PING 2.53.4.3 (2.53.4.3) 56(84) bytes of data.

--- 2.53.4.3 ping statistics ---

5 packets transmitted, 0 received, 100% packet loss, time 4008ms

WAE# traceroute 2.53.4.3

traceroute to 2.53.4.3 (2.53.4.3), 30 hops max, 38 byte packets
1 2.53.4.33 (2.53.4.33) 0.604 ms 0.288 ms 0.405 ms

O

oo W N
*
*
*

2. 0RDNSRESTI3HR , BaILUEN B , BMARKESSLER  FRAEEREEHIEKLSZ
M INERIBEEEAREE , W HSSL AOKREER, FAUTHS :

WAE# show alarms
Critical Alarms:

Alarm ID Module/Submodule Instance
1 accl_svc_inactive sslao/ASVC/asvc-host accl_svc_inactive
2 accl_svc_inactive sslao/ASVC/asvc-domain accl_svc_inactive

Major Alarms:

H38 Taccl_svc_inactive s BERAXARIMREREEEFFE—LEZE  WHWEEE — BN ZEINRRK
BEEEENARF[IHFELRE. RENEREEELEREEER, FAUTHTRERTE :

WAE# show crypto ssl accelerated service
Accelerated Service Config State Oper State Cookie

asvc-ip ACTIVE ACTIVE 0



asvc-host ACTIVE INACTIVE 1
asvc-domain ACTIVE INACTIVE 2

EREABREMEBRBNFMAER  FEAUTHS :

WAE# show crypto ssl accelerated service asvc-host
Name: asvc-host
Config state: ACTIVE, Oper state: INACTIVE, Cookie: 0x3, Error vector: 0x0
No server IP addresses are configured
The following server host names are configured:
lnxserv.shilpa.com port 443
Host 'lnxserv.shilpa.com' resolves to following IPs:
--none--
No server domain names are configured

IR AR FE BB ITARRE AT REAINACTIVERY — B[R K 2DNSHFE, #ian , I REMERBEEEHEE
R T HE , MWAEE LT RARESIPHu |, BT E L B ENBRERE,

AR "THRFEESAMERNEBEE, WHRFTFTHEFEN , AIRRSSLERSHHHRCEE
ARELHRRERR. FAATHTRERKSIZERE

WAE#sh policy-engine application dynamic
Number : 1 Type: Any->Host (6) User Id: SSL (4)
Src: ANY:ANY Dst: 2.53.4.2:443
Map Name: basic
Flags: TIME_LMT DENY
Seconds: 10 Remaining: 5 DM Index: 32767
Hits: 1 Flows: - NA - Cookie: Ox2EEEEEEE
DM Ref Index: - NA - DM Ref Cnt: 0O

{i Fishow statistics connectionfn TR EIELRARRE, F—EELREERTSGDLAY XSS , W HE
TIME_DENYXRESIBEMW A FHIZ 8] , REERERTDL,

4. INEDNS R E B EHAEER A OWAEELR , ERMEDNSEEEEBR , AITEEEER
HER, EEURAEFImERMDNSEERME, £EEERT , "BUHMREDNSEHE, Mt
BSASIE N | BRI ERE, EEE NKRBADNSHARSE R EEESREEIEEIEM/HWAAS EH
NSCD#EEIER TE, mJLAfEfshow alarmsis SR ENSCDMEE, BEEEB RO RIEFE |
AEXRZHEIES , DNSHREFATEHER P OWAEMN R R —ELAN,

HTTPEISSL A& & HE Bk
BiaE : HTTPZRISSL AOE R ZEWAASIRZA4.3. 15| AW, AEIFEARB RN WAASHRA,

EEAFAOERNEFHARERAAS —EAO , It BRMEAOH A LAB U b i§ H 4G ERAON K=
{LIERRR. AOEREEE4.3.12BIRAHHWAASRREMAOLIIIETRE , RAERACER , £—
BACHKEERIELRE.

SSL ACEZIE W 18 2L Il Y iE 4R :

- (L TAHOKISSL:SSL AOE AR EEZE W ERSSLIEF, S0 MEENNHBIE D URE
HTTPA %, MIRE\H/RRHTTP , AIEF{AHTTP AO;IIREE , AIEAESRTSDLHEL,
- REELR - HTTP AOH LiEWER. ©RAIFFimiERPHCONNECTHRES = , W ENRERE



F3200 OK’H 2 3 #& # ASSL AO,

SSL AOEABRIA RHTTPA AW EEHTTPEATER | GET. HEAD, POST. PUT, #IE. R,
B, #HE. W#H. BCOPY. BMOVE, MKCOL, fikx. #5, f##H. BDELETE. PROPFIND,
BPROPFIND, PROPPATCH, 5TREj. BPROPPATCH, BUHETBIFX _MS_ENUMATTS, &mILA
{# FAdebug accelerator ss| parserin © #A54 ST 2R M EA RV BB, &7 LA Fshow stat accel ssl
payload http/otheris SRR RIRE HE B 2 B REMNHETER.

WEBERRIR R -
1. FBRERHTTP AOBLEHREUA THTTPSIHAE , RAXINREBAHTTP AO, BEFMEN , F2
BIHTTP AOMBEHEBR X Z,
2. f£ Fshow stat connectionis TR EERARE, MRHFE(LIERE , EBERTHSDL , #8/RTCP,

HTTP. SSLHMDRE-LZ&{E{t. MRMRDELFENMPNEM—E , BEZFZEILERX
(SSL, HTTPE ) L#— SR, Hlin , MREBEHREERTHDL , BIR "AEERER
SSL&E{t. BRESSL AOMFRAREEMNFMERAL T,
. FEIRSSL AOE A ERMEITRE(ES B "SSL AOHEHERRy —Ef).
. £ fishow alarmsin SRR Z B ER.
5 WMBRARZENSSLAE , FREASMAKRES P, L HEENERESINERBEH —E 2
¥,
6. f£ FAshow crypto ssl services accelerated-service ASVC-nametn < FE 4R 11E IR 78 B2 A
ACTIVEAREE(FES R "HEBRDNSEEMIE ) #B5).
7. f£ Fishow policy-engine application dynamicin 5 , R KB 5| Z E B IR AREFFEMRE o
8. MR EEMMRBEITEIRE L FASSL ( FHERIEAR443) , FHRAREERKSIZEREPRIREY
R, PREEBMELEFARBESSLREEH.
9. fiE Fishow crypto ssl services accelerated-service ASVC-nametn + , Te{REL B #Y TS FRAT
ABMIPHbHE, MRRFKF P  FRESBAKRSFESSHEER. S5FEHRZEdnslookup IP-
addressTn SV EIH

w

N

wae# sh run no-policy

crypto ssl services accelerated-service sslc
version all
server-cert-key test.pl2
server-ip 2.75.167.2 port 4433
server-ip any port 443
server-name mail.yahoo.com port 443
server-name mail.google.com port 443
inservice

wae# sh crypto ssl services accelerated-service sslc
Name: sslc
Config state: ACTIVE, Oper state: ACTIVE, Cookie: 0x0, Error vector: 0x0

The following server IP addresses are configured:
2.75.167.2 port 4433
any port 443

The following server host names are configured:
mail.yahoo.com port 443
Host 'mail.yahoo.com' resolves to following IPs:
66.163.169.186
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mail.google.com port 443
Host 'mail.google.com' resolves to following IPs:
74.125.19.17
74.125.19.18
74.125.19.19
74.125.19.83

wae# dnslookup mail.yahoo.com

Official hostname: login.lgal.b.yahoo.com
address: 66.163.169.186

Aliases: mail.yahoo.com

Aliases: login.yahoo.com

Aliases: login-global.lggl.b.yahoo.com

wae# dnslookup mail.google.com
Official hostname: googlemail.l.google.com
address: 74.125.19.83
address: 74.125.19.17
address: 74.125.19.19
address: 74.125.19.18
Aliases: mail.google.com

SSL AOEE 8
LU B SRS 2= A A HEBRSSL AORIE

. EEHFER : /local1/logs/tfo/working.log(Fl/local1/logs/tfo/tfo_log_*.txt)
. FE BE5HE R : /local1/errorlog/sslao-errorlog.current ( Fsslao-errorlog. *)

ATEERBETHE , CEZELREACLURFENE R —E8EH,

WAE674 (config)# ip access-list extended 150 permit tcp host 10.10.10.10 any
WAE674 (config)# ip access-list extended 150 permit tcp any host 10.10.10.10

ERAER AR ek , 75 F Atransaction-logs configuration® 5 , WA :

wae (config)# transaction-logs flow enable
wae (config)# transaction-logs flow access-list 150

A] LAfE Fitype-tailtf TR EH B ERNER , MTAR :

wae# type-tail tfo_log 10.10.11.230_20090715_130000.txt
Wed Jul 15 14:35:48 2009 :1633 :10.10.10.10 :2199 :10.10.100.100 :443 :0T :START :EXTERNAL
CLIENT :00.14.5e.84.24.5f :basic

:SSL :HTTPS :F :(TFO) (DRE,LZ,TFO) (TFO) (DRE,LZ,TFO) (DRE,LZ,TFO) :<None> :(None) (None)
(SSL) :<None> :<None> :0 :332
Wed Jul 15 14:36:06
2009 :1633 :10.10.10.10 :2199 :10.10.100.100 :443 :SODRE :END :165 :15978764 :63429 :10339 :0
Wed Jul 15 14:36:06 2009 :1633 :10.10.10.10 :2199 :10.10.100.100 :443 :0T :END :EXTERNAL
CLIENT : (SSL) :468 :16001952 :80805 :27824

EREIWRASSL AOK A BFSicsk , FEANTH T,
Pt : S HESR B ECPUREE | AIAERAEBRY, AEERRHEEMEEBERT,
&R BRI TS 75 S RO BERR Y R A B R RC SR ¢



WAE674 (config)# logging disk enable
WAE674 (config)# logging disk priority detail

&R LAEACLAH R A E MRV AR R B RSaCE% , TFARR :

WAE674# debug connection access-list 150

SSL AORRFEIEM T :

WAE674# debug accelerator ssl ?
accelerated-svc enable accelerated service debugs

alarm enable SSL AO alarm debugs

all enable all SSL accelerator debugs

am enable auth manager debugs
am-generic-svc enable am generic service debugs

bio enable bio layer debugs

ca enable cert auth module debugs
ca-pool enable cert auth pool debugs
cipherlist enable cipherlist debugs
client-to-server enable client-to-server datapath debugs
dataserver enable dataserver debugs
flow-shutdown enable flow shutdown debugs

generic enable generic debugs

ocsp enable ocsp debugs

oom-manager enable oom-manager debugs
openssl-internal enable opnessl internal debugs
peering-svc enable peering service debugs
session-cache enable session cache debugs

shell enable SSL shell debugs

sm-alert enable session manager alert debugs
sm-generic enable session manager generic debugs
sm-1io enable session manager i/o debugs
sm-pipethrough enable sm pipethrough debugs
synchronization enable synchronization debugs

verify enable certificate verification debugs
waas-to-waas enable waas-to-waas datapath debugs

IERLARSSLEMRB AR BFErEiRk , ARBN T ANERHEIERBRHNER

WAE674# debug accelerator ssl all

WAE674# debug connection all

Enabling debug messages for all connections.

Are you sure you want to do this? (y/n) [nly

WAE674# type-tail errorlog/sslao-errorlog.current follow

NMEFSREA&E L &Y 58 i A % 3R S Pk BR

EERENERTECBY (FEBHRMNIOKRA ) UAREWAASKE LEEBEE B ER
HER , SSLAOKERER. WAASEEELERTHRERERE  AESNIHBEHABWAASHE
BB IXBEESEF,

EEXMEHE , FIEWAAS NME*I]SRE*E%E':FE’Jﬂé‘rﬁﬁ‘ﬂﬁﬁi%ZOOG‘fﬁH1EI ENfENMEDR
SREM/E R B HEME LR MM, ERERAEEREE20116151018 BH VEEBREREE
“gﬁégiﬁo

MRTEARRTIREESEALEMES  MEEARANSSLACHBEERRS , AIFTZEIILE



ABH  YEAUEREESBHKRENZEERRS Jtls$’1~ , MNRIGC AN EREREERN
NME S SMEARAE I 4§ BB 5 B BRHREY B H0 | BIE AR B B UL R A,

FEIHHEMR R T HER e — (LB R7Eshow alarmsan & HV & H )

Major Alarms:

Alarm ID Module/Submodule Instance
1 cert_near_expiration sslao/SGS/gsetting cert_near_expiration
=
Alarm ID Module/Submodule Instance
1 cert_expired sslao/SGS/gsetting cert_expired

Central Manager GUIZR& LA T %R : "Certificate__waas-self__.p12Bli%iBH , ©EESEHMREH
BEEASKIES"

SR LAE R T BUARIR 5 iz — SRR R L R R
- REENREREEMREE

SRE# crypto generate self-signed-cert waas-self.pl2 rsa modulus 1024
SRE# config
SRE (config)# crypto ssl services global-settings machine-cert-key waas-self.pl2

- BB TIRES  EEIYPAER, RS RFZLBECisco TACEBNIETR,

Bﬁ:{ WA @B R SRR | BEIWAASEX R A4.1.7b, 4.2.3cH4.3.3%#HICSCte05426,
RRBH HEE R A2037,
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