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- 1.5 AppNavi S #E

AppNav i B HE b

Cisco WAAS AppNavfE FiAppNaviZ #l85(ANC)ZEWAASEI BH(WN) 2 B2 B E |, fEAThaER KM
FARBEEEETREN , RMELTWANRECHBERES  YAKBRETHRESBREREH
BRMVIKEE M, WAL WAASEIB(WN)RIZUM BN/ ERARELRE. A3ERMAE
AppNaviEITHFEHERR,

BIEE : AppNavITBEREWAAS 5.0. 1M 5| A, AETREARREANWAASKRA,

BEA (k) R
EABERT  ANCHABRRENRES , ERBEFEASRAEN LB T BIEIWN,

NE-Ei

A

WAN
ANC-1

Interception

Distribution

----------

To hosts

v : WN-1 WN-2 ;

B 09 T BRI 8 4 BRAR Cisco AppNaviR SIS/ FTHE L 0B A1 ., A8
AN mETEE BN EAMELSENERSBEN AL SENE2 —ER. BRESTEE
SR . LHRR  EEEAEANEY  CTEBETRAEETE. NRApNavIEHE
NEE, A SR EAppNaviH S N EREEIRE KRB | AppNavER B LA
BB TR,

MR : BESTEIEHEERBEABEENERBPDU)HE , MAEAELQBNBE N ENE
AT, Hp—E SRR BRI B 808 i E 1 B8,

NEREEHREHRIIFE TR
- BEMEREERFTRBANCHERABNE, MANXE , FBFEApingfltracerouteFEEA T ES



BTETENERARETERRERETETRAMMAR. REANCHYIEMER.
- BREANCEREARNBHAFER
- BRERACEREEMBHENE,

5% W18 BRBE 7] LAfECentral Managerh #1117 , B AT SAE GBI #1T , % Central Manager
BEEAE, YEEEEETRHA,

f£Central Manager® , 1#1£Devices > AppNavController , #A1#%121£Configure > Interception >
Interception Configuration. 52 W& 5 ERBRE HInline,

ER—REY RBREACEHERETNEH. MEFTERBNME , 35% — T Create Bridge 2 I Z N H
o RZAUAMEEIEMEXRENHE, BRI AFERAVLANGT ESRIB BN HERBRIEEZVLANGK
B, AR , REABBE N ESEIPHLL,

A AlarmE R Hshow alarm execin TRERE 2B HBR T M EBBHBNER,
bridge_downB#HEX REBHHN —ERZERENE SR,

FECLIF , RBUUT HREE AHIRE
1 ARG ERESNE :

wave# config
wave (config)# interception-method inline

2. BVBBHENE

wave (config)# bridge 1 protocol interception

3. (Wi ) REFEREEEMRBHVLANEE !

wave (config)# bridge 1 intercept vlan-id all

4. ERBEN EREMERE/MENE

wave (config)# interface GigabitEthernet 1/0
wave (config-if)# bridge-group 1
wave (config-if) # exit
wave (config)# interface GigabitEthernet 1/1
wave (config-if)# bridge-group 1

(

wave (config-if)# exit

& 0] LA Fishow bridge execin SR FBEN EETREERRBERITER.

wave# show bridge 1
lsp: Link State Propagation
flow sync: AppNav Controller is in the process of flow sync
Member Interfaces:
GigabitEthernet 1/0
GigabitEthernet 1/1
Link state propagation: Enabled
VLAN interception:
intercept vlan-id all <<< VLANs to intercept



Interception Statistics:

GigabitEthernet 1/0 GigabitEthernet 1/1
Operation State : Down Down (1sp) <<< Down due to LSP
Input Packets Forwarded/Bridged : 16188 7845
Input Packets Redirected : 5068 0
Input Packets Punted : 1208 605
Input Packets Dropped : 0 0
Output Packets Forwarded/Bridged : 7843 21256
Output Packets Injected : 301 301
Output Packets Dropped : 2 0

ELFEHF | Gig 1/0MEEER |, Gig 117 HBEAEEREEELSP) MM, LAREgFE
Down ( @Y ) , EEWREANCEEMAZRE , Y HEEKREARBEPHNEMANCEL ., ©
EERRE (MENE ) REERANWSE , BEXMEANCES |, ERTLE#RS BRER,

WHW T SER T RENENTERTER.
Off-Path(WCCP)iR#

HEWCCPEXRH , WCCPHHBMUNEERENBES , £@ERES , WCCPEHFASREAER
a2, TRENSEE[MERBREZANANC, HRAppNavEEEREE, EERESEUAR
WAASHRZR 2 BN EREE , RIttiRMzR ENWCCPELE X AL,

WAN

Interception

Distribution

_Z

ANC-1 ANC-2 ¥ l ¥  WN-1 WN-2

ERBRETIBNNEEES , HEN DR A G A LUECisco AppNaviZ#Igs M EiEA £ = AHEE/
THE , EFREEERM

R EARBHETEUATIER

- BBRWCCPHHSRNWERNE , MEREMAENELRECERHIREREH, BUUER
show run=ishow weepir TR FEL B HF B HEAWCCPEENKHFER. WELXE |, &
FpingMtracerouteZFE AT E K RE7TE T ENEAREIRTERELNMERELNES
WCCPH 25,

- FERAPREES (B2 ) HCLIRFEWAAS ANC EHWCCPELE,

- EARARCLIMBEE MM LHWCCPEE.

To hosts




ERFANCLELHWCCPEE , FEPRREE P EEDevices > AppNavController , REBIEIE
Configure > Interception > Interception Configuration.

- BEREB S ERBREAWCCP,

- B R B 2iZ P Enable WCCP Service BREUA #.o

. FEFR E2i#F Use Default Gateway as WCCP RouterBEX 5 #2,EWCCP Routerffi{i # %1
WCCPIHEFIPH 4,

- BREHMORE (NERTEHEBRNEEQ L L ) SEHEENHBET T EREE.

ERHBEWCCPIEFHANC LMEEMWCCPEEE . ECentral Manager £ , IH—TEHEKZP
WAlarmsER , REFALEE L FHAshow alarmiT TRER., RIBEFE , BiBRENRANCHIEHEE
FHE B R E BRI

FECLI% |, IRBUT S REEWCCPRE :
1. &R B 5 £ E Aweepo

wave# config
wave (config)# interception-method wccp

2.BLEWCCPRHREE , REEZESSEWCCPENEHEMNIPHL,

wave (config)# wecep router-list 1 10.10.10.21 10.10.10.22

3.BEWCCPR#ID, ¥ AppNav , E—REIDREEN , B XEMERID,

wave (config)# wcecp tcp-promiscuous 61

4 #E BB RY B A 2R B EE EEWCCP AR #5 48 BE B

wave (config-wccp-service) # router-list-num 1

5.BEWCCPZEL AL (ANCEXEBBIESZE ) . WMRTIEEIst-ip-maskssrc-ip-maskiEiE , 8l
R RIPEIEREA, BEIPEBIBREAO,

wave (config-wccp-service) # assignment-method mask

6.BEEWCCPEEMA A ( HAMEBE S ZEBBREAREEQ A ALE , I BTEERANCE E
) o BALUREL2 (FEER ) GRE, L2ERANCERRRHAREVE2EER , YHIRMRBEEAR
TH2BEEM.

wave (config-wccp-service) # redirect-method gre

7. AWCCPR#.

wave (config-wccp-service) # enable

{# Fshow running-configds = # B8 S EANC _ EFIWCCPIRE . LA T M@ &4 %8 'RL2 redirectFIGRE



redirectfy ¥ 1T A REHa .
Show running-config weep ( ARL2EEM )

wave# sh run wccp
wcep router-list 1 10.10.10.21 10.10.10.22
wccp tcp-promiscuous service-pair 61
router-list-num 1
enable <<< L2 redirect is default so is not shown in
running config
exit

Show running-config weep ( ARAGRE ) :

wave# sh run wccp
wcep router-list 1 10.10.10.21 10.10.10.22
wccp tcp-promiscuous service-pair 61
router-list-num 1
redirect-method gre <<< GRE redirect method is configured
enable
exit

{5 Fishow weep status@n 4258 = EANC L EBYWCCPARRE,

wave# show wcecp routers
WCCP Interception

Configured State : Enabled <<< Shows Disabled if WCCP is not configured
Operational State : Enabled <<< Shows Disabled if WCCP is not enabled
Services Enabled on this WAE:
TCP Promiscuous 61 <<< Shows NONE if no service groups are
configured

1 Fishow weep routersin S ERWCCPIE R & FE T keep-alive’H BRI B 25,

wave# show wccp routers
Router Information for Service Id: 61

Routers Seeing this Wide Area Engine(2)

Router Id Sent To <<< List of routers seen by this ANC
192.168.1.1 10.10.10.21
192.168.1.2 10.10.10.22
Routers not Seeing this Wide Area Engine <<< List of routers not seen by this ANC
-NONE-
Routers Notified of from other WAE's <<< List of routers notified of but not
configured in router list
-NONE-

1 Fishow weep clients# S5 S EANCEWCCPE R HMANCEL R Ef & B OB H R B R
o

wave# show wccp clients

Wide Area Engine List for Service: 61

Number of WAE's in the Cache farm: 2 <<< Number of ANCs in the farm
IP address = 10.10.10.31 Lead WAE = NO Weight = 0 <<< Entry for each ANC in the



farm

Routers seeing this Wide Area Engine(2)

192.168.1.1

192.168.1.2

IP address = 10.10.10.32
as the lead

Lead WAE = YES Weight = 0

<<< List of routers seeing this

Routers seeing this Wide Area Engine(2)

192.168.1.1

192.168.1.2

{5 Fshow statistics wecp@ TR BB EANCRESRETH R HFERER T, BHPETTRESE
HEREW,. BBNEXISARESINRENKITER. ARSEPMEREBNEERTERE
REEKEE, FE{ldH T Rshow weep statistics, F5E= , TOE, RIBIEEMANCHE,

wave# sh statistics wccp

WCCP Stats for Router

<<< List of routers seeing this

10.10.10.21

Packets Received from Router 1101954
Bytes Received from Router 103682392
Packets Transmitted to Router 1751072
Bytes Transmitted to Router 2518114618
Pass-thru Packets sent to Router 0
Pass-thru Bytes sent to Router 0
Redirect Packets sent to OE 1101954
Redirect Bytes sent to OE 103682392
WCCP Stats for Router 10.10.10.22
Packets Received from Router 75264
Bytes Received from Router 10732204
Packets Transmitted to Router 405193
Bytes Transmitted to Router 597227459
Pass-thru Packets sent to Router 0
Pass-thru Bytes sent to Router 0
Redirect Packets sent to OE 75264
Redirect Bytes sent to OE 10732204

Cummulative WCCP Stats:

Total Packets Received from all Routers 1177218
Total Bytes Received from all Routers 114414596
Total Packets Transmitted to all Routers 2156265
Total Bytes Transmitted to all Routers 3115342077

Total Pass-thru Packets sent to all Routers : 0

<<< YES indicates ANC is serving

Total Pass-thru Bytes sent to all Routers : 0
Total Redirect Packets sent to OE 1177218
Total Redirect Bytes sent to OE 114414596

ERRHR LERN/RRWCCPRE

EHEWCCPEFHESEKHE LEEWCCPHRE , FHTUTER,
1. Fip wecep routerip S 1E B HEF L ELEWCCP R

Core-Routerl configure terminal
Core-Routerl (config)# ip wcecp 61

2. 7R EHBRLANFMIWANST E L EEEWCCP#E,, MREEANC LEREMEARIID , RITTAEMEN



T B E A8 [E A9 AR F5 1D,

Core-Routerl (config)# interface GigabitEthernet0/0
Core-Routerl (config-subif)# ip address 10.20.1.1 255.255.255.0
Core-Routerl (config-subif)# ip wccp 61 redirect in
Core-Routerl (config-subif)# ip router isis inline_ wccp_pod
( ) #

Core-Routerl (config-subif exit

Core-Routerl (config)# interface GigabitEthernet0/1
Core-Routerl (config-subif)# ip address 10.19.1.1 255.255.255.0
Core-Routerl (config-subif)# ip wccp 61 redirect in
Core-Routerl (config-subif)# ip router isis inline_ wccp_pod
# glbp 701 ip 10.19.1.254
# duplex auto
Core-Routerl (config-subif)# speed auto
Core-Routerl (config-subif) # media-type r3j45
#

(
(
(

(
Core-Routerl (config-subif
(

(

(

( exit

)
)
)
Core-Routerl (config-subif)
)
)
)

Core-Routerl (config-subif

3. (W& ) MRFAHBAGRER L , FEERENE (EEMLRABANC WCCPEEM HFELEE
GREE ) ,

Core-Routerl (config)# interface Tunnell

Core-Routerl (config-subif)# ip address 192.168.1.1 255.255.255.0
Core-Routerl (config-subif)# no ip redirects

Core-Routerl (config-subif)# tunnel source GigabitEthernet0/0.3702
Core-Routerl (config-subif)# tunnel mode gre multipoint

£ Fishow weepin BRI P B 5 BB LAWCCPE &,

Core-Routerl sh ip wccp 61 detail
WCCP Client information:

WCCP Client ID: 10.10.10.31 <<< ANC IP address
Protocol Version: 2.00
State: Usable
Redirection: GRE <<< Negotiated WCCP parameters
Packet Return: GRE <<<
Assignment: MASK <<<
Connect Time: 00:31:27
Redirected Packets:
Process: 0
CEF: 0
GRE Bypassed Packets:
Process: 0
CEF: 0
Mask Allotment: 16 of 16 (100.00%)
Assigned masks/values: 1/16
Mask SrcAddr DstAddr SrcPort DstPort
0000: 0x0000000F 0x00000000 0x0000 0x0000 <<< Configured mask
Value SrcAddr DstAddr SrcPort DstPort
0000: 0x00000000 0x00000000 0x0000 0x0000 <<< Mask assignments
0001: 0x00000001 0x00000000 0x0000 0x0000
0002: 0x00000002 0x00000000 0x0000 0x0000
0003: 0x00000003 0x00000000 0x0000 0x0000



0004: 0x00000004 0x00000000 0x0000 0x0000
0005: 0x00000005 0x00000000 0x0000 0x0000
0006: 0x00000006 0x00000000 0x0000 0x0000
0007: 0x00000007 0x00000000 0x0000 0x0000
0008: 0x00000008 0x00000000 0x0000 0x0000
0009: 0x00000009 0x00000000 0x0000 0x0000
0010: 0x0000000A 0x00000000 0x0000 0x0000
0011: 0x0000000B 0x00000000 0x0000 0x0000
0012: 0x0000000C 0x00000000 0x0000 0x0000
0013: 0x0000000D 0x00000000 0x0000 0x0000
0014: 0x0000000E 0x00000000 0x0000 0x0000
0015: 0x0000000F 0x00000000 0x0000 0x0000

HALRER

ERRET  BOMUTHE

. WCCP#B#& BiCisco Catalyst 6500l 4 : RIMBENZETERES

. CiscoE B EREXREWebREUBAG EEFHERD : EREHBFELTE
- ERHBES FRESKWCCPIYIEE B2 B B R EE AR EIEE

- EWAE L ELEWCCP , E2 6 B R E B RIS 15 =

MR AR PR BR

HEHWAASHETHEHERRE , EERAWAASHIER THREMRNET AR TREEHMEY. ERE
TEEEREN L MARAEZIBBE K EREEE, EEERERT , BEREEWAASER., B
EEREEBVIERT , LRI EBREEREREIBRNWAASEKE,

BB ER 2] , FFRFAppNaviZHI SN HEA R T ERE ERNIIAME, MRFHERHR
a7 B 3 B T Cisco Discovery Protocol(CDP) , 55i&1Tshow cdp neighbors detail a4 LA B 3% E2
HERE MR IEFRE AR

ZRAWAASH RN BERARAARER. IREEKECELERE
WAASTREREEIEZ M , MBI EERNRELARE, AERIBAT , HEEACLHAppNavE
BUARNBEREIBEN R EREBREE, FRFMAEN  F2EEREERERD

EZHWAAS , HABKRXATHS REABMBERERAATNIBRRE -

- ARBEREREHRBBENSERE. ARFAET  F2EEAARBANCE S .
- BB EEXNEREAWCCPIHE, FEBFHEENR , F2REABENANCE T

FEAppNaviRIEH , EFEZHANC, WNTEEEH  RAEMTSHERE.
ZRAWAASE , ERBRER EZREBEIER,

. fiE ApingMtraceroute® T E M E F3EELR.

- REEATAURE LEER

- MR BT ERYAWAASEFHEE RV EAREE |, RIREER T aEERWAASHERE,

- MREZERAWAASERMRKIETIES , BEMAWAASK HIRERME | BITses — A 2@
WAASEEZEXE, T—IREEERHIISEWAASEE,

- R EERAWAASHI AR AWAASKHIER , BREKEN , AITEE —EHZHE
WAASEEBEZEEXE, T—IEREERBHIISFSEWAASEE,

EEMAWAASHIER TREMKRITR , FHITUTISR

LE , ﬁ'ﬁ%‘t:bﬁiﬂiﬁai‘fifb ) ,E\Ui—%ﬁﬁ



http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps708/white_paper_c11-629052.html
http://www.cisco.com/en/US/prod/collateral/contnetw/ps5680/ps6870/white_paper_c11-608042.html
http://www.cisco.com/en/US/docs/app_ntwk_services/waas/waas/v501/configuration/guide/traffic.html#wp1041588
http://www.cisco.com/en/US/docs/app_ntwk_services/waas/waas/v501/configuration/guide/traffic.html#wp1041742

1.7EWAAS ANCHIWCCPES IS8 ( DB ) L EHEAWAASIIAE.

2 MR CHEFERWAASHENERE , 55 BIBASEAppNavEF EEM/SANC , S HBEEA
EREBENEERR,

3. MAEMEANCE , #ITHIESRMEENERNERERAE , YESHEEANCREERET,
EEEMRE , TERLEMWN, R B RRBEBLEHEMNBLSEANCEEEERERT
HERT R

4 ERAMAESEANCE , BEHER | ERTBBA T —BANC, RAMBEZMBEANCH =
IETETEMRLE | B — B AV R HRER

L PR HEBR B T R B A AWAASEL B LI F RERBERENL , MBEEREE MR ERBBENER,
Bl ERE
B L BB BRBACLE Bl EAppNavR B R BB IS ERE,

BN —EACL , ERBFEREERE , EARFEHMRE. EXHP , KMEFLEBHTTPRE
( BEE80 ), HANCEEFRIBEEREAERMNACL, Bt BERESONERSER, &
A LLfE Fshow statistics pass-through type appnavin & EiB®R EPT Intercept ACLETEE = E
EERBRFES EEETEE.

anc# config
anc (config)# ip access-list extended pt_http
anc (config-ext-nacl)# deny tcp any any eq 80

anc (config-ext-nacl)# permit ip any any

anc

(
(
(config-ext-nacl) # exit
(

anc (config) # interception appnav-controller access-list pt_http

- BEEANCRIELUBIB LS EENRE,

class-map type appnav HTTP

match tcp dest port 80

policy-map type appnav my_policy

class HTTP

pass-through

HERAABANC
BBAABANCER ERREREARNBANCH T EZEZE !

- ERBRABVLANEEREAE, f£Central Managerd |, iBIZE—{EANCHEE , REI1EE
Configure > Interception > Interception Configuration. ZiZ#B1E /% — FTEdit TS| B R
o MVLANWRAIERE A "nonel o

. ZEHAEANCH RIS £ T3, #ECentral Managerd , i#Z— &% , REL— TAppNav



ControllersE% , :##F—{EANC , A% — T Disable T{E5IE R,

- EFEER Tdeny ALL, BENREBACL, FEAEE, (MELAEZEFERENRENE
#R. ) fEfdeny ALLEZ#EZEACL, fECentral Manager® , iZiZE—EANCHEE , AR RIE
Configure > Interception > Interception Access List , #A#& £ AppNav Controller Interception
Access List FhIBE Fi#EEdeny ALLEAREFE,

E@EBACLHCLIZARE A SERAUTHS

anc# config

anc (config)# ip access-list standard deny

anc (config-std-nacl)# deny any

anc (config-std-nacl) # exit

anc (config) # interception appnav-controller access-list deny

ASANCEREIEMREE

- BHWAASEE K MAE2NH.
- BRAFTBWAASERE1L,
- FRERETSEEMER,

IR EANC

EXALNRHEKREETIETHANC , FEAANCEAWCCPIRE. B UEANCE#TIIRE |, tha
LIEEEM KA EHITIHIRE :R%HHTEANCﬁ/jzANCtiMﬂtH e, EANCL |, oA %s
A= MERWCCPRRIE | :SZ%‘JLAHEJF%{ﬁﬁfﬁﬁ,ijzﬂé};i:fitWCCPEE&Z%Efﬂzﬁﬁio

EZHAWCCPHRE , AEFREESRFRE—EANCEE K AREERE-ME>-MBRE. BUHE
fEnable WCCP Service BREXJ5 $5# — FRemove SettlngsI1’E§U B R MBRWCCPRERE
(e EX)

ERCLIZAWCCPRE , BEAUTHS

anc# config
anc (config) # wcep tcp-promiscuous service-pair 61
anc (config-wccp-service)# no enable

EEERRT  JeBZEANCERKRER—BHFNEEORE. KHELR  BWLLERER
hE MR RANC L2 AWCCP, H{ES R A EESRHHWCCPE T MBS BANC, HELE
EREWAAS H REEBRMIT L IRAE,

EE%H&%EJ:%—TFEWCCP nﬁﬁﬁﬁ J‘)\T r-u:u/

RTR1 (config)# no ip weccp 61
RTR1 (config)# no ip wccp 62 <<< Only needed if you are using two WCCP service IDs

EE%H&%LE%E&%WCCP nﬁﬁﬁﬁ J‘)\T r-u:u/

RTR1 (config)# ip wecep 61
RTR1 (config)# ip wcecp 62 <<< Only needed if you are using two WCCP service IDs

EBABWCCPHEHEL A BELEZEZEZANANCKRERAWCCPE Fik, ZiKHE LMERWCCPR
HE , SERUATEE,



RTR1# show ip wccp 61
The WCCP service specified is not active.

AppNavF £ # 5 Bk
E¥AppNavE EHETHESRR , TERUTIE .

. AppNavE#R
. Central ManagerEs3%

- ARERERNEBAREMNAppNay CLITGFT
- AREERR 5 kst E A AppNay CLIGE S
. AR IR i
- AppNavii s H 5550 8%

AppNaviE

HRERERN  HESEEER(CMM)SI B TER !

- BRIREIE (BRE ) — ANCZEME o AT R, ANCABIBRTIER,

- IEKR B ( BRE ) — ANCRBEWSNANCHIWNIIBERIR . ANCASEIBIFIER

- ANC Join Failed(Critical)(ANCHIA KM ( BRE ) ) — HAZTEANCH B E s 2R , ANCE
EMABREEHE,

. ANC Mixed Farm ( IR E ) — BHEFHANCEEETTAREHEBRANEHETE.

- ANCELER (XE ) — ELERSHRENANC,

- WNEGEER (XE ) — BLEREHRENWN, LWNFARREEER,

- WN Excluded(Major) — AIsARE EEEHWN , EHR —EXZEHMANCEREIE mASH R
o WWNTHARFREEER ( FERF) o

&7 LAfECentral Manager®) "E#k, ERP KL E L FAshow alarms EXECH T RBRR E R,
BiiEE : CMMRAEAppNavitth , AREZEANCHIWNEI SRR L T BB AppNavaF 1) 2 4.

Central ManagerBs#2

B AR P REERERT, EEEMBEBRAppNavEI EHE, Central Manageri# B PGB
WAASE BRI £ E MR , TUAEBIRIRERE K ZEAppNaviEiE,

#£Central ManageriZ2& # |, iZ{ZAppNav Clusters > cluster-name, £EFHTREBRERAE (S
FEWCCPHIMARMEHER ) . BREFNE, KENRE, REEMREBNERARE,

B K BEREREREREEXR.



AR, WEFARHWANCHIWNE REAHEENRESR  RATHURE-—REL, EEKH
REBEBWNETRELHWANCE | EMEEEREEP UAEBNERER,

RE=AFELSETTETETMEEL  ARNEBEBEIOVAKRERE (HEBETREHRIELSH
) , Central Managerd 8&8 B BRI E /M.

BB&EHFEREERERTR L , TUEBSEMANCRWNEENFMICOERERR, F—EERE
REELWER, SEFRMEL FREESRENTMER.

ZhiZInterception B B LU REFESEANCEWEEERE S %,
MRFECER , AIREBERNOT



& — T Cluster Control H4 , RIZLMANCTH LUEINBHEL S AR ENIPHUFARE, EFHPNE
1ANCE§F‘—J§$EI§E’J§|E/%EO WMRAR , ARREEDFEREEE,

WMRFIBANCEZR R , AIRRHERET Y EARERELZRALR  AMERESFSESR,

MRFAIBEANCHEREBEETENWNER  AIREERERRE, RENES M , BED MR
BANCE ZIFIWN,

FTEANCERE A EEMWN,
2&|nterfaces B , MERANC E Y IEFBE N EMAREE,

360° Network Device View Oxx
i SE-M1-BR
21822 AppNav Controller, v5.0.0
gﬁalarms (5) @Intercepticn ':;'Cll.mter Control F | | x
Show | Al || 8
MName State
GigabitEthernet 0/0 Up
GigabitEthernet 0/1 Administratively Up utdown
GigabitEthermnet 1/0 Administratively shutdown
GigabitEthernet 1/1 Administratively shutdown
GigabitEthernet 1/2 Up
GigabitEthernet 1/3 Administratively shutdown
GiaabitEthernet 1/4 Administratively shutdown
WA P SEWNWICOERE , Uk "HEN ERPRIETAIMRFAORKEIRE, HIRBFHR
BRERTINESR EETETERLIREMNER , INEATCECERRENTIRCBR, LERE

RARMERZKIET. WREMANERAZTCRAE , BLAEREEL MR ETHEDR. R
R EnterprisefF A 3% , AIERAE & System license has been revoked, FEAdmin > History > License
Management device B [H Z 1> %57 1] %,



FOBERHBEPANCZ BN ERBEEHMW, MECentral Managerf] LLEEFFEANCER , ©
AURBBIFRSEE ; BR , MRECTAEEELANCENR , MEL@AEIRS . MECentral
Managerk & E{E M E BRYELR , W BE B ECentral ManagerF B R ASHE | Q2B TSR
RER, B,

EfEERERER  KRESEENHRENTED B , SMRFEEER,

EFDBEED  ANCHEETFHERRB LRI CAUEINWNG , BERAR FHEZEHNRT
A CEENEEERY A RERENRERK.

BESEANCHI Cluster Control BB RIE R B UGB —BAHZEANC, MEMEANCZEER
ALMEER  BEAEFLCENER , EEEBEREFTRIF2BHENK —FRER , AtRIFRES
{BANCHICluster Control E%: , RIS 3 "IRIFIEHISTE LT B,



360° Network Device View 0rXx

SE-M1-BR
21822 AppMav Controller, v5.0.0

1. This typic

1B

SE-MR- Eﬁlarms (7) ﬂlnterceptjon I_Ef | P"Jnterfaces 2
Device Type « P Address Liveliness State = Reason
AppNav Controller 2.19.2.5 DEAD Device is Unreachable. Check
AppNav Controller 2.18.2.2 ALIVE
WAAS Node 2.19.2.5 DEAD Device is Unreachable. Check
WAAS Node 2.18.2.2 ALIVE

@
cm-se-1
MREANCHREEARE , RITC AR EA, &— TTET%.TT:TE’JAppNaVControIIerSEﬁ BEZ

BRAFTEANC, &H%ANcﬂeﬁm ,H TERA, MER TH, ., Bblig— TEWIVEEIJI/T\;E
BRFAANC,

*ﬁ¥§1IANCJ:I3%%i@ﬂk B NE AW AppNaviR i, MR HFEREERE LAREERE L
, TERT~E SRR S P ( IRBAEIREE ) o

EREERMNRE , FFECentral ManageriZE FiE1ZConfigure > AppNav Policies , A& E—T
ManageiZf



BE 6 EXABEPHFIEANCHE — BRI, XK R Happnav_default, EIERIEZHEE
i, RER—TEdtT/ESIER. AppNav Policy BB RFTIZREEEATIMNANC, MRFIE
ANCHARERAERER K FR - TEEREPANCEEZNENARUEREIERE, B—T T
OK. UREFEBERA,

BRI OB & , A LIEAppNay Policies EE B E KRR A , ZIEER —EER. EREMXR
BARR , RERZE-TMBITEIBERUESIHER,

MR —ERZEREBE , ANCHRERETRAEEHILE, RE3C0ERERTA Overloaded
Policies ( BEXE ) HE , MRBEAEIRRIFE,



L prs s wermaar s A Rs e

360° Network Device View 2

r SE-M1-BR
2.18.2.2 AppMav Controller, v5.0

_F®J< :6]_ : ﬂ_@ntercep’dun ( "™ Overloaded Policies (7) )‘:ofCImter Control %

down

SE-M1-BR
Policy Map Class Map Distribute To Monitor Load
waas_app_default  MAPI MAPI Accelerator
waas_app_default HTTPS S5L Accelerator
waas_app_default HTTP HTTP Accelerator
waas_app_default CIFS CIFS Accelerator
waas_app_default epmap MS PortMapper
waas_app_default NFS NFS Accelerator
waas_app_default RTSP Video Accelerator

MBANCIEAEMIABIE | RIS A E GO RAE A ELE M1 ASREE,

360E EHEMBR M InterceptionE BH REER LR MAMREMEER. WEHEE , EFIANCESH
MREHMANCRS L EFFEZIRE, HIBRBETEBMDE,



MRWEBHETMBRANC , EMEEHREETERIEDE YEEFRHEBRPETAETINRE  E
FFBEANCHE SN ERAE, EURETFERIMEMFR.

ARERERMEERENAppNay CLIGH
T 4ECLIGTSHANC LN BELERBER :

- show run service-insertion

- show service-insertion service-context

- show service-insertion appnav-controller-group

- show service-insertion service-node-group all

- show service-insertion appnav-controller ip-address

- show service-insertion service-node [ip-address]

- show service-insertion service-node-group group-name

EWNLERAUTGS :



. show run service-insertion
. show service-insertion service-node

#7] LAFEANC L {8 Fdshow service-insertion service-contextis 518 £ 8 b 2 B 1Y BRI B = ARER
BE®RE

ANC# show service-insertion service-context

Service Context : test

Service Policy : appnav_default <<< Active AppNav
policy

Cluster protocol ICIMP version : 1.1

Cluster protocol DMP version : 1.1

Time Service Context was enabled : Wed Jul 11 02:05:23 2012

Current FSM state : Operational <<< Service context
status

Time FSM entered current state : Wed Jul 11 02:05:55 2012

Last FSM state : Converging

Time FSM entered last state : Wed Jul 11 02:05:45 2012

Joining state : Not Configured

Time joining state entered : Wed Jul 11 02:05:23 2012

Cluster Operational State : Operational <<< Status of this
ANC

Interception Readiness State : Ready

Device Interception State : Not Shutdown <<< Interception is

not shut down by CMM

Stable AC View: <<< Stable view of
converged ANCs

10.1.1.1 10.1.1.2
Stable SN View: <<< Stable view of
converged WNs

10.1.1.1 10.1.1.2
Current AC View:

10.1.1.1 10.1.1.2
Current SN View:

10.1.1.1 10.1.1.2 10.1.1.3

#n R Device Interception State ( LTERY ) #{FR~Shutdown , BIRRCMMEEBRARE , EALt
ANCRERBFIZBRE. Fla0 , ANCAREMEERBREF , YEREMRELS R,

FT%E’I@*EJ *Eﬁu ( L) FIH T ANCREHESEFHNRE —ERSWE P T EAIANCHWNEY
IP#hit, & DEEENRE. "ERTREL BMUSE T HANCEROBERFEENRE,

#& 0] LAFEANC L £ Fishow service-insertion appnav-controller-group#s © 82 ANCAE 1 EEANCH
AREE -

ANC# show service-insertion appnav-controller-group

All AppNav Controller Groups in Service Context

Service Context : test
Service Context configured state : Enabled

AppNav Controller Group : Scg

Member AppNav Controller count : 2
Members:
10.1.1.1 10.1.1.2
AppNav Controller : 10.1.1.1

AppNav Controller ID 1



Current status of AppNav Controller Alive <<< Status of this ANC
Time current status was reached Wed Jul 11 02:05:23 2012
Joining status of AppNav Controller Joined <<< Joining means ANC
is still joining
Secondary IP address 10.1.1.1 <<< Source IP used in
cluster protocol packets
Cluster protocol ICIMP version 1.1
Cluster protocol Incarnation Number 2
Cluster protocol Last Sent Sequence Number 0
Cluster protocol Last Received Sequence Number: 0
Current AC View of AppNav Controller: <<< ANC and WN
devices advertised by this ANC
10.1.1.1 10.1.1.2
Current SN View of AppNav Controller:
10.1.1.1 10.1.1.2
AppNav Controller 10.1.1.2 (local) <<< local indicates
this is the local ANC
AppNav Controller ID 1
Current status of AppNav Controller Alive
Time current status was reached Wed Jul 11 02:05:23 2012
Joining status of AppNav Controller Joined
Secondary IP address 10.1.1.2
Cluster protocol ICIMP version 1.1
Cluster protocol Incarnation Number 2
Cluster protocol Last Sent Sequence Number 0
Cluster protocol Last Received Sequence Number: 0
Current AC View of AppNav Controller: <<< ANC and WN
devices advertised by this ANC
10.1.1.1 10.1.1.2
Current SN View of AppNav Controller:
10.1.1.1 10.1.1.2 10.1.1.3

BRI RERNANCREMMAAMRERBE

insertioni 5

SR B R E A IR a2 ZH i show service-

& 8] LLFEANC L fiE Fdshow service-insertion service-nodes S48 B P 4S EWNRIARKE :

ANC# show service-insertion service-node 10.1.1.2

Node:

Node belongs to SNG
Context

Context configured state

Service
Service
Service
Service

Service Node ID

Current status of Service Node

Time current status was reached

Cluster protocol DMP version

Cluster protocol incarnation number

Cluster protocol last sent sequence number
Cluster protocol last received sequence number:
AO state

AO State For

tfo GREEN 3d 22h 11m 17s
reported by WN

epm GREEN 3d 22h 11m 17s

20.1.1.2
sng2
test
Enabled

1
Alive <<< WN is visible
Sun May 6 11:58:11 2011
1.1

1

1692060441

1441393061

<<< Overall/TFO state

<<< AO states



reported by WN

cifs
mapi
http
video
nfs
ssl
ica

& 0] LAFEANC L £ Fishow service-insertion service-node-group@ 118 £ B 453 EWNGHIARKE :

GREEN 3d 22h 11m 17s
GREEN 3d 22h 11m 17s
RED 3d 22h 14m 3s
RED 11d 2h 2m 54s
GREEN 3d 22h 11m 17s
YELLOW 3d 22h 11m 17s
GREEN 3d 22h 11m 17s

ANC# show service-insertion service-node-group sng2

Service Node Group name sng2
Service Context scxtl

Member Service Node count 1

Members:

10.1.1.1 10.1.1.2
Service Node:
Service Node belongs to SNG
Current status of Service Node
Time current status was reached
Cluster protocol DMP version
Cluster protocol incarnation number
Cluster protocol last sent sequence number
Cluster protocol last received sequence number:
AO state
AO State For
tfo GREEN 3d 22h 12m 52s
epm GREEN 3d 22h 12m 52s
cifs GREEN 3d 22h 12m 52s
mapi GREEN 3d 22h 12m 52s
http RED 3d 22h 15m 38s
video RED 11d 2h 4m 29s
nfs GREEN 3d 22h 12m 52s
ssl YELLOW 3d 22h 12m 52s
ica GREEN 3d 22h 12m 52s
Service Node:
Service Node belongs to WNG
Current status of Service Node
Time current status was reached
Cluster protocol DMP version
Cluster protocol incarnation number
Cluster protocol last sent sequence number
Cluster protocol last received sequence number:
AO state
AO State For
tfo GREEN 3d 22h 12m 52s
epm GREEN 3d 22h 12m 52s
cifs GREEN 3d 22h 12m 52s
mapi GREEN 3d 22h 12m 52s
http RED 3d 22h 15m 38s
video RED 11d 2h 4m 29s
nfs GREEN 3d 22h 12m 52s

10.1.1.1
sng2
Excluded
Sun Nowv
1.1

1
1692061851
1441394001

6 11:58:11 2011

10.1.1.2
sng2
Alive
Sun Nov 6 11:58:11 2011
1.1

1

1692061851

1441394001

<<< WN status

<<< WN status



ssl YELLOW 3d 22h 12m 52s

ica GREEN 3d 22h 12m 52s
SNG Availability per AO <<< AO status for entire
WNG

AO Available Since

tfo Yes 3d 22h 12m 52s
epm Yes 3d 22h 12m 52s
cifs Yes 3d 22h 12m 52s
mapi Yes 3d 22h 12m 52s
http No 3d 22h 15m 38s
video No 11d 2h 4m 29s
nfs Yes 3d 22h 12m 52s
ssl No 11d 2h 4m 29s
ica Yes 3d 22h 12m 52s

EBIFHE—EWNIRES "EHER,  EEWEANCAILEEIWN , ERR —ERZEH A
ANCETZIZWN , Bt EWHRERE 2N,

"BEAOHISNGH A RETESEAORBREA[/NERREHERE. WRWNGHEDLE—E
WNEJAOREA#%E , AIAOT A,

& 8] LLFEWN _E 5 F show service-insertion service-nodeds S #{RWNHIAREE :

WAE# show service-insertion service-node

Cluster protocol DMP version : 1.1
Service started at : Wed Jul 11 02:05:45 2012
Current FSM state : Operational <<< WN is responding to
health probes
Time FSM entered current state : Wed Jul 11 02:05:45 2012
Last FSM state : Admin Disabled
Time FSM entered last state : Mon Jul 2 17:19:15 2012
Shutdown max wait time:
Configured : 120
Operational : 120

Last 8 AppNav Controllers

AC IP My IP DMP Version Incarnation Sequence Tim

Reported state <<< TFO and AO reported states
Accl State For Reason

TFO (System) GREEN 43d 7h 45m 8s

EPM GREEN 43d 7h 44m 40s

CIFS GREEN 43d 7h 44m 41s

MAPT GREEN 43d 7h 44m 43s

HTTP GREEN 43d 7h 44m 45s

VIDEO GREEN 43d 7h 44m 41s

NFS GREEN 43d 7h 44m 44s

SSL RED 43d 7h 44m 21s

ICA GREEN 43d 7h 44m 40s



Monitored state of Accelerators <<< TFO and AO actual states
TFO (System)

Current State: GREEN

Time in current state: 43d 7h 45m 8s

EPM

Current State: GREEN

Time in current state: 43d 7h 44m 40s
CIFS

Current State: GREEN

Time in current state: 43d 7h 44m 41s
MAPT

Current State: GREEN

Time in current state: 43d 7h 44m 43s
HTTP

Current State: GREEN

Time in current state: 43d 7h 44m 45s
VIDEO

Current State: GREEN

Time in current state: 43d 7h 44m 41s

NFS
Current State: GREEN
Time in current state: 43d 7h 44m 44s
SSL
Current State: RED
Time in current state: 43d 7h 44m 21s
Reason:
AO is not configured
ICA

Current State: GREEN
Time in current state: 43d 7h 44m 40s

IERFHNERREREBRRE , BRENRETETRE , BATERRFAREIINERREBIR
=1

BRETEWNLETRECHEHFRNFAREST  F2ERECHERNER ESEHRYE,

AREERR o i BAMWAppNay CLIT T
LT 4ECLISS T ARYANC LR REERFE 2 M T HEER

- show policy-map type appnav policymap-name — B8 7R3 SR P FEFAY KR A M P&t
¥,

. show class-map type appnav class-name — #8758 ¥3BR 55 {8 T B R (4 B9 P B R R R a P &
o

- show policy-sub-class type appnav level1-class-name level2-class-name — £ EARAppNavE
i S AR Y 2 S AR P R R A R B AR R Y I B R M R0 R BT L

- show statistics class-map type appnav class-name — BB RER BN D KT ER

. show statistics policy-sub-class type appnav level1-class-name level2-class-name — BaRE
ARAppNav R B ¥ IR R Y IR TR E R B 2 KT EA

. show statistics pass-through type appnav — # =S EE&E /R R AppNavii 2T E A

. show appnav-controller flow-distribution — %8 7~ 211F 1R & 7E 2 Y SR BE F By RE B R4 EANC K
U DEBEBRIR. L SHAREBOMNEZEANCLEERERREBRBREEIFREEH.

HEWNEFEAU T TERE D BEEI TR !


troubleshooting_optimization.html
troubleshooting_application_acceleration.html

- show statistics service-insertion service-node ip-address — F7R % 2 EIWNRY I0E S FREHY
mar&E;.
- show statistics service-insertion service-node-group name group-name — =7 & ZEIWNGH

IRBFFRENRETEA

A LLFEANC L Fishow statistics class-map type appnav class-namets < ¥ i & 20 # i 1T PR HEBR
, BINBEEREENREVEEEBNRE, ERSEARINEYHMR (WHTTP) , HE , IR
SEHEREE RRHEE , TRER D X EBEEM, UTEHTTPEN R

ANC# show statistics class-map type appnav HTTP

Class Map From Network to SN From SN to Network
HTTP
Redirected Client->Server:
Bytes 3478104 11588180
Packets 42861 102853
Redirected Server->Client:
Bytes 1154109763 9842597
Packets 790497 60070
Connections
Intercepted by ANC 4 <<< Are connections
being intercepted?
Passed through by ANC 0 <<< Passed-through
connections
Redirected by ANC 4 <<< Are connections
being distributed to WNs?
Accepted by SN 4 <<< Connections accepted
by WNs
Passed through by SN (on-Syn) 0 <<< Connections might be

passed through by WNs
Passed through by SN (post-Syn) 0 <<< Connections might be
passed through by WNs

Passthrough Reasons Packets Bytes <<< Why is ANC passing
through connections?

Collected by ANC:

PT Flow Learn Failure 0 0 <<< Asymmetric
connection; interception problem

PT Cluster Degraded 0 0 <<< ANCs cannot
communicate

PT SNG Overload 0 0 <<< All WNs in the WNG
are overloaded

PT AppNav Policy 0 0 <<< Connection policy is
pass-through

PT Unknown 0 0 <<< Unknown passthrough
Indicated by SN: <<< Why are WNs passing

through connections?
PT No Peer 0 0 <<< List of WN pass-
through reasons

EEREWNLEET &R ﬁﬁﬁ?zt B, "THSNIER.) HoFHNWNEERRSE8M. A
, ANCTHIEWN E#£ &8 FEELR JH:7F§§1'§ Eo

WMRERR  MANCETBESRFBEBRNABRBEEM , FERBREE. ETAEHWAAS



TcpTracerouteEﬁi%i‘ﬁﬂ@tﬁANC’E%Iﬁ%EPE’Mﬁ“& B FEH BRI E AR EARA RS
REAFHES , F2 RERRKE S

ARFEREMIAppNav CLITT

EFSEANC L EEEMR S —fR1EAR , 7T LAF Fshow statistics appnav-controller connection@s &
BATREEERFE,

anc# show statistics appnav-controller connection
Collecting Records. Please wait...
Optimized Flows:

Client Server SN-IP AC Owned
2.30.5.10:38111 2.30.1.10:5004 2.30.1.21 Yes
2.30.5.10:38068 2.30.1.10:5003 2.30.1.21 Yes
2.30.5.10:59861 2.30.1.10:445 2.30.1.21 Yes
2.30.5.10:59860 2.30.1.10:445 2.30.1.21 Yes
2.30.5.10:43992 2.30.1.10:5001 2.30.1.5 Yes
2.30.5.10:59859 2.30.1.10:445 2.30.1.21 Yes
2.30.5.10:59858 2.30.1.10:445 2.30.1.21 Yes
2.30.5.10:59857 2.30.1.10:445 2.30.1.21 Yes
2.30.5.10:59856 2.30.1.10:445 2.30.1.21 Yes
Passthrough Flows:

Client Server Passthrough Reason
2.30.5.10:41911 2.30.1.10:5002 PT Flowswitch Policy

B BUBIB 1R E B i sl (A R 2R P 1tk ik M/ SRR IR B IRIB B |, 1E A LUBIB 15 E detail B 82 7 R FE
A RERA AT ERA,

anc# show statistics appnav-controller connection server-ip 2.30.1.10 detail
Collecting Records. Please wait...

Optimized Flows
Client: 2.30.5.10:55330
Server: 2.30.1.10:5001

AppNav Controller Owned: Yes <<< This ANC is seeing activity on this connection
Service Node IP:2.30.1.5 <<< Connection is distributed to this SN

Classifier Name: se_policy:p5001 <<< Name of matched class map

Flow association: 2T:No,3T:No <<< Connection is associated with dynamic app or session
(MAPTI and ICA only)?

Application-ID: 0 <<< AO that is optimizing the connection

Peer-ID: 00:14:5e:84:41:31 <<< ID of the optimizing peer

Client: 2.30.5.10:55331

Server: 2.30.1.10:5001

AppNav Controller Owned: Yes
Service Node IP:2.30.1.5
Classifier Name: se_policy:p5001
Flow association: 2T:No,3T:No
Application-ID: 0

Peer-ID: 00:14:5e:84:41:31

AU EEREERNETEBN S B NEEERNHE,



anc# show statistics appnav-controller connection summary
Number of optimized flows =2
17

Number of pass-through flows

AR IR

A 7T EBHEBRAppNaviR i i , B UEATREERPHERBHR TR, T EERSEERL
T&HA :

- MREF BB EEIWNG
- BERR (MREA )

- BEIR D B EIWWNGHIWN
- SPENEIRE R IR SR

- FHREEM

EFEAERERTE  FHTUTISER

1.#%Central ManagerZ & #i21ZAppNav Clusters > cluster-name , #R1#%iZiZMonitor > Tools >
Connection Trace.

2 ZEANC ( HEWAASHEE ) |, iEE@ER TR R

3. 42— T BRI DARE R I B 19 & 4R

WAAS TCP Traceroute2 3 — B IEE AR AppNavi T E | AT EB G R@RAEREE , 2F
IFHBREE, EAUEAECREATFinMARIZZEHOWAASTREE , URARERNEEE
MERAWRE{LER, ECentral Manager¥ , 1§EILXEEE?TtracerouteH’JWAAS&%E%'=F' Ok CIE
B, EFAWAAS Central Manager TCP TracerouteTE | EEHTUT SR :

1.#EWAAS Central ManageriZE # , i#$#EMonitor > Troubleshoot > WAAS Tcptraceroute, =%
, WA EEZE—ERE K ARBEZHRERUEXEEETtraceroute,

2.f8WAAS Node FHIIRE | iBIEBER FHETtraceroutelIWAASEE, ( MRBEHRE L TXF
, IFTgRETRHER, )

3.7 "TEEEIPL M THEE, B+ , WA EETtraceroutety B 2RV IP ik 1t F 18
4.3 — T E{TTCPTraceroute AT R R,

IR R P AWAASEI BB R EMMN TENKRF., £t LAEAwaas-teptracein SHRCLLIETLHE
AR,

AppNavFa&s A FERC 8
LA BB R AR AppNavE £ EE SR R B TR HERR -

. F5 B R : /local1/errorlog/cmm-errorlog.current ( Hlcmme-errorlog.* )
ERESRAAppNavE EE RN FF BFEacs , FEAUTH T,
BYRE : R AFRERCPURER | AIERAKERY, EEERETEEMEEMERAT,
& AT USH R RR BUR RE 4 B S5 %



WAE (config)# logging disk enable
WAE (config)# logging disk priority detail

EREERBE (HE5.01RESHRA L ) fBRIRNT ¢

WAE# debug cmm ?

all enable all CMM debugs

cli enable CMM cli debugs

events enable CMM state machine events debugs
ipc enable CMM ipc messages debugs

misc enable CMM misc debugs

packets enable CMM packet debugs

shell enable CMM infra debugs

timers enable CMM state machine timers debugs

FANAERERERANRAREG  ARRNTHXERARES B RNRER

WAE# debug cmm all
WAE# type-tail errorlog/cmm-errorlog.current follow

EBANEANTGSARS B E 23R (FOM)S R 2 B A2 (FDA) A FAE A Fic &

WAE# debug fdm all
WAE# debug fda all

FOMBIBEWNR RN B EE RIRGEREIBERNMLE. FDAREWNEHEF. LTHEFERTAH
REEBRFDMAFDARI & :

- A BFEE R : /local/errorlog/fdm-errorlog.current ( Flfdm-errorlog.* )
. FE BB R : /local1/errorlog/fda-errorlog.current ( #fda-errorlog.* )

AppNavE S HE

5| A\ 7 ##9packet-capturein & , SA L FFfECisco AppNav}?:%U%Eﬁﬁ*ﬁﬁzﬁﬂ’\Jﬁﬁtiﬁﬁﬁﬂﬁl@o i
ﬁ%ﬁﬂlflﬁi%ﬁf&ﬁﬁtﬂ’ﬂﬁﬂ@ B RIS ER T HEER, packet-captureili T EERE
ﬁﬁi E’Jtcpdump*ﬂtethereal GHEr) féﬁﬂlfTEClsco AppNav?"“%lJ%E HEH L HEERNE., W
TRIEZNFEEN  F2EE & L IR 7 5 B

MEE . ERHBERRERERTURRNEEME , EFRREEREEMRE,
HEANCHIWN BEENERETHEWEE | MTEFR.



4. Packets forwarded
— afterremoving
encapsulation

1. Packets entering
the AMC

2. Packets sentto
WHN after
encapsulation

3. Encapsulated packets
sent by WN

NREBTFHHITAHEEER T , AIGLEERIEHES, MREM2ISHEERT , AIREHE

o

LA R S5 HRENRY o Hh 8451

anc# packet-capture appnav-controller interface GigabitEthernet 1/0 access-list all
Packet-Capture: Setting virtual memory/file size limit to 419430400
Running as user "admin" and group "root". This could be dangerous.
Capturing on ethl4
0.000000 2.58.2.11 -> 2.1.6.122 TCP https > 2869 [ACK] Seg=1 Ack=1 Win=65535 Len=0
4.606723 2.58.2.175 -> 2.43.64.21 TELNET Telnet Data

37.679587 2.58.2.40 -> 2.58.2.35 GRE Encapsulated 0x8921 (unknown)
37.679786 2.58.2.35 -> 2.58.2.40 GRE Encapsulated 0x8921 (unknown)

BUT RAR T &K 3 S R 3o H 51

anc# packet-capture appnav-controller access-list all non-encapsulated
Packet-Capture: Setting virtual memory/file size limit to 419430400
Running as user "admin" and group "root". This could be dangerous.
Capturing on ethl4

0.751567 2.58.2.175 -> 2.43.64.21 TELNET Telnet Data

1.118363 2.58.2.175 -> 2.43.64.21 TELNET Telnet Data

1.868756 2.58.2.175 -> 2.43.64.21 TELNET Telnet Data

ERamELER

- HEMEEACL—ZERAFIWCCP-GREMSIAHEH I REBIPEH .
- MRRBRH/ERSHENANCHE , AIFTBANCTH L& TR ER B,

LR RWNAE L E R 2B &8 R A

anc# packet-capture interface GigabitEthernet 0/0 access-list 10
Packet-Capture: Setting virtual memory/file size limit to 419430400
Running as user "admin" and group "root". This could be dangerous.
Capturing on ethO

0.000000 2.1.8.4 -> 2.64.0.6 TELNET Telnet Data

0.000049 2.64.0.6 -> 2.1.8.4 TELNET Telnet Data ...

0.198908 2.1.8.4 -> 2.64.0.6 TCP 18449 > telnet [ACK] Seqg=2 Ack=2 Win=3967 Len=0
0.234129 2.1.8.4 -> 2.64.0.6 TELNET Telnet Data

0.234209 2.64.0.6 -> 2.1.8.4 TELNET Telnet Data



LT RERERNIHEERN A

anc# packet-capture decode /locall/se_flow_add.cap

Running as user "admin" and group "root". This could be dangerous. 1 0.000000
100.1.1.2 -> 100.1.1.1 GRE Encapsulated SWIRE 2 0.127376
100.1.1.2 -> 100.1.1.1 GRE Encapsulated SWIRE

&7 LA$8 TE src-ip/dst-ip/src-port/dst-port LB B E R

anc# packet-capture decode source-ip 2.64.0.33 /local1/hari_pod_se_flow.cap

Running as user "admin" and group "root". This could be dangerous.

3 0.002161 2.64.0.33 -> 2.64.0.17 TCP 5001 > 33165 [SYN, ACK] Seg=0 Ack=1l
Win=5792 Len=0 MSS=1460 TSV=326296092 TSER=326296080 WS=4
4 0.002360 2.64.0.33 -> 2.64.0.17 TCP 5001 > 33165 [SYN, ACK] Seg=0 Ack=1l

Win=5792 Len=0 MSS=1406 TSV=326296092 TSER=326296080 WS=4
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