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R YN SIS S W

o NRFUNSERY , 252 i1

o EE ST ANIR SRS 454, 2 )

* Snort 3 ) EE S, 23 0L

o B A N M) Snort 3 NZFEN , ZE 5 T

o NRBUNEAE , 5 6 1L

o NAZ ISP IR FAF AL JERS , 7 T

o ISR FMTERE , 35 12 1

* % Snort 2 [ & A4 Snort 3, 55 12 1T

o K B oSG In B4, 56 14 71

 F BAT B U AR B AR S , 56 15 1L

* B I Snort 3 WY H E SCEE) 2 15 T

o MHBR B E SR, 5516 5T

o WHEREENZL , 2817 uL
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UEEEPNES WL FRYS
AT LA LS G« A5 HE SCAS A DU A g R D5 0 DU BR A AN HAth 1

A AR B B B BB SR IR R IR S, ARGk i U VG E (1 3
LR AR (2 AL BT S W] ABCE AR s, DAL Y IBRES 2 P i B A B
L PR U DC i P A e e O 25 T UL B

T LR R I AT L R s U ) — A 74, TR gl 32 49 S S 5 R DR 285 ok T 8 . 1) e 17
WIE S8

AR I SR 2 SR ZE T A AL g, Rt AN IS mT e E,  RIAE AR R 2 70 Sk
WA 2% F T DR R DIRAS o
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B o eanxn

NIZHR N 28

R LAREN LR

AR RN 28 58 F TS DR P 190 2% el £ D ) — AR 8 SR T I 2 8. M R SRR,
B Bt A 5 BRI R AR E I AR PEAR LA, IR A i A KU 48 PR BT AT 2 AR IR DL fl R
U

NES AR
o NAZHEN,  ATEH 3 A L5200 G FIBR v SCA R
o KA M, L R G A AL 25 AL N 32 30T s g 2R e B B PO A e AT O IR

R EE T IRX LSRR 1«

el 42D |SnortiD (SID) kiR AIAEH]? | ATLUSR
(GID) 48?
LS G ) 3 % 1000000 JEEL Talos 17N (Talos) ps HIR
v SCAS ) 1 {&F 1000000 Talos WM & R
(4 Rtk
IHX GID)
1000 - 2000 1000000 =5 & | B I E S = s
R
TOUALS 215 A8 ) e TR | {RT 1000000 Talos Fh1E w5 5
25 B AL . N — N
P 1000000 B 5E & | 2R 40 7 300 10 e 5 30 1) 2 & e

TCVELRAF XS Talos B3 AT AT I I A8 FE) S0, {ELIRE AT UKS EAB SOt R A S A7 D 8 SCREI o
A DB SO R U B U S A5 S PP A o (AR H i 11 2 TP Mihk) o 72 2 B,
Talos Jfr G5 AR e 4 Jedal o Jim AR AR A7 2 63 AT DL EORAF B i P 4 46 O R D RO AR St ) A

XEFETEIE LN, Talos 7ERFAERIANAR HEms o 2 BUER B RZS o K20 Hmiidd BE a8 L7 ER AR
DT CAEH, WA B AR G o TIAL AR M A e A2 A IBGHS  rh Zo i Bl A, s
PR R

P48 5 AR SRER Ry 2 55 1

LACVF Snort AL I 51 AL BRI LAEAT N MU AT 30T, 62004 JSU 5 48 2 % J5 ] TIPS VR i
WAUEE RN, A REE IS 0T . NREIEFPATIEALSS
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Snort3 FEYE E XM

fnr LU AR 75 U B R RSO RT URAT L exe B0 L rules 84 . JOREEAEA]
MRRREIE T, RGN H O SORMGRAAEAHRIS . B 2 SCRN 25U TR, (HAE,
I E SCRUU A AT LU PIAS B AL — 00

MR HE AR, RES eSS S (A& 61p:s1pirRev) o UEST5HI
JCERUWIT:

s GID— 2% ID. X HE N, LFHHEE GID. FAEMNIN, ZREARYE G e 7E 4 Rk
EFEA B GID. XA RSO, {E 4 2000.

* SID—Snort ID. 77 ALNE A5 4 2R GE MR AU AC B R0 o B BRI IR 375 DA A2 0 5 PR e — £
SID.

AHLFLIU Y Snort ID 5 M 1000000 TH4h,  HAFAAHFTHLNI SID 5 A 138
s Rev—fEiT 5. X THMN, BTS20 1. SHESc— & ORI, BT n—.
FE A 52 SCPRAESCA RN - T A E AR S B . B S AR U 240, S mT L e R Sk
BEE R B E 0 AL IERCALE A 58 B A S R AT ok B TP Mkl sl 11 AR

N

AR JCVAGE Snort3 A E S, A ER B RE SCRUNFERLIN SCAS F HAT classtype IOA R0 R B R
NBAT 7 BRI SRR, 335 MM IR O 28 B i

Snort 3 A A SR EIE A

FEa RS (FHR S BB USSR v R A B B S e TR Rtk R . U
DU TS D0 T R PR AU R O AR e . DO AR RER A NS5 B (PID Bl iy, A 52 ki
o BBURESE A I R LAF <4 LB P ) PIL

sd_pattern J£I5

] sd_patternIPSIELUR AL JE PIL. X445 DG R 9. RESRES . B SA
MFE b . ENRIE R (regex) TEvEW H T2 X H A Pl

sd_pattern BT AT LAN B

Bt - fiE B PDU e Heff) i MU L T B . iU A ] PORE V540
5,

o B - BAERIO TR RCE, FE AR RS R 1 PDU Hh R LGS
sd_pattern as IPS FUUEIILE Snort AT, X IHABAS B a8 A 22Kk . RN T 115208 «
sd pattern: "<pattern> "[, threshold<count> ];

4 -
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sd pattern:"credit card", threshold 2;

RERN
SRS AT TR B SO R Y AP Y BB, AR T UG PIT KR 447
FRE I A 6 ) TE R 5o P 44 BRI )2 A S s o R ik«
* credit_card—
\d{4}\D?\d{4}\D?\d{2}\D?\d{2}\D?\d{3, 4}
* us_social—
[0-81\d{2}-\d{2}-\d{4}
* us_social nodashes—
[0-8]\d{8}
* Email—

[a-zA-Z0-9!#$%&"*+\/=2" " {[|}~=1+(?:\.[a-zA-Z0-9!#$%&"*+\/=2" " {|}~=]+)*Q(?:[a-2zA-Z0-9]
(?:[a-zA-720-9-]1*[a-zA-Z0-9])?\.)+[a-zA-20-9] (?: [a-zA-Z0-9-]*[a-2zA-720-9]) 2

* us_phone—

(2:\+21 -\ \s1?2) 2\ (2 ([2-91[0-8]1\d) \) 2[-\.\s] ([2-91\d{2}) [-\.\s] (\d{4})

Pll Name B

credit card \d{4}\D2?\d{4}\D?\d{2}\D?\d{2}\D?\d{3,4}

us_social [0-8]\d{2}-\d{2}-\d{4}

us_social nodashes [0-8]1\d{8}

s [a-2B-Z0-9 1S538 +H\ /=2~ " (| }~=1+(2:\. [a~zB-20-9 1536 ¥\ /=2" *{|}~-]4)
(22 [arAr20-9] (22 [ar e 2091 % [ Z0-9]) A\ ) a2 20-9) (2: [ar 2B 20-9-] * [ar A 20-9]) 2

us_phone (2:\+21[-\.\s]2) 2\ (2 ([2-9] [0-81\A) \) 2 [-\.\s] ([2-91\a{2}) [-\.\s] (\d{4})

L IR LR VL RE R B A S AOE H TE T . SEREAR 2 RIS 5 o ISAFTAN S [ HEL i 5 A5 i R Se e A1t
(ROREI s A B DR i ANIE T s SO B 7 5 SRR PR 3o AU (1 e 1 2 2 4> 0 (LSP)
FRARAE TR, gid:13. BRINEOL R, EATEARAT REehe i sens 35 R A

LSP 1 AU IR 5 T A B, OF AT LT B A
* credit_card: 2
* us_social: 2
* us_social nodashes: 20
* email: 20

* us_phone: 20
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aaAEEmmnson3 A2 |

Tr] LUEH] sd_pattern LEIEI A A 52 SO FFAE SORAT RN . ZERAT IE48AE, 35481 Snort 3 Af2 55K
&4

HAT A g BRI BIE Y sd_pattern A1 75541«

alert tcp (sid: 2000000001; sd_pattern:"[\Ww-\.]+@([\w-] +\.)+ [\w-]{2,4}" threshold 4; msg: "email,[# {4 4")

5
A P AR HC A DN £y 1 SR <91«
HATA BRI R

alert tcp (
msg:"SENSITIVE-DATA Email";
flow:only stream;
pkt_data;
sd pattern:"email", threshold 5;
service:http, smtp, ftp-data, imap, pop3;
gid:2000;
sid:1000001;
)

FAT B s SO AL

alert tcp (
msg:"SENSITIVE-DATA US phone numbers";
flow:only stream;
file data;
sd _pattern:"+23282 (0[\s\.-]1\d{2} [\s\.-]1\d{3}[\s\.-]1\d{2}[\s\.-]\d{2})", threshold

service:http, smtp, ftp-data, imap, pop3;
gid:2000;
s1d:1000002;

)

PAR 2 BAT N EBURER B 58 8 Snort TIPS HUI ) 51 22 73481
e alert tcp ( sid:1; msg:"Credit Card"; sd_pattern:"credit _card", threshold 2; )
e alert tcp ( sid:2; msg:"US Social Number"; sd_pattern:"us_social", threshold 2; )
* alert tcp ( sid:3; msg:"US Social Number No Dashes"; sd_pattern:"us_social nodashes", threshold 2; )
* alert tcp ( sid:4; msg:"US Phone Number"; sd_pattern:"us_phone", threshold 2; )

e alert tcp ( sid:5; msg:"Email"; sd_pattern:"email", threshold 2; )

Cisco Secure Firewall Management Center F11 %24 [ K 3% i £ 55 228 A 37 F5r 28 H 50 b i

Fhe
EENZFEEEHAY Snort 3 N{ZH N
fn] LR E N AE NAZ S ) s i ] LB R E MK E S R, DUEAEMNWE .
FIN) SRS A LAt R

T RIRIEPREE > AR,

| ERmniagARER ]



ERANARARER |
B eansaes

IR 2 Sl S5 Snort 3 R .
$IB3 EEINI, Ba] AT BL R HER1E:
o YRS .
© RPN LA 5% AT S I )
o BE NI AENE B
A F AT
o PEFE N SCRY
HFPATIX AT TR S B, WS04 4948 Snort 3 A2 560K .

= =
NI LN 3R1E
I NAZ AT, AT N S 5 FH B AE LR, DL AR 8 52 IR 438 45 AT A A i - ) v 3%
SR HRAE -

Cisco Talos 1541 (Talos) 15 B REANER A SFEWE 1 REAS ANAZFIAS 25 25 000 IR BR A B o i, — 2D
T fESLE Security over Connectivity BRI\ SEI% 5 F 176 Connectivity over Security BRI\ SIS 25 H]
Talos 7 I8 2347 F RIS 307 >k B C5OBR A SR v — 4% B 22 2 MU U ARy BR DA S0 o 2 SR Ao V0 D0 S o AR
FEMEBEAT R, WEEORAE 4 F 160 2 SR mes 1 RN SR b (R R U R A S LSO, A1 S0 VR DU 5
O TP R B A o (R, WUERIE TS T AR, R0 SR AN 2 7 5 S 1 B

QNI , e S BR R T 60 3 SR 10 BRI SRS AR I RO (K BR DA 35 A o

NIRRT A1 T
(R M, L B AR A L 08
45

R

B BRI ENR AR, FFEF BRSNS 2 S s A i 2%
A, B g X B H bR, REGEMANR S B EEI O RE I H bR, 2
el FAF H S s R T A

FE1E

BAEARGKNR ENZAREE, EFOEEEENEEE, JHEIURDUL AR RN A AR F .
AR GUKIE A S BA I H AR, JF BAGEE S0 H A&l sl B .

M

BT ARGV VLT
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\)

AR b EHR ol BELE XU . 2L HEEER (Disable) 22X AN

AT SRR RV RE ARSI TR AT AT AR o 0 RS AR, DA 1) 32 e 6 O 1
RERTRES MR, M, MBS, A2 5 L BT RENLIC .

WENZ RN HRE
BRI X Fe RS

TR RIKIEFEREE > AR
PER2 ph G 15K 5514 1K) Snort 3 hRA
o AV NTET NP S8
< SRR
* O H AR B D AR
* O H AR B & BHLE
o T i AR

PIB 3 RS B E R (0 — 4 2 4
FEA N\ MUIRIE FRHEPIERRNERAEZ — AR FRIERAE TSR, 1520 4’ Snort 3 N2 .
TS piRTE (Save).
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TR A, 2 g B Ut P 1o

WENREHEE
TRCE B, USSR R

& 2. EIE

JEIR 15 Bf
PR ] Sk ¥ S IR ) B P fisk o R (48 e B B (it “3H807 [Count] 28R @) il It Wongit.

B, AR AR E DY PR (Limit), K5i+3H (Count) &N 10, FRKFFVEL (Seconds) BN
60, T — 73BN 14 D EE b AN, IR SEAE s A AR R 10 AN Sz M i) 41 oKe
[ERINGeSs AT S WIS CEe

(i TEFERNTRIBL N, AR e BEREIR . (H “THE” [Count] ZEU3RE) fill MU, il %I iR
— A, WER, ARG R RGO Z M G, R R T AT B
i, KERANBEE Ny BME (Threshold), KitE (Count) W& K 10, 3K #0EK (Seconds) #E'H 4 60
B, i) 33 FEEf R AR 10 K, RGBT, RIEH “FPEL” (Seconds) FI “Tf
7 (Count) THELH T E N 0. oI5, ZAUFERE Nk 25 FP P9 XA 10 K. T IH AR AESE 33
O EE N 0, Kk, RGULN Sk — Nt

X AR ER B AEFR 280 (THEO B9 A il A U fE 10 s I Bon— IR filan, ks
MEE T (Both), Fit4% (Count) & K 2, FE¥#bE (Seconds) & by 10, W SEPFLt$ 4 3
LI

© TR 10 MUK, RGBT ST CRIZ S
 WER 10 PP AR, AR GURE AR A CER i A U I 8 21 B )

WA 10 B AN DY U, RGO AR AN G R AR N I 2B, s IR
INEEG

FOR, HROEERER, MITAAAE A B E 2 $0R TP Mk 0L 2 4% H b 1P kv 5.

% 3: Bl{& IP £

IR ikl
KK 2 TP Huhik oSSR ST
BRI 2 Hbx 1P Huhb vk S SR sl v 4

e, R M SCBE A S BN 1) B
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#snon3 sy EmuigEaeE [

R 4 BI{ESLGI/AY E)ED

£ it AR
T TR RIS TP ik AE SR 32 I8 T3] Be P38 21 B EL T 75 1R 0 S i K
b TR R B2 iR K. W RORE (SRR B ) BRI (limit), RFERER X E VIR | P (Source | P),

HeiH48 (count) BEE N 10, FEKEFRVEL (seconds) BN 10, MIRGURACRKIF SR 10 R8I A& A1)
oK B FiE € P AT 10N FF . WERRT 10 B0 W HURAE T 7403, REUICSIF i e gt

MAERHT 10 B2 &AL T 40 D EE, REUECRIF AR 10 NEF, RIa (e 10 BRI 1) Bod
Ja BB TR T

TERL NIRRT AT, ] IR M BB detection filter KEETFHANIR
S P E R A AR AT

Je

R thon] DR AR SRR Bl A L P v s on

7£ Snort 3 A NRHNZ & H{E

L1
$IE2
$IE3
TIE4
$IES

SIE6

$IE7
SR8
$IE9

LIE10

BEATLAAE “ RUWPEAREE” (Rule Detail) 5 2 MEIIBE B — AN BI{EL. 500 B (E0RE B i 120 PR A o]
AT B AEL o

HPE FR > NMRAN
sili Snort 3 ERE RN LT .
MNP ER BB S, il TT 8%

s g (A

FEEARM B A b, il BME IR

B (Type) R, e 1 B 1) B (250
o VBRI (Limit) LUt I 20 B - I 1 B 14 5 i (0 0 52 191
o Ve FEIRIE (Threshold) LA7E A5 i ] B A AR A S8 50 S48 2 30 4R 5 S
o PP (Both) LAZE AN IR B Py 250 S0 K0k 345 5 0 S B A — O

MERERA I FHupR A, k£ JRul BFR DR A B TP Huhibid s H AR 1P btk BREZFAF 545 -
16 VT8 Beb, A N S B AR P S S K

15 & FBUR, HA TR SRR AE S 1IN R B Ay CARD D JA)

RAHRTF

AT RIAR SRR S, TS A Snort 3 HIHIATBI(E .
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B2t Snort 3B M LI

WK 3 EHE AT CECE BN, ERECE Srh s CEHRECE J0K BME S iz R
IR 4 EHERAON B, T EREE I SME B

SIS i g () .

W6 il HME LR

BT HHEE.

PR 8 R RTF (Save).
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Je
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$182 i Snort 3 FTA MM LI k.
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ST b TGRS 5510 Snort 3 AR

S 3 AEH AT BN GO AT, e B Iy B R
SBa kR AT e ()
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6 ridiiNniER (Add Comment).
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T SR 2 B O, TSR RAE M Snort 2 #5485 h Snort 3 2 FiTHE S 4 B Snort 3[R BRI 4
B SR AEAE T Aok B 25 =07 BEN R FOREIIAR T IDR AR I I R A A LUK ) D 45 24 Snort 3 5
ARICA Snort 3 45 AN . W0 SR H O 51 H 52 SO, IS (e 2 BT I 9 5
Snort 3 B, DA ZE S f5 SRR LAORAL Snort 3 A0, 1S [ N THIEERE, T 4T XLE Snort 3
TP E AP
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