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Register with

Management Center: 192.168.45.44
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Management Center
192.168.45.44

Device 2 IP address: behind PAT
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Management Center: 192.168.45.44
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NAT ID: griffontaxes1
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* T - https://192.168.95.1.
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DA A W T
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SAEBS IR A B b0 A8 B T I AT 4

a) A R B LR DL RIE T, AR5 R T3 (Next).
1. 57I‘*BT§IIIiﬂJi1t(OutsdelnterfaceAddr%s) IR Ul 2 BRI R G, JF HonT AR B8 1)

3% e AEFIAR B v B I, AN REIE SR LA AN o 20— H e TR BOA I 1 %
Ho

WA S AN (AR AN AR FOREAT A BLER VT I, W Z0UFE 58 1 22388 1) 3 T30
e Bz H

BCE |Pv4 - A3 LI IPv4 Hihik. AT LLE ] DHCP, A AT-Shi A#A IP Hodik. 7 W
ORI G, AN, AT LUEREE, AHCE Pv4 b, IR 22 10 S0 & PPPoE. 1R
FEERER DSL FL A5 il U 45 5 ISP (1 H A4z, I H ISP {¥i /] PPPoE k4 fit IP Hulil,
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2. EEENO
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R 5 PR AL B A FH A B 11 DNS 2% 25 fi# At FQDN, 1 43 FH 504l 22 11 DNS il %%
Ao
DNS RS52% - R4 B b DNS R %5#5 . %\ DNS e &as ) — /\i‘z%/\iﬂzﬁtuﬁﬁﬁ%
Fr. ERIME N OpenDNS A3k DNS s #s . W SRfasdmitt 7 BOF R ZEM I BOME, i AGHER
OpenDNS (Use OpenDNS) LB 418 (1) 1P HuhkZN 7B .

B k3t E 4148 (Firewall Hostname) - 2 4: 45 #0144 .

b) M & BFE&E (NTP) (Time Setting [NTP]) I &iili F—# (Next).
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¢ LEFBE 90 BT HEAT A IEM.
ANEL [ B BT BT A B B A s T AT VAT AE A B0 BT
d) mdisE.

e) ARIKHLRNEIESF ZEIE (Cloud Management) ok J# 37 (Standalone). Xf 1 & B0 B, 1Hik
PRI L (Standalone), ARJEIEPEEIE T (Got It).

HW3 TR B,
4 T Bl O AR B YRR BT B P i e U B . R 0 A B i
ORF BB T, U600 T B ) 4 5 LS

o A ERAR U7 i) (A B 1 - AR V20 I G T B AR . BRIAIS O T, A EEE N
DHCP #2205 1P bk Fl 9 56 o G SR 44845 A DHCP #0030 M 56 (B, S5 K b T P 34 1)
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[ 7: E32HL/CD0 EARIE R

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X TRAMEEIEHO/CDO A ZE P s, S aT LUE ] 1P Mol ok FAL4 V5 ) & FE e
, AR (Yes), T FHLRL A7 T NAT 2 G kA AL IP ik sk 014, % A8 (No).

Cisco Secure Firewall Management Center Fn il g M2 [



Cisco Secure Firewall Management Center 71 iRyt &12MEEE |

B sresemszsammwmsEs

b)

d)

WA DAT A Vet CRERLL B0BBIE Bt BATW Y7 RN 1P Hlik, A REEPI A ek 2
(]S X TLS-1.3 0 (A 45 338

IR EPER (Yes), N ANEIRFL/CDO £HZ/IP k.
e EEIEFIL/CDOEMESA .

BEE PR B RER)— IRVETE 3, s B 8 v 46 IR A A B b B e e A
AFHEE 37 MR ARUFRURFRET (A-Z a-z. 0-9) FIEFEHF (-). UL ID ATHIT
2 AR gL,

¥ NAT ID.

JEID RN TR, HOE T TE D L. WROE A
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ID AL 37 505, AT T (A-Z. a-z. 0-9) FIEFH (). I ID Rk
FR T4 7 JOL 8 42 M B 5 BP0y NAT ID 15 TP M 26 2R, P T30 U 7K 1 I
WIB s HATAERT TP HUHE/NAT ID JEA7 S ITEJR, A2k Bk k.

PR WEEERE.

a)

b)

<)

}85E FTD £H%&.
G FR A 4t B D T B IR O /CDO T E)3ED Uik, Wk FQDN B A Tz,
}5€ DNS AR 384H.

WEFIIAE At — N4, BRIk DNS 4144 4 CiscoUmbrellaDNSServer Group, JLrf{ufs
OpenDNS JIk 5545 -

LR IR oL /CDO i 814 G B 2 11, Wb B 4 e B B0 42 11 DNS R4S 2. i
FH 22285 7 S B8 E 15 HE DNS JIRSS s H T B . %l DNS JIRSS 43 H T DDNS (i CUic s
BIE TR e AT . SE T RE S IE B TR B IO AH ) DNS RSS2 4, DA h 4 HUR B It
T HRIE T AP 1 )ik DNS %S #s .

6 BB b, BB DNS RS 2540 G RS M 5 B8 ()15 3 B SR P I E . G
T 87 A AN N B B O, AR ML B R R, JF H DNS RSS9 A S M INEE S R E R
Mo (HAE, WERFRY R T & BE S 20 lic 25 0 & DNS E & 1) BB A 345, A% e HK 7 o5 AS
i E . FRATEUE E SN E 5 B UURC ) DNS S 3CE, DS &bt 1 gy %%
.

UEAk, ACHERIGRTE NN Z DL DNS R4 4%, & A S OR A DNS IR %4% .

W FCDOFMC el Ak B 11, LB B0 E & 2 DNS fR%545 .

X FEIERL/CDO i EED, R Ol E .

K 1L 7 AEBE AR R B S, RERT DORE A B 11 S SO A P 1 s Hda i

P8 () WURBERE T HE O, I HAZR AR AN L, I AE IR IR

KRR MR, BOREK AR A E B O BAS . WG TANS RO, akes
e m P ECE T . WS T HAth gz O, B A T AR E R R A B R0 2 BT TS ER
N3
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WERGSIE R T O, AT BRI OCHC & A ME— MG, ARG A AL b e 4k sl ik
() SRR T SRR O, iE S dRImE7S DNS (DDNS) 3%

WS 1P Mkt & A48 4k, DDNS #fiff & H bt n]H20 52 4 PR 2 k44 (FQDN) 16 S8 Bt % % . 214
B& > R E > DDNS BR & it & )4 DNS.

G0 SR AR B A A N B B0 2 BTG B DDNS, ) B9 ¥ 45 23 1 84 Cisco 5215 1T
i CA RGBT R CA IS INUES, DA i B 48 v £ T LASGAIE - F- HTTPS %421 DDNS it

S AUETS o UM 4B S FFEAT A8 FH DynDNS Sz Ft APT MY f¥) DDNS 55 4%
(https://help.dyn.com/remote-access-api/).

T B 15 ) 4 PRI, ANSZHF DDNS.
AT (Connect)o SERMFARZS X AL B s U1 B 4 B O IR A BPIRAS . AERFFE IR H/0L/CDO ST AR
WELRG, FREEpPL, IR Kb,

DRSO D) ) R, T A BUHEM. BN, WEREFEEEPLO/CDO EMRELE LG
R B PR WS AR o WU, ol AR, O B A ENE RS v B A
A4 2K

WREAEREFEE D O/CDOEML E L Bn (RIFIERL S WA, BRAKAENSERP O
RUINEZEFES CDOXUHHE . RORFWTIT 5 BEa B PEAS (KR

[ 8: i ThiEE

Registration Status

~afi1l Cannartinn with the
sstul Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

&£ F CLI 5T R BB B El KT s B &

HEERER) BUPHTE CLI DAATHIAGBEE, AR AT B 1) 3 BB B 1P btk ORI LAt R A M 2%
BEE. THIEBER 02 B EAT A QIR B IR o A RGN e PR 1 ) P
ATLAE ] CLI & 4 1 . ROERRCE A B0 A BCE . A B Bas AT HIan e s
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Procedure

T

I, ARSI AP b0 BT BE, SR B DOV BAS VT IR 3R I BB, A AR B e
ST % DB AR IR B o TR, AR IMEBOARC B BCE,  H1y in) 25 5 .

I FIE T2 Firepower 4100/9300:2 4RI T B2

M 5 50 FERL 2 BB CLL, s B TR 2 SSH,  BRIATS &L 1 H A DHCP 3RIK TP
okt o WRIEITH R M2t B, A BB P G . DLW

(Firepower HI Cisco Secure Firewall filif: 4 5 ) 45| & o F 145 $] FXOS CLI. SSH 23 i B 44 2
J2 BB 3 CLI
I 4 admin Fi# T4 Adminl23 %3k

(Firepower Al Cisco Secure Firewall S5 ) FE#f] o 1, 80T LUEHEE] FXOS CLL. 55— IR8
K FXOS I, RGP ig . b5t M T SSH I sl b7 5 5% .

Note W O, AHSAN R, DA 25 T AR v e LA 35 0 T O BREL.
X}-T* Firepower 1 Cisco Secure Firewal lififf, 1525 (Firepower 1000/2100 1 Cisco Secure
Firewall 3100/4200 i B 41(¥) Cisco FXOS #biHlEbR4Rrg) Hh ity g ig it 72 .
XFFISA 3000, &2 (Cisco Secure Firewall ASA il Secure Firewall Threat Defense T
WUZRIEFE)

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: **kkkkkx

Confirm new password: ****xkxkxx%
Your password was updated successfully.

[...]

firepower#

(Firepower H Cisco Secure Firewallfsfi {44! 5 ) Q5 LU 2458 5 0 1 _F ) FXOS, W3] @i
Wil CLI,

connect ftd

Example:

firepower# connect ftd
>
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WA 5 UCOER I, RESPOREER (A VPRI HML) (EULAYFL, Wi 4i F SSH %,
M7~ L admin %05, AR5, RGUKE7R CLI & A

Note BRABERRACE , WA ER CLI 23 mS (Fln, Wil dEFrdrmg) . Hi, nL

THJE7E CLI H i ] configure network i & B U A7 IX S8 B o 20 @By & 2

*%,

BRANE B CART T AN 2 Won RS 5. B2 2 Wi N MM, 1i59% Enter 4.

Note RIS A B 42 10 L) A LSS U ), A SR B g . B, Tk Hi #2100
FERFR % pH RS B0 7R Bl A FH /S BH99 11 DNS JIR % 284t FQDN, iy A FH et 432 1
DNS Jk452%

WS LA HEN] .
s BREEGE IPv4? Fl/ol 2 BELE IPv6? -2 /b—FhihhERM Ay .

< MINEIRIEORY |Pv4 BRIA R S5 F/ok SN BIRIE A | Pv6 BRI WS- 21 SR B4 FH i 2 1 i A
SEAR A PR TR TA BAS DT ), TR F e, BAREBARITEA I PO, (HASE TP
<11 P 7T S 5 B | WO 11 N e MRS = 817 3 1 2/ WK s R N 3 A 5w /N 9 s B2 2 E [ o
W W E ) DHCP, WJCiERC B e O T3, BUNBROAER i (b2
data-interfaces, 1S F— /N ATRES#H H DHCP AR 5525 1) 14 1 78 %

« MINEIRIEORY IPvA BIAR 2 A/l 3@ 3T DHCP. BEBRSFHARFKERS IPv6? - W L AH%E
A5 FH EScA i 2 1 T A B D AT A BRER VT ), 1R I DGR E R data-interfaces,  MLCEREAE TS IR
R I, DRI T B e R U ) B . G A A R D A T B AR VT I,
NAEE R 1/1 4% i W o6 TP Huhik .

c MREBHMBESEEYN, FEEMEE - WG CE L SSHIER, (HAYMBEN TN T 1P
Hohit, JERCREWIIT . A HDET TP HUREAN S 6 R REATIE R . SR G AR I

s KHERIGE? - AN & UATH EHA 0. [FIERREIRE 2SS Firepower W &5 H 8% .

* BRERAOER? - USRI AR TE BN BB KA AERIAABEE ) S s KB R AR 2
BRIEAEISATIORCE . VERE,  FAT % i B R SRR M e 1 PR D7 )

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
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Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.89.5.1
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: 10.89.5.1 on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

Tl 2 R A B SN A ) A B R

configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]
[display _name]

Note WEREAT R CDO #EATE BE, E /A B H] CDOA: 1) configure manager add iy
£

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE!} - 4/& & # .0 () FQDN 1k IP
blo SRR AR E R F0E, 15 DONTRESOLVE J47 € nat_id. S /DH A%
2% CERErpCy B g BA D AT AT U7 [0 1P bk, A e iy B4 2 1) 37 XA TLS-1.3
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SEUGEE IS . R A P82 DONTRESOLVE, U FTD 45045 0l i i) 1) 1P k58 4L
.

* reg_key - $EEGIEFR)— RPEIEM ST, VM EUYN O AN B B B D AR . M
AL 37 M PAT. AR TR (A-Zy a-z. 0-9) FHETA ().

nat_id-5 2 SR BRI ME— 10— IR PE R R VMg B AR 25— 7 B $8 e 7 ) ) TP kil Bk
LA, WHBEAE E Rt bBdgee. B, ik &gl %5 DONTRESOLVE,
TR, WS SR DT B, BT E T IP Hihk, R 5. NATID A
i 37 MR T ERTERET (A-Z. a-z. 0-9) FEFSF(-). HID ANRERT
AGATA] T A B 4533 M 3 A5 BE AL

Note R SRR QBT R, R IE R R TR 2 T AN TP Mkl s D520 R B SRl
B A cp0y E3BE NAT ID.

display_name - i FH} show managers fir & & it T~ Wos BB B 1K WoR A PR W R0k CDO Fr
PURAH T 2007 0 6 F A B AR FUA M 30 38 P B by, MR TR A H . iR TR 2 b S 4L,
B K AR LA R 7k 2 — A B AR U 7R 4 R

* hostname | IP_address (15 A1 H DONTRESOLVE JG8# )

* manager -timestamp

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

Example:

RO T NAT &2 )5, 1AM NAT ID PLAGF 4, 3148 € DONTRESOLVE
mAEENLS, Bl

> configure manager add DONTRESOLVE regk3y78 natid90

Manager successfully configured.

Example:

a2 U BITAE A7 T NAT B 2 5, % AME— ) NAT ID DLK B Bl IP sk s 044, il

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

WURGEAEH] CDO 14 E2AE AR, I SACK A2 A Bty HI 120 M, 1 Al A s 25 4 2
1

configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key [nat_id]
[display_name]

Example:

LAUR 7= %) BAT CDO A2 e s 44 AR ) CDOME A A e fin %, ARJEAUAEH] “ 73 #r-FMC” s 44 B
fiE T M A b A B
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> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKEFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

Manager successfully configured.

> configure manager add 10.70.45.5 regk3y78 natidb56 analytics-FMC

Manager successfully configured.

1% 7 (Optional) B & H T8 HLA5 U7 i) EHE £ 10,
configure networ k management-data-interface
I, RGN B 72 0 B A I 2% B

Note fE st &, N G o o W] SSH DS i B 11, JEE T Re X WiT, &
WA BT G . A7k SSH HVAMTENE B, 1S5 T 3.

WS LD MR My & TS S SRS A U B8 S5 1 347 P, on page 3.

o WSS AR O AT B, U R GR A SR VA8 ) DHCP. WA AEYI 46 e & A R
T-ahiE 1P Huhik, )] LU configure network {ipv4 | ipv6} manual 437 BI 3 E . ffifx
e 5 BRES VS 0 VAL AN R -9 b, DA b B ph 1) Ao o SRS b AR 257 B2 11 )
KV E A data-interfaces, I8 7 EIREE S .

o 0K BT A AN E] R LR, E L SR ORCE, ARELUNRE: B0
ZFRATIP Huhik, W OCHR A HH. DNS R4S %5 M1 DDNS R4 85, Kk DNS R4 S5 C & M1 E 40 {5
B BB N A B, ] DURY JE G S U7 1) AT e, E A R T
ANEBHAE B B R by B A . WO R R, B A R
configure policy rollback fiy4 LAWK & LA 35 -

* WIRBCE DDNS 55 %% 508 URL, W Bl il < B 8hds ok B Cisco 325 EHR CA IHFREL I iy
HEECAUETS, CUE Bt nr LA UE ] T HTTPS 4% 1) DDNS IR454suFE 1. mubBifE 52
F#{# H DynDNS 2 API #{3t (https://help.dyn.com/remote-access-api/) [FJ/L/] DDNS AR 4525 o

o Sbry A E S e 1 DNS e g5 4% B A (8048 ] configurenetwork dnsservers#ii4)
T I 1 DNS RS- 28 H TP B & . %3l DNS %5 %5 H T DDNS (R il &) suEH T
WG VIR 2 A SRS
76 BBy b, B 10 DNS IR S5 287 8 o2 It S b A8 10T 65 0 S TR i . 4 1k
ST IS N E] B E L B, AH R ER IR, JF H DNS RS E A SIS I B 6 B R
EE, 0 SRR SRR & W SRS 2 B4 0 5 DN'S FC B 1) Jaip B A, DUA2 I K 78 o AN i
BATR W B E S v B UCEL Y DNS & W s, D e g [ 20

UEAh, ACUTERIURE T 0 DNS IR452%, B0 A R B A DNS IRg5#%. i, i
A A B2 L VE M T %%, {ELB S 4 configure networ k management-data-inter face fir 4 it
B D, WAUE BB L T CE A XL (UH5 DNS kg4 . LUMELE FTD
Hc B VL .

o K BUMMSTAE VEME R AL, SR DURR AR B R SO A B 1 e ) — R .
o REAE 20 3 P RCE ) FQDN K Tk .

o BT LUER A ST BR A BRI R SR AT BIE T (IR USRI G YR
HUE W B A E .
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BcE =N

mastzn |

o BARIHORA PR, %I\ configure networ k management-data-inter face disable fir 4.
Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(Optional) PR sl ZE4s i W4 28 10 ek Bl 5 10 U 1) 5 B2
configure networ k management-data-interface client ip_address netmask

BOAHOLT, SRVEFTA M4

What to do next
R Aty | =g LI RN

IR A TR TG WS O . R ERR &GS AEEE N, FlW, Firepower4100/9300
1 Cisco Secure Firewall 4200, WJa] LN S0 8 %810,
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FHia Z |l

PG M A O, TR EAE Y BRSO . 1525 (Cisco Secure Firewall
Management Center 5 #F5H) -

JEH S AN B D A A SRR
configure networ k management-inter face enable management1

configure networ k management-inter face disable-management-channel management1

s LI FRAE ] configure networ k management-inter face disable-events-channel iy 425 ] 14 BiL%
e ANE RSO, B Al 22l S & Jd 4 D Rk iE, Wz L oG], Al
{ERS2A ] T FpFmiE, w2l 8 #1634

p RGN e AN M R G S TR ER RS IBER

w5l

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

e A O TP ko
e OO DL B DAL T AN M 2% b, ] DU T [F)— M 25
a) MiE IPv4 ik
configure network ipv4 manual ip_address netmask gateway_ip management1

TR, A gateway ip T AR A GIEECAR B, Bk, R%HIA T4 4 management0
FEOWE M EAS AR DA S A o a0 SR AE S5 8 B VAN W] (1) 9 2% A
PR O, FRATE BSUE O A A D A i A B

oRE

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

b) ML IPvo6 it
* TR F B BL A

configure network ipv6 router management1
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Al

> configure network ipv6é router managementl
Setting IPv6 network configuration.
Network settings changed.

>

ERZW-¥

configure network ipv6 manual ip6_addressip6_prefix_|length management1

Al

> configure network ipv6é manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

SRR3R EH O TR RS B, R AU DA A S s AU, BT R AR I B

F1 5 BRI 2% HH UL
configure network static-routes {ipv4 | ipv6}add management1 destination_ip netmask_or_prefix
gateway _ip
ST BN B, WA 2448 H] configure network ipv4 B ipv6 it A I, FUAEEE ICERIA
PG Ptk GES PP P2, 522 50

TP

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6é add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98::3211
Configuration updated successfully

\

ORERASK, i show network-static-routes (A E BRI ) -

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0

[***]
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B EREME L &R INE
22 IR P A DV 38 B AN B AN N 21 A BT b A SRR RV e e & DA S B i w] A, U
WAUEBEREF . A RERE, WS RN AL S AR Y.
BT LA IN 22 e 4, IR T T A8 A F bt B sk H SR04 H
DR C T R S ST A L TR, WCR B A IR BT (ERPUA AD EEaL. f
YA IITDAER S P o) e B S El = 62 B SR b3S S = Ve )| B2 R
FiaZ |l
s BRABENH FHPLER. 2N
o ATEEM SE B BT ERIARCE 2 10 1T
© CaMTERRSIATIE)
o PO AZRTE N B BE AT P . A R PPV TIERL L 88 T, (HI RV IESI], ks
TCAEB IR e, LRV R E N -
o WERTEM TN 1Pv4 (130 % IF 20K LA TPv6, A2 R % e % o

UK

Ho

TR LR E > IREEE.
F2 R MR, g IRE.
NNV RS U R SE 31 ok IR
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[ 9: & R M-S AR IR

Add Device &

Select the Provisioning Method:
®) Registration Key ) Serial Number

CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None ¥ |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier
Malware Defense
IPS
URL

Advanced
Unigue NAT ID:t
I test

Transfer Packets

[ cancel

PRI WIS 2 TE RN B A B R b0 SO T, BT CDO RE R & .
ARG BV B AL BeE, BN EA T CDOE L. &) Akl iX 20 %
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B =ecoemmEamesRmne

10: /3 CDOTRINIE &

Add Device (7]

Select the Provisioning Method:
®) Registration Key Serial Number

CDO Managed Device

Host:t
10.89.5.40

Display Name:
[10.39.5.40 t |

Registration Key:*

Group:

None *

Advanced
Unique NAT ID:t

test

Transfer Packets is configured in CDO

I Cancel |

FEEMTBOH, AT B (1 TP bl sl LA

BEAR I EHUAL A 56 4 B OE 14 B I A DN'S S A A7 2 TP LBk 4 PR W SR R 46471 DHCP 2k

Jrc IP Mk, AT EALA AL TP Hudik.

75 NAT g, U AR VA I 7 B rh OV BRIN LR A F o0 ) TP ik sl 044, )

A RETCTR HRE WA 1 TP MU B BN . A OGTRAME B, THSINAT 3058, 27 6 1T,

pE s FE g B Al IR R, A A DAL T NAT Z A i, SEAeh ) 4 B0
VEM B, WAAZIAEEM (Host) 7 BUHHRE — M.

ERFBIRTEON, WA AR FH O SR B A AR

TEEME R 7B, AR R OB B B OV BN T T R e s . e P A
— PR I DS TR AT E TR ()

CRIE) R LS IN B BE 5 4R

PRI 05177 1542 ) SR B LUAE L IR 30 B e e, BRI — ST SR

WER B S PTIESEEANGER, T R R 2R RS Y, ARV ANILES . 5
BRI #esh 5 IR IR UM HARBC B AT Ut o TH R T EURMUN RS, T ol R 0 B 8 2B

T BN 2B 45 VR AT IE
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graogmEnzameesns ]

RN )G, Al LLNRSE (System) > ¥ ATIIE (Licenses) > & &E1F AIE (Smart Licenses) U [fi v
ARTIRTIEN

XfF threat defense virtual , #ILAZIE P EEE (Performance Tier). £S5 &K HH VF ]l IEAH T
B gnR 2 . FEIR BN, I B h FTDvS0 3. A3 55 n] F T threat defense virtual
HITE B4 B AT IE AL IR 5 S, 152 (Cisco Secure Firewall Management Center & # 5 )
1 o

FR W JL K threat defense virtual F+25 3] 7.0+ fi, nILLES FTDv - &2 (FTDv - Variable)
RARFF AT IR AT UEA R

B A B A6 S LR AT T NATID, 71 B4k (Advanced) #5517, i#§7EME— NAT 1D (UniqueNAT
ID) 7Bt b A ¥ NAT ID.

ME— NAT ID (Unique NAT ID) fig e S IE B MIME— 1) — IR M A5 i, 45— 5 R $e e & 1 1P kil
sENLAAR, AT LRI B E N A s LA ez . B, W £ 41 (Host) F B =%,
TR AT . SR FH VA8 (R B L AT A B, I8 52 7 1P Hbdik, a0 2iids 8. NAT
ID A 37 N7 AT RO REY (A-Z. a-z. 0-9) FLEFSF (). I ID ANfE
TFAGAT A FE A B A5y A 3 A BE AL

TR T A B 4% B e DT B, RIME S R I 45 52 T PN TP Huhik, o0 40 R IR ¥
R BTy FRE NAT ID.
Tk AR EIRE B A2 IR AE DL VR B AR B A S B A HE R

BOATEOL S, Skt g o W RAE S SRR T fi & TIPS BY Snort S S, W ok A o
15 BN E s A Ak 21 4 B O E TR o G SRAE R bk I, WA AT BB R L, A
RAE B

i Register.

B PR RO T RE AR BRI P 20 PR RAE BE A5 (B PR IEAR . WUERTEME ), WA EI5 18+
URARTEN R, 82 B AR R B o R BRI, R 2 DR 0L

* Ping - Vj i) ¥4 CLI, ARJ5 A6 BAF #ir4 ping & By IP Hihik
ping system ip_address
SR ping AEEL, %] show network i K6 7 9 2% . 0 SR S B i o 1P ik, ]

configure network {ipv4 | ipv6} manual 114 .

o M. NAT ID Al A B0 IP bk - A ORAE AN e 25 A R AR [H] v E 2580 AT NAT 1D (i
HAEHD o ATLAZER % 48 configure manager add iy 414 iE V3 W4 4 11 NAT ID.

A IRE Z I EHERRE S, TE 21 https://cisco.com/go/fimc-reg-error.
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B srzemnm sigemmegzso

£ HEEMIAE H &R EEH O

I

*

1

I B AR, 0T DR A S R A I B A B L, MR FHATAE R s .
Bt 5 BRI (CDO) 48 LA IL T fg .
] FEALARCES, RESTECE LMD R, ASM IR E &, Qv i d 5 5k
B A X . TEVER, W SR DHCP RS #% Ui o) 45 i SRms B 22 4 X 145 HAh e B A R i B

o LUK 1/1— “AM567, 1P #ihk>k @ DHCP. 1Pv6 [ BhiCE

« LUK 172 (8%FT Firepower 1010, 24 VLANI1 $10) - “P¥#” , 192.168.95.1/24

o BRNES - AN Y DHCP 3RHL

FHEAC A SRR B2 S RE

DA B N A SR T, DDA Al i A1 DHCP,  $odldi O s il PR ANSE Ry
DHCP.

FriaZ /i
o TEAORAE EELUL REE T 20— AN RS, DR TS BT . AR CDO
AN 0 SR
o WA A TP Motk ok FQDN, o & B EE: 10, 18 S Hib.L WE AL IP M
HE/FQDN (it 5 bty A BB 1 1P HuhEANH] ;s B, &7 NAT 2 J5) , DME# & LIk
REHEE. HS0 . BB LA 7Y CDO Hhid & 2 3L 1P Hili/FQDN.

HOAT PSS I I, T2 LU AT scth. 5 —xoesla, T LAk H A CDO HiRs
piifrE

a) fEEFHGL L, EERE > REEE.

b) MR NRER, R IRE.

¢) MiidiFEFIS (Serial Number) DLFREUIH L 725
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11: 32 F 5 SR ng &

Add Device (2]

Select the Provisioning Method:
Registration Key ® Serial Number

@ Step 1: Create Cisco Defense Orchestrator (CDO) and SecureX accounts
CDO and SecureX are cloud services that are required for serial-number onboarding.
If you already have separate accounts, you need to link them. Learn more
If you don't already have accounts, perform the following:
- Request a CDO tenant. Learn more
- Create a SecureX user. Learn more

@ Step 2: Integrate the Management Center with SecureX
SecureX integration is required to add an on-prem management center to CDO.
SecureX Integration

o Complete above prerequisites before registering

Cancel

d) Al CDOo K.

e)

iR WA CAT 5 SecureX Fil CDO Mk, M FEEOCHRIXLEIK ;o A7 S OCHRIK 7 1117
M5 R, 15 Z W https://cisco.com/go/cdo-securex-link .
WL BATIR S, TEAT BAT R4

» QIR s (BLATFR N SecureX) K. AWM AIE CDO {5 B, 12 CDO X
4,

* ik CDO HLF . A7 0GB CDO RLF I B, 1520 CDO CRY .
#oEHPL SER e (L)m/dj SecureX) M. SR IOt IF SecureX &
BX (SecureX Integration) UL

st /2 A SecureX (Enable SecureX) #1 FF FA ] M gs B i, LA sk R 4 = K 7 IR
BRI o AR DT A Y 0 L REL AR BELE

KEHAER, WS PR RSN T RIAT S 7 — 3,

CDO K B AL 5 R Z S ENGRAARM EH PO . CDO FEAIE RN &
By, DUEIET E AN . CDO Y & B SCRAUR T & 3E . B EILTE RS, &
FH GO SRS, DA RS BB,

R e XEF B A FIERT, AT ERR A B A B 5 IR e R .

RS I, W AT B CDO, BUEIEAL Y5k hitps://www.defenseorchestrator.com/.
fififk CDO ARt & 11 B FRR P BELE
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B srzewnE meemmagms

$IE2  7F CDOZEHIEMR (Dashboard) (https://www.defenseorchestrator.com/) I, g (Onboard)
( + Onboard )
PRI Al FTD #il.
12: FTD #0%

FTD

Cisco Secure
Firewall Threat Defense

$IE4  EH N FTD & & (Onboard FTD Device) 4t I, s {ERFFIS (Use Serial Number).
B 13:EAF5IS

&n/-: T £ Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
2 — = manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices
from CDO after onboarding. Learn more (&'

Firewall Threat Defense

Manacement Mode:
o EMS i i i
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
(Recom B Onboard a device using a registration Usa this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud

on the device using the Command configured devices using their serial environment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.24) {cdFMC: 7.2+, OnPrem: 7.4+)

LIS {EiEIE FMC (Select FMC) 1, MR IEF A FMC (On-Prem FMC), )5 i T—% (Next).
& 14: i€ FMC

o Select FMC Select FMC @ For more details, Click Here

[(setect o)

Cloud-Delivered FMC

Firepower Management Center (Recommended)
Connection On-Prem FMCs (7.4+) &

FMC-Securex-Onboarding-1654149835633
Password Reset

FMC-Securex-Onboarding-1658238180734

_ _ FMC-Securex-Onboarding-1681247022480
Policy Assignment

FMC-Securex-Onboarding-1681762232392

Subscription License

FMC-Securex-Onboarding-1681830086235

Boulder FMC 740-48 1543

Done

@ ® 0 0 0o

+ Onboard On-Prem FMC

R R BEE T AL TP Hihiksk FQDN, M2 EEIER 5 B,

. Cisco Secure Firewall Management Center 055 i B 15 & 18 W 4R 2318
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& 15: /23t IP 11t /FADN

@ Select FMC Select FMC @ For more details, Click Here

Boulder FMC 740-48 1543 -

(IP/FQDN: fmc-techpubs.cisco.com)

@ Specify the IP/FQDN value unless the FTD is publicly reachable, running a version older than 7.4 and connected with the data
interface. Click FMC Public IP to configure FMC's FQDN.

R WAT A I TP Huhil/FQDN, Bl fs 4 /8y B 2 1 R4 T b i e, ) B B ey RN L TP
Hihi/FQDN. %7 L i FMC 24t 1P (FMC Public | P) Bk ¥ & 4 By A 35 1P b
HE/FQDN. 0K 2 LU 1 AE

& 16: Bi. & FMC £ IP/FODN

r

Configure FMC Public IP/FQDN P4
Selected FMC: Boulder FMC 740-48 1543

Provide FMC Public IP address or FQDN

IP Address/FQDN

[fmc-tech-pubs.cisco.com ]

FQDN preferred

@ Specify this value unless the FTD is publicly reachable, running a version older than 7.4,

and connected with the data interface.

pE s XEF B Al IR, ROE T EAE A ) A B O B BEE AL TP HUE/FQDN. A
REA I CDOKWE I Fs ZAER ) R L P T R . WS .

PIR6  fEPEHE (Connection) 1, A B MFI S MB K ATR. miliT—F.

17: %%
e Connection Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
n| rd, th ill m) )
[JAD253SUZGB J [fp-1010—1| ] o bga d, then CDO will attempt to connect to the
device
Next Important: Only FTD 1000, 2100 or 3100 series devices

(running en software version 7.4 or later) are supported.

R EE (Password Reset) 1, filiR.. (Yes..) . M ABE M B IFHA BT, K5 AT

—3 (Next).

ST R AR, A AU AT Ik TS

R IR R T WA IF I T %A, I HAr DAAE F 2 o e 1y X0 i, )
MEPER ... (No..) BT, AVF2 N E S REARN, FILRAAEBCER RS, B
AT EEXFEAL, B AT R .

N
S
~
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[ 18: EFIEIR

-

g

() Please review all the prerequisites for onboarding with a serial - Be 8-128 characters

2
number. Learn more (7 - Have at least one lower and one upper case letter
2

(2) Isthis a new device that has never been logged into or - Have at least one digit
configured for a manager? - Have at least one special character.
- Not contain consecutive repeated letters

- @ Password must:
13

® ves, this new device has never been logged into or configured
for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, onboarding

fails.
New Password Confirm Password
—— A

O No, this device has been logged into and configured for a
manager
Use this option if you already changed the password in
the device CLI
Important: If you select this option and the device's
default password has not been changed, onboarding fails

PIR8 (LIRS EL (Policy Assignment) 1, i8I i 5 Ve B 60 2 M o S SR R AE A P
D AR IS, N SE ] A E L IR ISR . T —.

[ 19: g 5 BL

o Policy Assignment Access Contral Policy

[ Default Access Control Policy

$£189  {EiTHFATIE (Subscription License) W, & kB4 k. HiT—%.
20: 3T FF ATE

a Subscription License @ Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.

Learn more about Cisco Smart Accounts.

License Type Includes

Base Firewall Capabilities

D Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
8 irs % Intrusion Policy
Malware Defense G File Policy
@ urL URL Reputation
RA VPN

FIR10 7ESERL (Done) i, REAT LL) CDOM s KBRS IARAE; ENTAS I 2O F
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21: 5/

Your device is now onboarding
@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @

0GR b, BRI INEE & B (Device Management) I . %6 AT DL A AR R E B
(Goto Inventory) & CDO ¥4 . Al4E CDO 5 i & G A & F ot %4, Dits %,

FEAEREE O A R MR, CDO 457824 DDNS $2 475 JF30AT LA N #4E
* {# ] "fmcOnly" J5{AE AN H DDNS. 17 A S 172 B i A 70 4t 4%
o AFHLL R ML W 4B TP Hudik:  serial-number.local .
o SROLE) A H O (1 1P Mkl LA, DUERRE LA ST EARIR TP M
o WU IP bk AEARAE (G DHCP SR WS a) B B bty ROEm A

ISR B 1 A R R, WA S EE DDNS. & B L AT A TF T ), DU A REE K

e
T AZREEAE ] CDO 104 DDNS $efit i, thnl LIRS Ja 45 B rbny o (1) DDNS W& 5 S0y Foft )y
e

BHLFERINEEE PO

1T LK Firepower 4100/9300 ¥8 JIAF # oty o 45 B O FIHLAR A LA MGMT £z 1 =2 5pl )
AR, IR RENUAR ZOE AT B R . 0TECE, AT 2§ Cisco Secure Firewall HLAH
EHLLS B FXOS CLI.

N

IR X T Cisco Secure Firewall 3100, , & BESSTCE 7E 45 ek 22 S A5 2 1) 1 B vp 7 o

SR Tl S e SSHIERE E LA FXOS CLI.
PIR2 REEHP L,
createdevice-manager manager_name[hostname {hostname | ipv4_address|ipv6_address} | [nat-id nat_id]

RGP N = o
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B snemmaiemsn

fn] LLMTAT Ve Bl A e fir 4o o 8] commit-buffer RV Ay 37 R332 It iy 4>

* hostname {hostname | ipv4_address | ipv6_address}—Specifies either the FQDN or IP address of the
BRIy RS A CEREL BN RA U R IPHhl, A REEN B L
[A] 5707 TLS-1.3 I FOIEAEEIE . W RORAE I fir & 745 %€ hostname,  MIHLAT L ATRAT AT
B K] TP kb s EHL44, I HAs 245 5E nat-id.

nat-id nat_id- 45 & LRI ME— 1K — IR PE A7 R S WERLA A — A 4 T U il ¥ 1P ik
HENA, WABEE FEO YA B e e . WAHREATRE hostname, WLAZE &, HIERA]
BB IR 2B NAT ID, BT SRE T FEHLAECIP kb, NAT ID A 37 N4 AR
FROFEFRET (A-Zy a-z. 0-9) FUETFFRF (-)o Uk ID ANEE ] T-HHAT o] JLAth 8 4673 M 21
B,

* Registration Key: reg_key- R0 HE7R AL — IR PR M5, FEMEHUAR I 227 5 8
Huly BIREE . M EHAAET 37 MR . AR TSR (A-Z, a-2z. 0-9)
FUETFFF (-)o

GRIE

firepower# create device-manager boulder fmc hostname 10.89.5.35 nat-id 93002
(Valid registration key characters: [a-z], [A-Z],[0-9],[-]1. Length: [2-36]
Registration Key: Impala67

3 fE EHFLF, PSP Mk B NI INALAR -
a) R IRE > REEIE, R)5IEE RN > RnEE.
& 22: R hn#LAE

Device
£ High Availability
Cluster

=2
Group
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b)

2)

h)
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[ 23: 5 n#LFE

Add Chassis 9 X

This operation is only supported on 3100, 4100 &
9300 chassis

Hostname/IP Addresst

10.89.5.9

Chassis name

engl

Registration key™

Device Group

Select...

Unique NAT ID*t

. winchester

t Either host or NAT ID is required. | Cancel | m

75 EHUIP HuhE F B, NN IR I 1P dhhik B A4
WURBEANNTE EALAL B IP Mok, PTLLKR I B 2%, 455 ME— NAT ID.

1E MAEAFR FBoh, WSRO BRI R AR

76 EMESR FBUT, KRGS A R B b A B I BT A AR TR A
WM R — IR IS A DS PR A RE A (5 .
LEZFRE T, TR ET AT A, HRIZN LA 2 g 38

SRR R, HUAG 2 LSS IS 2 A R AN R, WS e 2R 48 1 d
AREMENAE . DR BEE Tk

CAIk) KA InE) g & 4R
WURAENIAE e Rl ] T NAT ID, i IFIF7E ME— NAT 1D B4 AAH Rl IK NAT ID.
NAT ID "] L& PR A AT AE TAT ()
Al Submit.
HURHAR NS 8 & > R &E TR T,
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B e ausem gs

kR (BUEEM =

UERANA P PG, n] UK A B R0y rRIBGE

BB MR AR s s m ] XS, 1S X SE B 1Y

WO 5 -
o SSUIMT A O RIZ B IR K BT A
* N IREETE UM B
o RV (1 6 1B HEHETC T 0 5 NTP A A B e BRSO, DA 8 % 38R [ A B 1) 7 B
© DRAFICEAA, DUME B4Rl ib B 5
NAT M1 VPN, ACL 45 5 LS FICE AR FF AR

R B PR UE M RUAR [R] AN [V 4 B rpoL 2 S B0 B AMIER, DI B AR % i 5 1B AL B i

FEMIBR 25 2200, T 550 tH G, DASAE FOB A st 26 I 7T LAEROR B B I (BE . el
S5) o WERIEBAH CARFRIRCE, W U Brle B B B E .

FOFAIN A A ORI B s B WA S, R EEIERCE, R4 RO IR L

Wi,
FFi6 Z A

FEHUR N A G AR AR HD A N 21 B G
© FHIRAACE .

TR G E > REEE.
$I 2 EEBONEMN & LS B (), R5 AT (Delete).
& 24: Wp&

’

Packet Tracer

Packet Capture
Revert Upgrade
Health Monitor

Troubleshoot Files

SR 3 BN EROE M
SR A AT LU SO B s
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o It A PR ARLL BENA B - W R ANE M A PR NAT ID,  Je] DL 4% B s IMfFFJEﬂﬂSZ%H
BB, 25 24 vl WUREREEEE CAT, AT DUGORTHC B — A EURTC BA B A .
B OB BT A B, B 77 DL

 TEMPREDE PG - PUIETH A E L, 5 77 0L
© HHOh WA S - B DB BT B L 2R 81 T,

. ﬂﬂﬂ["%”éﬂ%&ﬁ‘ﬁTT SE BT LA - BAEA VUM BRI O~ DIl U‘Zﬂj}ﬁjﬁ?ﬁﬂ SR O
EELAREE) , VELE BB fE CLI % configure manager delete 4.

fgeg SO EEEN
B B L B B CVREE . T DGR LA A B 1 sl B O PR g 1
A\
AR O TR B L AT SO AR, R el T RCEA R M OCIR IR, AR By R

Hh P2 £ i 1 AEORT G . Linux AR5 RS BEE . B2ty R TACHR R, DRI RHAT Ik
AR IR T

G B g LG TP Mok, 15 S0 (Cisco Secure Firewall Management Center 45 BL B 45 RS ) dmi
Ve LI A L 1P kB A4S o i BEEE A B b0 TP M bk E LA, BN R CLI P K

{H,

CAERCEVLAC. BARAERZHFOL T, Joms ekt o B B b0 1P ik s L 44 RV AT E08T

SRR, (HAEZRD ML, AT AR S5 A REFRT (SO KRS N 2 A R JF

e

UNAT ID. BMEAEILARTE DU, AT S OREF A2 B rp TP Muhib sl B4 N Bk as, BASK

DA AR 00 25 1k 52 fiE

FEm T HPERCE A, S & CLL 8 B OME o R M 1 & 145 B TP bk, BPAEAE HA R
Joi, B EEO WA BT . B R AR B O W EER, TSRS B B L ) 4 A
o, AFAHE) A E L SO WA . AR S0 O A I S O O R A
ETIP M.

TE ] HPERCE T, R E oA SR e (T EE TP Mok,  BPAETE ST HERDE S, i
FEXT SR AN 2 S W T o, LA PRz R S5 A A B0 T, b A0 S B e R A A A B
iy, S E R (Integration) > EAith& ) (Other Integrations) > & /] ATE (High Availability) > X
&8 (Peer Manager), %Fimﬁa&ﬁﬁ)ﬁ R HLA Y TP M

FIEZ Al

s HREANEHZLOMPEAE R, 120 (Cisco Secure Firewall Management Center 13 7% it & 5
M) RTEBRARED .

o Gp SRAT AR
* fffF§ NT LAN Manager (NTLM) S 43 5 11F AR AN 32 S FF
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B euzmse gman

o U ARA ] R ST R BEVR AT, JWACEE FQDN ANREEL 64 >745

FIB1 % Ry (3D >BE, RngFEEEQ.
P2 RO, SRR N OSSN R
ARATHNIH T P el B . ASREFA gz .
A CAFERRAN T B 1 G DT IR T
c BRA - BB, HAELHEAK etho BRI M. FLEEERET 2L eth0 211,

c BE-DAURL R DT AR BEIRE O TR E MR D et B
O EFCE - ANFEE O BT IR, RO IL T E R E RIANE, IR EHIRE R
Ao TR rRAS . R TILRAE L, WD EHRE. RSO, B 2l
FHFRIE B RF L O WRAZIE D OGH], WIS PR 1 EAOR A, R OS] I IE .
TCi R A P 10 PR 2 L R P T

R - FE R TVER, X BBDPR R R T SR T IR ORI R 2
* MDI/MDIX - &% & B#h MDIX W&
* MTU-BE HRAL 47 (MTU), 1280-1500. ERIAE A 1500
* IPvA BLE - W IPv4 IP bk, 1B+
< B7S - TN |Pv4 &I IP HhEA | Pvd R 4EHERD.
* DHCP - $4% LB E ] DHCP (Y eth0)

A H DHCP, W24 Z04§ 1] DHCP #iifd, Rt il A2 5. ik DHCP Hbhik 5
N, WATENPE I, RN E AL R ACE AN FE . B DHCP Muhl B bk &, i
R iy R BN IP Mokl IESNE &% (3D >EE > SEiED UFEY
CES

« BEH - 221 1Pv4. iGN 25 1Pv4 F1 IPv6.

* |Pv6 BLE - W& IPvo IP bk, 16+
< B3 - TN |Pv6 &R IP Ml Al 1Pv6 BTSRIKE -
* DHCP - $4% B A 4 H DHCPv6 (AR eth0) -
c BSEERSE - HHLREADRE.
* BEM - 24 IPv6. EZFINAEH] IPv4 I IPv6,

* IPv6 DAD - 4% )i F 1Pv6 I, J8 I Ek2A F F 42 M bk A (DAD). #80] fEAy 2225 ] DAD,
A A4 I DAD n] b4 SEHR LIRS Wids o I RAE b B, T T 25 % 1 215
i FH B Be ) ik
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SI®3 75 B KB, I S () G, SUR A R ) Rk
rii o bR B TR,

BRSO T AR B, A BEVT IR R M4 o A7 AT I 75 SR PR L, TS
BV B I R 2R . 2R 6 L

iR XPTERARG e, AR R OC IP Mk o 3D K45 € M OCILAC B e T 2%, RGE4s H )
R M
T8 AT LA A S OB DU B
« BR - BCEELOI ALK (K R 25 1) H bRk
© LSRG EATSRACE - W B M4 (1 R 2% HERY (IPv4) BT SE (IPV6).
< O - WE SRR,
o WK - BE MO TP Mk

SR AEHZIRE X, WEITAE ORI ME S
pE s USR N ethO #2113 FE T DHCP,  WJCi: T35 € I DHCP Ik 55 ae IR I S8 2 i

ATUARCE AR I B A
* ENB - WE FHPLIENY . EIAEZUE 64 DT, IFHAA LR 7 I LS
R, JFHRBERE 7R By sE 7 AaF. WSCENA )G, WA BAE R 48 H ST B e
N4, EER FRL. EERZA, REHSHEA S RMFENA .

o 8- O EEPLRCE AR, AE SR, WEIRBAT R R E e e A
140 ping system, X LSRG IN B A4 h o IXSERROH T B 11, Bl R B 1K A

%,

* = DNSPR%EE. @B DNSARE 2. £ =2 DNS PR EE - ¥ B B3 1 i 748 FH 1Y) DNS k%%
o

c mMIBEIRIHO - W EEAEE N O H T 52 R ST . BRI SZ A B A% Al SR
SSL hIn#x (Pl (s CBRINE &0 F7ES 1 8305 1) TR .

i SORFSR L IR B R B o AR BNV, LD SR B i 11 5 94 9% ) e £
MO, AT AR A S 11 o R B SO B 11, A UL S B o A LA ) B
B L.

SIS £ ICMPv6 X184, BlE ICMPv6 & .
o RIVFAEIXREIN R E SR G - o o2 RN N A B 180T e A S A H IX S i DL 11 v
PERIFE L IR 55 ki o 27 FH R I 7 25 50000 6 R R G2 H TPv6 ping 2 &7 B0V B4 1, BAIE
TR
s RIFEIZB AR ALEABERE - 0 H AR B A A B . ST RE A S AR F X e
AT 1E P85 A ) 41 460 1R 25 it
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B exmmmmemzn

$E6 AAREBX T, flE HTTP A E .

B rbuDy B E R I 1 TCP/443 (HTTPS) Al TCP/80 (HTTP) HFEiE 3 HIBEM . 48 m] LU A A3
K45 %%, LLERE HTTP 4 86 AR A 45 2433047 5 43 Bk
TH S A BT A A T AR B K
a) kBB (Enabled) &IEHE,
b) £ HTTP RIBTFEh, HARHRSS A1 IP ko0 4 B e 544
W S A BT A P 2K
c) fEimO (Port) F-Berh, A 5.
d) L RE AR IR SR IIER IOt S IR UF IR, ARGt P&,
M R7F (Save).
T S N A BE A0y TP Hidik, W2 (Cisco Secure Firewall Management Center ¥ £ c & 5/ ) S
WA Bi R 1P Mk B4 .

AR SRS S F L TP Bl ER B4, BN AE VA CLI i, DMERCEILHL . AR R 2 5
OUT, o e F 0 B AL TP Mk BCE A LA R EORT S PLE R, BAER D> RS OLT,
WIRPAAT AT 55 A RETRT A S KA TR I 31 A5 BP0 IR i (X NATID. B AE LA 2L T
ATt 2 WLORAF A AP TP M hb sl BRI N e BrIRAS,  ASEBLAA 19 2% P S e

2ol BB E3EE O
BHEH L R EN A IP Heh

AR AERS B A5 1K) LA LA B IP AT IS A b 5, 0 AT AR (A BE#5 1 CLD
A RER AT L B B T ah R B A E 0y B RN LA BIP Mk

U AEAEE MR T T NAT ID, Ui 1P AL Ui E 2 7= 2 NO-IP , R Jos S8 1P bt/ 3
Bl

U R A T Z A i PEAE AN B 1 By e, U4 E B2 E BN LAS LU VLS DDNS fCE; 7EIX
FEOUT, iR N4

TE1 EFEE > REEE.
SR 2 FEMEUE BRI 55, i dREE ()
$B3 iR E (Devices), A (Management) X 1.

SIE A R ITINAR ATEE, I TR (A
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& 25: ZEFERE

Management /a

Remote Host Address: 10.89.5.29

Secondary Address:

Status:

Manager Access Interface: Data Interface

Manager Access Details: Configuration

RGP IEIREAE A B, Hil 2o

Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed? You
can enable it later.

(] 2N

FVE B ELIE 87 B rh oy MR 2 A AERE, EARS A BB IR B

v

HIES il iR () SRGiETE ML MLE 1P Mk ATk sEED M (A U A BRSO B
Zio
& 26: 4R35 B IR i

Management

Remote Host Address: 10.89.5.29

Secondary Address:
Status:

Manager Access Interface: Data Interface

Manager Access Details: Configuration

PIE6 LEE (Management) XJiFHEY, 7riEFE E#iiE (Remote Host Address) 7 BRI ] 2k ¥ 4 Btttk
(Secondary Address) - Bt & 2044 FRER TP Hidik, X5 miARTFE (Save).

A7 A AR B e B s U ) M B O L, TS I C B O A B U R Btk 1, 58 53 L
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27: &2 IP it
Management Q |

Remote Host Address: | 10.89.5.29 |

Secondary Address: | 10.99.11.6 ]

TR s A A, A TR RS (W)
B 28: B BB

Management G

Remote Host Address: 10.89.5.4
Secondary Address:
Status:

Manager Access Interface: Management Interface

B E TR O AN BN B AED IP St
O SR S B A BRI TP RS A I, IR B O N K s

TR ZBEBER
X A HIPERT B RE, AEPT B BT IR D IR
a) EHIRE > EHEE.
b) AR ASIAN FEE (4 .
c) miilii& (Devices), HEHEE (Management) X k.

d) TR AR, (TR (A
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29 Z2HEE

Management /a

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

RGO BIR LA B, ik &
Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed? You
can enable it later.

(] 2N

P2 K L B TP Mk B SO B B4 1P Huhik
T b B e 4 B TP bk
XAl IR s, AR A ERATIR D IR,
a) JHN AU AR () ORGIHHTAR EM bl P MR AT RSt RE (A RO EAR B D) 5k

4.

& 30: 4mig B 1Rt
Management
Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

b) EEIE (Management) X iFAEH, 7FiTFE EHHbiE (Remote Host Address) BRI n Ik 4 B itk
1iE (Secondary Address) ‘7Bt E 44 FRel IP Mk, AR5 midiARTE (Save).
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B =xcemsommmeem e st

31: 32 IP it
Management Q

Remote Host Address: | 10.89.5.29 ]

Secondary Address: | 10.99.11.6 |

Call.lcc' m

HIB3 E T E L 1P Mk,

pE X P T (4 B 0 1R AT B SN LR TR, R ol T B AR TR BRNE L,
W Y7 1) 4 B ROy P & S 1 UHCHTEC & Linux Zh52 i 8 B8 . s Zilty )R}
TAC KA, VASRICA AT IR IURA (45 5

a) WE#H R% 3 >EE, KEEFEREQ.
b) FEFEOIDIER, il S R4 1 55 1) YRt
¢) HHIP MUk, A5 A THREE (Save).

PR A LR LR LA IP ik
XAl IR s, AEPTAT B ERATIR D IR,
a) fE BB CLL & 45 B O bR IRAT

show managers

A5

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bflé-1llec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

b) Gk B E L TP Hihk e ML .
configure manager edit #xi:%F {hostname {ip_address | hostname} | displayname display_name}

L g A E L M)JEE DONTRESOLVE F1 NAT ID #xi8R, W w] U iy 2K 1248 58 2ok EL
4,85 1P Mk, ASEEF 1P HihkaE = H1L4% 5 4 DONTRESOLVE.

i

> configure manager edit f7ffad78-bfl6-llec-a737-baa2f76ef602 hostname 10.10.5.1

SYRS PG S SR PR T 1% R TP ik,
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s oiEmpE P [

T Al IV e AR A, fEPTA B AT IR PR
In SRS ] A PR 1

configure network ipv4

configure network ipv6

TR AEAE Y A B 1

configure networ k management-data-interface disable

configure networ k management-data-inter face

s DR R A B, AR TR RS (WD
T Al VR B R, AT B AT IX PR
2 EREREE

Management G

Remote Host Address: 10.89.5.4
Secondary Address:
Status:

Manager Access Interface: Management Interface

Chn SRAE et D EA T BEAR U 1)) WG A8 2L bt rp AR B 2 1 1A
XF E R, ARG R BT OP IR

a) EFIEF (Devices) > & EIE (Device Management) > % % (Device) > &2 (M anagement) > &
if a1 PR - BL Eif4H{5 2 (Manager Access- Configuration Details), #4)5 ri i RIFT (Refresh).

b) HEFEiI&EF (Devices) > & FEIE (Device Management) > 3£ (Interfaces), 4R/ & IP Huhl: LA§E
Lk UeR

¢) RMEIPEEIFE - BLEI¥MIEE (Manager Access- Configuration Details) A% HE, K5 i #IA
(Acknowledge) LAMHIRR & B

B DR B R T

fE B Y, A %% (Devices) > & & &I (Device Management) > 1% % (Device) > &18

(Management) > &1 28ij718] - BLE1¥4A15 2 (Manager Access- Configuration Details) > EIZIRTS

(Connection Status) Uil F A & & FLEHRRES .

16 P CLL, i\ sftunnel-status-brief @4 LLEF & 44 FEBRRE .
PLURARZS BBz O i hiE R, BonWEs “ tap nlp” B,
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& 33: &R
Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

2] connections with peer went down

Close ‘

W9 Gl P A0 0P 7ER ) A 0 b AT R
a) B CSCHTBD RO TP Hudk.
b) FEW G B LAR B A
o) KBS E B
d) FH BB RIS,
e) EO A ELLL B TP kit
) RS A .

BEERLEEAONESEE N EE

PRAT AN TR B I, ol MKl 7 8 P e I R BRI e e &2 A B R0 R L
LR UT R L, IO MR B LIER PR O BRER AN TR, ISR
U )4 MO SO B, 5 50 0t

0 A B 05 B RS 2 0 S (B BRI 0 I P ML L SR
B, RSO LR

TSI LU AP BRUUR B3 1 B BEEs U ), JFRC B AR I A A

FHIa Z Al

ST IR, BRARS AU, S E R B ERATI PR — ARCE S, %
P e [0 2 T BE 26 A TG B A AR A A7 R
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wergrnzomgesscnse

TE1 WHENENITE.
a) 1F & (Devices) > i & &I (Device Management) T, SRJ5 A& %ig (4 .

b) #3i% & (Device) > EIE (Management) 43, SR fithEIEES719)3% 0 (Manager Access|nterface)
(PR o

EEER 913 O (Manager Access Interface) B4y W i Mk M. 9RO REEN, 78 &
BIGEKIE FRg bk Pers: 028 iREO.

[ 34: EE R ED

Manager Access Interface 7]

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

| Data Interface v

Switching the manager access interface from Management to Data interface causes the
deployment to be blocked. To unblock the deploy, pick a data interface and enable it for
manager Access. See the online help for detailed steps.

¢) RiifR?F (Save).

TEIAE L AGE AR P LR PR, A Refe i O b S A P2V 1) . B2 (Management)
XiEH AL BonETREEiTaED: #IEEDQ (Manager Access|nterface: Data | nterface) LA B 38
BiFEEMEE: BLE (Manager Access Details: Configuration).
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B seesvazonemssn e

35: EH IR i)

Management L&
Remote Host Address: 10.10.1.12
Secondary Address:

Status:

Manager Access Interface: Data Interface

Manager Access Details: Configuration

Wi S ECE (Configuration), 4T &R 8] - BLE1F2A15 2 (Manager Access- Configuration
Details) X[ ififE. EIBE2if AR (Manager AccessMode) ¥ i ““545 555”7 (Deploy pending)
/N

N
&
N

1£1% % (Devices) > X & &ETE (Device Management) > ## [ (Interfaces) > #R4EH32#E O (Edit Physical
Interface) > &3 2&if7 18] (Manager Access) U1 b FH A2 11 BB #2885 1] o

TEATAE — AN HE % 0 LR — AN AT AR A B 1 R R BEAS DT 17 o 8 DRI 642 1148 1 44 B TP ik
AT TR EE, JFH R M.

I RAE PR B4 D SEICAY, WS BN ECARE B U i Bl e 1, 5 53 DULL T Al AR A (G
.

SIE3 (AR WRXE L DHCP, 15 E& > & EE>DHCP>DDNS I )i B Web 257 DDNS
7%
I FTD ) 1P Huhik % 24E48 4k, DDNS A A 55 B bl 200 58 4 B e 344 (FQDN) P ) g Hpsr i .

A AR B A N DO R B ) A Ry W TR, 7 8% (Devices) > & & & IR (Device
Management) > 85 (Routing) > 3275 E&H (Routing) F7s N i

$IBS (k) ETEREREPEE DNS, JEEHNH BN T %& > F&1&E > DNSHIL k4o
W RAFFH DDNS, WFHE DNS. %t LUK DNS f 1204 5% i) FQDN.

FEE (AL /AP HBCEHS T ORI R SSH, Il ig& > FRIRE > TRIMFTHIVAT
PEBE .

BOATEOL T, Bl LR AT SSH,  DABt, W SR S48 1 SSH A B BUlp B i, U= W SRV E .
P EEE

B B PR A I R B B B R, R DB R B, B B R R
BOERAIAE TR SIRES -

PURS AL BB CLT (e WNFEBI G )RR B VB E N AR A TP Mk, JRRs OB E A
i o el Y, WP G B LT IO R

configure network {ipv4 |ipv6} manual ip_Huhl W45 HEY data-interfaces

[l Cisco Secure Firewall Management Center F1 iy b7 ) 232 I 4% 5 38



| Cisco Secure Firewall Management Center 0 Bif B ) &2 M4 &2

wemsrasongeEgsse [

* ip_addressnetmask - SR AT S AT B 11, (HAAZ B B IPIL AL, flnte i stuhit, DAE
B E ) BiEED G N —ANUHATS) o BICEMEH] DHCP, B ERINE i (L2
& BERIEOD W RES BN DHCP ARG 2RI 1R i th 78 6

* data-interfaces - WL BB AE AR LR R PRI E, IR n) ¢ b B 45 B 28 U7 ) Bl e 1

ATV AL P 0 5 3 VM0 ANGE SSHIERE, DAy 24 S0 C0 sy BB L A BN, 570 SSHE 23 1ke
Wt -

WAL, VS EHTER BB, SRR BA KN 0 B R X R T, WEER
BRA EPAT VIR,

70 B RRrhy th, ZEFIA EESE, 7P (Devices) > & &1 (Device M anagement) > i& & (Device) >
I8 (Management) 54 1 ST NG A R AE E AL E (Remote Host Address)IP il (IP address)
] i sEBN bk (Secondary Address), #X 5 58 E F & .

THZ SR B O I LA TP ik, 5 40 U WURAERE BUPHET N VRN ) B AL A
T BUEAE ENLA B T NAT ID, WA SRR % s (Ho2, R S F 3007 R A4 B g
B REFLWT A B

WO FER DR,

7E BB Y, 1% (Devices) > iR & &I (Device Management) > i& % (Device) > & 18
(Management) > EIE 881719 - BL Hi¥4M{E 2 (Manager Access - Configuration Details) > ZEIZIR 7S
(Connection Status) G{[fI F A &5 BLEHRRS .

1E B BiM CLI, i\ sftunnel-status-brief iy 4 LA & & BLIE LIRS
PLURRZS B i O iR, B WEs “ tap nlp” $E1.

Cisco Secure Firewall Management Center 0 B i B {5 2 318 W 48 B 318 .



Cisco Secure Firewall Management Center 1 F5 i 5 1) 25 78 X 4% &5 18 |
B seessagonsrsEssge

& 36: E RS
Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

Close ‘

D RFDHT OB B 10 2P LAE, U NHERRE B . T2 B HEER B 1 1 b 0 B R
, BB 71 0L

BEERAEEAONEEI N EE

PRATELANE A B ST, Al ST B s 1 o U SRR AR N B2 2 A B b0 i S
BEASVI AR L, I LU N D IR AAO A LE R B B L . SEER NI A, IS PR
Vi W B SO B, 5 46 UL,

JR B0 NS 0 PR RS PR U7 1) IE RS 2 B4 B Oy AE AR B B A IR I RHLE . SN
e 1 EAR AT B E UT )BURR A RE M R Kodha B o

THZ LU D BRSSO B AR V), R E A D G 1 B

FHia Z |l

AT R, BRARS A U], SIS BB EHAT A R, — BRSO, %
FIBE a6 23 A2 3 A s 2% R E B A AR A5 L

T VIt TS,
a) fF %% (Devices) > E&EIE (Device Management) Ui, )5 Adiik &1 &wig (£ .
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b) #3i% & (Device) > EIE (Management) 43, R )5 fithEIE2S719)3% 0 (Manager Access|nterface)
(PR o

EIREEiEE O (Manager Access I nterface) B2k i & B 1 o $idis o SRR,
v B ERIE FHAIR TR R, E1EEO.

37: E1EEiphEO

Manager Access Interface Q

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Management Interface -

Switching the manager access interface from Data to Management causes the deployment
to be blocked. To unblock the deployment, ensure none of the data interfaces are set for
manager access. See the online help for detailed steps.

o) riilifR7E (Save).
TS ILAE DA A58 SRR P I L AP B, A REAE BBz 0 b A BEAS Ui ) . &3 (M anagement)
XA L B ETESRFEEN. BIEIED (Manager Access I nterface: Management | nterface)
DL EIEER A EMIE R BLE (Manager Access Details: Configuration).
[&] 38: Z 321/ a]

Management rd @
Remote Host Address: 10.10.1.12
Secondary Address

Status:

Manager Access Interface: Management Interface

Wi S ECE (Configuration), 4T ERER 8] - BLE1F2A15 2 (Manager Access- Configuration

Details) X 1fHE, EIBEE7 )45 (Manager AccessMode) ¥ iE7s “%545%” (Deploy pending)
Wi,
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B seessagonsrsEssge

P$IB 2 7Ei%#% (Devices) > & &FETE (Device Management) > ## 0 (Interfaces) > 4riE¥)32#Z 0 (Edit Physical

Nil

8

Interface) > &I 281/ i5) (Manager Access) T I 2% FH 4 2 10 E A BRI ) o

A0 GRS M 8 2 I PRI BEL A

WUR ERPAT BERAE, 164E P EWE” RIET ORI E DNS WE, R 8& > FEK

& > DNS N R 4.

TR T EAS R LA U7 Il (1) 5 B rbo0 SR I BR AT AT At DNS PG . Qi 2R i% DNS 4528 H T

ATAT 2 A em, B s i) FUOU) ) FQDN, - ML Zii A /87 B0y J108 Y H DNS Bt .

S

W A P I A A L T .

iy, IEEOFTIER: MR, DAEE e DARIA A B L B RO T e el M, I
B EHATIEP IR

7 i CLI 1, A2 TP Hhuhk ok DHCP B & & B 1 TP Mk Fn 3G, b F-mynl bk, T4

P& EHAT DR

M S WL E T LS UG ) IO B s I, AP B G B data-interfaces, e I MRS R R L

VB, DG AT DU R B U 1) B B M el S EAE T EOA  BE  4 LI R OG TR TP Mk

B47S P k.

configure network {ipv4 |ipv6} manual ip_address netmask gateway _ip

DHCP:

configure network {ipv4 | ipv6} dhcp

e BER R, AR S R:, 761 % (Devices) > iR & &I (Device M anagement) > i& #& (Device) >

ST (Management) i 73 1 55T J 97 4 1132 E AR HE (Remote Host Address)IP Hiudil: (IP address)
JE MR 4B (Secondary Address), 4R B8 n %z .

HS I EE O I SR B TP HuhE 55 40 T A SRAEE BN A R n E) A BE cbuOs IR ]
T B EHLA BT T NAT ID, WA TSSO A (F, 1875 S48 FH JF 500 A 4 P
B RETE B sk sz .

i R BRI 4 CL BT

EEFHL b, KR (Devices) > & & & I8 (Device Management) > i #& (Device) > &IH
(Management) > K7 (Status) 7B E WS BRRS A E & E O TP s .

76 i # CLL, i\ sftunnel-status-brief @4 LLEF & & HEBRRE .

IR R T 10 AP LA b, W NHERRIE R . 1S e HE SR B 1 b B
, HE 71 T
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mEnsgrsragrEn

AR R EEEO

FEAS B 12 1 HEAT A PR U5 ) I, 40T DAME B B St 10, DASEAE e 1 R A e e e 42 A PR
Thg. REACE — MBI . s Sl SLA W5 ok R ER A0 75 1 A2 1114 4% i F ECMP X
SRR ATAT PR, DA AE AR AT LU X AN 1

AR T

FHia Z |l
o FHEE I 2 DAL T AR 2 A X

G TR B O ETE EOR SEMH T R O ESRA I . 1S BAE T a0 D5 A A D AT
P, 53 0,

7t %% (Devices) > €& &1 (Device Management) T, RJ5 i &0 4wig (4)
Je PR B2 11 IR RS U 1)
PO E AR WS (Bl a0, REARR. WE XA E A IPv4 il % 7E.

a) MEFRIED (Interfaces) > 4miEY)IEE D (Edit Physical Interface) > &3 2818 (Manager Access).
b) HEPELIED EAEIEEE S A EIE (Enable management on thisinterface for the Manager).
¢) Hilif#E (OK).

PR AR AR IR P s (EIRRRIAED .

& 39: 3075k
Interface Logical Name Type Security Zones
@ Diagnostic1/1 diagnostic Physical
@ Ethernet1/1 outside Physical outside
Ethernet1/2 Physical
Ethernet1/3 Physical
Ethernet1/4 Physical
Ethernet1/5 Physical
Ethernet1/6 Physical
Ethernet1/7 Physical
© Ethernet1/8 redundant Physical mgmt

IR 3 KB HUEE A N2 &1 (Management)

a) milii#& (Devices), JHEEEIE (Management) [X 3,
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b) fiilidwig () .
40: 445 SR et

Management

Remote Host Address:
Secondary Address:
Status:

Manager Access Interface:

Manager Access Details:

¢) {E&IB (Management) XfiGHEHT,

41: 32 IP Hht

Management

Remote Host Address: 10.89.5.29

Cisco Secure Firewall Management Center 1 F5 i 5 1) 25 78 X 4% &5 18 |

10.89.5.29

Data Interface

Configuration

7EEBh It (Secondary Address) 7B & 44 FR ok 1P Mkt

° |

Secondary Address: | 10.99.11.6

d) sk (Save).
HI 4 Sl N2 D ) ECMP [X
a) S EH.

b) AL i as Ny AIe R R DR B 1 B AR FR KR UL ph 2

¢) mili ECMP, X5 filiifiin (Add).

d) & ECMP X34 —"&FR.

) fERI %O (Available Interfaces) HE NiZ#H LA IIR: O, AR5 sk (Add).
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mEnsgrsragrEn

42: 7750 ECMP [X 13

Add ECMP 0 X

Name

redundant-mgmt

Available Interfaces Selected Interfaces
outside i
redundant i
Add

) AEHE (OK), )5 mdifRTF (Save).
FRS PR SIS BOARR S B, JFE MR R SLA BRER.
BRIMICAE, et se AR, F BN AT SR AR 1o T 0 O AT 0mT A 45 XK A% 1
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B e=rsemspagrzn

b)

¢)
d)

e)

2

43: 0 ARAE RS S

Edit Static Route Configuration 2]
Type: e IPv4 IPv6
Interface™

outside v

(Interface starting with this icon [&signifies it is available for route leak)

Available Network C' - Selected Network
Q, Search Add any-ipva ]
10.99.11.1

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast

IPv4-Private-10.0.0.0-8

Ensure that egress virtualrouter has route to that destination

Gateway

10.89.5.1 v | +
Metric:

1
Tunneled: (Used only for default Route)

Route Tracking:

v+

Cancel m

MhBRSESH (Static Route).
sl RS R (Add Route) LA IFT G i, BB B i 4RiE () .
MIZEO (Interface) FHrgl R kAL .

S HbRM 2%, MR M4 (Available Networks) HE k¢ any-ipv4, #RJ5 S diiin (Add).

HANBRIA K

X T B EERES (Route Tracking), it i AN () AVEIIFIHI SLA WS 5%
WIANCLF LTS R

o VE Sy R TP HuhE [ M4ttt

* A F X145 (Available Zones) H (14 = 22 ol B 7 B O sl il 0 82 O SR 2 4b

FRDCA, Ay B OGS S PR B X
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New SLA Monitor Object Q

Name: Description:

mgmt-secondary

Frequency (seconds): SLA Monitor ID*:
60 2
Threshold (milliseconds): Timeout (milliseconds):
5000
Data Size (bytes): ToS:
28
Number of Packets: Monitor Address™:
[ | 10.89.5.35
Available Zones
Q, Search Selected Zones/Interfaces
:
outside

h)  ATHRTE (Save), RJE/EEEIRES (Route Tracking) 4741 & i ik #4414 G2 1 SLA X 4.
i)  HiFE (OK), A5 M RTE (Save).
B R AN R DR BRI B A R

FIR6 HENE .

PER D REFBE 1 — 805y, B RErLy 2 A BB 0 A 11, s A B R 1 3 2
HEME A e s, DLRNE ERRAEERERE . BB L B4 configure network
management-data-inter face iy 2 [ 55 — AN . IR, WERTE CLI hgwfimdhd O, B IR
B Ol A A 7 SR OB e, DR HOREAE B L Th g e S B
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EENEHOTENEERHEEAER
R S - D5 A
AP Bt B R AT A T O A BT AN A L P A B I I, B A A D TR R R
AR M 5 B E, DA P s . St il AR B DA S0 5o W i, Xt ok A i B
L RS LE G, 3% & (Devices) > & & &2 (Device Management) > % #& (Device) > &
EIE (Management) > EI22&i18) + BLEiEH{5 2 (Manager Access- Configuration Details) X ifAE
AT B AR R A R N S A b R 2 R AT AR 2
ST B a7 i v Ry T = L SR Wl TP NI IR (B R A el 87 N D I e R i1 S W =B R
BRI S B A A N B R L, L SRR OB, WHRLLR
WE: AP Hukl . WOGEHA S d1. DNS JR45#% Rl DDNS %545 . X1 DNS IkR%4%, Wi
TEENHRIE AL T e, MIFEAMZAEY FLE, (ML IR gL th i & B 5 .

¥ B TR & 5, S48 ] configure networ k management-data-inter face fir 475 &k
JoRST AR b A b R SO e, W) R R SR R, R B BB A . R
Hy 2 DA 57— SRR e 2 o

« SRE R BB . AERE B 2T, ER AR S 2 S R

* 30 (Interfaces) WL (IR 4 (Sync) 14411

- EIEFE - BB IFMEE (Manager Access- Configuration Details) #HEHE I (K1 FI#ET (Refresh)
ol

BEMIBRBHALE, i 2 EIR e A e - BEREiF 452 (Manager Access - Configuration Details) i
HE, SRJ5 55T HRIA (Acknowledge). UGB I, BB FC BB 56 WU AT F 43 1R 58
WHE. EREMEZA, BEIHEAE FHho hFIMEERE.

THZ UL IEAE A LR ST

RE
AT L B b0 B R (B L

LL R 7”0 s T AE it 4\ configure networ k management-data-inter face iy 4 I &1 Jak
SRS BCE VNS B e U ZL AR BRI N A SR 1 A RS I = e H AL S A 30 s isd
B0 E R R IR . DU (S ORI N AR R TR B i BB E . Dhgk
R BRI N s 1A N2 g i S fE s E .
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Manager access - Configuration Details 2]

Manager access configuration on device have been updated outside of Manager. Review the differences and update Manager values
accordingly.
Configuration CLI OQutput Connection Status

Last updated: 2022-09-02 at 20:35:58 UTC [ Refresh ]

Configuration on Manager Configuration on Device
~ 4. Ethernet1/1 =
Interface Configuration
FMC Access Enabled Disabled Enabled
FMC Access - Allowed Networks any
Interface Name outside
IPv4/IPvE Address 10.89.5.29/26
Static Route Configuration
IPvd Gateway 10.89.5.1
IPvG Gateway
~ 5. Ethernet1/8 3,
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.

Close Acknowledge
| |

PAR 7 B A B ot M BB S AT B iR, JF HE MR AL G B

Manager access - Configuration Details 7]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Qutput Connection Status

Last updated: 2022-09-09 at 07:10:54 UTC [ Refresh ]

Configuration on Manager Configuration on Device
Web Update Type -
~ 4. GigabitEthernetQ/0
Interface Configuration
FMC Access Enabled Enabled Enabled
FMC Access - Allowed Networks any any
Interface Name outside outside
IPv4/IPv6 Address 10.89.5.29 255.255.255.192 10.89.5.29 255.255.255.192
Static Route Configuration
IPv4 Gateway 10.89.5.1
1P Gateway e
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.

‘ Close |

CLI i H
A G R B O CLIBCE, R E#GRIEE CLL, XA .
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Manager access - Configuration Details ]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

Show command output of Manager Access associated configuration from Firewall Threat Defense

Model

Close ‘

o

RS
FEMIERRE . DUF R ER T EERA A H “management0” 211,
46: E1HIKTS

P

o
ey

123}

Manager access - Configuration Details (2]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]
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PAURES B i £ i s, oRNER “ tap_nlp” #2111

7 E RS

Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status
[

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

Close ‘
WS A RKER R L RG] BB “EEE EE, WA B 0BkiE e

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

HS LR T SR i s ], o R 7O SR TE AT L B B -

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC
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B = cu i mmpe gEEn

£ CLI 22y BB &3
1) CLISEOR R B LIV RF L LR . UL T AT VP S S B PRI B B LB i
FRAVFUS IR, PR EIL B, B, RS RIS SR S i &
Bt

Y

iR

AR U T S F 1 o ] DU A BRGSO L AR, Y
FE A B TR EAE CLI AT A o G R 5 00 v W 0 A PR e A T b e, O EL A 22
AR U SE EBEAT O, 16 S5 180 CLL R T B s A B, 3 68 L.

¢ @b CLI {5 8., 152 7 Cisco Secure Firewall Threat Defense i3 %% .

Y

iR

Y

A8 SSHUINY, A0 B 1 EAT S SO /N s Ry O BB DR T GV HRTE R, B 2 )
BB I .

iR

A\

R SR A TP Hhhik, 1S5 DL A OC BRI RS, BAREGR T ISR % T
1A FH configure manager add command iy VU3 B B0 (1070 GEZ B RADEN 1) 8 0
’ % 77 BI) H

« |PHbuE—JCIRIE. G SR FH AT ) (TP EE RO A7 BE Aoy, LA S 4 B shEE B d v B
HEde, BADEEBUE TS FH AL P EIRIE A TP bk, DUREE R ; ES 0 e
O LA E TP Mk, 2B 40 UT. UREREA BT E T g, R W E
TRV R ) B TP ik, S0 NI NAT ID .

* (PR NAT ID-FHEIFHEILERE. RN NAT ID R & F 0y, WIJGHE AS) i iE
o FEXAMEOLT, 1EARIE R B O B LA B TP M sk, 5 40 T X B L TR
BT 1P Mk,

IR el SR FE T, 2 B4 CLI B A B 0y B NCE EE TP Mk, EELE HA A5
Jeis GHBD R AN O B, TR B BT BE RO R, SRR A B O 2 IR
o, AHEHEE) A Ay B B W . FE RIS A EE RO A HE T S e DR AR
FEEE TP M,
FreaZ |l

o f ] LUE ] configure user add iy 4.
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T I A2 i 5 v 1 B0 A A SSH 1R 2 R4 CLL.

] “# PR (Admin) [T/ 4 RV 8 5%

(f¥ Firepower 4100/9300/Cisco Secure Firewall 4200) ) Jii H 28 =AM 8 OE WA SR 0 .
configure networ k management-inter face enable management1

configure networ k management-inter face disable-management-channel management1

ISR AT B T PO T B 1. WU R R e A A 58 ANV BREE 10, )] DU SRR R A
ZEE

T LA configure network management-interface disable-events-channel iy 445 H] 42 45 B 42
HRFA . AE MRS, dea ol 02 | e D k3, aniRizd% 0 oci, Al
A H] T R IE, Wk ot @%Dﬁ%%#o

T[] IS 24 A 42 L ) S0 0 A PR 0

BRSO, BT EAE FH .0 EEHFEMED . 1530 (Cisco Secure Firewall
Management Center 5 #F5RI) -

i

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

P E A B R/ B R 1 (P TP Mk

RS E management_interface 24, U ST SO PR VRO Y2 0. IICE FHAF IS, Ok
157 management_interface 2. ORI AT L @&i I AR B 2 v, At m] DA [R]— 9 4%
oo AN SRRV EOEAERCE I L, B TR . T LU REBIE 1P Mk
a) W& IPv4 Hbdik:
s TEEE:
configure network ipv4 manual ip_address netmask gateway_ip [management_interface]

VR, A T _ip T R A BIER BRI B WU E AR, W Zi
FI P _ip fE A A1 —iB s HAE, thac B IUSEROARE HiCE 382 M, HHASN
FER: O A E A . WIS A PR ORI G N 4 Al A R 1, A
WEEE 77 ip U T B0, 4R)518 1 configure network static-routes iy 4> 55 k4%

AR L G s .
i

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
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Network settings changed.

>

* DHCP U BN Bl 1 A SRR -
configure network ipv4 dhcp

b) FCHE IPv6 Hikl:
« TIRE BBIHE
configure network ipv6 router [management_interface]

T

> configure network ipv6 router managementO
Setting IPv6 network configuration.
Network settings changed.

>

FHME

configure network ipv6 manual ip6_addressip6_prefix_length [ip6_gateway ip]
[management_interface]

R, a2 ipve_gateway ip FHT 4 s BB o a0 AL EA AR 0, )
WZHIN ipve_gateway ip 1E A A0 (HAE, Ihak B IS BN HidE A5 4ee
M, I HAS A e G e rpph )i A i el o 0 SR HE S5 9 e LU [R) (R 9 28 B A FHAN
O, BATEIUE K ipve_gateway ip WE N SEFE O AMEA, RJ5M1H configure
network static-routes iy 4 LU (N G EE A i ER A I

T

> configure network ipv6é manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

* DHCPv6 CUTERINHIAE FIE L EASCHF) -
configure network ipv6 dhcp

WIS KT IPv6, Ji FHEEET ICMPv6 [ W2 FT H AN ATIA B . BRUIATEIL T, REai HIXLEH .
configure network ipv6 destination-unreachable {enable| disable}
configure network ipv6 echo-reply {enable| disable}

ST REAY AR X S et AR 1B AR R AR 4 I 55 ety o 8 P Rl 2 1 2 ol B SR A BV AL M) TPv6
ping F| ¥ L L, DLHEAT IR

IR
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> configure network ipv6 destination-unreachable disable
> configure network ipv6 echo-reply disable

FEBRNE B 11 R H] DHCP JIj45 s, DA ) %82 1) LS 4t 1P sk
configure network ipv4 dhcp-server-enable start_ip_address end_ip_address

T

> configure network ipv4 dhcp-server-enable 10.10.10.200 10.10.10.254
DHCP Server Enabled

>

HAFEhi BE B0 1P ik, 4 fEfc’'E DHCP JIR%545 . management center virtual b A3 HFI A
4. BN DHCP R4 23 0IRAS, 1% show networ k-dhcp-server :

> show network-dhcp-server
DHCP Server Enabled
10.10.10.200-10.10.10.254

A AU IR RS b, R AR R N ER A R s I, A A AR I A
5 ERA S HULRC .

configurenetwork static-routes {ipv4|ipv6} add management_interfacedestination_ip netmask_or_prefix
gateway _ip

ST BRI e, IS a4 2448 configure network ipv4 58 ipv6 fir A I, HAE T SRR A
PR MG TIP Ml GES MR PB4, 563 10 .

Tl

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6é add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98::3211
Configuration updated successfully

\

FERERAK M, iE show network-static-routes (A E BRI ) -

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0
[-..]

WHE TN
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configure network hostname name

T

> configure network hostname farscapel.cisco.com

ETHHALIT, RIEH A B 2 R B4
PR

configure networ k dns searchdomains domain_list

Tl

> configure network dns searchdomains example.com,cisco.com

NV BRI R, ABESRRIT. WRBCAAEa & R e e e RE 4%, #Ill ping system,  JIJiX 44
SRS IR N P XU TR BN, BORM B a2

WHZIE 3 DNS Ikés#s, ML Skt
configure network dns serversdns ip_list

il
> configure network dns servers 10.10.6.5,10.20.89.2,10.80.54.3
WE S BB PO I R B

configure networ k management-interface tcpport number

i

> configure network management-interface tcpport 8555

BB AR B A U] . TLS-1.3 hias i35 0E GBS oL A 1 8305 1) #E4TIE S .

pEEd SORFR LI O B Iz R P 1 RO ER A BE L, (E SRS P 11 b5 0 286 m ) LA £ e
A LA P A S 1o QR B e B 1, DA A S e R AT T A P PR e LA
%

IR BB v A a4 11 MTU. BRIA MTU 24 1500 “715 6
configure network mtu [75] [interface id)]

o FA-RCE MTU (LA A o X0, WG H 1Pv4, ERT LAAF 64 F1 1500
Z i) W IPve, TME AT LA/ T 1280 A1 1500 22 A, % T3fF8: 00, Wil iH IPv4, %{H
AL TF 64 F19000 2 (85 Witk jE H 1Pv6, ZAE A LAA-T 1280 A1 9000 2 [8]. Qi [w] i A A
IPv4 F1 IPv6, W /ME A 1280, WIRAKIAN F17, RSN ERIAE.
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* interface_id-¥5& 255 MTU #4211 ID. {1 show network 74 F v HI#E 10 1D, fil4n
management0. managementl. brl fl eth0, EAEHGLTF&. WRRfREE O, WA &8
M,

TP

> configure network mtu 8192 managementl

MTU set successfully to 1500 from 8192 for managementl
Refreshing Network Config...
NetworkSettings::refreshNetworkConfig MTU value at start 8192

Interface managementl speed is set to '10000baseT/Full'
NetworkSettings::refreshNetworkConfig MTU value at end 8192
>

BOE HTTP A 1B I E ) HREE R 3 TR L 1¥ % 1 TCP/443 (HTTPS) H1 TCP/80 (HTTP).
fsn U HTTP BRI  2 AT B B0E . R4 )5, RIUKEHIRE HTTP AL LRI
Ui [, AT S IR, WARFE, BSR4 ARSI A A AR .

iR T BB AR, KB A-Z. a-z F10-9 “FAF.
configure network http-proxy

TP

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: Y
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

IR T B A HE TP Mk, B S DL Ok A EL R JERR TS, BRI T IS A
A% H configure manager add command 2 J1 B B 177 GEZ B RAPH & 3t
’ /;g 77 ﬁ) H

 IPHsE—TRiRAE . A RAAE AT AT U7 1) (TP k) 8 B ot Lo S 2 B S EDRT i S A B
R BATNE BT B O ORI TP ik, DURFRE R W2 R
L I LA TP ik, 2 40 U MRAEAT BT R EDF T SR ER: WRIRE T
TCVEVT IR A B TP HihE, 25U AT SR BE A R ) BN LAL TP ik L 5 40 5T F3)
FOPTHE L .

* {XPR NAT ID-FRIEFHEILERE. WURAUE ] NAT ID U050 B uCy, WTETk B 3h #g i riE
e, AEIXPPREHR, ERE TR RO AR ) LA B TP Mkl 5 40 T TR A RO TP
BT P Hidik .
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B excummTemn s suEEn

&2 CLI I F &2 BLBh BRI #0E4E T

U SR UM SR A0 B AL R B R, OF FLS AR B IR R ok R I L, 3
SR BP9 B8 CLI P BRI o SRR PR B S A (] — M 86 B HBT e VR e (B 1 o G SR B
AbTF S BRSSP A5 b X AT 5 B VAT AT AT B . A DB 5 L L W) e 1
W62 AT H] CLI 58 sl B (I A6 C . 28 15 5 1K) configurenetwor k management-data-inter face

ALA
2

XTI, ARG B EHATHT CLIP B, £ B, SO BB HAT LU D3R,
— HCE S S, & e S D B I A AR S5 S

\}

AR R ERUE ] T O B RC R B 1, AR T MR B 1 o SR R B R 4

HS W 7E CLI & i Bl & 2410, 26 62 T,

= BB CLI fI{5 8., 1525 Cisco Secure Firewall Threat Defense iy 2 %% .

FHia Z |l

a5 0] LT configure user add 4.

WD BRSO B I, R R D R A .

LR CLL,

X ey A, ARG H . RS IEERATHIATCE, WIn] Ress Wi 5 8 B O L.
W T EE B P W EAE AR, JF FLAS AT A B % SSH U5 I ACPR, R LA FH 2%
SSH %42

i “E RO (Admin) JH P 4RI 6 5% .
AR, DA E T E R .
configure networ k management-data-interface disable

i

> configure network management-data-interface disable

Configuration updated successfully..!!

Configuration disable was successful, please update the default route to point to a gateway
on management interface using the command 'configure network'

W B H T B U7 ) () T B s e
configure networ k management-data-interface

W, RGP ERE DG B A 2 B
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Ni

fea ou A F e mpvee eEn

SRR B A 1 Ok [ — M BRI D, AT S MR AR I (D ID B
A8 o WAL, KT RERBENBZANERTBIREEE? (y/n) [n]: LT EPEy. HEDUREER
IH AR B A PR O RC B, DASE R mT LS D A8 4 11 i (I TPk A2 11 A4

> configure network management-data-interface

Data interface to use for management: ethernetl/4

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]: y

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

CATIED)  BRAAESRF e W9 2% bl ik Hiedi 22 11 Uy ) A5 8 0
configure networ k management-data-interface client ip_address netmask

BOATEOLT, SRVFPTA 4%

RN AR, (BFE B AR R DR S SR A B TR S s . 1S
E%‘J?MIEEP/DEP M EMNLA L TP Hodl , %5 40 7T,

For A A BB A A LR AT

sftunnel-status-brief

HS I LLT T SR s ], o R 7O SR TE AT B B

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

fEEEHL Y, EPEE (Devices) > & & ETE (Device Management) > 1% #& (Device) > &8
(Management) > EI2gEi 18] - BELE 40152 (Manager Access - Configuration Details), #&J5 s i/l
¥ (Refresh).

PO R R BR DA E P B K, R REL L B 2 P . SRR A B e e
VB, DA A E L TR R LR O, ST LAYERCE (Configuration) KB FA A 58
whaC T PR B TP 22 5

Cisco Secure Firewall Management Center i B 2 e M 212 [



Cisco Secure Firewall Management Center 71 iRyt &12MEEE |
B vremsonrzs NEERE

FE0 LHERE > REEE > EO, R ME—THEY.
a)  AIFEE S P O b B TP sk AN Bk, JF 48 A o 11 4 B8R Vs 1)
b) MEAIFHE N (FE CLI AT AR 1D A IC &G BB A Bt i BERZ 11, JF 4 FOR A PR U )

BN G EE > REEE > IKE > FE RSB IAES h IH Bz 115 SOy BT
$I212 R[DEBEIGE - BEEIEMIEE (Manager Access - Configuration Details) SHEHE, X5 midifBiA
(Acknowledge) LA 5 e o

NREE, L BOCEAR A BB AR RTRIAR I R BCE . AR EE AT, AT
AR E AL RSB R

BBER] “HE CERE” (Config was cleared) FIl “F LAY 17 i) £ 50 0IF A A (Manager/FMC access
changed and acknowledged)” FJ I B .

MREE PO ERE, WEREE

G SRORE U 91 A L (0 R e 1P A B DT IR, O AN B B S i R 2 B (L S, W]
LICRE i B A B B PR B AR B A BC L, AR B R . SR, SRT DL A A R rp L o
MIRCE B, DAME DR FF M AE R EORT S . RIMEBcfT 208, ] DM [RR I RE; B AR
TR HEER T DL o

THZ A LR .
o S LA v DALE BB i EA AR i S TCVE IR ST A A0 1R 2
o SCRFIPIR ULSEBL s aT IR, (HANSCRP R AT

o [FIR K s ma ] DR BB b0 v R E I ECE . B, FIRA S5 5 A B AR
ARG E, L REAE BUMS 18 CLI h R TRCE . 1ETEE, WA Ik BB 8 5 AL
| configure networ k management-data-interface fir & 5 0 7 Bl bz &, ARJE T T & dy
Ay ML AR s AR RNR 3 ERE ) B B L B

* UCAPL/CC # X Tk ANE
o TR b — VR & 0] 5 B 1) 45 4 SCEP IE 15 %5ds .
o FERIVEIHIE, EE R ESE, B 2w B O .

P AE BB CLL [ FZ TR .
configure policy rollback

I, MBI 23 A B Ly CREh e R . AE BB v, B SRR s AR,
WHIRCE C IR
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R SRR B AL E R, T2 https://www.cisco.com/c/en/us/support/docs/
security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html A T &
DL PRI 2 ) o (LRSS, A B PO B B ) BORR S [R AT RE e R AEIX
B OLT, 0T AE R A B0 BOE )R, RN B E L FRE

T
O T8 T ek 1 R AT A B U7 100 £ S5 48 -

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

R BOERGE I QBT T

£ EHH.LAF, 1E 1% & (Devices) > IREFEIE (Device Management) > 1% & (Device) > & 18
(Management) > &3 28i719) - L Ei¥M{5 2 (Manager Access - Configuration Details) > EZIRTS
(Connection Status) G{[fil F A &8 FLEHRRES .

76 Y # CLL, %\ sftunnel-status-brief £y 4 LLEF &4 HEE Bak s

R PR ER T 10 220 LLL, WIS HERRE R . T2 DR A 1 1 L F e B e
, 57108

HERR &R O LB IR R e

A Bl VREA T B AR U ) 1fy AN AR B N, AR A R EE R R S S BT
T PR VRIS, ASR P TSR . W RAERE B B A AN 21 7 B b0 Ji5 S SO PR 1 S
CANEHE R A, s BB W R ORI M4 BB R B S, AT A2 25 KA BE L.

A 2 R 5 B A R A R 4 2 O )
EEEEEERS

16 BBty 7F %% (Devices) > & & &I (Device Management) > i%#& (Device) > &8
(Management) > 32881718 - BL Bi1¥4M15 2 (Manager Access - Configuration Details) > ZE3ER
75 (Connection Status) U [ G A #UE BRAR .

16 BBi#E CLI, i\ sftunnel-status-brief iy 4 LA B & BLE RSN A . 7858 0] LU
sftunnel-status & 5 56 2 1045 B .

S LN R HIER S R BT s R ER, BB OB B
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> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

WS LR T S IR R s ], L R 7O SR (E TE AL B E B -

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

BE BB WEER
75 BB CLI b, A7 8 BNV B8 Uy [n) B0 4 11 10 2%

show networ k

> show network
===============| System Information ]===============

Hostname : FTD-4
Domains : cisco.com
DNS Servers : 72.163.47.11
DNS from router : enabled
Management port : 8305
IPv4 Default route
Gateway : data-interfaces
[ managementO ]
Admin State : enabled
Admin Speed : lgbps
Operation Speed : lgbps
Link :oup
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 68:87:C6:A6:54:80
—————————————————————— [ TPV === —————
Configuration : Manual
Address : 10.89.5.4
Netmask : 255.255.255.192
Gateway : 169.254.1.1
—————————————————————— [ IPV6G J=——=———————————————————
Configuration : Disabled

===============[ Proxy Information ]

State : Disabled
Authentication : Disabled
======[ System Information - Data Interfaces ]======
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DNS Servers : 72.163.47.11
Interfaces : Ethernetl/1
[ Ethernetl/1 ]
State : Enabled
Link : Up
Name : outside
MTU : 1500
MAC Address : 68:87:C6:A6:54:A4
—————————————————————— [ IPV4 J-——mm——mmm e
Configuration : Manual
Address : 10.89.5.6
Netmask : 255.255.255.192
Gateway : 10.89.5.1
—————————————————————— [ IPV6 J-—————————————————————
Configuration : Disabled

B E SO BB

75 JU B A CLL b, R A B L IR R E 8. TR, Mir & As B BSR4

show manager s

> show managers

Type : Manager

Host :10.10.1.4

Display name :10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

Ping the B 38 fly
76 BB CLI b, A8 BLR iy 4 B F2 10 B FE b0y BT ping #24%:

ping fmc_ip
75 BT CLI b, A% BLF fir & A B2 LU0k 45 B h 0y 04T ping #24E, %04 10 N 25 B
e BN H R

ping system fmc_ip
3k BB MEMED ERYEE S

1 BT CLL b, 3k A A% 1 (nlp_int_tap) BRI, DAATG &AL T & B A
(X

capture 7 Fx interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail
WENIEORS, SitEBnEEaitE
e BB CLL b, &EH SN nlp_int_tap 5 B

show interface detail

> show interface detail

[...]
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Interface Internal-Data0O/1 "nlp int tap", is up, line protocol is up
Hardware is en_vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500
IP address 169.254.1.1, subnet mask 255.255.255.248
37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, O overrun, 0 ignored, 0 abort
0 pause input, 0 resume input
0 L2 decode drops
5 packets output, 370 bytes, 0 underruns
0 pause output, 0 resume output
0 output errors, 0 collisions, 0 interface resets
0 late collisions, 0 deferred
0 input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware (0/0)
output queue (blocks free curr/low): hardware (0/0)
Traffic Statistics for "nlp int tap":
37 packets input, 2304 bytes
5 packets output, 300 bytes
37 packets dropped
1 minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, 0 bytes/sec

minute drop rate, 0 pkts/sec

minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, 0 bytes/sec

5 minute drop rate, 0 pkts/sec
Control Point Interface States:

Interface number is 14

Interface config status is active

Interface state is active

(G2 O I i

TR B NAT

1E B P CLI H, KA S OB 1 (S *), PANASFEEZ O (nlp_int tap) & 5 AFLE

NAT Fi.,

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat
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> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipvé6_intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 _intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client O ipvé6 intf3 interface ipvé

translate hits = 0, untranslate hits = 0
>
MEHEMEE
B LL N A DS A 2 AT HAh i & . IR LA B H0 1) 18 & (Devices) > 1% &

=18 (Device Management) > 1% #& (Device) > &2 (Management) > Z 229 - B FiFAEE
(Manager Access - Configuration Details) > CLI #iH (CLI Output) T _F& FIVF 2 X84,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

1% DDNS EH =& A Ih
5 BUPrBi 48 CLI th, 7 DDNS 8§72 15 e 2 -
debug ddns
> debug ddns
DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfully updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0
DDNS: IDB SB total = 0
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W T, 58] debug http Al debugsdl fiv4 o X TAEPBIIE R, SR AL T CAaERS
IS

show crypto ca certificates trustpoint_name

ZR A DDNS $effE, WIAT LA FHR1E

show ddns update interface fmc_1jjiu)_ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD_DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225

E EEL BEXH

15215 https://cisco.com/go/fmc-reg-error.

B EHNEREE

T RERT EUE O B . U B RS TP Ak s AT AL BEAE 55

HiEIR & LRy EIE D IP kS E A2

Ap SRS A FE L TP M BEER B4, BN AE VA CLI i, DMERCE VLS. AR R 2 5
OUT, o e L 0 B AR TP bk B LA R ATEDRT S PE R, BAERDFEOLR,
WATPAT IAT 55 A REFUBT AR S KA VR I 31 A4 BP0 JF i E (X NAT ID.  BEAE AR O T
ATt g WL ORAF A PR TP kb sl R N oBrIRAS,  ASEBLAA 19 2% P 52 e

P AL BB CLI Y, &F B HEAO AR AT
show manager s

i

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bflé6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

FIR2 A5 BPPIE CLL , gafR PO TP il sl ENLA .
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configure manager edit #7154+ {hostname {ip_address| hostname} | displayname display_name}

B A 0 F: ) DONTRESOLVE F1NAT ID ARiR, T a] LA i fir 2B 208 58 2ok EAL4L R
IP bk, AHEKE TP itk sk 414 FE iy DONTRESOLVE.

MRS OCH], RJE HOE AL R LMEH sftunnel-status fir & IR .
TP

> configure manager edit f7ffad78-bflé-1lec-a737-baa2f76ef602 hostname 10.10.5.1

HAFRY EIEAFD

SRR P G AR D 32 A8 B8 URORT IR A8 B rPCy o BIMSEORT FC) A B rbC A8 T T RS A B AR 1) TP S,
WY AT LD IR,

TR A AR L b, WERAAAE, EINERITE W% .
WA S B ORITEENER, WITEIE S B TP ik,
PIR2 EHF| A CLL Bl SSH.
FIRI BB B
configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE } regkey [nat_id]
[display_name]
* {hostname | IPv4_address | IPv6_address}- B 4144, [Pv4aRihlsIPvoRhtil. 45 B

* DONTRESOLVE-n & & # R0y An] HEESFhE, #%1#H DONTRESOLVE i A& E 4144 8% 1P
Hotk. WisfiH DONTRESOLVE , W2 nat_id . 450K & n 2 & s o, i
WAR AN i o2 e 4% TP MuHEFN nat_id; JEEA0— i 75 BE 4 5 TP Huhik, 93 75 B4 s A [R) o it —
NAT ID.

* regkey-fi AN EMHYIE EEAE A B O A LIRS RE M Y. W LU S PLIE RN T 1 2
37 ANFAFZ AR SCAR A s U B B A, 5 EEAE A B rpL A A AT [ ) 35

e nat_id-24— 7 KR E IP Huhik i, AF B FE Rty 584 2 0] v E HA RE A A ) - BEBC 7 45 R
T 1237 A7 B NAT ID @A WA A F i — R 50 . i OR NAT ID A& ME—11),
NP M AT AT SEA e A o SN BB A B, R A EE AL bR e AR Y NAT ID.

* display_name - {# /] show managers i $e it ] T~ s AT BLAR 10 Won 4K . WERECKE CDO
PN T A7 (0 J2 AT BE A ANA I B 2 A B by, AR TAR R A ] WERANR W SHL,
B K SR A T LA vk 2 — A3 E R 7R A4 K

* hostname | IP_address (4154 H] DONTRESOLVE S 5)

* manager -timestamp
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TP

> configure manager add DONTRESOLVE abcl23 efg456
Manager successfully configured.
Please make note of reg key as this will be required while adding Device in FMC.

>

SR A R BRI 2] B O

MR FEERFYIRE EEFRO
S BB DV B, BB R B RSN, AT HE O AR
R, AR ARBIURRC R, i B b o 4l
YMIE] AL R, R ETE T A B R B e

FHIa Z Al

SRR K RS CORCE A T M, 2R S A R BEES (AT RED R configure
high-availability disable 4 Wy o] FIPERCE . FARTEOL T, N T2 Be 4 v sy vl 2 o

TR /E WA, M Cisco £ REBE g H IBUH I A & .
P2 (AIRERTED RCEEEE .

i S U B VG, BUAE ST S A I Bi 12 U7 () R B o SR AT e 4 A B AR I 4
BEED, WU PER s W B .

o M BES VT 1) (B K 12 1 - B 200K X G i BN Bt e BRSO R, BRI DO
DHCP #C 1P HuhE AN ¢ . w8354 I DHCP Ht S ¢ (i, 38 B Re ez e e 31 1Y
2, WMSCR RV EE R O, JF HETCH AR M E . W R & DHCP #4081 MK,
) 5 AT S TP B B B 1, PR E B B

o PR ELER UG ) (A B 11 - R A N E RS TP ki, V5 AR DR T BRI Y DG A2 B O i — Y
X, MAREIEED .. wREMEH DHCP, NEFHFHAT M E, priee& )\ DHCP 3k
H W 5

mD
HE 5y

$IB 3 kFt 8% (Device) > RAKIRE (System Settings) > &£ &8 (Central Management), 4XJ5 itk
(Proceed) ULk & & B0 R,
TE4 EEEHRO/CDO FHER .
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Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X TRAMEEIEHO/CDO A ZE P s, S aT LUE ] 1P Mol ok FAL4 V5 ) & FE e
, AR (Yes), T FHLRL A7 T NAT 2 G kA AL IP ik sk 014, % A8 (No).
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b)

d)

WA DAT A Vet CRERLL B0BBIE Bt BATW Y7 RN 1P Hlik, A REEPI A ek 2
(]S X TLS-1.3 0 (A 45 338

IR EPER (Yes), N ANEIRFL/CDO £HZ/IP k.
e EEIEFIL/CDOEMESA .

BEE PR B RER)— IRVETE 3, s B 8 v 46 IR A A B b B e e A
AFHEE 37 MR ARUFRURFRET (A-Z a-z. 0-9) FIEFEHF (-). UL ID ATHIT
2 AR gL,

¥ NAT ID.

JEID RN TR, HOE T TE D L. WROE A
SerE P HUE, WUILF B G B B /E AP & B 1 TP HAEIY, 34 NATID. NAT
ID AL 37 505, AT T (A-Z. a-z. 0-9) FIEFH (). I ID Rk
FR T4 7 JOL 8 42 M B 5 BP0y NAT ID 15 TP M 26 2R, P T30 U 7K 1 I
WIB s HATAERT TP HUHE/NAT ID JEA7 S ITEJR, A2k Bk k.

PS5 NEERERE.

a)

b)

<)

}85E FTD £H%&.
G FR A 4t B D T B IR O /CDO T E)3ED Uik, Wk FQDN B A Tz,
}5€ DNS AR 384H.

EPEIA Al — AN B4l . ERIA DNS 241444 CiscoUmbrellaDNSServer Group, FLH 5
OpenDNS JIk 5545 -

QRS SR G /CDO i 813 O b BRIV 3 4 1 B B 42 1) DNS JIR%5o% . i
FH 22285 7 S B8 E 15 HE DNS JIRSS s H T B . %l DNS JIRSS 43 H T DDNS (i CUic s
oOE IR R 2 A SR . AT RES i B T BN AT [A) DNS RS 2840, K04 BEA B IR
T H kAR 9 11 21k DNS RS 2%,

6 BB b, BB DNS RS 2540 G RS M 5 B8 ()15 3 B SR P I E . G
T 87 A AN N B B O, AR ML B R R, JF H DNS RSS9 A S M INEE S R E R
Mo (HAE, WERFRY R T & BE S 20 lic 25 0 & DNS E & 1) BB A 345, A% e HK 7 o5 AS
i E . FRATEUE E SN E 5 B UURC ) DNS S 3CE, DS &bt 1 gy %%
[f] 25 .

BEAh, ACHAERIUGTE M & DNS f4s2%, SO A SR A DNS %545 .

W FCDOFMC el Ak B 11, LB B0 E & 2 DNS fR%545 .

X EIEAO/CDO FIEED, iHEFAT Cld E 8 .

K 1L 7 AEBE AR R B S, RERT DORE A B 11 S SO A P 1 s Hda i

P Cnlh) WURBESE THEE O, JF HAZE OAZAMIE D, TS IBRA RS .

KRR MR, BOREK AR A E B O BAS . WG TANS RO, akes
e m P ECE T . WS T HAth gz O, B A T AR E R R A B R0 2 BT TS ER
N3
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DR AEEHE TR 1T, IS AT SR R SCIE BN ME—ROG, SR A REAE ML DR AR

(lie) k£ TR0, iF SdnRnE7ZS DNS (DDNS) /3%,

WS 1P Mkt & A48 4k, DDNS #fiff & H bt n]H20 52 4 PR 2 k44 (FQDN) 16 S8 Bt % % . 214
B& > R E > DDNS BR & it & )4 DNS.

G0 SR AR B A A N B B0 2 BTG B DDNS, ) B9 ¥ 45 23 1 84 Cisco 5215 1T
i CA RGBT R CA IS INUES, DA i B 48 v £ T LASGAIE - F- HTTPS %421 DDNS it

S AUETS o UM 4B S FFEAT A8 FH DynDNS Sz Ft APT MY f¥) DDNS 55 4%
(https://help.dyn.com/remote-access-api/).

T B 15 ) 4 PRI, ANSZHF DDNS.
AT (Connect)o SERMFARZS X AL B s U1 B 4 B O IR A BPIRAS . AERFFE IR H/0L/CDO ST AR
WELRG, FREEpPL, IR Kb,

R B VIR B AL, 3 s BUHEM. S, WAERFEESO/CDO EMRELS E L A
R e S WA T o IR, ol PR R, F R R R e A
H_J‘j‘/\ TEG

WREAEREFEE D O/CDOEML E L Bn (RIFIERL S WA, BRAKAENSERP O
FLIN SR CDOMITHE . RORINTIT by e i LS M

& 49: BTN iEE

Registration Status

of

successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense gettinc
management center configuration guide (2
CDO r,'or'-figuruticn' guide [ to configure your device.

M BB JHRE REE

ST LIRS 22 7 PR AS b P00 B 2 Ao P B A AL 1 7 AL 5 T A A P e A B B A
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G

RnT AN B RO D) BB e A B T O BT 20 o AR M B ROV BB 25 PR AT
TR B B WAL AP A L B 2R, WUR B W B DI R L, SN B
RSO AL, 5 78 T,

AR V)RS B SRR ICE, PR ARRIKEBOARCE . (R, R IP Mkl A LA R

A,

P 7 FEHAPLO P, NIRE (Devices) > & & E TR (Device Management) UL il kR By k4% .
HIB2 ] SSH il & i FUERE R Bt CLI. Wi RAE ] SSH, 54T T &I |P shhb (%R, FH{f

MY admin 40 CHCRAT B GO BR AR AT A AT ) 85 g B il CLI.

il & 1 BRIA K FXOS CLI. 1§/ connect ftd fiv 4733 BopBhi# CLI. SSH < if HIZiERE D B
Jl 54 CLI.

WERTCLE R R FE 1P bk, EPATLL MR
o B ORE BEA P iy 1B B 1E HASAT 1) M 5
 HORN A RN S0 T AL TP Mk RI I OC . 48 H] configure network ipv4/ipvé manual iy 4 .

BAER i Tm AR A R .
show manager s

i

> show managers

Type : Manager

Host : 10.89.5.35

Display name : 10.89.5.35

Identifier : f7ffad78-bflée-1lec-a737-baa2f76ef602
Registration : Completed

R R FEES, HEA TG B R

configure manager delete uuid

ToVE HARNIE RS B A B, W AE T MRS, WA 2R E AR RAT (B R UUID;
2% show managers iir4) o HIMBRAEA S 4 H .

Tl

> configure manager delete
Deleting task list
Manager successfully deleted.

>
> show managers
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No managers configured.

LIRS MUEAHE FIE.
configure manager local
IAE, AT LS ] Web 3% 8% 76 https://management-1P-address 7 & 1 JF A< Hi1 &5 3 8% .

Tl

> configure manager local
Deleting task list

> show managers
Managed locally.

FRIRFF S (FHEARIFED) ST 0]

R VA TCIEAL P 5 ATV, WBEAs W BEAR R E LR 2. TN 28R, R AR
LED 27 S 28 (N R IR G BT AR (IR, T e ol T BA R B PR 3 80

o #87E CLI 8 WA HLAS HHAT THILAIL S, JFEEH T IREAl AT
* JPAT O LA BE 2% H 4
BRFHVFEM AT, WS A FEARRRC K R0 2 2 by, 28 28 L.
BLF PR RO S, AT L FATS 2 —
EERE
FELL RIS b3y
* Firepower 1010
* Firepower 1100
* Cisco Secure Firewall 3100
R0 CLL, FFAy A O IS i s 4 DI L E T o0 A B e 2%, T TR A gk /s
EEEH AL, RS EEARUCRE. ARTEHGELR, 1S58/,
£ Fa0E MAnEMmER
QTSR Ak TR C I, 58 R A D e 5 B g A A P A A 2 g v o
1. ESEA TS M B B WA B E 5 10 DB 5 PR 5 a7 AR 4 L
, 5510 7L,

2. WERARGARE YL R EAS, WATREZE I st CRINEM 2 ) — A B L. e
PR P, AR5 P LA A B g O Y
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B =rsris Eamem) smeE

1 BH5k, BEEMEE O

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : £f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

2. WREM (Registration) WorB e (Completed), NI 75 Lh kB FE S«

configure manager delete

3. RJm, AT LME ] configure manager addfr CLI iM% .

7£ CLl FEF /A sh R iAR

R Z AT AR A BCHEA T TR, VR NPRE 2RI, K 4E CDO & 21 3= B FR 43 (Serial
Number Already Claimed) 4i%.

R ABGH M9 5, SEERICEANVET AT BOERE, SRR OB TR 1%
1

{FH] SSH kil & uifi 1% % 5] FXOS CLI,

.

W RATF SSH, W4z 2] Bl bl CLI. (EIXFHEH R, TE%A connect fxos. WHRAEH &

g1, M %3] FXOS.

> connect fxos
firepower#

HEAA A PR

connect local-mgmt

firepower# connect local-mgmt
firepower (local-mgmt) #

MR B v AL 4% o
cloud deregister

firepower (local-mgmt) # cloud deregister

Release Image Detected RESULT=success MESSAGE=SUCCESS 10,

2b3c9e8b-76c3-4764-91e4-c£d9828e73£f9

T BRBCE DU R 2 4%

erase configuration

firepower (local-mgmt) # erase configuration

All configurations will be erased and system will reboot.

Removing all the configuration. Please wait....
Configurations are cleaned up. Rebooting....

[l Cisco Secure Firewall Management Center F1 iy b7 ) 232 I 4% 5 38

X-Flow-Id:

Are you sure? (yes/no):yes
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5. il ARG B AS N B B Ry, 5 28 T

M & EER ENEREMIPE
U S WA RIS, W AR EAME AR . EIXFMELLT, S0 AAE I A B Th
R SRR

\)

AR WAUTSS O R, TES TR CLI P EHE S . 5 84 TL.

1 7 WAEHE P, Hidiig& (Device), RN RGKIKE (System Settings) > = Ak5% (Cloud

Services).
2. ¥ BhiEM SRR T2 Cisco Secure Firewall Management Center .
3. miiiEf.

4. HFHZEAEMORRC B B s B B AL, 5528 TT
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