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1: B A RHE I ERED

Edit Physical Interface

General IPva IPvE Path Monitoring

Name:

b4 Enabled

d) (WJiE) %30 EtherChannel.

PAT TR VSO A Tl B % s 5 2 T ] ON B AU AR A il e % B AN B i CBRIACK 2
FIREAD o BT AR B S M, R M, I LACP IR E Y. EE: BATHIYL
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B oze:

LR INEEEE RS (Add Cluster Wizard).

2 RS

Add Cluster Wizard
o Configuration 2 | Summary

4 Create a cluster for supported models. Note: For the Firepower 4100/9300, use the Add Device option.

Cluster Name*

ftdcluster

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node* Cluster Control Link Network*

172.16.0.50 10.10.10.0 /| 24 (254 addresses)
Cluster Control Link* Cluster Control Link IPv4 Address* Priority* Site ID
Ethernet1/7 10.10.10.1 1 0

Data Nodes (Optional)

Data node hardware needs to match the control node hardware.
Node* Cluster Control Link IPv4 Address® Priority* Site ID
172.16.0.51 ~ 10.10.10.2 2 0

Add a data node

FIE2 IR RS E EREZ R (Cluster Name) 15 3 I iF &£ B 2548 (Cluster Key).
« SEB{ AR (Cluster Name) - 1 3 38 N7 FFf ASCIT F4F .

Remove

o SEB¥E4A (Cluster Key) - 1 3 63 NF451) ASCI F45 i . SEB#24A (Cluster Key) 1i/H T4
s . S A S R R, ERSERRIRAS B R R, e 4 LA S

PR3 X THEHIT S, TN R

* 95 (Node) - EHE— TR EAE A I R se . 4 B BL TR AR
IIERIE i SN e C O P E ot RED S
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IR e s s Es— e (O EiE bR A B R . 0%
SREH BT A RE, R, SRS PR B R T AR,
& 3: Bt & 9] it

Configuration Issues

Incompatible Smart License(s) - AnyConnect APEX
configured on node

o

@ node device deployment is pending.

Close

LRk EIR IR, TEINER A SCRF ) VPN VFRTIE, R A BE O T SO B e

o SERHHISE IR 2% (Cluster Control Link Network) - #55& IPv4 T 4 DA HF IPv6. T55E
24, 25, 26 8% 27 1M,

« SEEHTHI SRR (Cluster Control Link) - JE#F%2 H T AL 4% il 55 % 1119 #2421 5 EtherChannel

AR AR HIREE R O MTU 288 B )8 o i s i 7 1 MTU £ 100 AN5715; BRIATS
BLR, MTU b 1600 7795, Wi ZHE I MTU, 52 # 1% (Devices) > & &2 (Device
Management) > #& 1 (I nterfaces) UL .

A PRRE IS RIS I B (M AS B LI B 0 IERS CEmD IIMTU; A0, @7 AR eR 2%
W

SERHTHI SR HuhE (Cluster Control Link |Pv4 Address) - b5 Bkt F 3114 70 S8 144 I B i 194 2%
sk, IR, T LAG R R A LML

e (Priority) - BB M RUEFE I BEAT RS S LSELMME N 1 2 100, Mo 1 D%
RS S . BIAE RO LB P B AR T AR i, 7 UCESLARRE IR, Y R4 D 42 i 4

\\\\\

it = ID (SiteID) - (FlexConfig DJfE) Fy AT s fuh £ ID, a1 8 ZH. fH 0 £
ARG AR AERE . AT I8 I {4 1] FlexConfig Dhfig, SKHCE T 3450 0 A% M RIS P 1 FL At A%
ARTE F e X H , T s A il sl fUTR PR 21

PB4 N THEEN S (AL , AERINEHET 2 (Add adatanode) DUERE T n04 215 #f .

T ABUAE A Y S SR, DA PRERE A N (K 5, AT ST B INBTAT Y e 9B
Pa 1 R BLE LU N

* T (Node) - GEFZLR NI 4

IR g e kEnEs e (@) E, S E R U R . b
R RS AET, AR I, AR TR [ o AT
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o SERHHI SRR ML (Cluster Control Link |Pv4 Address) - I 7 Bols [ 54 76 82 R I B % M 4%
R AR R, AT DA g AE AL

* fRFEZR (Priority) - BEE ARG AL RO RURARSE S MSEZMME S 1 20 100, Forb 1 4%
X

Uk 1D (SiteID) - (FlexConfig Thfig) F ALY AWk i 1D, YA 1 Ff1 8 2 fal. {H 0 F£on
AP Sl g T AE R o AN AW R A FlexConfig BhHE, RHELE T4 50 70 A R AR s M 1 LAt iy
AERE A e I H , Bl as ARl 5 AU RREERER B s M.

HIES flgEE, AEHE (Summary), R AHRTE (Save).

IR R TE & (Save) > IREEIE (Device Management) BT [fij F; AR v 2 G 4R HE 1T Al
B 4 R

_ fidcluster (2)
Cluster

172.16.0.50(Control) Snort 3

Firewall 3120 Threat Defense ~ 7.1.0 Manage Base, Threat (2 more...) Default AC Policy
172.16.0.50

A 172.16.051 Snort 3

17216051 Firewall 3120 Threat Defense  7.1.0 N/A Base, Threat (2 more...) Default AC Policy

T IEAEE Y 2 s I &R o

5: 5 s A

ftdcluster (2)
Cluster

172.16.0.50(Control}] Snort 3
172.16.0.50

B‘\?Z.'I 6.0.51 Snort 3
172.16.0.51

fny UE 5t @ AR (Notifications) FIFRIFIEFE (£ 55 (Tasks) KM # BB 15 sl M MG O 8
Oy SAEREANTT S BT SRR M (Cluster Registration) 1155 .

Deploy Q Ge i+ @ adminv

Deployments Upgrades @ Health Tasks ‘_) Show Notifications
0 running 3 success 0 warnings 0 failures Filter
© 10.10.1.12 Deployment to device successful. 1m 54s
© 10.10.1.13 Deployment to device successful. 1m 3s
© TD_Cluster Deployment to device successful. 35s

SRR W AR R () BUE BRI RE.

K2 HONC B AT DN TN, i ANE AR R B0 e B, P LASE R N1 R s A4 K
{H L RERC B B MERE 4
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HIB 7 1 %% (Devices) > & & &8 (Device Management) > &8¢ (Cluster) fi%ith, nf A BEBENENR
(General) FIHAb ¥ & .

6: ERRE

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster ~ Device  Routing Interfaces Iniine Sets
General s License /
Name: fdcluster Base: Yes
Transfer Packets: No Export-Controlled Features: No
Status: Malware: Yes
Contol 172.16.0.50 Threat Yes
Cluster Live Status: View URL Filtering Yes
AnyConnect Apex: N/A
AnyConnect Plus N/A
AnyConnect VPN Only: N/A
Security Engine Health
Intrusion Prevention Engine: Snort 3.0 Initial_Health_Policy
Policy: 2021-10-30
01:21:29
Applied Policies s’ Advanced Settings ’
Access Control Policy: Default AC Policy Application Bypass No
PRENBSPN Default Prefilte Bypass Threshold 3000 ms
Object Group Search: Disabled
SSL Policy:
Interface Object Optimization: Disabled
DNS Policy: Default DNS Policy
dentity Policy:
NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

HZER (General) X I8 11 LA SEREEE & T«
« B (General) > Z#R (Name) - 13T il 4RiE () B UERE BRI,

General .

MName: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50
Cluster Live Status: View

WG BE AR B
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B oosze

General (-]

Name: | ftdcluster

Transfer Packets:
Compliance Mode:

TLS Crypto
Acceleration:

Force Deploy: —+

« B (General) > BEHEEEHIRT (View cluster status) - fidi BF (View) k1T T E£8ERS
(Cluster Status) X} ifE

General Fe
MName: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50

Cluster Live Status:

B EEERERZS (Cluster Status) A TAHE fiddi 8 £ &R (Reconcile All) LB M Kot . c .
RO AT LA 5 ping MARRHE I EER . TS ERRHEHIRER AT Ping , 28 41 5L,
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nzes [

Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2)

Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A :
> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

o B> MEERERR- v LUAE R R s H G, BT AAFSERE CLL. 152 A i T i
HERR . 2 41 1L,

[ 7: HpE HERR

General 'y

MName: @ clusterVFTD

Transfer Packets: Yas

Status:

Contral:

10.10.43.21

Cluster Live Status:

Troubleshoot:

PR /£ R&E > IREEE > R&E L, WA BT R RS b b AR A P I RS U FIC B DL B
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B oze:

B 8% &iRE

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster Device Routing Interfaces Inline Sets.
(7216080 v
General /3T System oc Health
Name: 172.16.0.50 Model: Cisco Secure Firewall 3120 Threat Defense Status: Y
Mode: Transparent Serial. FJZ2512139M Policy: Initial_Health_Policy 2021-10-30 01:21:29
Compliance Mode: None Time: 2021-12-2219:39:13 Excluded: None
TLS Grypto Acceleration Enabled Time Zone: UTC (UTC+0:00)
Version 710
Device Configuration: Time Zone setting for Time based Rules: UTC (UTC+0:00)
Inventory: View
Management e Inventory Details c
Host: 172.16.0.50 CPUType: CPU Ryzen Zen 2 2800 MHz
Status: CPU Cores: 1CPU (32 cores)
Memory: 34335 MB RAM
Storage: N/A
Chassis URL NA
Chassis Serial Number: NA
Chassis Module Number: N/A
Chassis Module Serial Number: N/A

B 9: T

172.16.0.50 v |
[ 172.16.0.50 |

172.16.0.51

* EM (General) > &FR (Name) - L i 4a48 (4 SESUERFAU BB K.

General @T

Name: 10.89.5.21

Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone

TLS Crypto Acceleration: Enabled

WJEBCE BFR 7B
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mszn

General (2]

Name: 10.10.1.13

Transfer Packets:

Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

« &2 (Management) > EH] (Host)- W1 7E & Be & A B 00 T4 BE TP bk, WA Z0AE 45 B0
FRUCHCHT G Mk DA B TP Huhb vy i) 2% s o8 . B 2025 e, iR ETE (Management)
XAk (R E ], (Host) Hudik, 4R 5 5058 o % .

Management @:3

Host: 10.89.5.20

Status: v

=g
AR PR B B LUK
iz

S G RE > IREEE, R ERSUN mE (4
FIE2 riiliENO (Interfaces).
IR 3 L E P X LUK M a2
a) fitE— £ EtherChannel,
& 7] LLYE EtherChannel 37— ANk 2 /MR 2 1. BTl EtherChannel #5786 T A7 15 5,
R T E AR H2, O TSRS E A EICR, @S2 A .

b) (A[i%) FE EtherChannel ['Jit'® VLAN 1810, AP AMOEH T 7D,
¢) A7 EtherChannel #11(1) 458 (#) .
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B e=smamonmses

d) ARYEACE R AR LORBCE A AR 1P MU hE A A S 4

f)

I AR R S 3 11 MTU A8 10 MTU s 2270 100 N3, B85 2105 20 f
R 1 MTU BosR. BOATEOL T, SRR HIEERE MTU 4 1600 47, W SEEE K
IR DR MTU, 5568 K EREE I BE % MTU.

iR

4 EtherChannel ¥ & T34 /& MAC Hulik. fidh &%,
A MAC Hihik, Hod H 2R 16 A7+ S35 T .

#ltn, MAC Huhl 00-0C-F1-42-4C-DE ¥4 4 A\ 000C.F142.4CDE. ANf54 MAC Huhik V8 414%
£, BUASECEE — AN N A AN RE R A 50
WV E & Mac itk &l 2 .

SR A0 15 N 4% EtherChannel it & 4> /) MAC Mk,  DLBEG i 76 1) IR 250 B 7] . W 2 T3
B MAC #itlh, % MAC HuhbB R4 8 T Lar s tilse s . WERARUE MAC Huhk, Tl s
TR R AT, BT I3 4 2 K8 () MAC bk FH 1% 11, 10X 1T B8-S 3501 I 19 2% i b

RATHE . MIHAREEE D EE LD R,

£ £B Mac it 7B, #i A\ HHH#%

T4 LR TF (Save).
BERF, EATDIFE R ERE > ERE K SRS R BT AL B o ESBE R G, B A R

EEEEHEITRRIKERE
B (Cluster) T ERHEITINR MITI&E (Cluster Health Monitor Settings) #1734 o~ & ik
fF R

10: LG ITIRR IR E

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms
Monitored Interfaces
Service Application Enabled
Unmonitored Interfaces MNone

Auto-Rejoin Settings

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System
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mEEmzrnkzeE

FLERBTRREIRRER S RIEFH

FH 152 FA
B AT
DREE I 18] AT HRENT KARGHEAPIROL, R Rl AEAR R I BE L KF heartbeat

W R RIE BN TR f o W s AR ORFFI P AR BRI K B RS AT
fi] heartbeat 71 &, US540 8 o B 5 TG TAE o

e 1 B 1R T 1) P2 5773 [ I 11 21 SRR ALk S A W 4 5 it ISR v I B 2 i
2oL i)
T EN P2 AT RESH Ak M s R et . SRR s 38 B 1 (1 BT A 40 B i

Tﬁ%ﬁﬁikiﬁh,mfﬂﬁﬁﬁimﬁgﬁﬁﬁu?mﬁ%ﬂ%
F1, o D2 AR P IR o 19 A2 2 A IR TA] Je SRR N3 5 X
PR ORI LR A% ﬁ%%%%ﬁ%%ﬁ&%kﬁﬁ%&%o

MR 55 8 7R TR Snort MIREAE O HEREEAT 2.
AR RN BRAZ RN .
BEEHRMANLE
EHE AN RS B SRR 1) ) B FOBT I\ BE
Kot SR EC LR ) A S EET I B .
EX RN ERER R S BB IR . AR RE S MR P [P

I AN SR N RE RS A5

N

AR WERAN RGN TROU T, NIRRT R ST ROUKL 2 N ANE ) 7 Bl A 2 2

AT LAAE BB G X S B

AT LIS AT 3l T ID. BN BB 0 ID, LLA Snort AL O RE . B4Rl AT
VLAN 18Oz (B, VNI BVD E#AT. BASRE NSRS FI RS AL S s, BihE&

AT IR A
JUE
Tl ERIRE& > REEE,
$®2  EEBRERSGD, HilsE () .
3 NEEEE (Clugter).
$E4  FEBIETIRORMIESEIEE (Cluster Health Monitor Settings) #8745, siili 4wig () .
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B e=smamonmses

HIES 0 A AHEITIRORIEE (Health Check) 1 HAE T RGBT IRILK
1: BARGETRRRE

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

M0 A R AT AR B O s sl B e e 1 S HERAR R AL B L B O B
NSRS BT i VSS 5 vPC) , TS NAEH RIS I TIRASK A T RE, I B 6 CL 48 42 1 %
FUIR A o b 45 B8 50 oe e FLIC B B o L P BT s s, 38T DL A H R G PR DU 2
DIReRpE I .

PER6 O E ORSE N R AL 1117 S Bk I 1] o

o {R¥AT1E] (Hold Time) - B8 45 s 8] LA & 5 0T A O BRIk 259 B 2 1) (K I 1) fel B, A AT
0.3 245 F>; BRINMERN 3 Fb.

* ¥ OB R BEATE (Interface Debounce Time) - K45 e ki [H] 52 & 4 300 £ 9000 ZZFb2 [A], KA
1B 09 500 280 o 5N AR AT DADRARAS U4 11 WAt AR T o Ty R, R PR 97 S BB e ) A
SHIRILAR . fER A I VREERN, WA SRR =, RE AR bRdh k&
A, TR ONERE IR o 0T AR A e 404 1E 8 I8 IR A EtherChannel (451171,
AV B IR kAT #e ML 3 ] EtherChannel) 1155,  SEAK 5 S ket F) o] AR 1 AR B 2 1 f0
P VAR Ay S — N B0 R A0 40 g 1 I 4D B PR Sl s Ay i Btk

- NEV D E B TR INVK vaw. & N CIETIISEIE R DIV SR S
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meemsrrnkizes [

R2:EEANEHFMARE

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

WEEEHED (Cluster Interface). #(#E1EO (Data Interface) FIZR % (System) B E LI F{E (P 0 i
s NHFESER . NAREA—EE) .

o SR EL (Attempts) - BB FUIIIMA SIS, AT -1 F165535 210, ON2EH HEIEHmA.
&850 (Cluster Interface) BRI A -1 CEFRED o &i¥EHREO (Datalnterface) fll &4t (System)
AIBRIAEA 3.

2R Z B BY 18] F® (Interval Between Attempts) - 52 S ICEHT NN 2238 2 18] 1 1) B RS i) (A
IR RAL) , AT 260 208 . ERINE R 5 208 e 1 A SR E B I N SR (1) g KR B 1) PR 261
A EREMZ IR 14400 2340 (10 K)

BB EE 4L (Interval Variation) - 5 S A5G IR BRFRFLEIS (). B AT 1M 3 ZliffE: 1 Ck
WO 5 2 QT E—UEFEEED 83 35T LR o i, R ke Ry

LRI IRIBEE A 5 408, IR AR BCE ) 2, WFE 5 23 1a BEAT S8 1 2 7E 10 208h 2x 5) A
HEAT 35 2 R 76 20 2081 (2 x 10) JEAT 3 3 T2k, SEB#8ED (Cluster Interface) MERIAE
b 1, #IEIEDO (Data Interface) f1 &% (System) [HIERINE R 2.

3

SE8 WL AFIEEEDO (Monitored I nterfaces) s A~ 5 421 0 (Unmonitored I nterfaces) & H 1 142 1]
KM E 2 e 1o fad mT BLIE Hh BP0 3 A BR 55 Bz A BS42 (Enable Service Application
Monitoring), L a2 HI %) Snort AL CLsBERE I

I 7E Cisco Secure Firewall 3100 - ksl &2 )
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B e=snss

13: B E MRy O

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

P FHSAT RS AR W s B Rt o SRR s S8 R 4 11 1 B ) B s e s 1 s B R AR R, R
FEFARTT /B R — 24 O A s S 1, o WERREh MBR 1% 05 R 19 7 2 K ) 5 AAER
T IR A 03 e T4 1 AR 2R R DL i1 U B 19 s I S IEAE MR B I %% . BRIAIE LT, R
AT #5210 DL K Snort FIEESE Ol HERR JA IS AT IR IR 7
T8 AT REARAE AN EE 2L (08 1 IS AT IR A T
30 R AAT A TR OB s s B B 1 L R ERZA T S L LR O B
INETAM A AL R VSS B vPC) , IENAEH RGUSATIRASK B T fE, B4R F 6T AR P 1 42
FUIRS o 2 h 0 4 b 5 80 il LG 0 O L R0 BB 0 fUG, n LLEE R 3 FH R Geis A TRl AS A
ThaeF s .

LI LR E (Save).

LW WFRE LA

T

P = p
EHEMTS
VBRG] DUEE SO RN B AR

NIRRT R
S5 T LLKE— AN/ BB 15 A I BUBLAT (3t
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wmzrmgss

HI 1 P E (Devices) > I8 & B2 (DeviceManagement), MBI B (O, RIGEERME S
(Add Nodes).

14: 5T =

Add Nodes
Break Nodes

Edit Configuration
Cluster Live Status
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

RYK W EIRE R ES (Manage Cluster Wizard).

TER2 AFm (Node) i i of, AR 7 22U 4% 1P Huhik, fRSEZ At i 1D,
15 EIRER AT

Manage Cluster Wizard
o Configuration 2 | Summary

Cluster Name*
ftdcluster

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node* Cluster Control Link Network®
172.16.0.50 W 10.10.10.0 {24 (254 addresses) w
Cluster Control Link* Cluster Control Link IPv4 Address* Priority*® Site ID
Ethernet1/7 v 10.10.10.1 1 (

Data Nodes (Optional)

Data node hardware needs to match the control node hardware.

Node* Cluster Control Link IPv4 Address* Priority* Site ID
72.16.0.51 w 10.10.10.2 Z (
Node* Cluster Contral Link IPv4 Address* Priority* Site ID
|T\,rpc device name ‘ | 10.10.10.3 ‘ ‘ 3 | | 0 | Remove

Add a data node

SIB 3 PR INARY AL S ERINEIE T A (Add adata node).
PB4 S, BEHE (Summary), A5 ST RTE (Save)
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B owos

T IEAETE Y 2 B & b o

16: %5 2= £ 1

ftdcluster (2)
Cluster

172.16.0.50(Control}] Snort 3
172.16.0.50

B‘\?Z'I 6.0.51 Snort 3
172.16.0.51

s n] DL 5 il i@ %R (Notifications) FIFR LR 1E 55 (Tasks) K W3 A RETT AT G I o

Deployments Upgrades O Health Tasks (_) Show Notifications
I
0 waiting 1 running 0 retrying 20+ success 0 failures Filter
*. Cluster
Cluster configuration is being enabled on data node 172.16.0.51 7s

¢ I*ﬁ%l\\\

RnT ANSRRE FPMER Y o, AEFOSO — NN o BRARFP TR RAE, A5 WAoo aie
s SRR SRR .

HIE 1 PR E (Devices) > K ETE (Device Management), AT EE Wi A B (D, KI5 kE
R TS &5 (Break Node).

17: BT R

Disable Node Clustering
Break Node

Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

fan] DAL PR e 5 A BT 15 s (Break Nodes) MEEREN “FEZ” (More) SEHLHIT—/NERZ AN A

T2 RGSPREFATE; K= (Yes).
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T |

& 18: # i P i

Confirm Remove X

Are you sure you want to remove node 172.16.0.50 from the cluster? It will be
converted to a standalone device.

MNo Yes

[ F|

fEmr L 5@ A (Notifications) EIAR L BT SS (Tasks) Sk MR HETT s iy o

BT EEBE

T LA T SR D0 1 A R B g% o I A R B DR 2 A SR IS, I
RN 2GR HRC

T ORI GRS A b R P RORE B, TS PRI A, B 33 L.

HIB 2 kPG E (Devices) > I8 & B2 (DeviceManagement), SihERN B (D), K5k EaE
(Break Cluster).

19: BT EE

£

Add Nodes

Break Nodes

Edit Configuration
Cluster Live Status
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

T3 RASPREWITERE: 2 (Yes).
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#E Cisco Secure Firewall 3100/4200 &9%523% |

Confirm Break

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing nodes
so they can also be converted to standalone devices. Control node deployment
will be triggered, if static route is configured on diagnostic interface. Are you

sure you want to break cluster ftdcluster?.

T RERT ZLS I A, DAER MRS o, BRI REAT 27 SERR P B AR NS AT R 1 nl A
INE LD B SR N A ARE SRS I, T AT B R R O

HE N TEAH MRS, HEEEE (Devices) > IR & 18 (DeviceManagement), Miii 8% () , K5

%P2 B 15 . 82 8¢ (Disable Node Clustering).
21 R

Disable Node Clustering
Break Node

Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

DRAERY i AR, WL rh N T mCRE A BT R R e R, R IREM S
B SRR S S L, WA RO T, T T RO R s R A L . R
T R P ME Y R WITEIRAE AR AR

TR 2 BN BT i R AR AR

W AUKAE IR & (Devices) > % & &1 (Device Management) F1I& H (115 Sl #5514 ox (B2A)

([Disabled]).
B3 TG HERE, WS EHIMAER, 5B 31
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sxmags ]

EIMNERE
WA B T IR TD sl iR TSR, LT

U R NERE IR 1 5
R BRI . WO SR, P alET ISR . A7 S PT AERAE PR 5 R A i AT £ 5
ZEE, WSHIFIMALR . 2 52 Ui,

pUE
$1 T EE OGRS, L HHE % (Devices) > iR & &8 (Device Management), i E% ()
SR IFIEFE R T 558 (Enable Node Clustering).
IR 2 B\ s e st B AR .
F Ay Rl
N\
EE WIS A, SR AR s AR AR, SR IOE RE RS e R AR W
R IR i B T R BRI, WA R R . WEEE, WER DRI S, AT
FHATAR]— o 7 V2R nis il B ez )45 A5, DU BT A e e R I 5 i A8 200 3 4 11 b T gty
BUZE 7
B MR AL AT LN R
gz

1 RS & > REEE>FE O >ERTRPRES, 17T SEUARE MHIHE.

Nil

R
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B seenrms

22: EEHIRTS
Cluster Status (2]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

S]2 T BN ERIR AR, HEE ES O > BRAeESCHR.
PRI RGN EHI A S P IZEEHE, AR5 s BAE.

IR RTEE

T DA AR IO . WORSE R D] SRR R e O ol AR P R B B 0 4%, WIARBE 0 A
W E AL EEAEREZ AT, T RE BRI R T AR SO AL Y R SE4E 21 1D
ISR I BE RS TP Huhik, U S50 5 s W T O F BB I 21460

$IE 1 P (Devices) > I8 & B2 (DeviceManagement), SGERN B () , KRGk RHEERS
(Edit Configuration).
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mugnts |

[ 23: 4miEEC E

E
Add Nodes
Break Nodes

uster Live Status

Break Cluster
Revert Upgrade
Delete
Health Monitor
Troubleshoot Files

RN WonEIREREE S (Manage Cluster Wizard).

TH2 WHERNIE.
B 20 ERERES

Manage Cluster Wizard X
o Configuration 2 | Summary
4 Editing the cluster bootstrap configuration results in disabling clustering temporarily. This operation may result in traffic disruption, and you should perform bootstrap changes during the
maintenance window.
Cluster Name*

ftd_cluster

Cluster Key

Cluster-level changes

Control Node
You can form the cluster with just the control node to reduce formation time.
Node* Cluster Control Link Network*
172.16.0.51 v 10.10.10.0 | 1|24 (254 addresses) - |

Cluster Control Link*

Ethernet1/7 | 10.10.102

I0E |

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Node* Cluster Control Link IPv4 Address*
172.16.0.50 v )| 1010100

Node-level changes

AR B BB % S EtherChannel, WRJ DU &5 il 1 RS80350 00 4Rig () SKgmiiae 1k
BS54 F1 LACP L& .

$IE3 g, AEHE (Summary), RS HRTF (Save)

HEEHT R

UURARAET RIS, W RTHESRAE B 51 5 O A BE A R A A B L. i, K1Y A A B
Aty FH A A 104 285 T eI SR IR 0 T
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B o usEm ssssatEmaFgEhL

S ERENN RE > REEE>FS (O, REEHE ERHIEDRZ KITIT EBRAS XHGHE.

25: LR AR

s
Add Nodes
Break Nodes
Edit Configuration
Break Cluster
Revert Upgrade
Delete
Health Monitor
Troubleshoot Files

PR 2 LA LER (Reconcile All).
26: A £ 5B

Cluster Status (7]

Overall Status: & Cluster has all nodes in sync

Nodes details (2) Refresh ‘ G Q. Enter node name

Status Device Name Unit Name Chassis URL
> In Syne. 172.16.0.50 Control 172.16.0.50 MN/A E
> In Sync. 172.16.0.51 172.16.0.51 MN/A E

Dated: 11:52:26 | 20 Dec 2021

ARERRESTEAE R, WS P IRERE , 28 36 1.

iR (BUGHIEM) SEFST ST EMBFHEE SO

T O B AL IO MERAE, ARG ORa AN . QR R SRR 2B (K 7 B ALy,
AT e IO T MHZ SR -
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$IR2

I3

PIF4

mre cgEm psnakemnangeas i

RO AT LU A B ARy BOH MY AL TS R R T Y me BARIZ A2 B AE A B0
T HEPREERE — 0, I e adksebidin, HR RSOV fl. BOCEBUHEN
TR Rl WERTCVE PR BE AL W1 0, R RE A R SLGI M (EAE SRR BE
RN, AT A SR FAE SR AR H 0

JiVRIEPER I ¥ it
o YT AL FIZ AR Z IR (4 T8
© R EZFEE TUIMRARE
o SRARAE T 6 T M T B A 5 NTP A A B e HSC I ), DDA A 3R [ A b o 1) 5 2
* PREFICE A, DUTAERE AR LA B &
NAT #1 VPN, ACL 45506 LA A D B AR FEANAR
K ST P T U B A ) AN [ 7 A B o 25 SO B R, DR SRR A8 2 U L LA B s B
FERC EORFFANAZ, DRI nT DL SR REVE A /NS 48T DATE T I S 6 Uy 1) 28 1R S, (Ll
DAL U T N Y A SR, 9K 5 A T I A B U o i B
FHIAZ Al
R AR T 2 CLIX N1 s U5 il AR

YR % (Devices) > & & &2 (Device Management), R A ES (D , KRG EHEMER
(Delete) .

27: MR SR T

Disable Node Clustering
Break Node

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

RGP EMBREAF B 1 2 (Yes).
T LU DA e — AN SRR RS N A BT A AR SRR M R K (BRI A By SR
R e — NI RO IO B, SRR (8 A LR AR A A

a) FERR|AMERET SN CLI, JEEH] configure manager add i AR5 & FE L.
b) EFFI&F (Devices) > & FETE (Device Management), X5 A diiRni& & (Add > Device).

P IAEM I R WS P SRR 5, 50 33 U,
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mizERRE

TrT LA B B0 HRORT PB4 CLT b s R A

#E Cisco Secure Firewall 3100/4200 &9%523% |

« E£BUIRTS (Cluster Status) XJifHE, niETIR & (Devices) > % & &2 (Device Management) > &
% () EFEEMIEE (Devices) > @& E1E (Device Management) > &8 (Cluster) Tifi > E#

(General) X1k > B LEHIR 7S (Cluster Live Status) #5424 JT .

[ 28: &L BHIRTS

Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2)

Status Device Name
> InSync. 172.16.0.50 Control
> In Sync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

FERIN AT s P A G B R R
SRR L RS WAL IR

* IELE[ZP (In Sync.) - 15 s T w) B0y VM

Refresh

Unit Name

172.16.0.50

172.16.0.51

Chassis URL

N/A

N/A

@, Enter node name

Close

* FPALPEVEN (Pending Registration) - 15 2B HE I —H05, AH A ) B EH0 F M. Wil

MR WA B BT A (Reconcile All) BLEE G -

« SEHF VAR A (Clustering is disabled) - 5 i L) & A0 M, (S BRI ARG SR o
QRS T R JG B A AR R, SRR E R R AR, Bl ] DU RE TR R 1 s

o “IEFEIMAEERE...” (Joining cluster...) - 17 ml IEAENIAMIAT _EISERE, (HMREEIMA . &%

FAGAEMAGERE G ) B G T

KRS, 0 LS A RE (Summary) 5 £i2E (History).
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wgz i

29 TR E

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

B 30: T Eiex

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

« R (3 >FE .
£55 (Tasks) TS AEEEATT SN T “4EEA M7 (Cluster Registration) 1145 .
* %% (Devices) > & & &2 (Device Management) > cluster_name.

JETT L5 AR I SRR, SmT LAE BB A R 19 00, B0 TP ik 55 g s HeAf (R
Ko XEFATAEE M L AT BN b

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

TEEBNEMN RSB AR, WA show cluster fir4 .

* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] |
health | incompatible-config | loadbalance | old-members | packet-distribution | trace [options] |
transport { asp | cpj}]

LEAERME L, WM show cluster info iy
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| e T

EREI TN B 2R I AR
HERHEITIROR TR
9 O SRR N, BB L 2 WM B A SR b SR B O S A b SRS
AT IRBLUE 28 B LA F LR LR
» WEAERITI - Gt SRR Ih . SRR SRR hR I 225

PN ORI SRS PR U AE A TR BB AR G A
SR D LB RES . A MR LU A CHBLR BTN « BiF
m GEAILAZERT, ANET g EP O IHb 2D SRR CF SR IR .

« EREGHE B BoREERE A ar dehs, RS CPUMERI . WAMER R, MR, i
HEE, EEIERA NAT #i,

N

AR CPU M NAFEAR s Bl 1 AN snort AT DL A2

* fibRlEIER (B CPUMEMITEOL . WAFE G OL. At B AER) LB J5 30 R 7s i i 1) B
WIEEREGE TS B
o SO ATHE TR - 75 PSR SR SR AT i (1 S B A -

o AT KPR EEAS SRR Y AR B IS TRV Y S B N R A DL . R
R R oy e AR, SR DURRA BN B 3 A P R AR 52 FRE T4 I .

o CWREATHE R WELLRRS R R R GONIRRR . R AATIR CPUMEHIR . AL H]
RN R IS U SRR R NAT FA 3R bR Sl . SLRALE AL
B RENS SRR I AR PR AT 2257

o BCBATEREFE BT - Whon AR Sl A AT abr . 50T LA PR £ ek DY ROF B4 10
MIVER(E R . Fabndia i CPUAE A . AR AL FANER . gt a0 T BERINAT
et o

* CCL I HIAR - LA 7 A s S I B Kot B Aan ARt
o HRBREHERR AR - ROt T R U P A (S SR
o I IRIYE ) - T PR A8 A BE 4R b i ) mP s PR A SR 0 P 8 e TR i
o B SEHIAR - Bon 7 AR TR AR AN Y G abr e . (H2, 1 s FA0E T s
AR RR, ANTEH T ST IR B AN SRR
EEERHZITRR
LS B 01 B e sl AT A4 REPAT BERE P o

&S BE RNV AR GRS b S S B BN e R NS T RE BAHE VNS I o S H S R /NUWC AR o s P
TR SR AL EE R I A IR DA H o
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i)
b
5]

semzirin [

FHia Z |l
IR CNE B PO TP A s A i G SR A .

SE1 ERRFE D > EITRR > KiE.
A P M A7 S AU R I 1Y R RIS A AR DL % 5% o
T2 ERASIER D, Sl BF (2O MIE (V) LURIFIIT SRR R& L.

TR I UAFEMIZIPRUGE R, W EEA TR BOAEOL T, SRR 82 2 T0E LT
THIAR PR A X LI A AR DU R PE R o FR bR F48 il T AR 0,95 «

o Wik — 5 R HABTIOE SR BITAR P K OSSR bR, AR R CPUL AR B A 3
HOERGHER DU NAT Feifi i .

ST — BEERAEY RO A A

© BRPERE - A% CPU IR . WAEAETR . S AL fth e nkid . FEaIERA NAT S
5 R HE R

* CCL - #Z RS ANRm R ST HE B .

JmT LI R s T RS YA e AR A o A3 D2 SRR AR R bR I 58 38 513, 15215 Cisco Secure
Firewall Threat Defense ia {7 RILIE T

S 4 ST BT LA T R e W o 6 B el I LR M 8 M CBRAD
KA AR RN e A RSt e £ 7 X (Custom) BLRCFE F1 5 ST A I SR 1.
et BT R TS ST B 5 4Bk 36 ) E1 0L

SWE el “HE” R, (I LA T I R
B RS D L P 0B B S . B LA BRI BT IR R . 3 T 200,
RS APBAT . il AT bR 27 B A

SW6 GETHEE T AB PRI A 758 2 FioA B BT TR S 4 0 #5751 100 SEATR RS
1 .

BRI P B SEATAROR R LT #7715 IS FPRUUIN 2 . 000 37 1 S TLANE TR
(ORI . A 6 YT T IRV B 2 AL

SWT GETHSE 1 AE PRI BRANSBL R, B WP B 2 1A U S 760 Bl o s

SEAPARBLRIPE R o 460k BT AR 0 45

o & — SR R IR FUE ARl OGRS, A CPUL NAF. D R,
DU B A A P AR DA G B E R A5 6

* CPU - CPU M I, ALHRZHERE A HAZ &I 70 (1) CPU A IR B o

il
ot
<d
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B o=

© WAE - A WAE A%, GREEUE-F IR Snort W AAAEHIR .

s PO - BEURES AR E LG R .

© AR ERGOHER (PIIRBIR . WESIERE . WA R NAT $effe it 4.

* Snort - 15 Snort BEFRAHKGETHE R .

* ASP L3F — LRI R R DRI 25 53 i 80 AR DG I Ge vk A R
AT LA b AR 0 S S AR R TR . A7 2 SRR & TR AR K 58 #8413, 129 Cisco Secure
Firewall Threat Defense i&1 TR ULIFFx o

P8 sl PRI S A BN (+), AT AR bR A AR RSk QI B e P
B

X AR B PRI, SRR bR, SRR IEFEIR bR

RRHIEIR

%ﬁ%g%%%%&%ﬁ%%ﬁ&ﬂ%ﬁm%%%ﬁ%ﬁ,u&ﬁﬁﬁﬁ\ﬁ%ﬂalﬁ%%ﬁ%

JSNinp/IPS

% 2 BT

fEHR 1% BB ®R

CPU R R BT CPUTRFR- T M (433t Hidfs F- | percentage
[ A1 snort) o

Memory ERENT A LI A AR RS (50 T4 1 1T | percentage
Fl snort) .

Bl ot & SERE A NI B A e v R bytes

CCL i BRI AR CCL 405 bytes

B SERE P R ST HL e

NAT 4 SEBER NAT F4it4. Hey

I3 A G R R (R R S AT H e

Hidf 8 SR rh SRR 10 B B 50 T ey
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r et |

Xt SR BF LT B BE HERR

T LML CCL Ping T HEAf CRAEREEHIBERS IEF 24T, BOLRTBUMEHI L G T B A1) L
H.

>N

o WBEHERRSCAE- IR AT RORREMMAERRE, RG0RK A sl AR RSO BRI IR &> 1] &
IR > R > B XA ORI SRR SO

AT LB i B () IRl SRS HRR I R &R S R O

* CLIfnih- A\ i & > IR & B > 8 > BAXE, BLEE HHUe X CLL i, B
HERRAERE R fRE . R G BB N RBHSIT AR i

* show running-config cluster
* show cluster info

* show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp

* show int ip brief

* show blocks

* show cpu detailed

* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

fad n] AAE Ay & 7 BUH A AT AT show iy

EEBHEHI5EIE #1117 Ping
SR LB I AT ping SRAS & /& 75 BT 4EHE 1T S A B ok SR BRI B AT FLZE 4 . 1 TGy N N AR
B —A> =B R R R AR AR B B O BN B, dn, SRR R BE M MTU W& Al fe e TIERT el
] MTU.
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B =srmsisss £ 9T Ping

1 %$% 8% (Devices) > R ZE T (DeviceManagement), SidifEREi B (O Elhs, Rk >&
B SLRPIRZS (Cluster Live Status).

3 ERREIRTS

Cluster Status (7]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E

> In Sync. 172.16.0.51 172.16.0.51 N/A E

Dated: 11:52:26 | 20 Dec 2021

T2 eIt s, A sidi CCL Ping.
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garnl |

[&] 32: CCL Ping
Cluster Status

Overall Status: @ Clustering is disabled for 1 node(s)

I Refresh l l Reconcile All l Q Enter node name

Nodes details (3)

Status Device Name Unit Name Chassis URL

[ Summary H History CCL Ping

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

> Clustering is disabled 10.10.43.22 10.10.43.22

Close

TR 5K MTU DG G R 8508 G RN E SR AR TR B e 17 g LAY )80 ping A4

Dated: 18:38:41 | 01 Mar 2023

LR

XA  S R
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| ETire

BB AIE

eth1/8
eth1/8

mgmt

Cluster Control Link
192.168.1.1, .2, and .3

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::11002/64
(Pool: 8 IPs)

eth1/8 .
mgmt

<__ port-ch1 Spanned

>

port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
MAC: 000C.F142.4CDE | |

port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

| e

A

.

—

V

I

port-ch5

l VLAN 10

J

|

r_______ 4

Client

oK FA ) 2 A Sl o B 5 AN TR PR VIAN OQIR, - i,

VLAN 10, VLAN 20 Trunk

VLAN20 |

Ul

\II‘

Server

VLAN 10 T/ 4%, 1 VLAN 20

TANRNGS . R WA A ERR AN WAL s th 25 G o 8 T Ak R LT
el H K] 802.1q #%4.  fE VLAN 10 5 VLAN 20 2 [A]f# Bl Kk 4% .

5 #5  4% EtherChannel I, A 508 Bk i A2 AZ AL 23 41 25— EtherChannel, WIHR—& A

RIS AEHAURE A H AR e 2 A i
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mENR
Cluster Control Link
port-ch1
192.168.1.1, .2, and .3
Node 1
YA /N ethi/6
y [ ] [ ] ethi/7
A 2\ n N/ ethl/8 3 eth2/1 n
. ]
=3 %?ﬁn
?.lf\, 55 SJ- 58 3
3 o2 3] S= g &
8 AW §35-% ethor | S8EF 8
S NS E v R o
X =283 2388 A
T mgmt (S
o 2 o 3
il 58 2 803 <
WA O=_ B/ ethif6 Mo
al | o | [# ] et &
e NS £ | [ 2V ethi/8 >
v/ v vV Vv
mgmt
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)
T80T it o JE TR A N SR A 9 24 2 R R B oy i
TR, e — M 4% EtherChannel 3242 21 P EBACHL, 1A D) 55— AN 25 /9 4% EtherChannel
HEEFIIMIATHNL . WIRFFE, L ] LA/E SRR EtherChannel |64 VLAN FH:H.
-t

ASHR IS ELAEAT AR LA B PR B

BURN B EDTh REFNES BE

7Y BUP B8 D REANSZ B SCHF s I AT ROy DI REDUAE Pl e 46 132 508 o AL e v HEXS W] 1E
PV T

SRR HFRIThRE
PR ShBeAE fa FIARAF TG O P JCTARCE, A& 2 and.
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| T

\)

AR EAFESEA N FlexConfig Thfig (Hlln WCCP ) , iS5 (ASAW MERAERCE I -
FlexConfig fo VP4 E & HL A0y GUI PR ARAEAEIITF S ASA Thifi.

* A2V VPN (SSL VPN #ll IPsec VPN)

* DHCP % Py k5545 AICHE . SZHF DHCP 4k,
* JEFUBEIEHZ 1 (VTIs)

o e A

o SRR R 4

* FMC UCAPL/CC #:{

SRS ILInae
LUR DhBE R A ARSI i B A 50 RE, IR it

\)

AR AR D BERUR R S A SRR TR B e S AR A
U SRA T PR A DI RE, U2 SE R A rh D BE VR AL PR i B AR PR R e e, AR PR R U2
NEETIIRE: WRKAEIENE DL, AR SR A& B Y
SRR DIRENT 5, WA Y RO A b, W DA SRR T T, i 5 2T R 0 e S
HEATIERE

AR EAE W R T A LY FlexConfig DhRE (441 RADIUS £3ll) , 1S5 (ASA HMEAE
Bl F5FE) - FlexConfig FUIFEHACLE B H .0 GUI WANIEAE IV Z ASA ThfE,

o LUR NI A

* DCERPC
* ESMTP

* NetBIOS
* PPTP

* RSH

* SQLNET
* SUNRPC

* TFTP
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FTP Fn& &%

wmganes

* XDMCP

o A b AR

* i ilH] VPN

* IGMP ZH 4201 [ PSR AR BT CROE YT e e o3 AT T HEAN R TP
* PIM AR 45 8601 T DS A0 EE - Rl T T R o A1 T AN ERE D

* ghAx

R PR SRAE L PR A B S o AT A MR R S AL VT ISR ARV R 17 (. TR
RS, AEERE P IO MR PR AT REAN 2 7 R 4% PR AR RS S R Y AR A AT S I T8 AT B 5
i SAIAN B A T e NI, AE S i (AR R, A5 s B 1) 110 58T

* SR FTP it T8 AN 3 i 370 e i AN ) RO SRR B DA T AT WS S 3 P A7 g 2 R B I B
B WAL B R TG B AT & F SRS R IR (HE, G SRS N 282 TR At e T A7 O 0B
TR, WA ERRFA TR FHE 2 RE IAS 2 BORT

Th 7 HE QAR T RYEIBIR R

NAT Fn&af

FERBNT A TR, B A AR A AR . Ay 2 A it o 50t A el P BE s A T AR BRI 22
PNIBRZER-AEITRN =R B

NAT W] Be4s s M AERE () R Aot f o NS HITH 3 NAT B0 v 3 ik B A BE TP S [RI 16 i by, A
R I AT T TP MRS O, NAT 2 SEN A H a3 6 B A AR i TP Huhk Al /el ug
Mo %20k 3 4F NAT Frfg & 1) BB, 2l SR ey bl ik o Rk 2 &, SEEER
PR e BRI . IR, BT SN B ) BT B R R R, R NAT T AT & i
ST BEAN AR 4 22 4 T SRS G, 7 &8 TR 0 B Ao B i 2 .
W RIS AEE R TP ] NAT, 35 2% R LR
* PAT X i T AT - 15 S5 Sh e LR HE) .
o BF ML RIS BRI AE G AN ERE, e SN TN . BRIk, ERE MR
TR PREIACE A 1 RS 3 AT RERET, WERAEAT 3 AN Lok B BN & sk
AT, AT LAY 3 AN e, AN A 1A
o TEPATRE EHER TR BRI, A 54 b 0 840 A BB 1S AR AR N .
o WIS HEAT RIS PAT BRNUME X G PAT B H A8 IP HuhbyE D , & SEHER It A3
I AT A 60 PR A B I 28 3375 SR PRV A B I 28 3 B T o M4 A s D B B D BE T4 17
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e MG INE PAT it i, FUAC LT ARSI Y i 2 18] 7 et R AT 7 35 1 (1 S

© FESERETERATI, ABEEAE SRR/ R EERE P BRI B& ), BriR
AINA SR e D NN, BRAT TN B AT H o BC U -7 R K L
WAHSG T A e e SR 0m s mT USE ESCHR R/ I 00T B el D 2y e R o

* XFENAS PAT fli ] NAT Jth bl 201 - BC & PAT yibie, SERER AP 44 1P HuhikRi 43 Ay i 1 Be

BRINIEDL T, AENERE S 512 Aot 1, (E S s R e u), e B i . X e
EREH &AL (A3 A3, DRI RN R — AN B AN HOR Y. PAT i 1R 554 TP b
Hho AL, fE—ANMEHER) PAT dirpn] DU DA — > 1P Hidik, R0 8 DISCRFE U PAT
FEFEEEN T o S I HO 2 1R G LA 1024-65535, [ AR TE PAT Jth NAT #0000 r g 2 4% 2 2
DL AR B 1) 11 1-1023

s TEZ AR B 4G H PAT it - 2275 22 2 P AE Y [R]— PAT ith, DA 2503 R R v A2 11 3
PEo DAAULE BT AT BRI A AR e 42 1, B AR RN A “ATR” H o ANRELE RN
AR RN “ATR” B0, BWRS RN IR A S A A s AT IS
BRI FH M) PAT Jtb S 5 AT 5 100 7 %o

o AMEFREH - SRAFANSCRF PAT b5
* JoY i PAT - RIEAN IR JiE PAT.

o PRI RV BB AS NAT Feffle - 07 R B RO F I B8 mle 807 e 21 75 22
ZAS NAT FEHIF HAEHATER PN, ebeii sk N st . B0y ST s

o I xlate - IER AT LI xlate 2RI AT . Rk, 25 IS TR) (B nT HE 436 0 2 R I
. RNV 2E & T HCE A E (refent 7 0) , WFE7R xlate TR .

o X BLR A A AN A PAT:
* FTP
* RSH
* SQLNET
* TFTP
« XDMCP
* SIP

o WA K NAT W) G —J546) , WINAS ¥ 4 CLI H ) asp rule-engine
transactional-commit nat iy 2 Ji FH S HEASHAL . 0, 5 AT RE TR I AN SRR .

e e R AR Y R _BIBAT, JF FOE R 04T 2 ST ke Jm R A BB 1 o IR i e Kt A 2
IEBCHRAT L R EE [ B Y R
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SIP #& i Fn &R B¥

SNMP FAE5

Fop HiSFERES

sie gz [l

[ 33: B X ALK M@ EER T M s B

Router A

Only control node uses OSPF
with neighboring routers.
Date nodes are invisible.

EtherChannel
*._ Load Balancing

Y

Cluster nodes

Router B

FERSCHRT R Y R ST BRI 1T OB SN L e A e

OSPF LSA Hi HE A 2 It s 5 S0 0. S B T B 20, A 2 K 5 75
B PR ARE. OSPE UK HKIE A IP HALAE h 3LEE 28 ID. AT LUAMRD AN A B
I D, AT AEERECRE, (T LU (3 N BE T [ 18 1D —50. 1200 OSPF Al
TP D e T

PRI AT AR ATy sl BRI G T 8397 , (A 7Rl e AU+ A1 b

W5 N UG AT P AS s il T R 3 AR 7 1P k34T SNMP #8if). T SNMP {CHRES ) 4L 1E 1P Hudil,
W) 24356 2 1B A T SO, SR T R A S T 2R U

M H SNMPv3 BEATEERER, W SRS AERI AR AR BE T B IS DT AR BT £, W SNMPV3 HH P ASE
TIEHT A IR P IR RN, ARG TR B, LASR R P R A

< IR IR RSB A RS H SR . BT E H &, RN RERSEH
AT R R L B A FAH ) AN [ AR 15095 ID o 9, SRR (0 BT 49 R4 SR L 22 3L
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. BH} TrustSec FIEEEF

MBCE . AR H AR B A BN AR B 1D, BITAT 9 s AL ) R 4 H A A2
AR H A Rl WSRO H R SRC B A AR 5 | 3 R PP 0 B P i€ I A Y s A4 PR
B ID, RGNS A Lok AR A

B %l TrustSec FAEEf

S P 5 7§é%ﬁﬂ@GDm o SRJe, I AR SGT B BIE Y £, i3y k] A
ﬁﬁﬁéﬁ%ﬁﬂﬂ@&@m&

VPN Fgc8%
vl ni 8] VPN SREE R IhaE s AT FEHI 8 50FF VPN I8

\)

IR RS EREREV M) VPN,

VPN IhREA PRI Al ], HARE R L RER S nT R TR Ry Ak 2B ss, T ilf
] VPN IEACK Wi FF, VPN F Rl AR 45 b . IR ds il Um0 F B 57 VPN I
.

¥ VPN BEIE &1 35 /4% EtherChannel Hihilbi, &34 @ BhEF B3 575 &

55 VPN FH 2 R %5 BRI TR 9l 52 2 BT 15 o

HREIRE R
¥ 2 GRS — AN, T T DUA B L 80% f K4 A F ki (K A A PE R
B, o S RS AR OHGZ AT T LA FE K2 10 Gbps (O, IXEHT 8 G B4R, kgl
G EZh 80 Gbps (8 547 x 10 Gbps) 1] 80%: 64 Gbps.
YR T R R
SR U S P R R IS, R 2 Y A
T AR FHARRE (BCY RE RSB TS AR B, WS 3 B B ANERE K,

HAB R AT AT A B AR Wi N B2 05 5K LSEZ B AE 1 1100 22 18], Mo 1 e
sk

3. WERIEAT KA 45 BYJE AR S DN AR AIL R RN, W e o A 4 Y R

)

NP

AR WERZA RIS R LY, WA AR s A AR AN P A S B AR Y R

4. WERAT AR E MABA R B, EAS AS SO RG BUATEEIT SR RE N
PRI R BRAREAF RN, I SRR A A Y A
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entnzmat ]

5. fE “RN” Wpsrh, A AR NS AN, R R e s S R A, I
R0 Bt Y AR

\}

AR AT LAT B RSO P AL RHEETRIIRETT . R S S A T R I
T TR A ZBAE T BP0 Y B BT g 1%

ERTRIS A AN
Y BEL IS 515 R 1IR3 AT DR 15 82 W SRS B RS e v D
RIBI TR R

A R I AR U BE B 52 A FR DR PP DB Bt A o S SRS s v I 5 Db BT PR
AR B S AT A keepalive oS Ed (0 B AR AR A, A2 1Y 2 SR AR rh M B i et 1
o UIAREE T AR S BT SRR, AR Y RO IR B (K42 0 A

DR SR S TR Ay o 4 W AN DR DA 5 i S s e i e VA T A PR R B AR LU ), R T RE s
HEN N s, o IR A B T AR B SRR e I, RS R A AR AN SRR AL
w12 v O S [ VAR VAR TID )Y e SRR LI S RSl A Wk i€ s T L P VA wAS R
ek A R HY ROPERE CRER . TER, ERXFHLT, IPUFmE TR R, hE
MR TIRERS S5, DU C R I Y R DR B Y A

ARG R, TS PP ks . 28 50 1L,

O s
BRI ML A A P I T AT O i 44 IO REP 2 L BERCIRS O P iRt IR S e

* 75 4% EtherChannel - {i FH SEFEBE S SR S 73 WML (cCLACP). BN A& R P BE IR S A
cLACP thillil B, LCMEHATE EtherChannel T [ L J2 15540 THGPIRES . IRES SR 4155
J=t

o

R PROUIEER, BRARS DU N S EAT B 1 (4% 21 EtherChannel) 5 #n] L%
P AR RS . e Cm i, #ln, S EtherChannel W AUR A Wb, A gk I
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