1linl

NREH

PR R A U ] Ab B AR A
« KEANRIHE, 13
* AR AR SN TR, 5101
o NMEZFFRIVFIE SR , 55 2 0
o NMZ A ERRIRTR A, B2 0T
s MAENZHE, B3N
o N AR UOE 5 20 UL
* AENFMFGUELE , 538 L
s AAENMIFIPEREEE , 540 1T
« AAENRIHFEER, 544 0
o NMZHEP sl 545 1T

. ==y

XKFANREH
Firepower 2 4t i LA By i 722 9 4 rb n] RS EHL S SR iR m I PE S Sse s PERBLE PRI i . i
RS2 VAT DGR B, T LR, AU 28 9 2% 1) Bl 2 T RS 3. AR A0 1 22 AL
BRI TR ARZ Il -

WMRRGEVIHIBEANER, SERNRF CHIN DMERARERRA “IPSHL” D) ANMRFMEA
RIS H AR H 0 fa) s il 2288 DL 55 Bl sk . A TR T B O mSiE, da
AR A — DN AR ORI . 2R L F L5 2] Cisco Secure Firewall Management
Center, 1A AT LAV S I B4 1 00 o9 20 58 7 (R ki

BT LR 2 A B B IR A el s NR RS, MR BRI B & Z 3 sl e 2
A R .

ATEFMMHENEEHTAR

T DU DR TR A2 N AR A MIPP AL FLAE I 2RI 1 22 4 SR A B8 v 2 7 BT s (0 T L
ORI, PO B L s R .

| INCEL |



PN C |
B esswrTiEsk

o BT SORIOIR S MBI AR, AT LB BT I AR AT I 18] B A R SRR At s 38wl BL FAT v
I T 2 T 1) I ] [R) B 2 4T

o S ER TR, W TS Bet A S A SR s I RT DAS It v A I RS A A )
« HZRE, TR TRCE SNMP. RLEFIRSE H &
o AT FH T A A B E N AR AT B DRI SR
* TUE SCRT B E AR, TR T 1 Al O LU 23— 20 R A A
o FITAE B Bls R AMB TR . ] DM R 40 H 5 21 eStreamerf B dl X FIIXEE T . £
FKPEAE R, EZ I AN T A2 Hr
test, BETTLMER 247 > SR > E T X R B ST S ERHUE ORI A TTHE Bk T B =
SEAREITEANE B
SR E T B AR B IR R AE G R SO, 352 B https://www.snort.org/rule_docs/

= RIFRTIEZE K

BB B 1D 1F R E
IPS

>
X
1inl

Z T ANIE
(ZSA

SRR FORTR FH

>
X
1linl

RFfE
PR

* NMRE LD (Intrusion Admin)

B \E54


management-center-admin-74_chapter26.pdf#nameddest=unique_41
https://www.snort.org/rule_docs/

| AEse

Iy

il

dlinl

EXJETS

=

] LA AR 3 FR A 20 0] 0 208 22 A ) FS B

Fga A= AL B 05 ) DO AR AR T e T A i — AN 0E ARG QU fE
—AEEZ A T REIF I AR FAERALEA A 2B R A D, s AT LLEIE H R TAE
Wik EATLAEFRET A SCRI AR, R el MR F T

i SRR S R TP Mk FLEV S 4R | P bk (Resolve | P Addresses) Fi44 40 B E, F440
K AT RE N TR 1
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AL RS, NAENREMY (Intrusion Events) &, M &4 B E%EH (Reviewed Events) &%
XL AT IR FH

iz
FE SRR N FAF R IO L, AT A IEFE

o BRI IR P — AR A NZ S, THIE R 5L RIEHE T fiTi 8 4% (Review).
o BARICFAEFIR P T AR S, 1 sl Review Al

AXERM
PR SAE AR 26 21 3T

ERZHIEERHANREH

FELHEE T, WARKGFEMRIC A “OH” , MRS AL AR IZFIF R PTAT AR AR e
“ EA[EE’*Z” R
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PN C |
B sosmm estRey ke

UK

B EREST > N> EEEES.
P2 A7 LN PRI kR
o AL RIS, s S R O TR
o WNRAE R S NR FER M I B 8 SCTAERAE, W A TARRAEARE A (13T
{ERFE) ([switch workflow]) LLEFE R G AL AT R Tl ST AE e
s TETARERMEARTERER, WA FTE, 54 0.

EPSE]
PR SAE AR 26 21 3T

BEFEKINRSEHIFCH “RER”
LA U BT AR SN G UE, rRAR ERR I KA
TELBE T, WA ERRC ) D MRS AT LA SR P AT B R i
T .

UK

TEE s DA R AR o b, A PSR
o BB R RS R P R BN AR, TS R RO U S HE I ST B E B A
(Unreview).
o BN HAZH MY RBIRITE NZFHAE, 150 Unreview All

FAbE 2E =4

TRACEE SR AP I A X B AT e 8 /E (Bl is FOTE L HTTP W) 5 — HA L fil
R HEAS T A B 285 T HLAH DG TRAL HR A8 FUU b1 3 FPIRAS, it 2x il i A e AR 4 5 1 7 PG B A8
WFPAT ROl B, 0T LUH HTTP A A4 pli#§ (GID) 119 F Snort ID (SID) 2 2K i3 H pouble
Encoding HITP A £ 16 I A AH SC IR AR BEAS KU, AE T A 20 85 38 2] 11S W04 5 it 2 i A= ple 4

P AR TS FIAL PR K AT 17 AT By TS D00 S o D G T ety o 9, JAcets 2 ] AT I T B 1
IP 7 BORO ENLEAT DoS Hiitio 1P 23 Fr B AL FiAL B ] LUAS N LRI 0 2 A AR A

FRAE PRGN A AR Z A AE T, B B Bon A S0 S g Bl . A, ol
BWEIRKEHEIHNE . GID. SID. Hdla i Sk A AN Sy t 1 8. X kA mT LM Al B (KR Sk A
B i B I ACLIE TR A IEAE M AR BN TR A 22 R BURT, JHRa i i,
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| NE=#

ez

REPEES AT REAS R AL, RIS S0 AT I 2 (RO (SR AL P2 RS B B A B O PR LA
NI 853D 2D Wi e A G (K W T SR AR AR5

FAbIESE A =R ID

BT B G #H A QAR 1D (RIGID) I RAFR W ECH A0 il (R MRS TUAL PR o« RELETAL
BEASIE BATAI K SID, 3K T RHEAEBE AT 70 2810 1D G5 o 3K A7 By T D0 ARSI REA T 702K
KA AT A, UGN Snort ID (SID) A LASR { Hiths 4 fid AR 0155 53¢ —#E . AT LAFE AR
S RN BTIRI “ PRAL PR GS” Ji 4] 4% TUAL PG 51t AL BEAS U JETTLAAE “2m0” Jiiik
21 T AL B R KLY A7 6 21 2 21 AL RS RN o

\}

ER bR SO AE BRI A A ID S 1 (B REENH R GID) 5E 1000-2000 (AR o 6T
ISR, AR R RS ID K 3. AT, SN SID F5 B ik = 1) T kA% EL AR R

TR T EEEEA GID FIFHFHR,

RAEEREID
ID LB 1A

1 Pt SCA R AR AR LR AR SR (42 Rk IR GID) I AE R .

2 Brad i Hc 4 A bRl A R AR (PRl AR s SR i bR il i A ) o ] tag

TR0 32E T P2 HE I XA 100

3 S0 g R FEHE AR G I A Rl

102 HTTP fift i3 SRR 5 | B R 80 6 T ) HT TP Hds

105 Back Orifice I 3% Back Orifice il % 5] 55 £odfa (0 KK Back Orifice K.

106 RPC fif i RPC fif i g A f e

116 Bl LS % FF e B AR e A R

i ;(9) HTTP £ & FiiAk 2 2% Fiff i HTTP K A WAL 2% A2 . GID 120 R 55 Al 45 #4F 2 HTTP s AH G
122 S A % A dy i R A DU 2 A

123 IP /3y 414 73 7 ) TP E AR AN e 1A E 2 N AR AT

124 SMTP fift i #% SMTP FiUAbFE 25K U £IE 5+ SMTP 18 1] (1 I il i A6 e 4

125 FTP fif % FTP/Telnet ff 5 4% Kl £ FTP It A el i A6 e i

126 Telnet il 2% FTP/Telnet fiR A5 25 #6000 2 Telnet ¥ i Hh A3 Wi I A e i 1F

128 SSH Tl kb P & SSH TiiAh B 25 K8 I 1) SSH it 5t r 14 s e i A Fe A1
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ID Bt 15 BA

129 R UOSHER E K AL TR e 50 A A T A R IR A e 4

131 DNS Tkt B 25 $i4F 11 DNS Fildb ¥ 2%7E B

133 DCE/RPC Tilkb 2 #% Fi1}th DCE/RPC TAbHEZSAE B

134 FMNSELR B GEIR BT 45 (134:1) B HT A H (134:2) — QIR I, B b1 H it 4
Mo AL AE IR SEIR BB R e A A A (134:3) 1, AR Rfeft

135 T TR (R BT R 0 25 R o 3R 0 RO 7 ) DX 26 F) T RLATAE B 22 S A B

137 SSL kb #s 4kt TLS/SSL FiAb 34 8% 4 it o

Bg PO TRAL PEAS AT E ARG TR B 5% A

140 SIP FiiAb 2 25 FAFh SIP AL &L A

141 IMAP Tiiib HH 4% FAF HH IMAP TS FEEAE A

142 POP TiiAbBE 2% Fift i POP FHAL B &5 A B o

143 GTP FiAb Bl 4% FAF HH GTP Tidb B2 i

144/~ | Modbus Til kb ¥ 35 i1t Modbus SCADA Tl b H 2% A2 1 o

145 DNP3 Filb B 4% H 1 DNP3 SCADA Tk #2854 .o

148 CIP TiAb Bl 4% FifF i CIP SCADA AL FE 2% 2E il

149 S7Commplus Tk B A% F A1 S7TCommplus SCADA FilAbH 284 il .

éggg - | ARESCAR R TEH AL A R ARESCATEN R0 I A Bt

>
X

dlinl

= TAERIE

AR PR IRORN AR SN TR P AR TOUAR BELES U A B 2 R DU AR AR R g 2 2 ik

NS i

Firepower R St (A HI S S s e i) — 4L FiUE AR, W T AR MM AR FH . X T
(R e SR S I P B S e 0 WA T PPN R EEUR ER - S R TN e

TiE S AR FHAE TARRFEA & = AR T ORI FELIED
o AEE AN R RO
« NMRFLEIRUE
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A st TERE |

* Al AL

] N BT 7R AR PO A B 241 O TR ) N, T2 AN, T
BE TR E RN R

“IR RN A RAT OG- AN B A H s I VRIS S, 52y AP sedift, Rn iR T
PERAER IR — 00 IXHE, AT R IT R BE S 1 B> — R T IR A

MNZHAF IR LRI A AT A AR G RIS SR E R, Bl
YIP AL Y L F AR TP k. F bR L SRR, SR

FERALB PRSI, AT DL ANE RS IF Won TARGURE T AR — 0T, T2 b SR i BRI A4 1
SHESCPNE SRR S ety Y] 5 B

B, R SRR S 2H () IR R R RER BHE , ARG “IE T A SRR
BUF DT R SR ISR, o] LS R ET AT P R AME R . B, RS A v 4
AN NI AN TP Mk (IR BB R B AR EEAE, 3% AR 1P bt (Sourcel P Address)
B IP Huhik.

IR PR P —ATE AT, )5 mHE (View), Ko Son i i Bt IR A G fid
A A R T AL P ) St L A S o Bt LB IR RN B R 5 A B B R e J2
FfE B e ST LURITT B 0 LL T VAR &

\)

AR T RS th 2 AR A, DR e R S 2 R R A O B A

AR FIE AR TCI R 2 75 oKk, AT DA A s R K £ B B 2 SCTAR R
Feo AR SCNRFAF TARGUR T AR 1) B T iR/ s PR LI s R 4 B S S L I e
Ve e — 00 MGG AR 2, BT DU E TS CTARRAEA A & X TAR SRR [F) D)3 .

ERARBHIIERE

FHEI R L AR I Lo DL Re, XL ThRERT I 40/ N rEak, DM A A 2k
Hh B AR L

N T S AE AN R ) AR DT s AT TR A AR, 2 0 et A7 D P8 (R A Bl 5 — L
FEN, SRS, AR ST i ARAT AR AT AR AR N, AR 2 k2t

Je

R R R, w] AR IR BRI A OR A D — AR R A i, SRR LR P A ) 9 5 Aok
FIREA TP bk A Becs A48, n] AAE TR A0 ) ORA7 BR AU A 18, AR HR FRRAET . (R, ANBERS

R RO — IR KA

UK

TR A2 > MR > BV AR FIF TR
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$B2 8, RIS BoRNR AR, AR FAE ) RO R . 5 23 TUEAR R
WA, 25 23 T TR .
L3 AL E AT R
o BT R BRI ITVEAE B, IS AL FETE, 4 0.
o BIEE EHUECE SCF, i A SR AE EAL IP Mk S5 EHECE S -
o EAEMBAE VR E, A D “URE A7 85 ¢ HERE A7 21 R TR
o B Firepower ZGAMNE A VR B, EAE S LFAAE. 5B EII g+ Hh 2

M, G A HAORIEE R TR E RS AREE, WS RAEHIIET Web BT R
RTEE

o BORARAT RSN U, A R R R, SRR MERE R = R P A T

o i, LT LU EEL Talos SRHUA SCATSE 1P HUhE IR PRANME B . 1655 S IR0 00K B T 25cdis
RMUUL ARG ERCE R AXREAMER, WS T Web 1B I SH0F I & .

* BESUIT W FH I TRDAD FYIVE 335 2 ) S O 1] 7 1

Rn WERANR SR SRR T, SR A I VG R AT AR P14 2R AN 24
S RIS TRDSE L, DAL TR T e A (0 mT 5 A o 0 R JOR A ) P T 7 e
it

ER WAL (] PRI FERL I, SR T RE 2 WoRAE B A BT RC BN T B (g ik
SRR E T HHE) SNSRI S B B AR IO E TSI T A, BT e AR
PGt -

o AR ARG DU HE R A S T TR R SN S, WS A AR
o B HT T ARGRE P K BT 2 10 A0, ORPE AT R, 37 o AR U AR DL 2 b A A ) T

B

o EONFERRE R NBR AR, kb ENER 55U R, RA RGhER (Delete) sinid

LEMIR (Delete All).

« SO HIEARICON “CHAR” DU IR AR 0 B, (BAR N F B A 2 R, 3

SN R “CH T . 517

o SR E AR AR Pk S RO B B R AR A (libpeap #g IS QISR , kb2

AR B il ok R A S L I R IEAE, SR ST T EEE & (Download Packets) 5% it T &
FrE##E 8 (Download All Packets). i3k iI%dE 0 LL libpcap #2UIR A7 . AN H B HT
2RI H A 5

o B M B HABFEE AR R, 1S 0 ARG R S

o TERTNAEH 5 — AN TARGAE, 18 AUHEYI# TAESR (switch workflow) .

o LA T DU 028 LR R [P GO, 3 48 It TTE AR 33 % (Bookmark ThisPage).
© WHE 27 (Summary) B “ANZFAE” (Intrusion Events) #87), 1 sl diiEHI EIHR

B \E54

(Dashboards).


management-center-admin-74_chapter26.pdf#nameddest=unique_57
management-center-admin-74_chapter26.pdf#nameddest=unique_57
management-center-admin-74_chapter26.pdf#nameddest=unique_57
management-center-admin-74_chapter27.pdf#nameddest=unique_872
management-center-admin-74_chapter27.pdf#nameddest=unique_504
management-center-admin-74_chapter27.pdf#nameddest=unique_885

| AEse

restgnTenmars |

s LM PEEH N, HAHEEEE (View Bookmarks).

o AR 2 iR 1T PP B A AR s TS D M A P AR A

X EBR
FHER

5%

NIZRZE A [a) T 5 B 52 PR )

RN

2 5 PR E) TERENUE LA B

LG A 1) B DT

P B RYIRAE - ATHATRIRIE
o) R ETT RN T TARRRE | i i A8 .

UL, AR E(E

B, fE “ HAgr¥iH” (Destination Port) TAERAEY, ZEReFAFRR T H Frsin 1124 80 i 1)
F4F, i fidi DST #%O/ICMP %3 (DST Port/ICMP Code) 41| (#) 80/tcp. e FK4s bs
TAEGAER) N —00 C “SHAF” [Events] U , A XEE 80/tep iy H AT

7] N REITRI N TARvRE
U, A% E ST

TEFEEAE N A TAR SR U LB (55U I R IEHE, KA RGhEER (View).

B, 76 “HAsug” (Destination Port) TAEFEH, T FHARBREIA H kx4 20/tcp Al
21/tep i F A, IE LRI L0y [0 AT 55 10 R IEHE, SR)G i EE (View). Bk B
SR TAERBER N —00 ¢ “F4E” [Events] iUif) , HPUELE 20/tep A 21/tep i 1 44

R, WX ZAT OB S, JF HREA 25 MR “UH40” [Count] 51D 5 W2 Ha g
ARG 52 PR AT A RIS BRI I SO S AR S B . B, WRAE A

“HAFFIEHFR” (Event and Destination) TAEWLRE, 7555 —AN M) R ESE DT kPR —47 48
SR ARSI R EERER A H AR P Hidilo4 10.10.10.100 FE4F 1:100, [F]Hf
WIEFE T HAR 1P Huhlkoh 192.168.10.100 1544 1:200, D5 A BRI AT A PR AN 2 [r) It 36 ¢
AR K 1:100. HFR IP Hihikhy 192.168.10.100 (34, B 2880 4 1:200. HFx IP
Hihik A 10.10.10.100 AT

] I 2R LA
BT, P =i B

HTTBEFEE (View All).

NZEH R E PR F

=¥y

AT A R AL o
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PN C |
B s e=umranm

& 6: [REIBHRUE TEG

PR B RYIRAE - AT HATRIERIE
FEALPEI BRI SRR AT 5 | iz m
AN JE LI AT

fihn, EERE AR BRI AR 7 H AR 12k 80 i 1 (1) 44, 14 s5ili DST % O/ICM P 45%5 (DST
Port/ICMP Code) 41| 80/tcp.

MR T B RS LR SRR sk 2 (X)L ESRIER I A O, Sk Apply.

D R R e s FA A, TP s R AT Y SRR, R SRR (Apply). EUREAR
FUA IR . 3iE sh RAFET Sk LUR IR RG24, AR5 mde BERFI T 154 Fx.

P A AT | T AR BBl
MR o AR AR T B KR .

C RTINS MR, S A TR View,
VTR, Ao R AT b 2 R A P DU R AT T P B .

FEAANREHHEERE
M LB RO AR PN 5 T P R O M L 5 .
Je

B W TR SR % AR i EE Bk T LU A5, W Cisco Secure Firewall Management Center 1]
B A E A S B B

Koty B AL P T SR AT S K i A (R AN AR AR IS SRR 7Rl SRS Bl A I S A, XS B
FEEAFRI ARG, R 2SI CUR SO AR SO A B, A A 5 A ple A 1R R
W o HE A Ee R T AR R BE R (Bl .

URAh, Bli AT it R A2 (R R . R RMRZ) , Tl
DA RAREIT )T WERRG OB, TULEE M. ATLURITT &7 LA
BARTEANE R .

)

AR T R th 2 AR R A A, PR AR R s A R R AR 1 i A

FEZHE T, AT LA 2 R AR J5 A Rt . A8 AN BE 2001 (4 35k [R] ¢ Sk A 7 e

UK

TR AENRENRE T, EFEEF R, WARFEERUERE], 2623 50h .
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sunizere

T2 s, WRIESE G, a] LA T O S R R S e A R R B
FE3 I, ALk

FHEEFR

o VARE - A AL IR TR E IR RN R, 2 0 S O T

 FOE - ERCE A ARG, 5 sl “RAE” (Actions) SFIAMIET Sk, AR A WIEEE AL

BB, 25 28 Dirh Tk 4k 2L A .

o IR - KR RN BR F 0, s B (Delete) DUMBR 45 1E 78 A A/ LA e i S0, st e

ERMRR (Delete All) LIIHER &2 i g H Bt K B Ay F44

o R SRR TSR B A EI A (libpeap A% X EHR GRS R TEHE

a8 ORAFEIEAE AR I SAF I SRS A, slm i T 8RB BE S IR i Sk 3L

Kot B P A F AR SR B R RIA . R Hd 8 P libpeap A% A ORA7 . Z2NH I P>

e e A s 5

EROANBE N B DA R, DO AN DR R T 2 e s (H LR 4R
AT RSO . N, B DA 15% ] I #G A ).

s ARICH CH A - B SRR IO COE L7 UG E S A R, (AR NS SR
bR, & ST E % (Review) DS idEIEAE S A HEBIR W, sni 255 #Z (Review All) LA
PRid i BB B A St . AREAE R, IS AR d O
, H17 T,

o A AR - ERITEPT S Iy, W s ZE S U E k. AXREAGEE, ESHH
PHE BB, 525 00, Wifs BFEB, 28 31 MBI 25 8 7B, 5 32 1,

s AEMBKZER - ESREEMEZEE , 2533 .

s AEHFEAFNELS - ESHAEEEIA S IEE . 2538 Ul

s BEEMEEL - ESH SELRZEES , B350

AXER
g 1 4 i A )

FERAR O b, WDERATC “HIEER” o Sdn e mEE.

=
FHEHE . TR RS, A PR 5T, X T A s s AL EES -

FfF ID L (GID:SID:Rev) #xCF NS EJS T o GID A& AR e (R0 5 18 . A2 STtk 2125 11
AR IDe SID SRR A% s i S s PAL PR R AR IRTT o Rev RN AEAT 5

A i8] 8%
FRESE R, SRA UTC WX,

S
NS AN e a1 S P ey s W AR e s L S S S 7R o R B T R U s A
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R7E%k

FAES . M FRET MBS, AT priovicy REETHIME classtype REETHIE. X T
Foftgift, XM T A% s AL P .

AOR2RXE

fi e AT S RO s A X Il AER BN 8 A TS e 2 A X 5 B

H AR X
fia AT R GO R H e A X FER B EE ORI FE  TBL

15

WA BN AU ARCE RO LIS T, b BUA AR .
-y

LIS U i) 2 1 SRS F) B2 8 B o

REFER

YU B ) BB KBS AL o . TER, RN AR E0 N ASA FirePOWER HH7g
e B

AO#EQ

ful R A EER AN D . X T REE R, UH R I D8

AN
X WIBGRE, fR R R .

iR/ B % IP
fb & FAE B EIE AR (B AL IP Hhlk sk 4, sk FARR RN HER BN CH M

i C/ICMP 252! (Source Port/ICMP Type)

il A A A B L YR o 6T ICMP Yt &, fEBEA o S S LR, REUK 78 ICMP 287,
B #%i% O/ICMP {53 (Destination Port/ICMP Code)

PO E A EALR S S . 5T ICMP i, 7R I IS ST, RGN ICMP AU .

R 4R Sk

SEH A MEPFRSK B . TRER MBS A SR AE AR FAERALE , (EA] DR BB FR Sk S A
NPT
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| AEse

EVETET |

FUE B AER Sk 5 SMTP i & AR FAEA G, 242553 F] SMTP HiAL#E 23 (1118 F 3R 2k (Log Header s)
PRI, XTI T RO AR, SRR 2 R e T .
HTTP £#14 (HTTP Hostname)

FEICE HTTP 3K EHURCK I BN CnRAT) o AT BoRse B B4 (28256 715 .
RS ENLA AR AT, AT LU IR TT

BEORTNLA, 22U H HTTP K & kb 3 4% Log Hostname 1E 75 »

TR, HTTP WRER IR SRR & ENLA . W TR TR F4E, S80S HTTP F41
%8 HTTP URI I, 43 WoRIkAT.

HTTP URI

SR NZFAE HTTP i KR O AR IR LG URD (RE) o AT B R5E¥ URL (24052048
ANFAT) o WRSEEE URL ANFFE AT, Wn] DUR T

R URL, 42000 F HTTP K & HiAL BE2% Log URI &0 .

AR, HTTP WREE IR R A S URL. AFT3ET M4, 48R4 HTTP EHl4
o HTTP URL I, £ W@oRIbi7.

SBEAYE 5 HTTP Wi W At 52 AN S AR ¢ ) HTTP URI, WL & Perform Stream Reassembly on Both
Ports L1 11 HTTP JR45#ksi s (R R, IR 38 nia & w21 1 W U oK

INEY

JE T A AR S A IR NAZ T | Ak 3825 0 ) S e ) 85 D P A SRS o 1] LUIE R N AR SRS AR
U7 ) 45 SR RV BRI B A, 0 AT DK AR SRS 5 U i 42 SR AH DG

VTR E I SR B

A NZFENG O T A SRR I T T A0 U SRR 2 R ) 7 ) 42 s S

T 1B 42 A

P E R AE RN AR SCIBE U i PR o BROAFRATE SR 208 F T B A9 AR SRamgs A L5 U 1] 42 il AR
WUSRIR, T A B DAV e 47 1 SRS PR BRI S5

A

X RRHESCAS T, S A S R R

TER, WRFAEE T IS SN AR e A B, AN AT H]

H T R g ) e B 5 A Ok M 2% R BRSSP O3 mT AR T P 3 €9 40 8 #4511 View Local Rules
BB A e e AL el m F R £ L R AR

1RIE

X FARUESCAHN 58 SO, R TTARAE LIS i A O RN AT BATF AR 5
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B =xrenmsms can

* G AE

« A MWBAT IR DO TARMESCARIN, 78 “$E” TR ERXEE, SnT Ll o
H T AR TR A ST AR DA A A SRR K A

© TR AR
« TN RS
LI B
« S
SR, WAL T LS G RS U, A T

EHREEMEPEENEHN
FENZFAF IS AL R DU o A (WA T T A 157, WSR3 T sext
ESWINS R TE R GELLE - W IR

UK

TR AN AZ T B AT, RIT “FHE " (Event Information) #5732 1E
(Actions).

FR2 A7 LR BT Lk £

© TR T ARUESCAR U AR, AR ERE (Rule Comment) BT LA ) AE B A4 (1 RIS Iip SC AR
TERE o IXAEASCRT LASE AT SR LR FCARA H 8 Jhs ] s SRS 1 L AR 4k bR SO L. 3 mT LA
FE AR JII) 5 2 F A AN 25 7 A DR

o ZEH - EAEHICR, U R BU R I

* 7E AT Snort 2 KBS (<policy_name>) FZEEFH itk 41
 TEFRA A AY Snort 2 55 B& Hh 2% A it 30 )
WSS AR UE SCAS N A B, 2N AT DAAR FH RN o ] AT RS A1 A Hh i 45 114 T 7 SRS

RREE SR B, WER BN AEA S 4 2 AT SRS, T DUCAE A sk (R, ZRE s
S BEE LR

TR DUERENE A TSR IO U0 T, AT SRR T & s B, ] DA 1 E SR
W, AHSE, ARG R SR PLATERA SN .

AR OREE B AL A IC S N, AN REZE F BRI SR b )
o EFEARAIEA A - BOE N B R 3 b A 2 R B L A e, i AR AR ik
IEZ*:
 REUELFN AT EF A& BIE B I S BT Snort 2 258K (<policy_name>) 4 B B4
IRBUHN AT EF A IR G ARG A EIZER Snort 2 REESKRE P A R EH
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| AEse

wxmenatns ean [

USRS B AE M 2 DL IR U8, T LLAE RENS 70 A S 88 1) P A7 SRS mF R ik A <R
WL O Sl A A A Bt A o B, P R A RN A A M g 4 N, R LA 2 TSR
i R, AR SR B SR

TR DUERENE G4 TSR IO UL T, AT SRIIE T & s B, w) DA 1 E SR
W, AHOE, AREgnHE R SR PLIOBOA NS . TR, AE TS R ] T Drop when Inline
MIfEOL T, Ao Bas b,

o Gl - X TARMESCR RN A, middi #R3E (LLGi4H Snort 2 HUUD 51 #R%8 Snort 3 HLI W& 1%

PERCEEAE I e QRS T R RS AR B A, R AN R o

AR WG RGO CiuANE B SCRIARAESCASEIND I sizBe_ b 25 QB A
MR o T35 6 DR A AN RN 2 O AR, R 2 A AR SR v (R S an R o
TEED, ANREE BRSNS Hh 1A )

o AERCEHHT - Al IR BN LAZEFT B A 6132 B9 Snort 2 SR AR AR TR B A A

it
DR A AR SCAS RN ZE s, AT LUK R i B 4 7 AT AS I G 0 (14 BT AT S b A e e

THERG DUERENS S AR T RIS IO D0 |, AT SRS IE A 22 s 0,y DAG A 1 52 SO
e, AHSE, ABEGAE R GER LIRSS .

AR ARERIC X GN B AR AL A A, AN REAERTER A SIS (R R o

 WENHILEI - IR EHINFIIEIN (Set Suppression Options), #A 5 W1 Hd (oML 1 v s B4

I, 5 30 TUHH PTIA R SR .

DA P R 350 DAAE BES £ A S G 48 (10 I A SR v A A S AR RO RN o B, R e A
A 2 R 2 SR, ) AR T (B, AR R SR s B

TR, AERERS N B USRS (R DL N, TSRS A S s i, T DA B E SR
W, AHOE, ABEgAE AR AR ER SN .

o VCE BIEE TN - FE i B &I (Set Thresholding Options),  $X i fn 78 £tk A0 40 1] Hh 1B i {5

LEIR . 35 30 DU prid gk SR AE .

A DA P IR ST E A5 AR 1t 2 4 1) T AT SR b O i R S F R RN G B . B, 2R
LA 4 2 TSRS, T DADON 2 skimng (R, 2RSSR QI .

VLR, AEREUS R USRS (RS DL N, TSRS T4 22 s i, T DAG e 1 E SR
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© BAIK - K EEE A T A ARSI TR . 55, R A T 3Tk
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o s BRI (limit) LU 0 PR DA A I 1) B S 33 20 H B S0 Se il S s .
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* riii P (both) WIFEREAN I ) Be A 0 S i Aok 21 € B Je e fit— G s
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TEHE B E iR B R
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T AENRINA SN TR AL T, BIT “FHE R (Event Information) #54) 1 #R4E
(Actions).
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* 0 - Bk AT L A
© 1 - BRI A
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WI¥3 fF TCP. UDP Fl ICMP Wrl &4 2 M 2%, WITCP £li L E =B, 28 35 11, UDP Hdin L K]
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° A -

» 27 TCP 7y B4R «

*P

R EHRHT AL
VNEEEE

- B NAHER S
TR
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ICMP 03 G B F £
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ICMP 1 B 2824
EREIANESS
* 3 - HHA AT IA
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FE TCMP BB R T2 I RBEANEA,  Foss BRI LA S 90D T e S50
EENREEFNHER
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Intrusion Event Statistics I 5 {15 7 24 FRR A 0 4 A 1 i) i A7 AR A1 0 fhT SR 4 22
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1B BAE A SRV A A, s DT A A DX B O e I R s TR B R R
A
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KWEAR G5 A . 7 Cisco Secure Firewall Management Center [, I8/ B AT 6 FT AT 524 e 4%
A5 5 o

XAE BT AR
e 8]
&IV LT
IEHIB{TH[E]
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HEERER
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£
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YT S P SF TR) 908 B LB 5t e v i -3 T 1) 90 B R R e o b
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AR ORER T Bt SorHE BRI B R . R, R EET IR R, HER IR
T3 BT IR B 2 A B AT REAN S B BRSSPI R B CEAN T B i R —
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P EEENR > HE > NMREBMHMERE.

FIB2 NIEFIRE (Select Device) 5k, EPFEAE HEI %,

PR3 MIEFEEIFE (Select Graph[s]) FIE T, EFFEOIEM KRR, WAZ FATEREZ 5 S R 28
s 541 U BTIR

$® A4 YIEFEEISEE (Select Time Range) 51, 5% 5] T 22 1 I )3
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W6 FLAFEIFR, WA AU E I RO AR R s R AT R

ANREHEERIHE R ERER

NRIN TR IR AL W, WR RS (W 32 45 20 S | nlineM ode i 5%
Wi, BRI R AP AN . WRZEH BRI, Web Frii EARA 2SS () IEIRRE (FEF
TiBI I ves) XA G R MBUR AT IS, AR T RERART, WAR S B Sl Z 7 8

R NREBMHEREERER
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fL1# ECN #rid Notification JfiE+#¢ Stream | Fric 8 K vk
HAAD n/a Beos LD AR R AR =
ICMPv4 7] N #E AL J& Fl Normalize ICM Pv4 Ml GESRD ml BRI S 8 47 Code FB: |72
S B 1 ICMPv4 B8 1 50 .
ICMPv6 [ EETEAL 3 H Normalize ICM Pv6 Ml Gk sELEEHIRE S+ 8 A7 Code FB | /&
R 1 ICMPV6 it 4o, (K 55 &
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B TPv4 Bdl ikt .
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Inline)
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* D> AR > FH
© EANRFAERAFEI TP 7B - IRENEZ S AN BIRENEE
%,
XHFIMFH:  Cisco Secure Firewall Management Center
R H G ER S | 64.04 & LAUR R 48 H & 7 BOL FME— bR IE R EAR S R H G 2
i L] e DeviceUUID, 2 — M B H], 3ERZSCH] ID A Ees .
ARG HEH AT 6.4 e MR FAE R GE H S DUAESR R il A FAT IR SRS
IntrusionPolicy 7Bt

INCEL |



B esumziz

PN C |

LigE RIK B | &K B ¥
il B 1D
N R TR |64 (=S TEBLAE W] A% MITRE [ WL TR A0 ARG AR U5 EA TR 2

CVE ID

BHWbEA: 24> NMR > B4 > HENE
SRR P

B \E54



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



