R EH

PR SR 2 ] Ak B R DA -
o RO ESRARTR A0, 1 W
o ROLFAFR R RBUN S EdE , 91 T
s AEKINFMGUEL, B2
s A KIERERIER , 55 10T
o AR G4 TARGRURE » 56 6 T
o WEEUR ORI P SR . 5B 56 I

ZILBHRIZKABHEFH

FF

f<:]
i

=

SCEFRYSEL
&

ARfE
- EELR

LRI

=14 R B R IA B 40 2

ARG A AR 52 Mg W 2% AR 28 (K SE e i S . T U AT SR R P 4% B 530,
A5 WA i R o 0 26 BT B ) SRS $17 A SO IR BB 2R R L B2 9 0 P B B R A (0%
SEMAFRZ I .

=

Jinl

| 0=t W



B zzsusagitEs

0= |

T LU AU By FAER U 5 W 2 BN AT ARSI I gl . R GE e it R 51
AT b RGPS AR . BT G A B B R IULHC A 2 AR -

TIN5 3 Kl U T 200, S 20T B P % A UL 4 47 s o JC 5 0 SRS )i
b 250K FC U 25 ) 4 s rh R 8 B ] T IR s R 1 v

W2 RS SEIE T S HTRIAR BN 7 el o B By SR 4R A BUH ™ e

LU RBLHERALT “ortr” > “ TN 0“7 > “H 7 SR

RIMBHR BT A DR BIEE SN EE?
THIEL i F
FHUEFH LI ot g
N i F
I PERS et g
Ik 55 45 i F
TR E P g
KILFAE e e
M e R R Mo
sk e e
ED ARGz R e
P e e
i et g
5 =7 i E
EEANEHFIHER

“CRIMGTE B (Discovery Statistics) T B~ RGN RN FHL. T4 Wil N SO #AE

RGN

SEUTIIT A T S — /NN R GE T B A A ) RARGE T A o W IR A A e s B 4
HER . WAl f AR AR RS e, BRAE R G aERAE RGN f &R S i E 4%

H VLRSI FF

FEZ BB, AT LAE T 2 s s AR A o AN B A B i 830 P ] 20 ok K

B zu=s



| #m=us

$IR2 Mﬁi

UK

TR L > HE > RARIHER.
¥ % (Select Device) #I & ik LA A A THE BB % .

BRI BT B I SLTHE S

FER3 EATLL R ESE:

giteenzns |

o, EFERRAA W A AL

< AE “HHERMET b, R BRGUER, g E B R, 5 3 TP k.

o7& “HHAIFI4N” (Event Breakdown) 1, sith B A FH FIFR,

HEINTA) V0 S S ) i BT

AR s gk, T e 2

o 75 “PHLHIAE” (Protocol Breakdown) H, 2 Fsrill 21 (1) AL 1w P fdt F (R Bl
o fE “N PRI (Application Protocol Breakdown) A7, fich B F BN M AT 42 FK
o 1 “HVERGWILN” (OS Breakdown) F, R IER S ZFR (OSName) BiiRIER SN H (OS

Vendor).

FEXER
FAFIA S, 2R 4 T
P %SA
AR E 7 S R T}
Tmf/lﬁ/%?ﬁﬁﬂéﬁflﬁﬁ’\ , BBS5 T

FitlE R HERY

LA G4 2R 2 B3 ATREAT T

EH2H
R EAPAR I AL

E—hEAEH
I /NI A R A B 1 S

E—HEHEEH
AL — AR R DA B A

Iz Rt 2 28

A 20 (¥ T HL_EISAT IR R 55 2 I A £ 12 P i i3 A

0=t W


management-center-admin-74_chapter27.pdf#nameddest=unique_872

B =¢onans

0= |

IP EH125L
A3 TP 1k R0 A I 2 A 3 L 2

MAC E£#12%]

AN TP Stk R0 RO 0 31 g ML H

R TG PR A A 45 B 8 A R R IS 58k, Total MAC Hosts 28 V158 #3147 A
AR o XTI A 2 ARG H P s b R B ML o IS0 T B A i HoAh Dy SR i g S T
SE S B I BT BRI S E

BHELE

I 2] (K PR 300 kg 3% v P9 R

ZEF¥sE
SN 80 (3 P30 A AT (K4 i K

ENRBIERIFR

R EAL BRI At e ENUBRBIARSE 4 B O B S oK S ER R AR AR
BRI GEHEE I 422 s AL EBRAGAE RIS O

\}

AR WERAE N LR E OB G L W AU S P IR R T A BB O R 2 g L

BRia—RBEWRES

O AV A H AT Ta] o
B e — IR R R

OB AR 5 B H TR 18]

SHRAE S

“HIFWI” (Event Breakdown) #7341 H T el /NI A R B K A TR DL AR WU N AR T
B, DL P A ik R RE R ST 1) B M v 2

] L A B A o A R IR E AU N SRS S
HXER
RIF ENENFAE, 58 7T

B zu=s



| #m=us
mimamzns |

7 BRZAER 5
“HHLHIAL” (Protocol Breakdown) #4551 T KB - BL 4T (6B oo G516ty
R B SCAE DU 0 DS AV DS 03 1 HLE A

Iz A 1S B4R ER 52
I FH RS BE 4058 40 51 7 RS B ) =ML 2150 B A S P Z0H T MR sl — NN s
AT R PSR FE ML S BRI 1) £ Bt B3 A 7 B8R FE ML PR B 48
v 3 N FH BB 0 o 1 R FE T ARG 2 B R 45 O R A R
HXER
Mgl , 2628 L

RIERGRRAER
OS WIS T M4 M IS AT RO T, 4 SE IS A B 0 L
R

BAE RGEAFRBIEA] unknown (IR ERAF RGEILEA L RGMEMTIREEAILAC . pending fHE
W R GE i ARR AR 2R I 5 B TR A R G OA

AR OS WA E 3 A A R 21 (A R AP S

AXER
TR, 515 0

EEANErEER

FIR P A B A A i s 52 8 e A P e e v A ) P 3R

Bt 29k, GiitE BRI BRI I, WERPUE P&, BRI X
T3 B R 18] B 2 1 Kt AT REAN 2 B

FfEZ IR, AT S TR AT e ARk Ede o AN RE A e 28 ) P 3k ol 1] 2 8 2 e

FHiaZ |l

G RG24 R DL LRI T . BN . Gl RE e mtkfe. ) 1S PR E M2 R L
PSP NE ey SN R A TR

TSN B B e A REAT AT 55

UK

SRR EFENE > HE > AT

| 0=t W



0= |
B zosemzzn

P2 NIRFIREIIR T, WP L e AR 2 B

TR 3 MIEIFEIRR (Select Graph(s]) FI&H, IEFECIRM R, WURBIMEREKAERA , 25 6 jih
Pk .

PR A NIRERESEE (Select TimeRange) 513, 2 H] T EIR A T H .

HIES riidi Graph A2l prik g vt Hod i 18 3

&I REEIFREE
TP BT

BRI EHE
BRI B G AR D Pl T AL BE SRR ) R

BRI IE AR

BRI B A G G D Pl T A BRI B 1 R
BUERMNELHLY

BIRFRIR RGP A S S R 1R 3R

JEAL/AY

RIS R I REREAS B T 0 A i e IR A7 A 1 B 3%
FHEFT/EREE

WRAIR R IUERE 73 A (R Hd B b P 35 P2 7 R B R

TR e/
SRR R I REREAS B 23 #7 (0 s R A IR CLLTAN 4 )

ERZIMEF N TIERE

B R AL — A n] T W S5 1D 100 % 2 1 A IR B 3 B (K e AR VR . ARV M 2%
RS2 50 T I 48 B 77 1) R B A S R

BRI SR B SR NI ENURTE . Bkssas . N VR R deiE. W
JUESIA R AHUE X TARRUR . Wl @ A CTARRE .

B zu=s



| #m=us
grzmansnTEre [

UK

SN B FBUE AR, AT B T S
© ROMENUABCR - S0 AAE R ENRATE %14 5T
« LRV - WS R AR % 16 T
 EHUR LR - BB AR EHUREE . 55 21 .
 CEHLT P R BLER - 10 A AL B R bR AR . 9 24 T
o WSS BEHCR - B B S BERR L 4 28 I
 BEFVSCHR - WS AR RTEGR . % 31
o BB SRR - S BV BB | 5533 T
- ER R - ISR AR XA . 5 48 T,
 FHPTBCR - B AR LR . 5 51O
P EEER - WS A A . 53 1.
- LI - 5 PR I
HW2 U 5 TARR, WEHA > A% > BEXTIERE.
SRS B 5 RV TR, LA > SR > BEXE.
SR A T LT AERBRME, SRR T I R AR ] (0747 ST

o BRAIFY - SERR ) ORI, I A R AR 2 () L SRR E O, Al

Apply.

Rr ERREE R H AR, T aE R AN (I ERE, SR SRR (Apply). ERRAE S
AR 3 AU R IT R R T R BRI 454, SR )5 riili Disabled Columns %1
HFR o

* MIER - ZEMIER 2 5y 52 BRI P i 0 s B A 0 H S S R SRR 1 H 5510 1 AR HE, SRS
rUdiER (Delete), B nich £ ARMIFR (DeleteAll). IXLLIi H fREFMIBRIRG, H BRI
AE B A AR R B LT H

B EMERS T (Analysis) > FI P (Users) > i&E1 & 1E (Active Sessions) BT EfJ9FE VPN
(non-VPN) £ 2|, AT CSEbr k. MBRIESh1E )5, W SRR ik
Kol e s B2, PRIRIEIZ SRS SR B AT RS8R, Rt A a2
o

ER AT > M > IS s U B VPN iR TEAIE R, WS “AE A VPN
E TIPS DA

ER RREMBRER (HE=T7ARD N 2, AT RCK AR

| 0=t W


management-center-admin-74_chapter24.pdf#nameddest=unique_784

| R ET N

0= |

o [ N RETT - 0 R R IT R TARREE 1R — A 00, 2B 1) F BT .
o SPRUH T - SR AT ARG U R S, WS B AR i AT A

o FE AR T AL - AR AT AR VAR P I DU () AT 0, ATOOR B A PR, 3 i
VEVRRE Ui 22 B 5 PRI AH B T %

o PHUBILAR TARRURE - 22 BRI SRR LU ORI, RS AR T AT
o SPEAEHEATHER - ZAE AR O B R AT HE e, W R SRR RS e SRR R DL S R
HUMY o

o BA FAUNCE SO - ZLAE TP Huhk ) LRSS SCPE, W s EFECE S (Host Profile) , B
T HAEEEFERI 10OC) ARt EML, iz P Huhk 5% Bon 2 E 4L (Compromised
Host)

s BEHPEE S - EEFEHSGOEER, WA ERE BRSM (User Identity) % 1 F
bR, BOMT5 10C AHORERI T, i sl AP (Red User),

AR ER
il AR RE
M B R Bl S B

ZIMFEHMANEH

BRG] AT MR 5 P B VERE BRI o AT A I AR 0 4 Dy e A2 BT RO =B, IR R S il
TV FR) D0 24 5% 7 (R AT AR AR A A PSS e A

FERIR 28 BB B, RGO RS AL CRIHERES BN B2 17 154> TCP 2 UDP fled5 &35
BT B, PR RS, DMEH T NetFlow d s A4 X 26t UM RS 25 244

UEAh, RGN ML ARIEAERES OB EI24T (0 N PR3O E B o T ARG
HIF 4% NetFlow 3 H 88 A A SURME I R 28 AT 2 B3RO B (HAN R DUAE R B ] T P AR A BN
BER IR A IR 28 P ST SRR o 2 SR AE AR NetFlow ACHURIN b s T EALEH ORI, R 4E
WA B R BN -

PR AL R SR ARG I AE O SO R S M 8 A o TR SE AT AL B e B AT I e
R, RS R R SR

BB, REaREAC kBB . Gl A B L Web ST A A« AR R AR A B
HAF, R DR SRR A A I o AR A R R A B A 2 0 DU FE At i s 41, T A sdiX
FERIORIAIN . T RIS Iy, T 75 R 28 AT 5 25 PE I R S i AR S H il % . SNMP AT
PHEARMA Y o

FAE P MU A DI RE R P28 S rR I . AT BB R R A R, XA B

AGUF IEE BN SAS S BT TN, B BRSPS 20 g5 a8 A EN LS
PESRBE iR e B . AT IRAERS, RGEBEN AT

B zu=s


management-center-admin-74_chapter27.pdf#nameddest=unique_505
management-center-admin-74_chapter27.pdf#nameddest=unique_859
management-center-admin-74_chapter27.pdf#nameddest=unique_885
management-center-admin-74_chapter27.pdf#nameddest=unique_504
management-center-admin-74_chapter18.pdf#nameddest=unique_610

| #m=us

KB EHEE

P ET TS |

AT AR B R G AE W 2% e I SRS il s R R IR . AR/ R IR, B4 (Event) %1
HAERA, DUR 2RI FA U .

Additional MAC Detected for Host

R GRIN 2 5617 P R I BN HT MAC bk, A= st Fi.

YRR EALL I Bl Bt gs iy, SR ARt g . BORSES EHVESCE AF I IP sk, (HEAT]
P #0876 5 8 B 2SR R MAC Huhik, REAINEN S TP Huhk RBEHISEBr MAC Mk, EHIACE SC
A MAC ik 27 Ry fHAAR SCAR HAE SH - ) A B0 b MAC #hhik 274 “ Kl 2] ARP/DHCP”
HE .

Client Timeout

ARG I ER — AR i, AR

Client Update

REAE HTTP Ji i Pl 2 08 CHPRE e R B N2, Bl A, A as 0o s eE ) I, AR etk 5
.

DHCP: IP Address Changed

RGN E AL TP Huhilk X DHCP Huhb 4y 48 i, Az et g A

DHCP: IP Address Reassigned

FHLEFAE A IP Muhki, A gtk ZEeE; R EHLIK DHCP IP #ihik 23 fid 3R 45 55— 0L ARG g
IP Huhik i)

Pk 14 (Hops Change)

FGURIN S AL A I b E WA e Z AL P A R ESOR AR, ARt AR R IR AR L,
W) 2 5 A B RO

o B LA L h A B B NLUR, R RE A A S AL AL
© WUR BT IER HIZ TN ARP 440, XK I EHLAEAH M B .

Host Deleted: Host Limit Reached
e A0 I EAUFR I A P2 W B — & 52 I VU, SR A

FHEEF: Bix2|EHFRFI (Host Dropped: Host Limit Reached)

FEIE ) A B D R ENUBREIFE T S8 BN, SR AR Xt S s 2 3L E BRI
[F S HLAN D0 2 I SF v A5 M 5 (14 S i 2

TR B BB BIN Z 300 THL, T 2R > Mg R I > S RIFRIA R EHBREIB BN ZF EM.

0=t W



B zosuxn

0= |

FE#110C i E (Host 10C Set)
HENBCE 10C (JEFRID NSO AT I BB .

Host Timeout

WU TARAE W4 28 A B A E DX 18] A R AT, DRI AR 2 i v 25 SR I A e A o VEEAS
) EALIP RN MAC k2> RGN s HLAN S A A S mh i SR B AR L A7 IRk 2 BRI
AR TS T 2 A B o AR R 2%, T RE AT S Z it b Tl R TH AL, DA EHLRR )52
BT

Host Type Changed to Network Device
ZRGTR B EALSE R b2 W 2% B I AR e S A

Identity Conflict

FRGRLI B IS5 A AR E R GhR R IS5 4% BB 2R GE ) 2 BN AR YU o SR I AR e A
ﬁgﬁ@ﬁﬁ%ﬂ%iﬂﬁﬂ%ﬁ%ﬁﬁﬁﬁﬁ%*%ﬁﬁﬁ‘%,ﬂﬁ%ﬁw‘%%#%ENmm
ZR .

Identity Timeout

K A EBUE ) IRSS ds BRAE R GG O B BN I, ARt A
ﬁg%ﬁﬁﬁ%ﬁ%Eﬂﬁﬁ%%%ﬁﬁﬁmﬁ%%m%ﬁmﬁﬁ,ﬂﬁ%ﬁﬁﬁ%%#ﬁﬁNmm
Z% .

MAC Information Change
RGN B 555 € MAC Hubik sl TTL (E CIBEAE B R AR, A b=t

REKIN B EH LR EW L B has iy, @8RS, BARR G EYLAA AR P bk, Hef]
LR AT 5 5 H 28 OQICI MAC Hbhik . REGATINE] S 1P Hubl G 52 b MAC Huhikf,  TEHLALE SC
i MAC Hitil Sl 7= A R A SCAS HLAE SR8 B ) AF 1 B b MAC ik {27 8 “ 46l 2] ARP/DHCP”
. TTL nIRE2 IR U & nT eI AN [F) (1) 5 Hh o 5038 R G0l 1) 3 HLIK SEB MAC Huhik i & 2F 2
A

NETBIOS Name Change
RGN E] EHLE) NetBIOS L FRECEIS, ARt Fitl. JAGH EHULEH NetBIOS WM A 43 2E st
Ao

New Client

= oaill EAIR O KSRl o] 1N A S0 9 = A

)

AR BOREERAE AR Bn T 0, TR DR 00 206 5 LSRG (100 5 DRUAMA) v s Y I PR ASL

B zu=s



| #m=us

P ET TS |

New Host

AGERNEH EAE R P EiTry, A,

BEAGALELYS KB EAL) NetFlow B i, Al A b ik . BAEDLIE O R AR, 15K 5 2 NetFlow
FICH 04 9 28 e SRR DU B A R I AL

New Network Protocol

RGN B EHUERDB 250 (IP. ARP 458) JBARIN, At =et.

New 0S
AR ENUE R E RSB TN BAE R R AR, Atk

New TCP Port

AR I 2 L ATTEERIET TCP M55 at i 11 (Bill, SMTP s 26 i 5548 AT (3 11D I, ARt
FFe SEFAEA T PN B FOORIR M 55 4% BLAR ELAE TCP iR 55 a4 B ST F 1 rh A%

i o
WA AEAL TN S 28 WS T CANAF AL R 52 428 R 246 7 I 55 2 1Y) NetFlow #dia iy, oy st Fit
PRSI TAE A, TEK R R NetFlow 5090 1) 099 265 A S DU 15 A RN T o

New Transport Protocol

A GURIE AL HDE A2 b il (4 TCP 5% UDP) 3845 A st i

New UDP Port

FRGERINE) ML A H 0 UDP ARSI, 2B plotk i

TR AEALBIRS Je W 23 Wt o ESANAE A 1) 52 A% 9 28 v IR 55 25 11 NetFlow #tfa i, 2 2E b it
TR O N AR, R HE NetFlow B8 1) 19 28 IR e & 4 R BN H

TCP Port Closed

FRGER I BN E ML L1 TCP S G P I A et 24

TCP Port Timeout

FRYEAE F G0 285 R I A T 1) DX 8l A RS 2K B TCP 3 I IRITE BN, A b =FeAf
TCP Server Information Update

RGN B T RIS 1T SR TCP IG5 K AEARALIN, A2t it

Wk TCP MR55as CIH %, WAt At

UDP Port Closed
AR EAL_L UDP & o< BAIR, AR b Fid:.

0=t W



B = ssxn

0= |

UDP Port Timeout
FRGEAE W 2% R ISR R 1A X 3k AR ASE U 212K L UDP v 1 (3G sl i, AR itk g4

UDP Server Information Update
RN B AL EIZITI R UDP IR %5 a8 KA, Az pltb i q).
Wk UDP RS54 CTH2, AR et At

VLAN Tag Information Update
RGN 2] EHLK VLAN SRR A SR, At gt
fAXER

THUEA SRR, 12 1T

EHUMANEGRE

BRI GRS, Event 51t g1 H S pFA,

XFEER P AT E A (P TZhinENL I A VA S R 58 B S A 21 52 4 k) 4%
KA (IR B Z BEARRI 2] FHLRISERD W AR A IR

AT T s o R 4 R UL S s i R AL N R R

WER T T ARRIZEA BN N FAE TR LA ME B, Rl DU 2 i 5 7 10 S A 3 1 1 DL R i
FE SRR rp A IR Sy AN, TSR A AR B T A AT SR . AR SR
BN AN FLE B LT .

AN s

F PNz P, A B .

RINEM
F PR BN, At

AL
JAEDAR/NY 117732 QiR G 95 X

EIEEEEEES
RGNS Nmap 045 KA NP BN, Rt

inim O

FH A AR S5 g VA, A b g0
fhpR &= P

FP RGP R iy, AR Rtk =i

B zu=s



| #m=us

B E HIL/0 2%
P ARG IR 1P ka7 R, A sttt

B 1713
IR ST R SN, At it

B s 0

FIP IR GE A B3k i 5% st i 1) B 25 i VLI, 2B R A

EHLEMFI0 (Host Attribute Add)
FH P Eg i ENUEER, At Fi .

EHLE 4MIFR (Host Attribute Delete)
P MER B e X ENUB TR, 2Bt

ENEEMBRE

R IR TS ERE I, AR Sttt
FNEMHEEE

R P BB A ENLECE USRI, 2Bttt
FH1E M E # (Host Attribute Update)

B A5 SCENUR R E N, A2 it gt
WEEHEEM

BB U BN ERLE SR, A A
WERERKEENX

M BB ENLERAE RGN, ARt
WEREHRENX

FH P L I S5 s IR S p R RSOAS s SUIRE, - A et 4
I’ B iR S0 PR XE £ 14 (Set Vulnerability Impact Qualification)

BEE I BRE SR AER, ARt At

smasszxn

e o D TSR A [ o 1 DS B 2 A 31 P e o D TV 2 B T G 059 o X

0=t W



0= |

B szsonenmass

WERIRRT
RIPAERR (B 2D — NI s MR, ARt gt

REMREEN
PRI 2 BT A e K, ARt it
AR EHR

KULEAFRRL, 59 W

EELAOMMENMNEH

ZUEHFR

A AL ARG, WA BN A SR T B Sl . ) DU A 4R 5 R
PERLIE

FEZ B, AT LA AT SR 5 AU 2 . AN BE AN B i 200 (A sk [R] 2 Sk A 75 i
U 1) SN 2 DO DR B A AR SRR AT BT AN PR TOE AR, ARSI R
PP ANZE E N LRL I DO S mT ) e SCTARRRE, DR AR DU OSSR 1

UK

eI > EH > RIAEH
TEATLL NIk
o VRIS ()Y, S SO A R TR

ER WURALI (8] BRI SEEOLIE WL R R e R TE B R T BN R 0 Cgig
SR JRIE R T A AN R SR R s O E TSI A A, RATREk R
ARG DL

o RS (R TAERTR) ([switchworkflow]) SRAE AR TAERRE, 8 A CTARR.

© PUTIEA TAERILERAT; SRR IUN G 6 TAEREE . 2 6 0.
© TR REHAIINENTEAE S WSRRISETE, 26 14 10,

AR ER
A BUR G 03 AR GRS, 26 6 I

AIAE LU N RO ER B AR K7 BB .

B+ (8]
R A A R

B zu=s


management-center-admin-74_chapter27.pdf#nameddest=unique_872

| #m=us

EHERE

el |

ES
RIS B B NN S (2

IP ik
LT e BN OGH TP Mk

BRA

A AT B S B AT K ) BN B G — 2T o A0 SRARRUT F 8 35 U R AU s sk,
B A AR F 8 s, A5 B AU 2 EHLE 24/ .

MAC Hb 3t

fih 2 B AL (40 19X 48 1 T 48 FH NIC () MAC ik o MAC ik o] DU F2F i A 09 B WL SE R MAC
His bk i A YA I ) I 2% 45 1 MAC Hisdik

MAC {57 7

find 2 A TS AL PR A 28 38 o T A NILC 1) MAC R AL 8 7

i

WIET SRR R A T B

L RA
FFI STV

15
RILENU BRI QS ERE &R0 LS Z P I, S BUA AR ALE

W&
ARSI A A A RR . R T 95T NetFlow $ (0BT BAURUET IR 55 8% S 1F, it e Ak B 4
(K152 BE
AXERM
FHER

ARG EHIERAEIAT RS B T A ENURCE SO, ARt AT A B0 Web 5t
MEE, RN EL.
EA T, ARSI BN R A A S allow 44 9L, AR EHUENE, AT
TN EHEZENEE CErRE s mENE) o RIFA ARSI, allow 44 IR
VORI SRS AR e A i 2

0=t W


management-center-admin-74_chapter28.pdf#nameddest=unique_510

B zzxnun

ERENEEE

T

N
5
N

EHEEFR

0= |

A LUK ENUN T H ) NetFlow 10 5% FRHES N2 25 S b, AH I 26 = HL mT S S 2 BRI 5
EZ [H NetFlow 152 59 & Bl < M1 22 57

AP R B SU T RGRMA 0. SR, WA RO S BB
AL AE T, T DLRA ST BRI CSRA B . AN A S 0 O B g B B
SN A S0 T D78 T ARG AR L AR e ST ARl T L,
B B 2 R A PR £ EHL UL S P B P15 SUTARURAR, (LR s
(RIS

UK

Vi 1) FELEH -
o WHAEH I TOE AR, 1EEEESH > 0> EH.
o WA R AR S BRI B SCTAERRE, W ad (W TIERTE) ([switch
workflow]), #RfFEFEEH (Hosts).

EATLL NIk
MR (PR TAERAE) ([switchworkflow]) KAEAIA R CARGEE, A0 B CLARREE .
© PUTIEA TAERILRAE; HS AR IUN G 6 TAEREE . 5 6 i,
o A RET RN ARG S WSS 7B, 26 16 1T,
s A REER T RIUH LA L. ORISR ks, D
© EE ENLAT ENURYE: 2500 Prik ELRCE EAURYE . 56 23 1T,
* R E EHLGI R AR M2, WS P ik EALBIE AR A W . 2R 20 TT
 MAERE EHLAIE S allow 4451, 1520 ARIEPE EHLEIE S oir 45, 26 21 1L,

RGN, 2 REAT RIS . 1280 rTRE 5 EALA TP Mk, HASAT MR R 405
o METHURME D AF %R

ATUAAE N R ER LR A A AR 7 BLii B

EREERE

A Gutn R BT SR TP bk ) F YA ) o 5 20 W 9 28 e B S s v e 5 P B [ ol S
“ FIREFME)” (Last Seen) H, F34M M RGOAEAT LN 1P MUk BOHT (0 EHLFAFR, 2T 1%

ST

XA BN D RE S H A E R B0, “ LIRER I (Last Seen) B 275 S INEL

3 1) L SYIAI 1]

B zu=s



| #m=us

shmEze |

IP ik
5 NI 1P Huhk .

MAC 14t
Fo: I 2] ) =ML NIC 1) MAC Hudil

“MAC Hifi” (MAC Address) F-B B /n7E EHLERME T, WL e ENL AR R3]t nlkE
“MAC Hihi:” (MAC Address) “7Bes

* BAER A BRI 7B A g LR
o BT EHERM A X TAERURE A ) T FETT 0T

MAC {37 7 (MAC Vendor)
S 2] ) FEHL NIC ) MAC AL R

“MAC itV ” (MAC Vendor) 7Bt i /nfE FHURME S, 2B E ENL CAERAE P 3] T
B “MAC N R (MAC Vendor) 7B ing) .

* BAER B BRI BN A g L3R
o BT EHLERM A X TAERRE T A R R RETT 0
%E%Jk[ﬁ??ilﬁ‘, 1%%17)\ virtual mac vendor LJIEEE/&&EM‘?HLH‘J$1¢O

|1 7 (Current User)

FHCYRCSE AP H P B0 (HP ) .

VER: HARBAUH P BTN, 28RBS PR BN Sl sk IS/ AU -
5iZENUHOCHE WRZENU S T Re 2 B . B0, A Sz E0E, a5
— AU P B R A RERCE M Ey P e BbAh, BN XA P AU PR, AR RERE T Z A Pt
ATH P

EHEEMN

g ENUI R P FE e 1 B AR .

NetBIOS Z % (NetBIOS Name)
FHLE NetBIOS & #k. HEIEST NetBIOS il [ EHLAH NetBIOS 4 Hx .

VLAN ID
FHEA K VLAN ID.

7/
b S ol Sy INEiT R & U R
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FE#ZE! (Host Type)

EHLSRM . WTLICH B MR Bl BN BB, DB shed. By, M. NAT S
Uik= Rl En

EX N R N G e & SN PRPREE LY
ST ERER IEMY (CDP) B, AT TR W9 48 1 % SRR (I PRAERHE %)
o R A B B (STP),  RIRE e 4 YUk A8 L s M A7
o A 22 A8 AR R MAC B3Ik =01, mT 008 T 8% 25 1 MAC ik
o Rl F o TTL EAR A, SR L 078 )5 S it 1) AR AL BT AR TTL {8, T NAT 4R
H A
YR A AP R BB 4%, A L
BRI TFBR, ERA nost LB RITE M.

et
BB & - 5 .
BRIERSG

LUR Iz

o FEEHL AN R A ] Nmap s HUR A DIREF I ERAE RS (AFR. BENRMIRCAD .
© WERERAE RGALRATAT CAIFREL WY unknown
* WER ARG HMARER LB RN THRBIERAE RS, WY pending

IR ARG B Z A5y, IXEE B 40Kt R AEIE 5 70 B 1 R

MR« B X707 (Custom Analysis) B AT ENLFAERLEIN, 7P BE R, W
FERET BRI A 58 SR A7 BT,

HWRIL BN, I n/a DA S EAE RGN I L.

BRIERF R
ST B R

BIE RGN
AR IZ
o EHL R B (RIS A Nmap SR HU A DhAE T KA R GE LR R o
» 1R AR RGRICIATAT CAIFREL, W unknown
o R AL AR B 05 B TR RS, MWW pending
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R ARG B 22 AN BN R, XA R R AE I S BRI R .
HRILTBUY, WA n/a DS ERAE R AR UK ENL.

BRIERG AR
LUR Tz

o LEFHL AN 2] 5 2 ] Nmap 5 AU A DI e 8B A RS

© WERERAE RGAVLRAT AT CAIHREL WY unknown

* WER ARG AR E R LW B THBIEAIE RS, WY pending
IR ARG B Z AR, IR PR o AEIE 5 7 B 41 R
HRIL BN, TR n/a DV SEAE RGN I L.

BRIERGRRAK
PAURIZ
o FEEHL LA IR 3 sl AE ] Nmap s LA DI RETH R I A R ETHI A
© WEARARAE R G AL EATAT CAIHREL. WK unknown
* WER ARG AR R L0 10 E B T VURAE RS, N pending
WER RGN B ZARAS,  IXLERRACKE SR AEIZ 5 73 B 1 e
FRIL BN, WA n/a VSRR G A PO I EHL.

el
TR BB 350 5 6 IR
 JHIJ*: user_name
* Wifl: app_name
* P scanner_type G FI%: % LR VR I Nmap 5014 T H)
© T RGHMENQBAERS, WK rirepover
RYTHE S NS UHAR, DRI R 6
B
LRI
T RERMBIN FH, S RGO EHL LB 1T RGN0 53 108 (37 4 b
R TLE R OB RSE, W% 100%, BI0HUH A AR Nmap 4148 T 5
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© X T RGEANRER T BRAE RS 0 1) EHUNIRYE NetFlow $ds SN2 (25 WU 1 0L, W24

unknowno
PRI F B, THRIA n/a DVEES A NetFlow 28 I 21 190 26 S (1) E 4L

5L AA
VERE MU LRI 3 SO

15
5 BN, S G ARCE & O LU AL N, B AR A

-y

RS0 )38 7 1) 52 48 1 9% B AR PR NetFlow B ML A K (1 1 45

R T B A, WELR AR — 4 AR oT
o IR0 2 S I SRONGS R ORI P oA WA ML A2 LT A I 286 B B 8 R 12 LTS D 9 199 5% WS o
o A BNV AL RERRIDAINIZ ENL, HRZE R AR E]

5
LT BT S5 BUCHC I F AR AR I B A s M RAT IR RS, A& s v B
AR ER

FHER

BAE R G phse

AFMEENEEREET ML

DG S AR A R I T 5 52 PR AT AR (10032 2 00l o ik (1 190 4 0 b PO PRGSO ARG AP
B IR, AT LA X SO PP A i SR I S R S, AR GUREBUE I B SRR Y
FEIE W PR

AR N U A AR E K 2 LG e B SO i e C B SRR DU I B (K #E
Fenill, Hrh IR E BN R SIER I TN U HE R RIS R D e n] e 2 H B T SR
FHL

FHiaZ |l

T AN B B A BEAT AT 55

UK

HIB TN TAERFE P R L, 3 B A0 44 B B 550 I R HE
H1B2 EGHEHS, fith Create Traffic Profile.
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SR 3 IR E 7 EESOF IR il AR 2k

HxEH
i AR Hh e R A
RFBIMEENCEZESH RIFRE
AR allow 44 B AT LAFR 2 4% R VIR EAE RS, & g A% . AL 36 B0 FH P o
AIEENL T AR 4R 1 BN IR E SRR S M allow 44 5. A HEF AR R Thie ks &
HTHTEIE allow #1 &1 FHL.
FFaZ B
IO BE L P A BEPUT AT S5

iz
TR AR TN ARG IR b, b 200 LA allow F1R I LS5 U K ZIEHE

FER2 AT, midigl# (Create) RIFFIR.
TR 3 MR E #5 B UOFRAF allow 44 L,

1% EH
SR A
EHE R

Firepower REUKAEAT RIAM BN EALIE R, IR BA RN E SO H2, whes
SR AT IT AT KR 2% NI BN B o FIAE BN UBC BSOS IERE,  BEE LRSS 5C
BEVESER AL P AT AT HARE B o S BB AR

FIAE RGBSR R P A AU E, T 2R it e b th 2 I R PR AR R s, th v R
TR AR 26 A o AR AT 0 B 55 A U 1 4 Je A A1

EPSE]
HAE TR, 521 1T
P 8 PR AN R
EERENEM
AT RO EE RSB AR, KL ENURTE. )5, R E AR LRI LA .
FEZSEE T, AT LA 2T SRR A 5 AR R . AN E AN BE 200 14 sk [R] 20 Sk 2 7 i o
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A 2 (K EH USSP ENUSTERALIE . IFE B TR E A, i 6055 75 15 BRI 4511
HIBE S AL N URC &S

sl A SCTARGURE, DR VU RO 2 SR A5 S
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W Vil EHLE A
o WHAEH I TE CTAERRE, 1EEBESH > 0> EVEHE.
o AT IR S EVUBEPERRLE B SCTAERRE, 5 st (IR ([switch
workflow]), SAJEIEFRE M (Attributes).

PIR2 WAL Nk

Rl (VR TAERAE) ([switchworkflow]) KAEAIA R CARGREE, A48 B CLARREE .
© PUTIHA TAERILERAE; THS AR IUN G fr TAEREE . 5 6 0l.

© TIFARETEINBRTRAGE R ES NS 7B, 5 22 1.

© NHEE ENLITENURYE: S0 Prik EALRE EAURYE . 56 23 1L,

ENEEHEFR
PR AU PR R (Gl MAC $BERY AL
LA A LR A o T LA A AL 2R 10 BT T 0T,

IP 3tk
S EIESUSHTR It

LB A P (Current User)
ENHFERH A MHP S0 (HP2) .

TR AR SR BN, 28 SR Rl A P AU sl seh . i R AT 5B
SZENAORIEE,  WZ BN S i P T R AU . B2, BT &z E0UE, R
RN SR A RS S T BeAh, ENLI TR AR N, AN REAE T 1%
AT

EFNEEN

FP T ERUN TR LI EE Bk ol ARSI I SRS Al L2, I SR i
TR S i Je BNV EPE AW . AT BRI, . el F R L
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it RA
A RA EHA TR 1 AL S

FTERPEXRENRE!S S S allow ZEMEMEL
HUP € I ENUBPERIME . ENUS RN € X ENURPER 7B

15
5 EHORERRIE. S G A RCE & F O LU AL N, B AR A

T
ERATH AT SR E IR S . R, U (Count) FBANAEN ] TGS 2 2 A
FAT IR G A s .
AXER
FIHLR

AFMEENIREENEE

A UM EHL AR ARG B 0E SCRUHT ™ 5 SR L

i

TR AEENL ARG, 3% P 2 i HS I SN U PE 0 T HL55 10 1 ST
R A HE e MR R D RE R 2 2 o ok 52 S PR AL

PR 2 (ETUHEHS, AdngER T (Set Attributes).

PBI wF, APTIEEHRE EHEZEME. T LUEFET (None). ik (Low). H (Medium) =& (High).
P4 B, A SCAKETT IR AL LA B SO PR g .

SIS B, WE CECE AT e R ENUE .

L6 LULHRTE (Save).

feERMEE

ARG AR EEE OMRFE 2l SRS SO e SRR ) BT RHE, DA
SE MM L B ENLE A AT RERZ RS E TR . SRR ER I LA A RO i A T 3258 1=
Pl B fEFHRIL (10C) Arid.  IXLETHLN IP Mk /e FEE P UL A B Z R EENERE R,
WRARG VO AT REZ e E, WHZe T GBI th s AR ok I L8R AE AL
LI & F P ERR SR
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7E 300 Fb2 J5 PRI 2 5] — S0 F, MR S4B i) 10C,

A RGBSR C N fEFERIL, 1S (Cisco Secure Firewall Management Center B 451t & 15
FY T Z N E RS .

i
AR 2525 1 )
EENAIEBERIE IR AR
AT LU BB A SR (10C) (3e. T LURKE 92 8 5101 SR TR B
PEHE T, DA S0 B BRI B . A SE 6 0 1 I 4 0 4

JIT A SR SR R B AR AR T S . BUE L 10C TARRFE SRR & AL i 2, el
BT BRI A R & ENLECEEA R B9 ENLH P C SO ] s A8 SCTARGRE, s
DEPCS & TR K A5 R

FHia Z |l

o ARG RS AN FNFR G FH R I (10C), D20 W 2 K IS ms h ¥ T0C Zhigf 2 /b8 FH—
M I0C M), 24 (Cisco Secure Firewall Management Center ¥ £ B 5/ ) A J8 F &3
LHLH

o DEAT A O3 S RS 5
iz

W HiE Web G WA A7 BB AW TR IE
R LAAE DU R A7 B B R oAb BB e br s «

s FIFEESE Y97 (Analysis) RN - & 2R AR BRI 10C KL
FIRL 7R R ik T 10C. TEVER, ik 10C B Cisco Secure Endpoint 2 (1185 &
AP AR FAEBN ave 1o, FEAIIN R 4R G I SH0F 1280,

o PEIHIAR - AESEHIIAR R, PR 2 TR (Threats of the Summary Dashboard) 43 kA%
EHUFIH PR B 7R 10C #5ic . Custom Analysis F/AR B TOC FEHE AL

o T SE RS - T SE BRI “fEFERIL” (Indications of Compromise) i 434% 10C Zl W 7x L
K, #ZEHLER 10C 285,

o “PHLEHILYT” (Network Map) TUIIT - “43#7” (Analysis)> “THL” (Hosts)> “MZGHLE” (Network
Map) N “fE5ERI” (Indications of Compromise) 4 1% & SR TP bl X 148 W9 4% | v] g 32 3
& I EHLHEAT 404

o B SCHEIETESN{E B (Network File Trajectory Detailss) BT - “4347” (Analysis) > “3C
£ (Files) > “ W28 SCAF 4" (Network File Trajectory) & 81 B SCPF I TR0 45 & 0T SO VI ER
SRAR I  Th R e R T
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o “EHEFHEEIL” (Host Indications of Compromise) W [fi - “43#1” (Analysis) > “ FAHL” (Hosts)
SEHURR “ EHLEFELDL” (Indications of Compromise) T [ 1) H! 4% TOC Aric 20 41K 32 W5 ML
A G B AR RN T RS i s -

o “HPEFERI” (User Indications of Compromise) ULIHI - “43#7” (Analysis) > “H /" ” (Users)
SRR “H PG FERIL” (User Indications of Compromise) U4 H 5 7E 10C FA4-AH LT
2 10C brid sr I o A RAS DU B i) TAERFERN T AR5 1) Eis -

o “EHINCE M (Host Profile) UM - AJ BE A2 2 E 5 1 EHLAI FEHUAC & SCHF2 Eon 5% FEH ARG
BRI BT 10C Frid, IF RFEME Y 10C Frid &R E 10C FEPIRA .

o “HIPECE SCE” (User Profile) WUH - 5 ¥7E 10C SHAEAH GBI P IO H PG E C & R 5
% PO I T 1OC krid, IF AR v IOC FRic S E E 10C PR S . H P e E e
7F B HHRL Web S #ERRIC AN “HP S0 . )

P2 WALEM, PTG IR TR R R AR R

£ r:pu
WIS EHAMERII0C, 3 |« WERAEHI I POE SCTARRRE, I F o > £ > BRdg
AT LU At FRo

o QAR A AN S L IOC AR K 7 SCTARUREY, i A
i (PR TAERTE) ([switch workflow]), SRJGEFEHRBE
I (Host Indications of Compromise).

LTS M ORI 10C, 3% |« Wi R B0e SCTAERRE, HIERE ST (Analysis) > i A
PATLL T #AE: (Users) > fE %R M (Indications of Compromise).

o W0 FAEFH ) ANV 5 F P TOC R AT 1 E SCTARRRE, 15 A
i (N TAERTR) ([switch workflow]), RJEikHFRAARE
Z I (User Indications of Compromise).

PR3 WAL Nk

oSl R (WIHRITMERE ([switchworkflow]) Al FIAS R TAR GRS, AL56 A€ CTARR R

o PUTHEAR TARRARRAE; ST R IR S0 TAEGRE . 55 6 L.

o THEARERP BN EMTEAE R TS e HRINE 7B, 25 26 i,

o 7E “ EHEERIL” (Host Indications of Compromise) U [fi_[: fiili 1P #bik (IP Address) 41+ )
ZREH (Compromised Host) , A& 5245t LN T HLACE LA

« fE “H PE 3R (User Indications of Compromise) WU [: @i x5 A (User) 4 4T
P (Red User) K& A 5 655 G H - e B S0

* B 10C Fbbrid h “ O, XFEEATRA ST BoRfrib sl . ik, 15 h 2 S
10C FF 551 Ik, ARG fiditRic A 2R (Mark Resolved).

<l AT E R EFRRE (First Seen) ok bR EFEET 8] (Last Seen) 5 [ #LE (©) KArFEflk
10C JFAFTEAE B
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s AEEZEI: A AR PR,

BERIBIEFR

LU 2N 10C GaFRID RHPH 7B IS 10C MRKIERHAE S If 7B

IP it (&FEH 10C HIEFD)
Ll 10C [ LRI TP otk

AR (EFAF10C HiERD
L5k 1OC YA SRR A 7 44 UM B 4 B0 U o

]|

e s G FHRA R E, B Malware Executed B Impact 1 Attacke

EHRE
5F5E 10C RIKIIFRIRST, figfil %1% 10C 1At

152 BA

] RERZ B E W AL Ues, Bl EALATRER Bl fE 420 (This host may be under
remote control) BCOE XL ENPAT T HEHM (Malware has been executed on this
host) .

BHXEENIE/ LXEERE
fili & TOC {441 Y/ ddis LA H 3 5 1)

15
fil & IOC MM, 0 AR E & B PO BLSEILZ AL I, BT B A7 AE
AXER

LR

RS ENRBEITHPNEERAAMIRTES

U RAE P4 S B TR R T, S TR BUINGE ] T~ M b 46 v (R BT AT EALEL K 2% R ) TOC <R
PERIRIIBERUT o SnT DAEE AT 65 SEHLE AN RN, BUBE S JE IR TOC ki (i, fmr
REANAY 2 21 DNS IR 5545110 I0C Fric) o WIERAEE 0 2% A BIL SRS TR AR RN U JCTR By
SEMENLEH R ZA o S8R RE TR RUAN 2 R 7] 2 i I (bRl ez
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P11 PR BB PR E SR E R (Indications of Compromise) #47-
FIB2 i gREMNIRZS (Edit Rule States).

P33 EMNMERBRAYIT, st ds HEEE RO

PB4 THRTE (Save).

ERERERITICHIREM

ST R W UBCE SCFFI R - e B S “fE TR (Indications of Compromise) #5477 PR T4 42
fil & T 10C brid M FifF. it rix Legifl, nRIG T T G R, DA /& 15 75 BRI it Ab 1 8 55
JU LA SR A 4 5 it

T I0C AR i RS FLE (©) Al FHIRA RIS EIRIE, Rk 10C Fr
LSUUE L

B L AR T 10C 2R — NSl i 8524 HY DNS JiR 45 dsiigk

UK

LA EEHEH S BCE X, SRR ERI (Indications of Compromise) #47
WIE2 JUHEIRAN IOCARIL ) R A B REAI K HE (©) .

R o & R YARIC

TESTHT IR BE5E fE TR I (1I0C) bridda/m i, 308 W afie 10C drid R, DR Fifkbr
WA E e B BRIl A RS 0N T ML B ST R0 P OB SO g an SR S
FIFTE 152 TOC i Cfvk, W ZFRIBEMNEN 2P 528 HRI OB PR KA
FhR. X OgMyr) 10C, HRTTEE 10C fil &k FH1k.

Wk A TOC AR BSFFAFR L, AT TR e B IbhRic, BRAREC 0 BB 45 10C M
e

UK

SR AETEHLSH P BCE S, SRR ERI (Indications of Compromise) #i7) .
FIR2 EATPIRILFE:

o TR EAA 10C FRICKRIC A O Y, 55 B bR 0 AT DB AR (W
* BURRCESCIE BT IOC KRR A R, 1 A iR B FRE A E R (Mark All Resolved) .
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AR 55 25 204
RGWERA KA MM BUT 1) B EI2AT T IR S5 a5 O E e LS S da:
o IR 55 AR AL FR
o JIR 55 A0 £ 15 PRI 288 B33
o JR 55 2 (AR R R RRCAS
* LIEAT RS A A BN 1P Mk
© W55 d AT AR )
ARG M BIR S S, AEBORILAE, BRARSCI ) BN CIE B G KR 55 s B . mI A B
Web Frfi & JRRANMERAR 55 s FF o

IR AR T 36 AR 45 2y Fi k. lan, wI7E RGoRi 2 Horp— & BN LA IR RS 23 E 47 I fik ok %
IR, 44 ired.

ARG LUK BT H Y NetFlow 10k RSN 2 48 W v, (HZ X S8 WL AT IS B2 A1 R
THZ A NetFlow M52 e 2 Bt L 18] 1) 2257

EERSHFEE
] A O EE RN R ARG AR A, TR A RS SRS
FEZ AT, AT LA TSR 5 AU 2 . AN BE AN B i 200 (A 3k e 7] ek A 7 i

v J5 25 e A 0 18 TR B P 8 AR SRR I A B AN o A 0 SC T AR SRR ™ A BN LRI, %
RUPEAL 5 75 5 BRI A R & AL ICE SO B w] B B SCTARGRR, A WoR DERCAs & 5 K
A

UK

W Uy ) Bl s -
o WA R TIE SCTAEGLRE, W IERE T > £ > AR
o A AT R R ANV B IS5 A AR I 1 SCTARRE, i Al (DI TAERTE) ([switch
workflow]), SR/FIEFEARSSES (Servers).

T2 EATLL FiEFE:
s A (R ITAERIE) ([switchworkflow]) KALFIAN R CAEGRE, A4 A AR
© PUTIHA TAERILERAT; SRR IUN G fr TAEREE . 5 6 7.
© TR RET AN ARG S, HS RS s 7B, 5 29 I,
o I R IR 55 A AT S U M R EHE, R SR ERR S5 2R 517 (Set Server Identity) 2K
G i ik 55 2% S 40 o
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AR 55 2R 4R T B
ATLAZE I 45 4 T 2 R R I B

R {ERRE

I VRAE R 2% A AR SS9 1 T SR B T sl i 5 456 FH = ML N T 6 T AR 45 s 1 L SRS ) 5 /b g
YA 2% Sz T S s v T 5 ) S ) o BB Last Used {1, 24 28 Sk 5] IR 45 #e45 J S0 5 It 1, 56 B 1241 .
IP itk

HI2AT RS 2 00 EHLCERR TP Huhk

i A

J 55 44T BT s 1

s
IR 55 284 FH 1) 00 8% AL P

Iz R #13%
PAUR Iz
o IR 55 A5 N PS4 K o
c WERARGH T2 AN Z Lk E e A E RS 4%, WA pending.

* WUR R G ISR AN IR ST 2848 SUFUN IRk 55 i 50 Ik 45438 WL A BEA TS InELAN B, 5 2 11
J[j]‘b‘( s I)_UJ 79 unknowno

N AL EYZER]. #RiE. RSl 55 <B4 {4 (Category. Tags. Risk orBusiness Relevance for Application
Protocols)

C g PRI FRics WKESONAINY S5 ORI . IRy & vl HY TS bl vk e Hodha 4k

A7
AR
* ARGt Nmap SCH AT RIS IR IR R 55 2% (N 1 B8 10 ) AL N 2D BE 15 5 TR I 55 4 (H A

* WERARGTCIEARE AR 55 45 Fi3 SO LA 0 7 B 1 2545 A2 il ] NetFlow B 7% in 21 194 45 ik
Shie, WA E
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LRIz —:
* A% Nmap BILARTEBRIE I 0 M 55 2 WA B A M LA A\ D REFE 2 I I 55 2 A

* MR AR GETCIMR A TR 5585 T SR L RROAS 505 IR 55 2 92 18 Y NetFlow K 73 in 22 9 2% S
(¥7, W24 blank.

Web [z 2/

BT RG00E HTTP Ui mR R I 20 6 03 N 2810 Web N . VERG, WS RGKI E] arre N WM,
{RTCIER I B R e W 28 N, )R G A 199 26 0] W 44 R o

Web 57 FHE9ZE R, #Ri8. RS0 55 <B4 (Category. Tags. Risk or Business Relevance for Web
Applications)

srlicgs Web IR FRics MBEZOMANE S5 R o IX8Eid g% vl Y T4 rh o DS il 42

maE
H 55 2 e U I AR IR K 6 A E N L AN I RER I IR 55 4, BLAELAREE 0 0.

il
WP MEZ
* JiJ': user_name
* i H: app name
s FAHI T H: scanner type Cill i 9 2% J MG & VS 0 ) Nmap 244 T2

° XﬂLﬂ: Firepower %éﬁﬁ%}ﬂﬂi”ﬁ"]ﬁﬁ%%&y ﬂq Firepower~ Firepower Port Matchngirepower Pattern
Match

o X1 H NetFlow 3R I IRSS 2%, 4 NetFlow

15
BAT RS AR BRI DO LR E A B O LUSEBLZ A I, e BUA AR £

"E
a0 31 VAL B 1) 57 7 1 £ i AL R NetFlow B8 3= M1 40 A B 14 5
BT AP (Current User)

EHCEFTE R S R 4D

MARRBUN P B BNV, 8RR P A BN Sl RSB SR T 5% L
FHORIBE,  WRZ N A HTH P TR AR B e (R2, BN P 83205, B 5B
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Lz FFN L FERE R SR
USRS 5 6 R, VST, RAA BUSE AT, Firepower 46k
WIVEZ R BIBTEL, ASFBER . Web KL J S S A R

SR B RERNH], BRGT el AL R TP bk« 7 s RBCAS AT RS I 81 ) 456 . ml it
1T Web St AR AMMERNY I F0F . gedh, nr DME N U A ZhRERORr— G 8% & B L1
IO FH H

RIS FIIERE & BN LTS TN AL, T ORI 245 R AU EHURC E SRR A0, Rk
P B SCPFIN A AR I e, R DU BRI Ay B A GBI R 2 Ao bAh, ) B SCIBM
VR T S ARSI T i o 9, SRR A B DA A R S PRI 2 i, P ABCELAE R GEAGr
FVEHIAE R — & L EIBAT AR Al 5 7 i i S G IRAH I o

R T LU I A7 40 P B AR A Firepower 2 ZE BT IRIRCAS i W AT AEAS VDB BT 128 15 R BREAT K Firepower
(1 92 FH G 25 P ST £ o

FERAEFNAEAE N P EE T30, T DR A 109 258 D B SR o et FE S R RS, o
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AT B RO SRR IR N R . RS, ATRE E AR BRI
FEZ A, AT UL 2 R 5 AR R . AN BE AN BE 200 (14 35k [R] 20 4k A 75 i
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g W CNASEE-EEF

o WURAEF R TIE SCTAERRR, RS > £H > RAIERER.
o G SRAE T AN B RN R IR ) B e AR, il s (UHRTAERTR) ([switch
workflow]), #AJ5iEF & Fim (Clients).

P2 BA LTI

R (PR TEREE) ([switchworkflow]) KA A TARGRE, 8 B X TAERE.
© PUTIEA TAERILERAT; SRR IUN G 6 TAEREE , 2 6 0.
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