ERNSBIEMNESHS

o 5IUEl SecureXBR , 1 0T

o 0T SecureX SN , 25 9 UL

o AT Web MRS/ A . 25 9 0L
o Wit B AE XA 8% Secure Network Analytics , 5 12 1T
s KT RIE ZEFMHNARGEHENE , 514 70
* eStreamer R 55 2L i , 5527 7L

* Splunk FHIFAEI T, 25 30 1T

* IBM QRadar IS HT , 5 31 T

o AN T Bt EdE s s adsk . 5 31 T

5 EEl SecureX&E X

W R—EBY4 (SecureX =11/) ﬁ%*ﬂifiﬁﬁﬁ IRk 22 4 i S oAt ™ S 58« A SecureX
A T HRE BB IHEEEEFIAE . SecureX 1A 1] IFRAUAE H B8 & M8 &5 &, BN
o N4 IE T AEAE B AT B AR AR A

H R SecureXHIFEANE B, 1ES IRl SecureX T .

/2 FH SecureX £k

JBEL SecureX 45 & T MBHW S e 4= i AL A LS IR SERE Bt A 35, B fEF T 8 — ] #
SEIL A S IR I 2 Aty RIS AT — 80RO SecureX FITEANGE B, 1S
F} SecureX 77 T .

IR SecureX 5 FBEHLO FER, T LIA I TR B RO TP A EOE . OOk EEha 5
SecureXfE WM H L5, HSH ClSCO Secure Firewall Management Center (i A 7.2 5 5 =) Fll SecureX
AR .

FrI6 Z /il

BFEE—NE T HLU SecureX K7 WA SecureX Bk, ¥ CDO #L /A% SecureX Ik
Fro AREELMER, 1EZ6H CDO € SecureX Tk o
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http://www.cisco.com/c/en/us/products/security/securex.html
https://www.cisco.com/c/en/us/products/security/securex/index.html
https://www.cisco.com/c/en/us/products/security/securex/index.html
https://cisco.com/go/firewall-securex-setup
https://cisco.com/go/firewall-securex-setup
https://cisco.com/go/fw-securex-account

FERMNBIAMSEHSH |
. J2F SecureX £ 5%

PR A/ FHEPO T, EFEE (Integration) > SecureX.
$®2 (wik) X=X (Cloud Region), iFiEFEA 11 L BTX 8 (Current Region).

BRUAE LU T, PRI Ik 5 8 0 R VFrT X IR UC AL, PRI A AT e AN T S 0 o X 4o
123 7% SecureX /AR (SecureX Enablement) 1, #HATLLT LB,
a) fiiiB A SecureX (Enable SecureX).
1: B SecureX

SecureX Setup

This feature allows Secure Firewall Management Center to integrate with other SecureX services via SecureX ribbon. Learn more %

1 Cloud Region This setting determines where events are sent to, if configured to send to the cloud, as well as
data generated by the Cisco Success Network and Cisco Support Diagnostics tools.

Current Region us-east-1 (US Region)

2 SecureX Enablement After completing this configuration, the SecureX ribbon will show up at the bottom of each page.

Learn more 3

b) Fk SecureX.
RGN I — AR AR 0 R B 1, A8 85 55 Secure X ™ o A DR UG T i A Bl L 1 5 1
BHL S 7 BELAL .

B RS IENEESH
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/Al SecureX ££ 7% .

[&] 2: SecureX & 5

at e,
CisCcO

SecureX
Threat Response

Sign in with your account:

| > SecureX via SecureX Sign-0On

For new and existing SecureX users.

Already using Threat Response? Keep
using the same account to access SecureX.

¢ SecureX via Cisco Security Account

For existing Threat Response & AMP users.

»{ SecureX via Cisco Secure Malware
Analytics

For Secure Malware Analytics users.

Duo users log in with SecureX Sign-On

Create an Account

Login Help Browser Reqs

Support: tac@cisco.com | 1-800-553-2447 or 1-408-526-7209

A dHE FMC (Authorize FMC).
R E B MU, 2SR A O R AR UL
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. J2F SecureX £ 5%

[ 3: 4% F [z i iE AR

N
CIsCo

SecureX

Grant Application Access

Please verify the code provided by the device.

AEBD3F17

The application FMC would like access to your SecureX account.
Specifically, FMC is requesting the following:

casebook: Access and modify your casebooks

enrich: Query your configured modules for threat intelligence (enrich:read)

global-intel: Access AMP Global Intelligence

inspect: Extract Observables and data from text (inspect:read)

integration: Manage your modules (integration:read)

notification: Receive notifications from integrations

orbital: Orbital Integration.

private-intel: Access Private Intelligence

profile: Get your profile information

registry: Manage registry entries (registry/user/ribbon)

response: List and execute response actions using configured modules

sse: S5E Integration. Manage your Devices.

telemetry: collect application data for analytics (telemetry:write)

users: Manage users of your organisation (users:read)

Authorize FMC Deny

Support: tac@cisco.com | 1-800-553-2447 or 1-408-526-7209

d) EFHHP.O 5 SecureX £, BEBER KNI E . STRE (Save).
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RE g@hl ERS4 42 Bnzes ]

4 RIER

2 SecureX Enablement After completing this configuration, the SecureX ribbon will show up at the bottom of each page.
Learn more [

A\ SecureX is enabled for US Region. You will need to save your configuration for this
change to take effect.

g BEF L UEREHAEER BRlkEr
Yo B TSRS BN 00 B L IR SRR 2 TR IRV O 4
U T 25 D AT 0 T 25 .
itz B

- BRI R TR (R (XD > WEFRNE) TV E ] AR A R, DU
L B4 BT KR PR % B SR 25

o 7E BRI A

- # R R4 (System) > BLE (Configuration) T4 & HE b0y PEALME— 4 FR, DI
ZH & & (Devices) 712 A .

o R U B AE BEAASINE] A B, MRV RTIE, PR R RSIER 1T, IR
CLOVE LR SR, AR R S A A BErRL UL B 924 (Analysis) sic 51 an P ISR (2
No
* W OREITAE BB 2 a2 R, JF BT LA S 2 QI B K 7 B SecureX X3z

1K SecureX X4 v URL MISCRFIM B A I TEANE B, 1620 1R} Cisco Secure Firewall
Management Center F1 Secure X4 /% {53 -

© WEAREHETEH R H S F AL =, WXL R ER
iz

PR W L T RORP KA AR IR = . A OGRS R M TEAE R, EZ 0 U Cisco Secure
Firewall Management Center F1 SecureX £l F5H -

FR R SecureX B A, JEH EHIAL SEMBIFTEX I, WE KX S22 SecureX.
B A] DLAE T X 38 = 5 R OA H SecureX o

FIB2 78 FHPO T, R (Integration) > SecureX s
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https://cisco.com/go/firewall-securex-setup
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. f. & Cisco Success Network ;i

$IE3 M YETXE (Current Region) T 7413 Pk $EX 855 2
LB 4 kB EH%1ES E (Send eventsto the cloud) B EHELLE = E .
FBS EPERILEE RN FERA,

AR BRER SR T 2 ANMER, W FRTR.

%5 BXBNFEART | &
R A TR & | 2 R A SR P LA
1B (Saa) P e

o IR AR OG I S
© HRFAFAR RN ER T

AR} SecureX A A} | Bk TR I IRAS : B AL P e, JBR) SecureX AT R R}
SecureX J& i K . A e | SeeureX JEU I S AN SO 2 A ORI E R AT

e
« NEHifE.

o SCAFRREE AT S
(B

pE cWUR BRAANMREMS, RO SRR mARE R AOE AT

« WUR I CHEFEE R B (Fileand Malware Events), B 77 A B9t #2451
AL, EH L RS RORBWINEST

FIE6 L RTE (Save).

B & Cisco Success Network ;T fft

Cisco Success Network s&—Jl 2 45, i &0 gt 5 R o @2 ads:, S LmiHG
BAGEUHE R . B iis e f—Fr AL, vl A BB 5 4 e B A e, It LR IR A BA
SR TR R ORI 0% A e AR B

o SHJIAE A 4 R TR S 7 i BORAE R AR A T R DI RE
o TG 0™ dh B AR SRR IR 55 A 4%

o (WY SecureX£R ) 1 SecureX BAMG S B & MBLAARDS, IF TP B S AEIRTT
AR RAERRCA -

o WP ARFSGE
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CETUE R |

BT A O RIER B B I 245 R, 152 M Cisco Secure Firewall Management Center 14

R Cisco Success Network 3 -

A48 HIEERSCRF2 Wk Cisco Success Network B, B HI A0 SIR&E A IR 5 BR = 1 %4
o ARUE, Y8A HERISCFRS Iy, 0 F BB R s @ IR 4 S IR A 4
R BT LABERIE 25 H Cisco Success Network IR SCRFZWIThRE RO ZEH#E, XFESK &
Hrpue 5 ERFZ W T

P H R I B RE A F 2SI, W] B H Cisco Success Network o
)

et = * Cisco Success Network 7SR N AL #r o

o DML AEHE PO B AR R RE A S FEAS AR CZRiRR o R Re A EERS 27 D ElE Y
A R B UFRTUE TR, Cisco Success Network ¥ 4 2%

FHIa Z Al

JE T Secure XA f sl A8 TR BEVE Pl UEVE MM RO By, BLHAT EAT 55

iz

P Sk &R > SecureX.
$®2 £ BRIEXLEF T, %% B Cisco Success Network (Enable Cisco Success Networ k) 5 3% 4E DL

MRS
I8 {E4kZE2 T, P A Cisco Success Network (Enable Cisco Success Networ k) 5 2 HE 5%
PRI B

P33 AR TFE (Save).

o & B R 2 T
BRI TN R0 TAC SR . IR, BEFEchy LA 2 5 B
LA DM RS PR

MRS RHZ WE L L VR IR TAC ZEAF g TAC S0 31 10) A 10 e 5 2 A AR BB, R b
RS g s i F 7 A6 . sbAh,  JURE S IR IS AT IR DL, F (8T B 3l i UG R Sr A 2
REH, DASEAE H DL IR RN SN A o R ARAPE PR TAC S 451 3931 10 Kl W SR e 2538 -9 S5 5 1)
(I A P AEE 0 I 55 D0 T3 S AR 55 S TR K

SRS FRHE W Th e SOVE B BT WA A A F ARy ST IR S R A e . R L 2
W HE (R 5H & 3% 31 SecureX B X (SecureX Integration) Ui b i Y X d o
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. 1§ F Ribbon 73] SecureX

AT ABERY B 22 ] Cisco Success Network AR 7 FF2 WiBh RE R R % IER:, XA IX LT RE
5 BE=WIT

B DT LA I O e AR G L RE AR IR R HERR S R D SRR AR I B RO WOSR  R A

FHia Z |l
JE ) Secure XA f sl A5 I BEVE PTUEVE WS RO BE Ay, BLBAT EAT 55

UK

S i R > SecureX.
$1B2 £ BRI, % BRERENST ZEHELUS RS .
ER 42T, ES N B R BRSSO kSRS B

P33 AR TE (Save).

{& 3 Ribbon 775 SecureX
e oA & P L Web FEHT P AEAN DU IJRGHS . BmT DU H] D e D BRoast gk 21 HL Ay SR 22 42
mt,  JEARBER 1 22 AN AUR 1) B £ 8 o
FIAZHI
o A SRAE R Web ST BT R JIE B B B SecureX DIRENS, 15 AN EAT IR .
I, 24 Cisco Secure Firewall Threat Defense 1 SecureX i iH 7 o

* WUREHEHA SecureX WK™, 1RSI IT #RTISRIC— 4.
UK

PR A FHpOT, AR B U T REX .
P2 piili 3REX SecureX.

B3 Tk F SecureXo

PR 4 R R LA .

IS s R LRI E .

T—5Hita
1K D SR 7 0 L, 20 SecureX i 7E LAY
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/710/management-center-admin-71/health-troubleshoot.html#id_15121
https://cisco.com/go/firepower-securex-documentation

MR BB E 44
| ERMBTEMBHESR
18 FARY B9 4T SecureX FiHIE .

{F A=A 5 H7 SecureX B Lz

SecureX BN ARTFR A JARHEU Y (CTR).

AR A I RCE & SecureX a8 M W m Ps RS L 8 AR N gy, LS ] USRI A
VSR G AT 2F, @45 Cisco Secure Firewallo

* % SecureX B I —KE ., 1S
BRl SecureX M N = i TUH o
« 15K SecureX J I N B 4E ) Firepower [V, 1S4

* &% W Cisco Secure Firewall Threat Defense 1R} SecureX £E 81T -

& E SecureX B F B SEHEEE

FFeaZ Bl
* #% M Cisco Secure Firewall Threat Defense FI1JE R} SecureX g irii W £ il Fi w A A9 58 B ¢ BE Al
o & SecureX BN HHHIECALIS B, TR E . 1R RN T R B it

o SRR T B P SRR A BE VT ) SecureX B
puR

$IE 1 {£ Cisco Secure Firewall Management Center ', $HAT LA R #EAE:
o TN 2 SEEBES B SecureX IR, 15 AT LA R ER A
a. PRI > NMRIHH N A 2 S A F ) I
b. A SRR B H AR 1P Hudil, SRS FEEAMIE LY | P (Thereat Response | P).

DR 2 R G E] SecureX Jal I R o

EHET Web (U FIRISHIBAE

B R CAE XE sh I BERT £F Cisco Secure Firewall Management Center PLAMR A #6455 T Web
ORA e Sh e I S =0 S S | P

 FERBHECE =05 24T RS Th A R T BRI IP ik, il I g5 R AT A 0 LA R SR Bl A A5 6
o
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https://www.cisco.com/c/en/us/products/security/threat-response.html
https://cisco.com/go/firepower-ctr-integration-docs
https://www.cisco.com/c/en/us/td/docs/security/firepower/integrations/CTR/Firepower_and_Cisco_Threat_Response_Integration_Guide.html
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o FERSULZUR Dy s H A& A A R 2 S I DA S0, TR S AL SUR X S B A7t AE 2 A1 B
FIEA FE (SIEM) B

o BT R E AR B (B SCIFUEE D 5 TS A2 i R Cisco Secure
Endpoint.

VAR, A L E M Cisco Secure Firewall Management Center! ) ZF & B #5542 I TR A,
AN A DU B AN B IR R AR OCAE S o IXFE, S8l DURYS TP Mubk. S0, Phill. 30R1/58 SHA
256 HAME PLHCERAT R 2 AT =5 B

B, BB IEAESE “HA SR BGER 7 HlscatE, I B A A I — AN 515 1P 3
HE 25 R . BALEAE Talos KA T WFLEAT JC UG TP Huhl M5 5, IAISLIEIE R “Talos IP” #E i,
Talos MR HT FF—AS Ui, Horb B S SR e TP Huhlk 15 5

TET AN 2P0 SCIR 5 Y RE RS =7 B 0 M 55 IO BB v EA TR 9, JF R LR TN 1r) FoA ik
T Web [RS8 52 LHERE, LLAAR ) SIEM s HAl B AT Web St > 5t i A 52 ik . TR
LY AT e EIAT I O S o

ATEELETXRXNEHNEIR
HEFIAR > B > RS R T Web M4 Vi

FIo: I B AS X B5E4% Secure Network Analytics , 55 12 TR R R P Secure Network
Analytics 3£ A8 SUH B EER -

MARHR LI TIUE SCORITRIEAT MRS . JEARBEROR R =y BHi.

TeT AZE ] s BRAE AT AN ZE R B0, ] AT iy A2 IX 2L 0008, il AE A AR NS “2”
XX LB HE P AR R R SIS XUR BB IR X B3 FH - 25 A 1«%&&55%%9@%%
{EAT DLHFT 1 X S B Y

BERNINEIR, TES TN IN N SRS SR B . 2 11 T,

BEX TR XBaEIFEZEK
N B R SO SR B BRI -
o BEUF DA ZH AT 3 I D 24 3] A U7 ) o
* A FF http A1 https Fpide
* {CRF GET 3K ASZHF POST K.

* ASCHEAE URL i Ae it . B4R IPve Ml n] RETT EE A0S 8 5 0 bR AT, (H K2 HRSHA T E
IXFh AL o

2 ML E 100 DB, AAH0E S B

o NI PR O B 2o HT W P A BRI AS R B, AEAR T DU e 22 4o M il A Re Al
eiil.
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wmiETxzvaszE

wINETXRZXBEFEIR

LI

W2

$IE3
$IE4

FIES

$IE6

ST LA I B SCAE XOR B g, 90 an b g R I 45 LA e A B AR L (SIEM) TR,

FEZ B, AT ARSI R A A R 5, AR HLREAE ik b B M gm AR v . Py ik
(1)t J5 U B R A 100

FrIEZ Bl

* WIEREL ) Secure Network Analytics W AN INBERE, 1R 20 75 BRI & 15 A7/ LHE <25
FrfnH&Id s CRHLEED I, RSt AN IR 2 5k, -

WS A E X BTSSR BRI EK , 5 10 1T,

o IR R R R DU HE, S QU BRI LR I PR SRR . B, DA BRAS R BT A
PR K FH ™ 70 BEAN 73 A SR IE

o Bl E TR R 2 K DU 0 M BRI TRk

I P S VT IR B, T AR 5 B I BRI SRR g A e, R AR A
PR SRR ok s ] A L AR, i 1P Mk

IBAT A, ARJE A SR KA EA R A ) URL.

foltn, A URL AJfgk
https://www.talosintelligence.com/reputation center/lookup?search=10.10.10.10.

UK
WP >8R > L TXRXNEH.

M ETERZ X B35 (New Cross-Launch).

TERIRIR R, A bR il a5 I 7B AU S (.
BN PE— [ YR A4 K

W TR AT 20 URL 745 HORE G 2 URL R4 7B .

o PO 2 PR AR B A U AT S P R R s (Bl TP kD - RPCHRE TARNALE, R A AL
=, ip) IR AR

FELTT “TFHRZ AT FB oy s, Az i) URL AT REJE
https://www.talosintelligence.com/reputation_center/lookup?search={ip}.
BN 3CAS SOR SRR, URL ) {ip ) AR SR 0 ] A2 A A 4 s o A b A 8 il
(1 1P Mkl

WEERNRRN V], TR e fE a2 s .
T LU A TR B 55 QI 2 A BRSO SOR SR, O RN EERAE T AN IR AR

i ERFHIEERMR D DU 8es e i i % .
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FIE8 LR TF (Save).

ERLTXXXEMBPESH

FHIa Z Al
AR SRRV 0 R B S AEE, VS DR AT IR SRR IR
i

HIE1 S /iF Cisco Secure Firewall Management Center'|" & /s FHAF (1 LA R Hob —AN T T «
o EEHIAR (BEA > I=HImER) , 8-
o HUEFEAR I (O NSRS RIE T, D

TR 2 A BRI FIE, RJEIEPE AT B SR B B
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BEARDR AR BT SCAE SR Bk I
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WER BRI 2 AN AR, U TR R B IR AR TS X6 T4 35 AR AT S T REARLIN
FifF.

TR SO SR B RIS AE SR B A 1 T
REPRAT O] RER B LI ], RGO T Rr A i Bn i SRR BRI R4S

FUR3 B ERTEI .

fic & 32 X A #h$E1E Secure Network Analytics

&1 LA Cisco Secure Firewall Threat Defense 11448 XA 3l), LLAA Secure Network Analytics
B LIARSCE G . A 5C Secure Network Analytics /i FIVELIE B, THZ 0 AR 22 40 A H &l
K i T o
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Network Analytics 45, HIXLEEFEEZMAL T A Sh Q2 KR, SO TaEEEA ],

FIRZ Al
* NINFRE JFIZAT Secure Network Analytics % 7% o

o WY HTE ] R G0 H AR FiE SR A R IE FAR IR R £ hRUAS 1% 31 Secure Network Analytics,
AKX RSN ARG HE (O ES IS R G HERCE U7 M6 R , DLk
RAETFEE bR H .

o IR A LT 554
 EPELER I LA B IP Hidik,
* Secure Network Analytics ¥ 7% b B A7 B OB R 0K - A2 IE

WMREAFH 2 A H &I KRR ) 4 Cisco Secure Firewall Threat Defense £#is A& 2% 21|
Secure Network Analytics %, 152 [i Secure Network Analytics ¥ £ b ({3 #2504 77t -

UK

W RIS .
HIE 2 %511 Secure Network Analytics H55 13 P AN 1L I -
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o Bl A4 - 0 E H T RCER A1) B R Secure Network Analytics i W SESE . F T AAAE S A1 10
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PR EILTT, K5 i (Start).

PR3 WU T AREAGER, WS CERF A 0N H Sl sk By KRR RdE #) 1 Cisco Secure
Firewall Management Center IiC & 3077 o

SRR A WAEH A RS L8 2 > Bk > ETXRXEF.
AR BT, TR IPIIERR R BCVE HARAE B SO XUR SRR I R AT R
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s EREGREEE R ERRER
* B E BRI
* BRRFAFZREID

) i BEIERERE.
g) {EEABERIZFIKE (Basic Logging Settings) 1, EF LG ELL EMBLEM R EZXRZEAE
(Send syslogsin EMBLEM format).

h) AdHRTE (Save) UL 1B E .

e 7 v 4 o) SRS T B A sk B CRUS SCR RN S H =)

a) miihi 5RR& (Policies) > 7 [a]3= il (Access Control).

b) G IE FH AU I 428 1 SR

¢) siliE% (More)> HEIER (Logging).
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e) (Wik) iLH REAZ™EML.
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