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W mempe rure JEPEALE TR R BIN “EHLR ™ U MIBRYE & K80 & 417 1) LDAP 2%,

1%%17]\ memberURLo

| LY
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T E1E0H AP S i I}

WSSO P A, DAIRORAE /08 S U AN B I UE R %, FEMB R B B B i . i H]
JUR UG s 2 B S E BTSN

(k) WE CLI iialdiEss (Shell Access Attribute) UL fe 4 CLI /7.
B 1-%F CLI 15 1354 T LDAP S5, Kt P Be i 2% Bda € CLLH T, kR L N ik

o SO IRCE S R BB IR E IR 1L hg &, I SEARDIEERIER LA,

o CRPEE AR R B A H, WA SIS E A eEGE FAT MR E TR
SHGEAD o B, AR L P AR BRI she1l Y manager JBE, AT LABCE
Ej—‘ﬁ?}g%ﬁ (manager=shell) o

FA ) 4 52006 Linux 34
© % 32 NEREUATRE, AMNNAS () EER () B RIZ O
o NG
s RRELLEFSF () ks AREST 2T TREAT at 5 (@) BRIZE (/)
R AANE Z 005 AR ) 2 vl LM# B CLI expert iy 215 4] Linux #h 7 f2F. Linux 5%

FIP AT LAERAS root BURR, iR 224 XA . i PR BRI AT CLI 8] Linux #h7e s ) 1) 1
ISR

R W85 SR AE CLI i8] 3 88 (CLI Access Filter) i ] ™ B Al A FH 7 44 BOATAn]
PR ME— (AR RO T 4 adming iB207E CLI i8] 3 828 (CLI Access
Filter) TS EEEMH .

(AT3k) A LA S LDAP IR 25 #s i E B IR I o

MR A A RO ERA P 4 . RO P Ao ME—1, JFH T RVE S TRIZ (O, A5 (). &

FIF () RE R 7 4 . R, 52 UL TUE R/ R, AR5 2 AT 1000 AL R 7 RS- 2 1

HEBANSIRM] 1000 AN P WK, 1S ULDAP G403 W0k e M bR , 26 77 L.

(A3E)  seAh, 3B nT DU N E A R S EOk MR N ] DARAT B 03 B0 1R P R P A E: SN A

2 uid RS, AR5 Al .

W& EH2 3] Microsoft Active Directory Server H-H&fit UT 15 i) J& MK wia, WA E AR

HH 4. T LI L e e A PR A (0 ] R R

B W P ) 2 FRE R NN IE A, RIS IR S IC B 1R A, D2 R . LG E
MRS ARICE S IEM, 5K, MOLH R EA MRS B A E R
W R, WA R F P AT IR 48 R

w5
BIRSE A5 7] LLAE Example A a8l MR F)] gsmitn ASENE, EHIN gsmitn FIERIAZD,

FBT PliRE.

gral i ]
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B m amaom AP S S HRIER R

P8 AR SS A% . TSI PO BT R HIANES S Oy JeE 5 22 0T

Gt
ARG

&4 8 Microsoft Active Directory Server [{] LDAP & 3 B B0 UF X S AR E . ShoR ]
HH1) LDAP 4525 1f) IP Mtk 10.11.3.4 WhIEBeqd v 11 389 HEAT Uil

External Authentication Object
Authentication Method LOAR -

CAC [ use for CAC authentication and suthorization
MName * Basic Configuration Example
Description

MS Active Directary -

| St D Faults |

Server Type

Primary Server
Haost Name/IP Address ~ @ WP o hoaknams

Port* | 389

Backup Server (Optional)
Haost Name/IP Address @ 1P or hoatname

Port | 389

LDAP-Specific Parameters

| oussecurity, DCsit, DE=example, [ |

Base DM * '
| Fetch DNs

B, GCsRMaCEhng doetom

Base Fiter | | el tomgme, wanssml
User Mame * CM=admin, DC=example, DC=com I ox. cn=jsmith de-sourcedire de-com
Password * | e I
Confirm Password * | e |

* Show Advanced Options

IR 70 T 7 B 2 ) (4 R AR AU ) 22 A L SV A R 23 4

OU=security,DC=it, DC=example, DC=com El‘]ﬁj;%o

B gEdhiw
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i EEhOH AP S HRiEn ]

Attribute Mapping
LW Aceags Atrbune * eAMAC coname Felch Ales

CL Accass Amibute * | sAMActounmie
v Group Contralled Access Roles [Optional)

CLI Access Filwer
CLI Agazzs Filtar Same s Basa Fiked

(Mandatery for FTD devices)

Additional Test Parameters
Lhar Mama

Faseword

* i ] F b

« —
-

I Canca b m

- —|

{HIE, BT RS /& Microsoft Active Directory JIk45%%, KU savaccountName JETE
G T A4 TANE via JBTE. 4% MS Active Directory AR45 #8258 ) iR B EINE (Set
Defaults) 24 “UI YillJ&PE” (Ul Access Attribute) % & 4 saMaccountName. B, 4H 7
FERREN, RASK A SR savaccountName JBPEUEHILEL I H 4.

Ak, U P s B A B CLLIK P P, savaccountName ) CLIZY T3k 2 H sk b
ﬁXﬁ%E’J sAMAccountName E‘lﬁ uﬁ?tlﬂﬁﬂlﬁo

WVER, BT RIS 25 N AL I8, I RGE S A H b A AR e s
FIFTE N R R EM . Sl ERIAR R B (3 LDAP R45-28 Lk B RERND 5, SRS EM
RN o

SE &N

7135 B Microsoft Active Directory Server [t LDAP &5k & 43 B UEXT S () i R ic B . R
Bl rf ¥ LDAP JIR45 2% (1) TP Mtk > 10.11.3.4. MIEEAEF 3k 11 636 HEAT U5 )«

External Authentication Object

Authenticaton hMethod LDAP T
oAl Uise for CAC authentication and authonzation
Mame * fufvanced Configuration Example
Description
Server Type MS Active Directory - Set L"EI‘..""!-'E. .

Primary Server
Host Mame/IP Address * 11154

Port * 636

gt w [
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B i e m AP SRS B IIER &

IR 8 7R T2 8 2 ) (R4 SR B AR SR o 1) 22 4 21 U FH B A R 73 W 44
OU=security, DC=it, DC=example, DC=com F[(]l%}‘%o 151%5/35%%, ﬁtﬂ&%%&;ﬁ-ﬁ%/j&ﬂ/fﬁ%ﬁ
(cn=*smith) o XL IERVRF MRS AAT R BB H 7 BREI A FHAZFREL smich 45 P o

LDAP-Specific Parameters

Base DN * | OU=security,DC=it,DC=example,D(

Base Filter | (cn=*smith)
User Name * ‘CN=Admin,DC=example,DC=com
Password * | s

Confirm Password * | ==

v Show Advanced Options
Encryption @) ssL s None
SSL Certificate Upload Path [ Choose File | certificate pem

User Name Template s
Shell User Name Template %S

Timeout (Seconds) | 60

Attribute Mapping
Ul Access Attribute * | sAMAccountName ‘ Fetch Attrs

CLI Access Attribute * [ sAMAccountName| I

B R 55 A AT A SSL #EAT N3, IF Ha MR — M certificate.pen IIIE
o A, T BR () WE, SRS EINEELE 60 B S KER .

1Ttk 25 4% 2 Microsoft Active Directory 4545, KIIHATH samaccountrame J& At H
AT via JBYE. 1EFE, BE SR saMaccountNamell] Ul miEE s (Ul Access
Attribute). Plith, HH 2GR RGN, KRGS E LN B savaccountName JEVELLE
FRUCHEC P 44

BEAL, MH PSSR BB L CLLIK P 1, saMaccountname [f] CLI i BB 1 2 5 20k &
H& P A RS savaccountname J& 1 LA AT H UL EL T

WoREIE BN A RE . “Yed I Ok B 8) 0 Bogs B o 20 s Pk H A AS IR 4

j’{l CN=SFmaintenance,DC=it, DC=example, DC=com %éﬂ%ﬁ?ﬁﬁkﬁ °

| LY
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i B RADIUS ShR S iiEx 2 I}

» Group Controlled Access Roles (Optional)
Aipess Admin

Administratar

Macoweny Admin

External Dalabase s

Intnasion Admin
Maintanance Lisar CM=SFmaintenance, D=t [H-ax5

Hetwork Adimin

Secunty Analyst

Secunty Analyst (Resd Only)

Securily Appraver

Thraal Inlelligence Directar
i TICY) Lisar

Arcess Admin

Administratar
DAt Usar Fiode

Discowery Admin

Exterrial Darabsass Uger

Group Memiber Atbriburte member

Group Membsar UHL Attnbute

CLI ifEldiEss Wi h AL IERAR, PIAR R - oT BLd sk CLI V5 i) &, anfR)im
i web $2 BT U ) —FE.
CLI Access Filter

CLI Access Filter
o Same as Base Filter

(Mandatory for Firewall Threat
Defense devices)

Additional Test Parameters

User Name | |

Password | |

“Required Field

| Cancel Test m

Zin 12 dhu B RADIUS SMER SIS IEXT &
5N RADIUS Hi 25 %% LA SRR P AT B4 B B
TELIRFRE R, AN S B0 UE T G AN AE A1 X B s b ]

HabL
|
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B i a0 RADIUS SN S HBIER &

PRy Y Y TR 1)

PRYTIKY T Y TR Y 1}

S S S OSY OSE OE S8 O S O
— (1-) (-] ~J [-7] (2] F— w N -

SF Sk SF SF Sk SFOSE SR OSE S

Qe

UK

HRRE (3 > B (Users).

M SNER B9 38 3E (External Authentication).

s dnErs (B RmIMEBE M RIEIT & .

W SR IIE A R B E ) RADIUS,

EINBRRA A IR .

T ERSEE, FAEHNA/NP bt

(AT3E) o s 4 FH PR BROA A

i\ RADIUS BR$5 88 %4

(IE) MANERIREESHL.

(A[3E) %\ RADIUS#ESH.

a) ¢ BBEF PN T RS S 2 T R VFIIR AL (T 1R 1024 2 0F)D) o BRIME R 30,

R SR R A O R S A ], B, RS S, RN S I

B PRI IR IV L (1-300 00D o T UK ER I e 4 SE s (R4, 0 7 781 RADIUS
T R AN A H o

b) AR GO SS A L AT ARV E R RS BOAMED 3.

¢) FELH ORI NA BRSP4 FR B R Y 23 e 4 IX S A ) e M- (0
R 1 A4 R k- R LUE 5 73 B o
i

WERIEFNIE P AN A 2 a7 (L [ vser-category IBYE(E N Analyst, WATLIFER
éﬁ*ﬁ”ﬂi?&qﬂiﬁ)\User—Category:Analyst, uj%lZ%éﬁ%ﬁ%ﬁﬁFo

EUE

W CEHRT MO T dsnith Al jdoe, THAEIERTETHIAN jsnith, jdoe.

i

%4% “?EHE}—'}EHF' ” f-ﬂ@ff&% User-Category {E}J Maintenance [fl‘]ﬁﬁ‘ﬁﬁﬁ)j ’ L%EEQE*FﬁE]FlingP

I User—Category=Maintenanceo
d) TP A, HEHRERIARRfAe.
WSS s e, D URAT R LU AN Sy e %, JF AR PR B BRIz . 1M
FUR UGG RN 2 B Bk R .
(Mg EXBEX RADIUS BE.

W15 RADIUS Al45#83R 0] /etc/radiusclient/ P dictionary WAL E B MAE, I HE&RIMFE
Hx s gk & B A XS m P A W20 OX gk, o] DUdsk &% RADIUS Jlk%%
Ay IR P O SR A R A P R [ ) e A

a) MARBMERR.

| LY
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NN
B 8

—
w

-—
=

0 &30 A RADIUS A5 H1iExi s ]

€ SUBVEI, ERAUBIERARR, HPh Q& TR AT TR, R FR 8 5 LA
ARG AT 5B
b) DIHEEE U AR IE ID.
JEE ID R AN ete/radiusclient/dictionary SCAFH AT INAT JE I ID #h5E.
¢) MR EFERIESEE.
VR RIS FAF R TP Huhik . B 3.
d) AR LA N A E R

Eﬁ”@ RADIUS %'fﬁgﬁlEﬁ%ﬁﬂ‘, /\éf%?'f&%i EI(J /var/sf/userauth H i"l"ﬁd@lﬁ*}%ﬁg%ﬁ Hx
SCAF o I A € B PRSI I B 7

TP

WRAE S RN f 21 M 2% FAdH RADIUS IR4s2%, WA REZLAf ] Ascend-assign-1p-Pool JHTE
] SR 2 TP Ml B S T - B2 T e A e ascend-mssign-1p-Pool & PMHEEUEME, HT
SE SCARVFA P S SR hE L, SR B R IR C B TP Hihk v ) 2 5

BRI EHEEM, EeE—Nax EM, FH)EN AN ascend-1P-Pool-Definition, JEMEID
Hy 218, FHHEMIAN integers

W, WUTERESH (K% (Security Analyst [Read Only]) 7Bt il \ Ascend-Assign-1pP-Pool=2,
/I%Rli’ﬁ%ﬁj\*ﬁmﬁi@gﬁ% Ascend-TP-Pool-Definition JBIE{HA 2 T .

(i) 7F CLI SHIEI RS X &R R CLI ATk FEh, AN A I R 44
JELLE S5

LI LE ] 7 44 JUIE RADIUS 458 FIGIT /7 4. ZFR AU Linux A0 2 44
B2 R AFET T, AN (O EFH O MTFRIZ O
s VN
- FRELL

i

S

TR Q) ks ARERMRET: FRERS a f 5 (@) HAHE ()

SB7 k% CLI 7 10347 RADIUS S35, b BB 25,

iR HARCE 29005 AR 1 A 0 LA CLI expert iy 1y ] Linux 45627 . Linux b5
HIP AT EAERAS root BURR, iR 224 XU . i PR BRI B AT CLI 87 Linux #h7eis ) 19 1 7
ISR

pE MR 55 A A5 AE AN 52 VT 1) I JEAs B P AT R R P A4 AR AT AR T o 3 A e
O, MEFINES CLI o2 IR, D2 AN A S35 ShEH .

CAfk)  fads s LI 5 RADIUS ARG #s i) 4 B ey 4%,

CAIE) BeAh, e nr LU A B AR S EUR I N 1] DLAT 5 A S e i) ) i P AR IE: S AR P
BAERD, RJE R

gral i ]
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B i a0 RADIUS SN S HBIER &

1’ ARSI P I R B R B AN IE R, AR 55 ST B AR, DIt 2 R0 L6 R
H 55 S C ER AT IER, T RGN, TCHE O B MR S E T Boh A P E R
D SR p Yy, VR AR A A HEA TR T AL A
Tl
TIN5 T LATE Example 2 WA %R 3 osmicn FFAEUE, WHHIN asmien FUEM %
FES PdHRTF
PER16 LIRSS A% . TSI PO E R R FIANES S JRE 55 22 T

5l

EEMARAeEE

B EG  1812 - 1P Huhil 24 10.10.10.98 #7247 Cisco Identity Services Engine (ISE) [1)
55 25 K175 RADIUS % 5% S b %o R LA RS % .

External Authentication Object
Authentication Method RaDIUs v

Marme * ISE_RADIUS

Description

Primary Server
Host Mame/IP Address 10.10.10.98

Port = 1812

RADIUS Secret Key *

LR 78] i 7x RADIUS $5 2 250, BISER (30FY) Fl Firepower £ 8t 2 Bk R 4410 IR 55 %%
W) 2 Hr i R E R IR AL

IE7R B B RADIUS JH 7 A £ 5 B 1) 22 7 1 -
2T M ewnarton A gsand Web & FEAIR .
2 TR/ coronte Web FEiH “4EfHH 7 BB
BT AP jausten Web FHHT “ 2400 MM 7 BURR
P ewnarton W LA CLI M) 5% 35 45
B R A A TR

| LY
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i &3R80 RADIUS S asa T ]

RADIUS-5Speciic Parameatars

T | Seconds]

Retres

Agdmirdsirabo

Discoweny Adrrin

nf Dtakoss s

Inbrusicn Admin

Maintenance User

Matwark Adrrin

Security Anakyst

Sacurfy Analys! (Read Cnly)

Security Approves

Threal Inteligence Direcioer
[TRD] Lisesr

Dedouk User Role

30

Earion. csand

shronis

DEsCoweTy Ao

Esztzmal Ditabase Liser

CLI Access Filter
CRE4H-EXHARAR

T LA Je - (BT TR NSRS R T P i T o R AR K Pt e U A, 0

U] ST B A I ISE IR S5 a8 074 RADIUS %555 5 73 06 UE X 52 10 41 (e B

AN E S PEE X

HE, EHOREIF, BT IEAEMH Microsoft LU M) ik 45 4%, PRI A— A2 AN H P (A
T MS-RAS-Version H%XE‘ﬁo Ijﬁz{ff%'a\, MS-RAS-Version H%XE‘@%?%X$0 T_ELICISZT?WU
1, @I Microsoft v. 5.00 ZEFE VS ) [ 45 3 6 5 RADIUS [T F - #RINAG 2] 224253 B i
(HBE) 7 (Security Analyst[Read Only]) ffi %, FULiEAER 2SI (RisD (Security Analyst
[Read Only] Bt H i N\ J& 1 -{E 4T Ms-rRAs-Version=MSRASVS. 00,

gral i ]
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B »emdoroprERIBIH®RIE

ATE- RAS-Verson=MSRASYE. 0O
Security Analyst [Read Cnly)

Secunly Approysr

Fhieat inteligence Cirectar (TID)
Llggr

Exteimnal Database Lisar
Default User Role Inbrusscn Admin
Mlainterance User

Platwruk Ariein
CLI Access Filter

Arranigtranos G Accegs User L)
Ligs

* Define Custom RADIUS Attributes

'[ ;

RS - P Uaraian £, aining

u/

h e LR R PSR ST

T
$IE2

SIE3

AL PR AN B Y BRUERS 00 2 SN B G IAERT S 5 ) LDAP 5 RADIUS
M5 25 00 UE P P SR

FiaZ |l

AR A R0 A B0 1) LDAP SN S IGIEXS S, 55 10 5T AT 4800 B0 ) RADIUS S5 43 4
XSS, 5517 GURETE, I AN EEZ AN G B UER 5 .

UK

ERERZE 3 > B (Users).

M SNER B2 38 3E (External Authentication).

AN Web S H P ¥ EERA R A (0

BAT I P CVEPATATFTERAE . AN S S Grb i ST FH P 1 (0K 78 2 LB A 2 A
.

a) M BMARPAE I (RN REE .

a) EBAARPABBRENIGHET, EhEMEHmMMm 0.

b) HdiRTF.

MR EAT AN SR RAEX G5 ERERR (W) . MR EHEZAMNS, REsids
SE T 2 B 45 #s LR P o 65 0] i 805 O MR 45 2 BT

R A e S e, A Z5UE A HECLI i (8133 i 28 (CL I AccessFilter) R4 S A3 JIE X 5 o
J34h, CLI il A R GEZ IR B AR U0 e RAE SR P HEAE 28— 2 (R IR 55 5 304 T B AR Bl

| LY
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7 oap @A tahiE

PIS  (Ah)  HETBURSS A T S O I A B0 UE 1 SK I U7 1) S 4 Bk AR o
W6 WHREAVFIMEH 7 PAT CLL Vi, HEPEINEH D IIE (Shell Authentication) > B /8 (Enabled)

pE s CLI WA 2 ife. BKlit, SMESRIIE B A4 R ], AE i Ay
e
B NN I R A PR o AE B B A (Enabled) B 5155714, SRR AT — A0S M T CLL.

TR RREFEFEA.

{3 F LDAP Ec & i@ F i 5] & S350 IE

WA LU A Ui 10 R (CAC), f&n] LAFCE LDAP & 473 56 iF K50 F 5 5% Web 422 L1 (1) 457 B
O e AT CAC B IiE, I T LLEREE R %, AN B SR A O P 44 R 5

CAC G356 UE F - i ek 30 i 7 s A2 S AFRIRSE (EDIPT) 503t 47 115

FEAREBIIRAFFEE 24 /M2 5, B MIER R PIEDTR I CAC S MRAEH . RS8R
ARG TSI, A6 20 FH B A (o AR A T30 B

AR LDAPBCE CAC S IR UENS . T DRAE 1) Y 23 BO KAV i) S (I R0 g NSCRR St o 5 1
HAENIE CAC SRR SR LN, R FUK ™ 70 BE LR ER A ) A1

U ARAE S5 FOBR AT ) A7 I AN S5 SRR SN, WA Ji5 S B S mT e 2 0 1 P 23 BE TS A M SRR
Jlo IXA] RE S T B AT BT U5 1) A O ALRR o

D SRARE BRIV 1) A €5 6 S5 (K D o B I 4 T ECA R, U EAT A BRI A8 P T DA o o 73 P
FUAT S RSB 0y Rl I D4 B4 BT s 1) S e ) R0 T BB o AR BICRE £ 24 /NI ANTS 3 1 4
B9, JFE R IR B BRAA YT 1) A .

DR SR 5 BERE A A ) Ay B 2 O B S R AR 2 00) (TR g B o), AT 4Bl 1) F
& AR AV B VT MU . TR R R BEOEUS ) S (R SO 24 /N, JF B
WAL AT IERA AR GO0 . AT RFCE ARV M ORTEE R, ISR E B0 D13

Y

FHiaZ |l

T ZAE R Y28 B AT IE S (FERX SO, RIS 1 CAC A8 2 185 130 YE 2% 1FIE
%),X‘TT%CMEME*F%%Fﬁ% B E CAC SRS 5, W% ErH s
TE I 2 1 I RF LI ) N 4EFE CAC 1EH: . WERTESIG IR BR B e CAC, TR 450 Wi s 2~ &
1H%4E, 3 H RS TERS M 4% AL

| gral i ]
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UK

FE B A $R7R 4 CAC.
H 00 T 2% 5 7] 3] https://ipaddress_or_hostname/, .+ ipaddress 5§ hostname i i %5 ) % 45 «
WHHHR, EHMANSSE 1R CAC KB PIN.
WAHSR, W NRNR AL BEAN Y (UE 15
7E “% 57 (Login) WA A% (Username) M1Z555 (Password) 7B,  DLE A 3 B RCSR 1
&k, BIEARREMTH CAC BRS¢,
WIRIESFE R > AP > SMER SR IIE .
REEASIN A B ) LDAP AN S R IRIEXS 5, 25 10 P IRES, L1108 CAC G —4 LDAP
GOMIRAEST 5 I E LR P 2

* CAC HIkHE,

* LDAP #ESH > BiReRIET > A P B 1RiR.

* BIERRES > Ul iF R B

iR,

JE AN SRR TER CAC SRIRAE, Wik AL I AN S50 E 5 22 JUITIA.
EHARSE 35 >EE, AR5k HTTPSIER.

AL, VAT HTTPS JIRS5 &k PG I #2 3 N HTTPS kg5 231k 15

T RIAE I (1) HTTPS s k15 F1 CAC F P E A5 2 25 it [F]— AN UEF i R WL (CA) 25K

7E HTTPS & FimiEHi&E (HTTPS Client Certificate Settings) I, /A B % FifiE+ (Enable
Client Certificates). 17 XVEANME R, WS W7 247 2001 HTTPS %) vt ik 15

F4 i CAC AL UEE 5% Cisco Secure Firewall Management Center & SR 5 45 o

B & SAML B 5 & F

RET LU A B RO B A g, RIS S SR R (IdP) D48 A BEL ARy (R P DL A2
LA AR N T B2 B 3 I I UE AR B 2R G BCE A St 2 SSO 22 HE I N IR A KA IR 55 B2 A 7
e SSO FI P R 6 s — R RITaT g il Jag T ) — Ik B AR BT e o5 S it w2 1

XF SAML B 5% 5%

oAy SSO BC EL (14 A5 B AP O AE B SR DU s B S SRR . IC B EAT SSO U Al (R P i ol LR BERL
B B T 17 1) TP BEAT B S U AR, i AR AE P EL RO SR R AR AU A A . 1dP ik
Dl L 5 By B UE 5, SSO R Bl F A 1) 1] A5 FRLrpLy Web SRHIIF . A B 55 1dP 2 (8] (BT

| LY


management-center-admin-72_chapter3.pdf#nameddest=unique_125
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wmb mssossm [

AT S PSR P A S0, DR, e R I 2 N ) 7 ) 54 O
FF

e L SR T-5 Gy RAE UL 2 47 5 BRI 35 (SAML) 2.0 TFRURHEROFE AT SSO
AT

\}

Note /% Ji i\ JGVE25 28 SAML S IRIE T SR B . L, 05 1dP SR IR 45 H A 7 6 B 403 B0 375 s 34T
a4, N B SSO B,

B Web SN BAT SSO $ (LR P f L e B 1k 1t -
* Okta
* OneLogin
* Azure
o [f[0) 25 ' = il ¥ J7 %) PingID [f] PingOne

« Hofth

)

Note  Cisco Secure Sign On SSO /= FhANE g B B Py YU A TRSG B2 110 R 25 S L 7

=1 B SSO $5/
B BB BUE A SSO BEA I AR, IR ELL T LS :
o EELUL — R L BESCRE N SSO $RALFE /7, . SEANRER: B EE O BUE K [ B Okta I
OneLogin #47T SSO.
o e ] PR A A L AT LSRR SSO,  HAAZIZE I LR T R I
o v ] PR R 2 TR AR [R5 SSO BRE s MR AZIAE SSO M IAFAN B B B SSO.
e P R A A5 B AL 25U B AR AT 1dP 384T SSO. #SAZiAE 1dP ok a4 45 B
Rl BEE ) SSO it IR 25 $2 AL i N .
o EYIECE N I HF SSO MY A PR i T FI T R, AR P UAd T SSO Vs 1) A B B PR AL
2R, A A ] SSO b sk — IR B R
« gl PSS P A B PO S SSO
o WRAEFE BHPO LECE SSO, WA TR EAE ) b0 FRCE SSO.

o WERAEHEEY BRI EECE SSO, WA T AR £ BRI ERCE SSO.  (XARA
SSO H I ZiAE 8 Sy A5 B vhuts 2 A A/ 8 e — IR E B HE L, )

| gral i ]
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 FEAEFIZ A0 B B AL R, SSO BC B R BEAE A s W T, OF B T2 R somn iy
o

« S A B el Y LDAP 5% RADIUS #E4T 5 43 5k i B AT 4 21 03 A (R 1 P 4 REC & SSO.
o IO AR 1dP R SSO.

o BRI ASCREE ] SSO K CAC FEIEE 5%

< WA CC B AERE TCE SSO.

* SSO VEFN I RAE FE AL FZ A &S, HEFREFBOHIRE E KB,

Related Topics
e P
Ik
ffi ] CAC G UEE 3% Cisco Secure Firewall Management Center
LAANUES
HAZ LK

SRR o] DL E SR P A, nT LA P A BN ] (4N Active Directory
RADIUS 5 LDAP) S AH Mgl ASCRIE S AW icE 8.0 5 IdP BCA T H, PASCRE
SSO (B Lt IdP R4l 5 BEECE 1dP LASCRER B At FH - 7 88 I 1 FH - fdl, 120
1dP AN B SCRY o

SSO M IR 2 Bk SR iE. (RG] A4 AN # /2 AE 1dP ST o AEIX I ™ 3 OGS i
UK AN B A A F Ly Web 32 1] B .

\}

Note

BB 1dP HI kN, B eI R

RYLSK SSO Mk 7 44 LU K 1dP £E SAML & st FErp ik 4y & 3 druey 1Y NamelD J& P &R0 4
RAR A AL, 2 1dP 2 | s 22308 S 1 7 1 7 44 NamelD JE P, (EE AL
TSI 1P &5 X PG . 7 1dP ABBC & AR 55 08 v I DL A B ks g 952 16k 7 Bt i) SSO Vi 1]

ATLUN PR Web #2110 REGE (35 > REE > EEA A FICE SSO FP I LL R I P RFAE -
* PR
o TR B A S TN N

SSO0 AP P BBRGT

IRAEL T, REL T E#% T SSO Vila) & H drey BRI H P A EL 2080 (R M.
A DU SO BRI, &Tuﬁﬁﬁ FH P £ WS % 52 SSO P B A 78 o b BRI . a7 ih
AR B0 SSO FEE G, T LIRS FH 7 M sy, DAEEST. SSO F 7 7E 6 S I 4Bt 1 45 B Hpes
P ff
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FH A8 O S e ks A F oy G E R R S SSO 1P N B E BT il . m] LUK T 7 4 (04
Biighy 1dP N HH Ao S P akdl . F P Al RE AR 5L, HaTReAses, JF P sidle T g sk
e AN RSN I HAB ] &7 HE R 48 (W Active Directory) $AF IdP. MIt, EHMACHE &
ey SSO I At IS ZiGE SSO BEA AU =, LA Al £E SSO 1dP [ H H143-fic H

P RS AR SORY T A AT L G 5 TP EC A G R P AR s ERE 1dP R
O P E A, B A B PR P 543N IdP, 5 2 TP AV R SCR .

P U b, 1P i 5 B b BRSSP O m N H A Mt 0k, JF FLREAS D s e A A B
Tl AR TR 75 # B RIE A TP IR PR ZORANRD o A8 S B hL A s PR 4 A
& SSO ML M &E7r. AL SSO ML E Lt & /0oy & H O I MG SI RN RIS AR, 24
FHPAEF SSO sk A By I, B HLLL S (BUZA A, ARG TRCED MMt
JEPEAE S A B P A ORI G AT UL, A B DY T R IA S L SR A R
P IC R T fA .

\)

Note

FRAAA N IR A C

ST LIRS A AL B il 2 A PR A SR 1 A B s Syt (H RS A B BT ANRE R I 52

EEEFLERABRRER

Before you begin

* {& SAML SSO FEEN I, FEErbul FOE MRS LU AT, I F s 2 B gh e g5 it
[HINAEE

* B Okta L E B B0 IREHEHERI NV, 1S Okta fL s B O RS B H,
on page 29,

* 2L OneLogin At & B FE PO IRSIRUERT N, 52404 OneLogin FL'E 5 BErhO Ik 5542
LR N, on page 40.

* B4 Azure FLE E PO IRES ULV, 1WEZ 0N Azure FLE & EE A0 BREFEAE RN
H, on page 52.

* 22y PingID [1J PingOne % )7 ¢ 7 R0 E EHt IRSRAER N, 1S 0 % I
& PingID PingOne 1) & ¥ rprl 5542 4L 75 MY H, on page 64.

« TOATATRFA SAML 2.0 [ SSO 2 LFE P Iic & 5 B b0 IR RPN, 12 1 AT A
SAML 2.0 #2514 SSO $2{HEFEFIC & FMC 452 1725 W f, on page 68.

Procedure

$B1 RHREGE G >HAPR>BEEER,
FIE2 i BAEFE (SSO) BLE WHLUA ] SSO.
$IE3 i B2 & SSO (Configure SSO) #4411 .
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PR A (L IRFFFIEEE AL SAML R MHGHE, S PTE SSO IdP 1 kil G sl T—

=)
Vo

S

What to do next
AR SEPATIE A L RE SSO FEAL R 1 3L :
* J4y Okta SSO Mt & & FIH Ly 152 4 Okta SSO it & A H 0y |, on page 31.

* {# ] PingID FJ PingOne %) = fi# ¥R 77 %4 SSO Mt & & .0y 1S N ) PinglD
PingOne 4 SSO FiL & E#H1.L , on page 66,

* 24 Azure SSO it & EELH.Ly; 1S 4 Azure SSO it & &R0y , on page 54.
* i OneLogin SSO BLE & BP0y 1524 & OneLogin SSO L& & B 1.0 , on page 42.

« AT AFA SAML 2.0 [ AEFR 720 SSO B & A Hi Ly 1S [ W HIMT SAML 2.0 345
SSO LR 711 SSO FL ' & By , on page 70,

1833 Okta BCE B 25K

WEZ R LL TS LT Okta B & SSO:

Okta Ul 1 _/Review the L 2 Configure an {\6/,“
Admin " existing Okta ~ management ~ Configure
Console org —»  center service user role
proyider app, mapping
assign
users/groups
Management 3 Enable single ‘\r"rr/‘Configure the 9/
Center sign-on management Configure
—> center for SSO, — userrole
test mapping
configuration

(1| Okta Ul EEETG | &5 Okta 4124, on page 29

=\/2\.= Okta Ul FHLFEHI G | 4 Okta Fit & B PR O ARSSHE4E T N, on page 29

3 | EEFL 1F B B0y 3 F LRGSR, on page 27
4 BB 4 Okta SSO AL & E #h.0» , on page 31
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% okta iR |

5 | EHEAL 71 B He B2 Okta BCE FH P A1 (B, on page 32

(6 )| Okta UL LI & | £ Okta IdP 1P B/ A1 (4B, on page 33

N’

& E Okta 2HZR

£ Okta ', A AL AT LLE T ] — SSO WK/ U il (R B A7 R A5 e RN HT FR SEARRR Oy 2188 (0K 4
AL U INE] Okta ZHZ3Z A, T AGERILHCE: S5 LR fn)

s GZ /AT LLY ) BB ?
* Okta ZHZAP I A2 AT 2 2 i 2
o P FIZH 58 X2 Okta ASH 130 & M BEN ] (41141 Active Directory. RADIUS & LDAP)
FAH?
o ORI B T 2 7 B4 N2 Okta Z1ZA LSRR 4 #E 0 1) SSO?
o TR RN P M2 (R EIE A M te, RO S ABIAITA SSO
R P nT BeE B A A . D
o WA 4123 Okta 41N I VRRAL,  DASZHRRIT TR H M L mesg) 2
WA, BT DRSS AR P A PR sl 2 AN PR e B T () A B Oy A, HERAS B L VAN
R R IS SCRFZHAIAN L 1R A E R AR

AR R L2 A Okta £ 80 UL BRI, I HANA AT LT T3 2B 205 H1 D3 B A 1 2 )
RERIIK o IR W 25 5, T2 Okta IELICRY.

77 Okta B & BB b0 ARSSIRILE N B
i ] Okta 2L UT 45 B 16 &5 T [FX S 30 B AE Okta A g8 A FE b0y IRGSRAE R R, IREH ek
WML ZIN H . N %37 SAML SSO HE& 1 Okta B PRI G o A SCRYIF ARG LI BEF 4
i) SSO AT F5 T Okta ThE; B, ZEIEER A, sNHARH A& EE N S N fgl
& X, 1EZ 1 Okta XY .

Note fip LA THRIKE HI P 200 ol AR rps B, TR ZEAG K S 2] o (1 FH P A A NREAT 43 o

Note A3l chrCy AR SCREAEHI 24> SSO IR PRI Ay (Umesf s SAZIURE PR ) S (o et sl 4L Ay (sl JFAC S

PN JE P LORE AR 45 LA OneLogin %1 21 45 B AL

Before you begin

o A SSO By M HH P FIdl; 12 &5 Okta 4121, on page 29,

| gral i ]
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o UG L, 7E Okta ZHZR P A1) gd 7 ik 7 /el o
Y

Note = Zruisk SSO MK/ I/ 4 LL K IdP 7F SAML & s i b ik 4 4
A ) NamelD J&VE#R 204 R IS4G ik . VP22 1dP £ [ Bh A ] 2238 6
KR P - %464 NamelD JEPE, RSN R) 1P J& 521X fi
o 7 1dP AL M 55 BRAM A5 N FH DL S B e gl 432 760 457 B0 ) SSO
i ) BRI 1dP FH ik P i, i eI — R

* BN H bR R 1185 URL (https://ipaddress or hostname)o

\}

Note il LU 24 URL (B4, 5e4xBEidi4a Al IP Hihl) i) &8
Web FHifii, U SSO ™ b Zit A FH A AE AT 55 Hh M B 1R 3 5% URL — B0y
fi] B o

Procedure

P AE Okta 24 UL HEHI G, O BRI O AR IR SR N ] . S8R LU BTG, A B rpoy
-

* i FARER web .
o WEHE samn 2.0 TEN BRAE.
* 424k B SR URL.
O Y AR 1dP [ IR A B A 80 URL,
B FFFH saml/acs MEINE] A FEARL B 58 URL. #IU: https://ExampleFMC/saml/acs.
*JAH BATFRHEANURL” 1 “BFRURL” .
* HIN ZAX URI (SPEIKID) .
R R AR ) 4 R — Bk (PELTPALy), SR URL A%,

BFRFH /saml/metadata BEINE] B B0 &5 URL. 4.
https://ExampleFMC/saml/metadatas

o X T AFRID g, ERE KR
$E2  CURBE RN HSEA, Wik, ) KA Okta I /0 le4s BBy N Cln SR - R 44y

PFeze & By RS, TS 20K T IX LS R R B B AR A NBEAT 0 S D
SRR3R ER AT B ST, WAk, ) K Okta 2170y 45 B0 W .
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FEA (AR Jy 7RG B EL BR) SSO BEE, BRI LUK A B g5 se g Y ) SAML XML T
Hs SO Okta T 3 A 5L

What to do next
JA RS S AR & B0 A H RN 8K, on page 27.

77 Okta SSO FiL & EIE 0
7E EEL L web 35 1A HIXEE B9
W LA

* 1t Okta £t UL BRI & rp @I 4 8D IRSSHRBERI N HT: 12 W0 Okta BCE 4 3P0 IR
S5-I N, on page 29,

* ARG SR IS A8 A B0 R TR 3K, on page 27.

Procedure

PR GHPEREH 71 5 B0 8 H 08 5k, on page 274G ) 7 BCE Okta JTHHE AHEHED, &
A A LEFE:

« BTG SSO BLEA R R, AT LU MR AE:
a i FHEE LIk .
b. M Okta SSO 55 $ AR P A i A LL B . (A Okta 28 it UL BREZ ) & R ZIX LE{H . D
- SR EREFESER (SSO) URL
« SMRRIZFMANM
* X.509 iEH

* WA CFF Okta A2 ) XML Je s SO R AE BIA T HL ( Oh Okta B 45 B b0 RS54 RY
M, on page 29 P ER 4D, W] LK SO EAR S 0

a. miir BRI FRIELHL.
b, %GR AU S ATRIA BTSN 1 XML el SO £ 30

FE2 il —%.

FIR3 {E WIETT R MHSHE T, EARRESH, Rh sl REF.

T4 i WREE. WORARGE R REE, A RO (1 SSO ML E LK Okta e 55 S 11y i H i
B, WIERTAR R, REER.
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gEhl |
B =e=a0 b ok RERS R EBRS

PSS YRGIRE I E NI, il A

What to do next

ol LR SSO F BB H P A ety s 2 ) 7 8 B bk Okta I ¥ ] A (BRI, on page
320 WERREIEREAEL B M A, WIBRUEOL R 20 8% Bt MPrE SSO M P 7l fsfe 1t i
AL 1ok Okta IiE & 7 £ (WL, on page 32012058 4 HHd & 1 H P A1,

£ EEH0 EJ Okta BCE A - A B ERGT

TR EIEFMFY SSO S iRy, A& B H A web 45 11D T A GG L 7 BEAGR A RN A . (H
A, EECE I 2 R I () SAML SSO $ (A% 17 5t I 7 £ Caumisi 1) Jr 3%

Before you begin
* #1F Okta H P AWU{F B S0 5 F Okta 4124, on page 29.
« A BHIHULACE SSO MRS IR AL RN 523 b Okta FCHE 4 HL 0 RS54 4L 35 A% H, on page
29,
o fE RO R IFICE R AUE SR 6 S AR LS U8 SR, on page 27F1 h Okta
SSO fit & &0y, on page 31,

Procedure

S %G Ry 3D > BA.

P2 i BAER (SSO) EIk.

$IB3 B SARE (ABME) .

P4 NEIAA P € (Default User Role) 7413 b ik 2240 B H - 18 7 B eboy HE - A EA i BRI

HIES M HER B, WFER A 54 Okta 85 PO JEAEREFE I FH b kg F P sl (0 71 7 1 0 i i
BMEELFRIEEL.  GEZ0 & Okta IdP _FACE A CLBR I - 8 1, on page 33 WIS 1 P8R 1E
Okta IdP FWCE M LS 140 )& P, on page 34 HREE 1 2. )

W6 (EEACY SSO HI A RO FI P A o5, N EMZRIAX . CEREFL ] Golang
F Perl SZHF[1) Google RE2 1FEWZIA S brHEZ BRARAS . D BEHPL R IR BE{H 5 1dP Rk 3| &
MR P A e R MR SSO FH S (5 AT LA . B ROy $2 T 7 R 30 DT EC I (6 BT AT A €6 1)
L.

What to do next
o FERS- AR N R G P A s 1S5 7E Okta IdP L E H 7 A (B, on page 33,
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Eokaldp tEEASmens [

7t Okta IdP CECE F - 7 & RR 5
T LLE Okta 23 UL 4 S50 4 ARARAS AT/ SR BRATA IR T SSO T/ 3 Gt
o BTN PURUBATIY, W2 7E Okta 1P ERCTE S (WS K1 7 IR HE, on page 33
« B TAURREA TN, 1250 25 Okta 1P FACHE A5 (ML 041 E, on page 34.

1 SSO H 1Bk 2 & EEL, Okta 23 ) 47 #E 0y $FEAEAE Okta 1dP FC 110 H 7 504 A (0 )8 P (E
B B RS LYy SSO FLE R REAS ALy P A 100 15 U R 2R T L, I
PR TRBICEI A A E. (R BIITEI, A E O K827 H P T ECE BRI P A
o ) ECA RS R P A ENRIAZUL TS Golang Fl Perl SCHFIF 52 FRIA 1] Google
RE2 [FMZRIE bRk, A HH 0 B Oketa B2 I P (A A A A [RIARHE I 1E R IA S, DM
R P A KR T LR

\)

Note ryuA 7 Bl bty AR IR SCRFAURISAA R 1 ff it s S 20k 5 bty IR B I HH e 4 —
P J53%, JF— St e . s, H@IEEP»UTWYJ%H% Okta HiE B (R AREAS 7 B AP IR 55 3241
1 NS 8 — N R P TR AR SR AL A et o R, X RAVEZ R AL, ST ARRS)
WS B A R RSN 25 B AE RS Okta ZHEN e Sm ity HY P R e S

7£ Okta IdP LB E AR HI A PB4
fi ] Okta £ 8 UL 45 FAZEHI & b B3R L35 K 1 2 A (WL @ P N 21 Okta BRIAH 7 C & S0P
Okta IR 5542 A4 7 N FH AT LA F PR AR S R g ) Y B S 2
* Okta JiJ W HCESCAF, o LMEFEAT 7 SR PEREATS
o MHHARCE SO, HAeflH Okta il & ify 58 —J7 M B H 5% (4401 Active Directory. LDAP
o Radius) A= HITE XK R VEREA TS )

T LLAE Okta ZHZA AT —SRAL R T A s A ORI T iC B AN 0fE B, WS Okta XM &
AT RSSO AT OB S, BSOS A B O I A U, A AR G SR R E A
e E P, DORREA L Bt Bas Atk &y sl rht

ARG AU A ] Okta H] ) OB SCPFREAT A Comidit s A0 D2 P G B8 SO AT W 7 S R s 4
ZUP AT I 58 =07 FH P BN F R B e U8 . A ORTEANE S, 1523 Okta SCRY
Before you begin

* {£ Okta IdP W& 4 # ol ISR MR M I, 2k Okta MU' 45 FI 0y RSS2 A, on

page 29" ITids
* WC'E SSO Mt dpy A Hrpoy 7 A EE b0 B4 Okta FE'EH] )™ A (4, on page 32t
ik .

| gral i ]
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Procedure

FHIE BRI Okta 7 L & SO I Jm vk
o NPT BUIREERY , THESE v

* 24t Okta IdP ¥ K1k 2] FH PO T2 AR, Hh O ZILEH - A amu RIA . thAe
ARG AR L SSO IEE A AR RIBEM AN AR ILEL.  GEZMT 78 5
s 1ok Okta BCE H 7 A (LB, on page 32112038 5. )

IR 2 XL BC B SR Ml ge A B RO IR S5 B A R T B REAS T, 33 D RS UM B A £ e
I3 —AMH
i Fek s BRI B r e P i — DA A . B B rbD K AT H R AE A A R
L 2 Okta B & HI /™ # (A B, on page 321008 6 T 4rBigh REAS A5 HE 0 FH P 1 (g i sCHEAT
tbig. ChHTYH gdus AP AaRis AT, RO BN Okta B2 JE HEE N &
Golang F Perl SCFFI5Z BRACA KT Google RE2 1E N ZIAFR#E. )

£ Okta IdP EFCE M B ERGTRVAE

] Okta 28 it UT B B 6 mh AT L0 A 1 A SCHY (LR 4 e s Jon 221 9 B mpocs IR 55 SO0 i 17
Hlo BEA Okta 7B AR R 55 SR AR N AU A PR A 8 B bl RIVATSCRPE A (LR

Okta fil 25 £ A4 1 N HI P LA F BL R AR A I 22—
* Okta ZH, W LMEHAEAT B & g 179 ke .
o VA, HEefiH Okta il i 2 =77 W B H 5% (11 Active Directory. LDAP &% Radius)
PASRISZ S 4 Ja M A= B T A b i) J@ ko

& r] LU Okta ZHZV AT AT —SBUMAH s A CQMTICE EATIIME B, 7254 Okta Uk, TG Al
MRS, BRSO B A R, AU I G B SUm P, ORI A
SRR A ik gy L.

ASCREA AT A ] Okta ZHBEAT A (LS s 15 T AL EAT Wt 7 S A i 4L A b A 28— 5
SN RBEE A2 E Tt A RPEAE R, TS0 Okta SRS,

Before you begin

* £ Okta IdP [BCE & H PO RASIRBER NN WS 00 Okta BLE 4 B0 IR 5 S it B BT,
on page 29,

o AE EEULECE A O AR B EL B Okta BB HT T A (UL, on page 32.

Procedure

Oy A B iR S5 SR A T BB ) SAML 4 Yk -
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okta - st I}

o T &R, W THAETE B ETL SSO L E TN AR RIB M A AR A R . GES T 7E
B 12 Okta BC & H - A AU, on page 320208 5. )

o X T RS, TR N RIA AR B BTG AR I — AN EE A A L. Okta
HAES P BT @ AL AR AT EERR, ARG AROEILEC AL A R e Ry o A E O IR UK
XL AP 58 7E B Hd0 B Okta B EH A (LS, on page 3270 3% 6 oM fLeh f4> &
by P i E R IA T IR .

Okta A 7 /i B BRES 7451
WL FoR BT, PRSP i G 19 P SSO LR F 1A P RIALRAR IR . X502
F Okta st P BAL IR ERY BA 0 B

\)

Note T L iR/ AT B LS ALBURKC FE S ) BB S0, (LA 3o ST AR
FRAAAS M P I Gl o BR8N, AR TLLGLAEF Okt PG AOAEA A8 TR S5 B4
AL R LA (A

N AF Pk P &9 Okta 2 BRE 7R {51

FESEAS P B EABAN T, Okta 7 B IR 55 W L HAT —AS HE SUR R, A fr s s oL B4
BB S FRICAC . (ZEAH T userrole) o Okta HKIHI AL & OB A —AN A& UM (FF
2!—(15“'—'1?‘7%?'9 FMCroleE@%‘EE) o WJEH E%XET&F UserRole E@X'_E’X%miy i4[ Okta 4%)%F%é@l%i”;
SME B UL, CERREE R AR SCH P  BE R B SR A

N T B L AT Oketa E L AT DG 7 BORMELAE AN -9 A1 SR Hh S e AT EL X
A EIRAE A B0 M Okta UL BEFEHI & EAE AR SSO BLE, HAE Okta UL B IS 104
AT REHIRCEAR,  DAE A B o AT 20 BEAN R 60 4

s 7EMLEH,  sue@example.com T FrMcrole {H FMcadmin, JFH & FIHO il BCE FE B M€ .
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Management Center SSO Configuration Okta IdP

~ Advanced Configuration (Role Mapping)

Management Center Service
Provider Application

Default User Role | Security Analyst (Read O...

Group Member Attribute | UserRole \

—-\ Custom Attribute:

e
Name = UserRole

Access Admin | PolicyAdmin Individual
Admiisustor | FMGAGmin User Profile Value= User.FMCrole
Discovery Admin | PolicyAdmin sue@example.com
External Database User | Custom
Intrusion Admin | PolicyAdmin \\ Attribute: Okta User Profile
Maintenance User | N, FMCrole = )
FMCAdmin Custom Attribute:
Network Admin l .
Display Name =
Security Analyst l FMCROLIE
Security Analyst (Read Only) | Variable Name =
FMCrole
Security Approver |

Threat Intelligence Director (TID) User

* fEULE T, fred@example.com ] Fucrole {H pPolicyadmin, FFH FEAL 43 HCA b M A7 )
B, RIWEHANRZE B .

Management Center SSO Configuration Okta IdP

v Advanced Configuration (Role Mapping)

Default User Role ‘ Security Analyst (Read O... Management Center Service

Group Member Attribute | UserRole | | Provider Application
Custom Attribute:

N——_
Name =" UserRole

Access Admin ‘ PolicyAdmin
A o

) 3 Value =
Administrator | PMCAdmin \\ Individual User.FMCrole
Discovery Admin | PolicyAdmin User Profile
External Database User ‘ fred@example.com

Intrusion Admin | PolicyAdmin . \

Maintenance User ‘

[ 1/

Custom
N AttribM Okta User Profile
: FMCrole“=

Network Admin | PolicyAdmin Custom Attribute:
Security Analyst ‘ Display NamFeMz(Z‘ROLE
Security Analyst (Read Only) | Variable Name =
Security Approver ‘ Fiicrols
\

Threat Intelligence Director (TID) User

B gEdhiw
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At okta gt ]

o HTRUFIRBIZ —, Ot & PG 3 e 2 Okta g5 W HT B JLAB T P 28 BCBRA T ) f €8, “ 2
S Hiil CREE) 7 .

* MATBA A Okta HI P FL B SCAF A vco1e 225N FLAE .

* Mgy I Okta JH P HC B SCAF Y eucrole AR RIS 0 SSO FLE A B LA AT A (8
Pe B AT o 2RI AR AL o

B 7Y Okta £ EBRES R

TEAL A AU T, Okta lgs N A —A A XA g, HAKE LM s @2 ILhd (76
Ay UserRole) o 45 FEHLME BE 02 Okta AbFE SSO B IER I, &4 F P B4l i 2 & 4y
5oy B g k55 N HAUR PR M ZRIE S (FEARGIH 4 A(*)Admin$) AT AL . 4 2 A0 210 Okta Ky
520 J@ M UCHC I P 4 b B RIR S B RL o B B LB A AR S o RN P A
PC 1 I Rk AT Lo, AR H 20 B 7 A s
FESE T A E L FT Okta FCE H AR OG- BOAMEAE AL 7 A Wi b el A B0 N o R ]
AT PO A Okta UL B HI G FAEHIAHIEF) SSO B, {HFE Okta UL FHEHI G AR
FUBLHIECE AN, DAE B Ei 0 oA P A BCAS R B A £

* 7ESEEIF, fred@example.com & Okta IdP 41 45 5t A0, S5KIE ~ (%) adminsVLEC, Okta [7]

L Fred 1) 485y 1R 03 RIEHBAY,  JF H A BErbGy fth o) IO AE BE 01 Af (5

Management Center SSO Configuration Okta IdP

~ Advanced Configuration (Role Mapping)

Management Center Service
Provider Application

\ Custom Attribute:

Security Analyst (Read O...

I S

Default User Role

Group Member Attribute

Maintenance User

Network Admin

Security Analyst

Security Analyst (Read Only)
Security Approver

Thrzat Intelligence Director (TID) User

\@zber of Gﬁy
Admin

Access Admin | PolicyAdmin L Name = UserRole
Individual
Administrator | Admin User Profile Value= Matches regex:
A * 3
Discovery Admin | PolicyAdmin fred@example.com (.*)Adming
External Database User No custom /
Intrusion Admin | PolicyAdmin attributes set

~

gral i ]




B =0 o memstwe

gEhl |

s I F, sue@example.com +& OktaIdP 41 policyadminffI b, & 5FEX ~ (%) adninsILHL.

Okta &% BH AL Sue A policyadmin UK G4, JFH BH AL HMAR T WEH R, &
I B ORI ONAZ E HE D o
Sue /& Okta 2 maint FIEEL, (HHETILAH LIRS 4 Okta B B A0 IRSS N A A 418 5
G4BT FRIEZRIEHS, Kk Okta A&l & H A0 R IEF % Sue Y Maint 2% 0 B 10 HI1E
B, JFHib Evaine A4S H SO LS W A .

Management Center SSO Configuration

Default User Role

Group Member Attribute

Access Admin
Administrator

Discovery Admin

External Database User
Intrusion Admin
Maintenance User

Network Admin

Security Analyst

Security Analyst (Read Only)
Security Approver

Threat Intelligence Director (TID) User

~ Advanced Configuration (Role Mapping)

Security Analyst (Read O...

UserRole ~—

Okta IdP

PolicyAdmin

Admin \

PolicyAdmin ‘

AN

PolicyAdmin \ \

Individual
User Profile

sue@example.com ||

No custom
attributes set

Member of Groups:

PolicyAdmin
Maint

Management Center Service
Provider Application

Custom Attribute:

Name = UserRole

Matches regex:
2 (.*)Admin$

/

Value =

g

* 7Y, sean@example.com it Okta IdP 2 vaint [ b1 . LA AL FRERIE ~ (. %) admins AL

B, [Rlik, 4 sean@example.com %5 BT, Okta ANE4AT ¢ Sean 1) Mainte 2185 5 473
5 B RE R E R, I H4h Sean P ECERIAM P At C 40l CRED D, AR

“HE T A

| LY
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@53 Onelogin EL & 2 S & F .

Management Center SSO Configuration Okta IdP

v Advanced Configuration (Role Mapping)

Default User Role | Security Analyst (Read O...

Group Member Attribute | UserRole Management Center Service

Provider Application
T~
Access Admin | PolicyAdmin
Administrator | Admin Individual || Custom Attribute:
Discovery Admin PolicyAdmin User Proﬁle
Name = UserRole
External Database User sean@example . com
Value= Matches regex:
Intrusion Admin | PolicyAdmin No custom A (.*)Admin$
Maintenance User attributes set
Network Admin
Member of Group:
Security Analyst .
Maint

Security Analyst (Read Only)

Security Approver

Threat Intelligence Director (TID) User

TG PR i B 1 A 7 A SRS SR I B TR ) A . FEAOR T, AT R U ) A EE O AR
1) Okta /' (AN maine ZHAIRG I HAERE P BCERA T 7 M. B BP0 SCREE L Okta g5 Y ]
B TP AT —AN H o XA @ . gz PR IA A LT 5 2 VUL 4 A4 FR U 2R o
W AE B0 SSO HEE B H P AR o B4 R v AT IE SRR 2, ] DA i A (s () R
o (RS REAS ERFL HPAEIN RIS IRF S Golang FT Perl SCHFIAZ BRIRASH) Google
RE2 1EMEIE A briE. )

@33 Onelogin Bt & &8 5 & 5

OnelLogin
Admin Portal

Management
Center

EZ 3 LL TS LA H OneLogin it & SSO:

i 1 )‘Review the ( 2/}Configure an \\6)‘ Optional,

"~ Onelogin ~ management ~ Configure
subdomain —>  center service user role
provider app, mapping

assign users

Voo T

\3/‘Enable single ‘\“},,/,‘Conflgurethe \E/'x*'“

sign-on management Configure
—> center for SSO, — userrole
test mapping

configuration

gral i ]



gEhl |
. #&E % Onelogin T8

()| BRI #r % OneLogin -1, on page 40
()| EELHL 7 OneLogin Mt & A FH 10y R 454247 M FH, on page 40

3 )| OneLogin B REGY ] | 7E B L0y JA I #L5 XE5K, on page 27

J1
4 | OneLogin FHL G ] | 7y OneLogin SSO Ml 4 Ly , on page 42
=
5 )| OneLogin & L 611 | 7E B0 oA OneLogin ML # ) )™ /i (4B, on page 43
s
(6 )| EEEHL 7£ OneLogin IdP _-JiLE FH 7 A (W3, on page 44

& & Onelogin Fi

7t OneLogin "', A5 H AT DML FH R SSO I = U7 il 4 Fr A7 K5 e 4 AN F PR SEEAR R O 1k 7
¥ B L ¥ I3 OneLogin I8 |, 1 #AERILECE: A LUT .

* HZ AL L2
* OneLogin F4HH {H] P & A5 2 4 IR B A 2

« S =J7H3 (540 Active Directory. Google Apps o, LDAP) " [ J7 FlZl J& &5 5 OneLogin ¥
)0 2

o ST T 2 P B NS OneLogin 48k LS & Bt B SSO?

o TR RCOR AL ARG I A (RURBGERA B P s, RO S HBN
BTy SSO )™ 3 Bie vl e B BRI A e D

* W 212, OneLogin ~f38H HO I RIAL,  ASCHE T3 10 1™ #A G sf 2
TG, AT RUR A B S (LB T A AT R T AL AT, ERAS A B L AN
HE [ I SR A T (0 1y E S

ASCRHER RIS DA K OneLogin B EE DL 11/, JF HAHA BA Y P BURIK - . ERCE - P At
WS, RIS TS BT 3R H 2 U P B ) OneLogin Unlimited vF %l WARBFRET LG L, 1§55
5 7E £R HE L[] OneLogin SCAY o

77 Onelogin EC & EI2A > BRSSIZES N
i OneLogin 7 3 [] /7 o 113X 2238 B 7E OneLogin H O 457 B0 IRSSHRAE I N H . IR - sl

4= SSO AL I 4T OneLogin DyRg: 1, LU FRIZH, s\ HA H P 48 BN - A H
PRI E X, 1HZ % OneLogin 304,

| LY
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% OneLogin B2 & &1z B ettamm |

\)

Note  fyp LA TIRIKE HI P Aoy ol A SR rps B, R B S ] b (g FH P A A NREAT 43 Lo

N

Note %3l bl N SCREAE HI 24> SSO B PRI Ay (Ui s A ZSURE PR ) S (0 Wit sl LAy (sl JFACE
B JE P LR T P #8 €445 L OneLogin f&3X 3] & PG

Before you begin
* #4K OneLogin FHUAILH P FIAL: #52(% &% OneLogin 11, on page 40,
o WIAT LB, 7F OneLogin FH Gz H Pk /.

\}

Note =2 3isk SSO MK I/ 4 LL M IdP 7F SAML & s i i ik 4 4 ph
L» [f) NamelD J& PEER L AUE A s ikt . 152 1dP & A 3] 24008
SKITH IR P 4480 NamelD Jg 1k, (BN AR ARSI IdP A2 15 52 X i
Blo A5 TdP ABPC E IR 45 B A 1 N FH DA S B Ke e 1527 5 B R0 1) SSO
Vi I AR 1dP Pk = B, 3 IR IR R

* A HAs & HpL 783 URL (nttps://ipaddress or hostname/).

\)

Note g5ty LU HI 2 A URL Uy el #5110 S B b0 Web 2. (90tn, 584 Fitse
BRAMN TP HulE) , SSO 7 il U H S48 AT 55 H RG> URL — 2L
Hu g ) AR AL .

Procedure

P11 I SAML MiRERESR (S8 (ENAEmAIE Bt RSN .
WIE2 A LU BB R E N -
o X %ﬁ (K 1D , 4%?:%‘:%" /saml/metadata I}fﬂJD@J %’:’IEEP‘D & URL. fildn:

https://ExampleFMC/saml/metadatao

o X T WA, KT fsaml/acs MEINE] A F UL 5k URL. fi40:

https://ExampleFMC/saml/acso

« X ACS (GE##) URL 383iEFA, %A OneLogin M T-HliA LA (1 & 1R/ 55 BE bty URL (R
1B T LUl EH ACS URL 4% i R 7 2048 ek B st 1) 5 (1) 3G AR A2 Y -

o ¥ ~ fHINE] ACS URL 3k,

wEAL
|



gEhl |
B 5 oneLoginsso m& wrp

* 7E ACS URL KM s «
o JEREAS 7 A 2 BTEIAEAN A, 7E ACS URL H1,

W'Jﬁﬂy Xﬂ'ﬂ: ACS URL nhttps://ExampleFMC/saml/acs, Jﬁ\é/l B"] URL %lﬁ%%}?jﬂ
~“https:\/\/ExampleFMC\/saml\/acs$o

« X}F ACS (FAH#E) URL, 75 /sanl/acs MEINE] & #E b0y %5 URL. #lt0:

https://ExampleFMC/saml/acso

* KT BER URL, TR /sanl/acs MEINE] BP0 55 URL. fill:

https://ExampleFMC/saml/acso
* X1 SAML &R T, 1HIEFE et .
IE 3 B OneLogin H /' Figs A B0 IR AR N A .

A (k) TR E L BRSSO WE, T LUK A E L RSP N 1) SAML XML Tt
B4 M OneLogin 22 AHvHEHL .

What to do next
JA RS IS AE B B0y A ] RS 8 SKk, on page 27.

77 Onelogin SSO EL & EIEFIL
1E BB web #2111 F AT IXEE 3

Before you begin

* 7F OneLogin & 2177 AN BB 0 IRSFEAERI N 152404 OneLogin FC & & 0 ik
SR N, on page 40,

o RS S; TES I E B0 G T8 K, on page 27.

Procedure

FE D IRERM A BP0 R T 9 R ok, on page 27T ) 1E BCE Onel ogin JTEHE X 1GHE,
A AL

« TR SSO FLE TR, WHATLL N1k
a sl FIEE FILiH.
b. M\ OneLogin x5 52 L% 4 A LAR SSO Bt B4 -
« BUMEMIEFBESEF URL: M OneLogin i\ SAML 2.0 i (HTTP) .
- BMEMIEFEMAH: A OneLogin 111 Mk E URL .

| LY
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£ gEdbh onelogin REA A Aens [

* X.509iEH: #i A OneLogin H ] X.509 iEH .

* W % OneLogin A2 ) XML JCHEUE SR A7 BUA T EHL (4 OneLogin ML & B HE O il
ZARMLE N, on page 40T HI2D IR 4) , WnT LRBHZSCE BAR R BB A0

a.  wiii EARSCH FRIELHL.
b. &M LI S HTRIA TSN 1 XML JoEdis SO R FZ 3T

T2 fili =%,
PR3 1 WIETTEUR XA HEh, AAENESH, KRGS RE.
FEA A MREE. WRARG TR, W AE R0 9 SSO KL E LA OneLogin fik 5542 (1 F2 7

NHBCE, SEIEAHR, RaEil.

PSS YRS G E NI, il A

What to do next

T LAE RS SSO M P L& A 2 Mty s 120 /6 & B0k OneLogin B & H P A1 AL, on
page 43, WIRBIEFARCE M OB, WBGAT N &85 5% & B F0 MATH SSO I /B i1
7E FHLITPL k) OneLogin AL E 7 M UL, on page 431258 4 ThRCE M P A,

7£ EI12 24 Onelogin Bt B - f @Akt

TR EIEFEMRY SSO $efibrT, 7E & B L web £ 11 _E O AT A (0 WS e 1K BeA 2 AR R 1. (B
2, SEICE P A 0% RS T ) SAML SSO $& AL 3 5 jth FH 7 £ 4 Wi 1) 77 3

Before you bhegin
* #1% OneLogin 11 14, 152 &F OneLogin F1k, on page 40,
© B ELRCE SSO AT AL N ;12 P 4 OneLogin FUE. 45 PO IR H 06 M A, on
page 40,

o 75 B E AL b IFRCE SR AU S TS0 A8 B0 LS K, onpage 2781 24 OneLogin
e By RS HEAERT N H, on page 40,

Procedure

SB1 G RE 3D >HP>BEBERAG > AR,
TR2 BT sREE (AERHD .
T3 NECVARF & (Default User Role) a3 k£ 2 0 figs - (4 8 B rbone HEP A G BRIA

fH.

gral i ]
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B % oneLoginiap FERER e ms

L4 AN B RBME. PR RS 4 4E OneLogin FF 2k B PR A0y RS BRI IS N FP 16 £ 0 e B 2 S
B H E X SH 7B RRILEL . (352 {F OneLogin I1dP ¢ & AN FH 7 A 7 A1 €6 5], on page
44 (1R 1 8¢ 7E OneLogin IdP _FJCE 4110 7 /1 (S, on page 451F20 8K 1. )

YIS ALY SSO M A b0 F P 4551, N ENIZGE K, EFEp.0 HIXEE 5 1dP &
LR RO B A E i JE PR SSO H P R RGBT st BB POy 427 H P SR BT O 1)
HABMIFE.

What to do next
PENR S5 S i N S & 7 A (s 123 7E OneLogin 1dP _EJC & )™ A1 (WU, on page 44.

7£ OneLogin IdP -Ft & i P f G R 54
R AT LALE Onelogin £ 2 51 1117 EARHSE AN AR sl AL BR AT E SSO H /™ A1 (o i Sf

o BILT AN PRURIEAT G, %24 /£ OneLogin IdP it & 54N P i 7 £ (i), on page
44,

o BILFAMBRIATHSS, 1555 E OneLogin IdP L & 211 FH 7 ff (i, on page 45,

2SSO H 8 3% & BRI, OneLogin 23 ] & HE 0 241 A OneLogin IdP 2 & (1) 1 2 X 7 B
SRPCHAE R P e A BB . BB O Rz E M 5 0 s SSO B & h &R~ B0 - A
O IE RIS AT LRI, IFm P2 TER BRI A M . CtRORFRBIVLECI, 4 BP0
KT AP AR E RSO P At. ) g B0 F P A O ERE AT Golang A
Perl SCRFISZ AR Google RE2 1E R IA R br#E, 5 BEH Ly K5 A OneLogin F2UC ) & MEAE AR Ay Al
FARFERRAHER) IE ek 2, DU S A Eae P A el 0T EE A

\)

Note  rAN 5 B ety ANRE RIS SZRELLRI AN F P R AR Cumi st s S8l 200 A B rh o0y PR 450t o 1 P e 2 —
RS 75, JF St e, RO HAEEH OneLogin HCE M — A H g LH T FBOR SR
it WE, THATEZ N SFEGL, ETANA O EAR. BN ZEREERN
OneLogin -3 gt 37 (1 H -~ R4 e o

7£ Onelogin IdP tECE SN PRI P A GRS
1 FH OneLogin & HH [T/ 0 B H Ly g 57T N FH AN F e U ECH B g CH P 7B X8
OneLogin &4t T7F SSO &k i B vl I 7 f tofs BRI ) A8 0 (777

Before you begin
* 14 OneLogin 73 A PRI 1520 #55 OneLogin 11k, on page 40.

* 7t OneLogin @I FIACE 4 A0 IRGSHLAERTN s 1204 OneLogin B & & #L 0 IRSS
PRI N, on page 40,

* B & SSO H P Mty , fn 76 45 BE R0l OneLogin it & H 7 A (L), on page 437 JiTik .

| LY |
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% Onelogin 1dP FEEAmAAmens [

Procedure

TRy B A ISR A A S

« T FERAR, WEATHELE E AP0 SSO ILEHFH T AR BB KR A (ESH 1E
Bk OneLogin Bt & H 7 A (LB, on page 431 2P ER 4. D

o 0T E, ERENATTAIK, B Fucuserroles XA B TEMLFR IR 2 T ICE K
FUR B A FRILEC -
T2 G AU PR s AT A B A BUR AR OneLogin A7 I M5 R .

T BIRFEL RO A RR, B rucuserrole. XA A LRSI 1 TR 1 N
HEE XS HRR P E DL

< XT AR, WHRMZ TR S S N4, (X T OneLogin Zffk 1. )

PRI AT AR ) BB RSB N R W R P IR 2 T G R A e SOH P B
I3 —AMH .
P E ] SSO o A BEHL I, SO P B gs e BB A B L B SAE SSO Bd & )
Bigs & EHe B P M RIE T . GEZ B £ B H .0k OneLogin At & F A1 (4
el , on page 431 5, )

What to do next
o LA SSO MBI 8 o A LG FRERIA N P Ce U e A E 0 A, R
(1) A E LS T %o

7 Onelogin IdP EFECE4HRIF - f & BRLET

A8 JH OneLogin & #H1)™ Jy 7 BHLrbOy R 55 4 P78 NI B e XS H e SR 7Bl #4 OneLogin
MBI ARG, A8 E SO0 BOR A 2 G0 — AN sl AW, AE OneLogin AR 4 1]
JURALIE O S A3 A X P B —AME . X457 OneLogin $fft T 75 SSO ¥ il f bR T
AR s QAL 2 4 B G (K77,

OneLogin R4 $EAEFE 7 N AT IEH BL R il 2 —:
* OneLogin FIAHBA .
o M= N (Bl Active Directory. Google Apps Bt LDAP) [rl25 4.,
ST LA AT — 282 ) A B bty AT 4 L) o AR SO 23448 OneLogin ZHREAT 1 LYY

A A 20 =7 N A A AR R O LU A AT 2R =T L A BN . A RS L, 1524 OneLogin
SR

| gral i ]
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B %= oneLoginiap R E A A EmEt

Before you begin
* &% OneLogin T FI4L: #5204 &% OneLogin 14, on page 40,

* 7F OneLogin H @A FIACE 5 HH O IRSSHRAERT N s 120074 OneLogin AC & & B0 iRkR5S
LR N, on page 40,

* fid & SSO A/ s , n /F BP0k OneLogin o & 7 (A, on page 437 ik .

Procedure

SRRy EH A MRS RO N A A S

o X T FERAMR, HMHELE FHEL SSO BLE M H T AR R MAHRIAFR.  GEZS M 1
E LA OneLogin FU'E H P A1 (B, on page 43 P8 4. )

< WTE, WERAEBICAF IR, B Fucuserrole. XN BORAE ILRR R I IR 2 TR CE K
SR BU A BRILHC o
T2 QI HE ) 7B, DE B vsin) & B O AR AR OneLogin 7 B M (045 & .

T BB EHREENCRTARR, B rucuserrole. XML N MLFRIF AR 1 TR 1 Y.
HY B XS HAR BRI (DL .

T RERER, HRINZ T B E S AR, (GZXHT OneLogin ek L. )
PR3 QI AN TR, DUREE T AL E 2 Bo sy AR IR PP i b B 2 Fh R B U 7
B QIETEECEMWUR, CME R OneLogin FI /2143 ICIEAA 1 A&7 B0y FH P A €.
© WA EA FE OB B T BCS AR T T
s WERGBEZ A FM, RS DRSS ILIC (o 80 i AP REREA TR .

© RGO #BRAE . DORES IO AR IR P D B 2 R AU A SO 7B 1R B A
R, LLA OneLogin Al 41732 St (FTA )™ 73 Bogh bh FE U 7 B 745 H

B AL B IR BB S IBAE 7E B0 4 OneLogin & F P A (WL, on page 43112058 5
IIBCEE REAS A EL P () R AT HEER

s SENE SR, E B ARERET .

What to do next
o JHIHEA] SSO M I 8 s A RO FEH P TR U A RO A, KR
[OFERENS N

| LY
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Onelogin A P £ B RRGS 7~ f5)

Onelogin I /- A & BRGT 7= f51 .

WL RRBIFEAR, FIT SRR S U ) T SSO LB TP AL AR . AT
U T OneLogin o /B 51 et HRZ5 S 06 T 1 2 3.

\)

Note

OneLogin 48 H 57 (K AT AALE o

FAAN AL ANBEIR] I SCRFAUMURAN ™ R A sy s S 00 8 B AR AR S5 SR A I e 4 —
PRI T3, I —BUBMEATE . B0 HEEMH] OneLogin HHICE A A& S 7 BOKSC R
O H, NTREAVEZ R L, TR OIS AR N B TR

B/ FH P A8 Onelogin £ & AR5 R 51

FEAN NP I e, OneLogin &7 B ALy IRSS N HIRA — A HE XSHL AL E AL
B CHR” BPERIZFRICH. (EEARR T A userrole) & OneLoginE%)‘(T*4\§%>\(ﬂ§F¥ﬁﬁ

({:EZ'KWJEP?'U FMCUserRole) ° @ﬂ% QEX%%[ UserRole E‘JXHEX%ETTE’ ﬂ:"l OneLogin 4%‘ﬂﬂ)ﬁ%ﬁ@%§{f
e BB 2 B, ECRHE RIS 1 B SO 7B emcuserrole HIfH

ST A E L T OneLogin AU B R AH IG - BORIIE AL 25N 10 FH P A1 o ISt v G fer AH F 6T
Moo BEANEALE L A OneLogin Admin [ 1748 FAH A ) SSO BL’E, {H OneLogin Admin []/7 |
M RCEA, 75 gt FoRA 2 BCA R A .

« ZESEEI A, fred@example.com i FH FMcUserrole {H PolicyAdmin , JFH E}EEP‘D ﬁj\ﬁag{i\’ﬁ{jﬁ@
ViRV E B BV B MR E B 0

Management Center SSO Configuration

Default User Role

Group Member Attribute

Access Admin
Administrator
Discovery Admin
External Database User
Intrusion Admin
Maintenance User

Network Admin

v Advanced Configuration (Role Mapping)

; Security Analyst (Read O...

; UserRole -——ou-—______|

| PolicyAdmin
| >

FMCAdmin

PolicyAdmin ‘\\

PolicyAdmin \

Security Analyst ‘

Security Analyst (Read Only)

Security Approver |

Threat Intelligence Director (TID) User |

|4
17/

Onelogin IdP

Management Center Service
Provider Application

Custom Parameter:
Field Name = serRole

Value= FMCUserRole

Individual User
fred@example.com

Custom User Field:

Custom Field: | Name 5, FMCUserRole
FMCUserRole = 1| Shortname=rucroie
PolicyAdmin

gral i ]
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. 2H#Y OneLogin £ & BT /R4

« 7EMEHF, sue@example.com i [f] FMcUserrole {H FMcAdmin, FfH B FRACY S ht o lic i BE 51 A
.

Management Center SSO Configuration Onelogin IdP

» Advanced Configuration (Role Mapping)

Default User Role | Security Analyst (Read O... Management Center Service

Group Member Attribute ‘ UserRole <——01o___ | Provider Appllcat|on
T {CustomPangter
Field Name = serRole

Value= FMcUserRole

Access Admin ‘ PolicyAdmin

Administrator ‘ FMCAdmin ~

N
Discovery Admin | PolicyAdmin Individual User !
sue@example. com Custom User Field:

External Database User ‘

X Name 5 CUserRole
Intrusion Admin \ PolicyAdmin N Custom Field:

™ ~a&— | Shortname= FMCRole

Maintenance User ‘ \ﬂ\ACUSerRoIe =
FMCAdmin

Network Admin

Security Analyst

Security Approver

\
\
Security Analyst (Read Only) ‘
\
1

Threat Intelligence Director (TID) User

TR REZ —, ik E 0 43 E] OneLogin g5 M 1 2L Ah 7 2 20 FCER A /- £
el G 7

« BB D BLY Fucuserrole I CH T BFIAE

* JPAC4S FMcuserrole HE XA B HI(E S SSO FUE & B rbvrh o4 H P A (0T B AT AT 35
L HBAILRL o

2HEY OneLogin A & MRST R

TEAM A BB, OneLogin O RSN BA A HE XS, HAaRE FHdo B <4

L BRI FRICEE (ZEA T userrole) « OneLogin it iE LT —ANH & X S F B (ZEAH
ol rmcuserrole) o N HE XS H userrole MI7E XHLE, 4 OneLogin ¥4 H F 1 (Wi 5 B AL 128
RO, e FARDCH ) B e U T BE rvcuserrole HIME . BESCREFA UML), 040
7 OneLogin "z Wb, LAKRHE %7 () OneLogin 41 53 5 43 A AN J7 I FucUserrole F-BE4Y
(W

NS A FE L R OneLogin At & A RIAH DG BOFAIELZE AL F P A C s vh g A B Y o A
KI7E & #E 0 F OneLogin Admin [] 7 HAH[F] ) SSO FL'E, {H OneLogin Admin ]/ E&EANH P
PIRCE AR, 78 B RO _EO AN P RO R B .

s e T, fred@example.com 4 OneLogin IdP 4 FrcrolicyadminGroupff)Jil fii. OneLogin Wit5
>{%TE PolicyAdmin ﬁ:}‘ﬂdé/ﬁ\ FMCPolicyAdminGroup Ekjl_i E':] El XHEX)EHF?& FMCUserRole o '/SEE’EEEP'D
%JFred %D FMCPolicyAdminGroup E@;H;{TEEEJ'E‘\ ﬁ‘@ﬂﬁ% @Lﬁ fﬂ %i@ﬁ N ﬁfﬂ%i@ﬁ %D]\{%%i@ﬁ o

| LY
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4Rk OneLogin & &resr sl [

Management Center SSO Configuration

Default User Role

Group Member Attribute

Access Admin
Administrator

Discovery Admin

External Database User
Intrusion Admin
Maintenance User

Network Admin

Security Analyst

Security Analyst (Read Only)
Security Approver

Threat Intelligence Director (TID) User

+ Advanced Configuration (Role Mapping)

| security Analyst (Read O...

‘ UserRole <—

Onelogin IdP

Management Center Service
Provider Application

Custom Parameter:

‘ PolicyAdmin
| FMCAdmin \
N\

| PolicyAdrmin

| PolicyAdmin

[/
/4

Individual User
fred@example.com

Member of Group

FMCPolicyAdminGroup

Custom Field:
FMCUserRole =

PolicyAdmin \

[

Field Name = UserRole

Value= FMcUserRole

Custom User Field:

Name = FMCUserRole
Short name = *FMCRole

/

Majpping:
If Group = "FMCPolicyAdminGroup

MFMCUserRole=  PolicyAdmin

Mapping:
If Group = FMCAdminGroup
FMCUserRole =  FucAdmin

« 7EMEBE T, sue@example.com J& OneLogin IdP ZH FMcAdminGrouplf) il i . OneLogin WL A
FMCAdmin ﬁj\ﬁaéﬁ FMCAdminGroupﬁEﬁ E'(] E EX%F?E{L FMCUserRole o %}EEP'D j'\] Sue *D
FMCAdminGroup At 51 73 B 2 01 A €4

gt w [
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B = oneLogin e mstRpI

Management Center SSO Configuration

+ Advanced Configuration (Role Mapping)

Default User Role ‘ Security Analyst (Read O...

Group Member Attribute ‘ UserRole --—

Onelogin IdP

Management Center Service
Provider Application

Custom Parameter:

Access Admin ‘ PolicyAdmin

Administrator ‘FMCAdm'\n

Discovery Admin ‘ PolicyAdmin
External Database User ‘

Intrusion Admin ‘ PolicyAdmin

Maintenance User ‘

Network Admin

Security Analyst

Individual User
sue@example.com

Member of Group
FMCAdminGroup

Custom Field:

\{MCUserRole =
FMCAdmin\

Security Approver

Threat Intelligence Directer (TID) User

\
\
Security Analyst (Read Only) ‘
\
\

Field Name = ™ UserRole

Value= FMCUserRole

Custom User Field:

Name= FMCUserRole
Shortnamef FMCRole

|

apping:

NI Group = [FMCPolicyAdminGroup
\?“QJSEVRO e=  PolicyAdmin

N

Mapping:
If Group FMCAdminGroup

FMCUserRole=  FMCAdmin

s fEMEE Y, sean@example.com & Idp 41 rucMaintGroup IR o A 5 LA JCIE ) OneLogin Bt
4, P OneLogin A58 Sean [ H & XH 7 F B rucuserrole M L{EH. 4 EEHL 24 Sean 43
FCERUH A (2ol s D, A “ded i st

B gEdhiw
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1832 Azure AD BL B 88 S B R .

Management Center SSO Configuration

v Advanced Configuration (Role Mapping)

Default User Role \ Security Analyst (Read O...

Group Member Attribute

Access Admin ‘ PolicyAdmin
Administrator irFMCAdmin
Discovery Admin ‘ PolicyAdmin
External Database User ‘
Intrusion Admin ‘ PolicyAdmin

Maintenance User ‘

Network Admin ‘
Security Analyst \

Security Analyst (Read Only) \

Security Approver |

Threat Intelligence Director (TID) User |

‘ UserRole <@—— | | |

Onelogin IdP

Management Center Service
Provider Application
Custom Parameter:

| Fild Name = DsorRole
Value= FMCUserRole

Individual User
sean@example.com

Member of Group
FMCMaintGroup

Custom Field:
FMCUserRole =
No value assigned

Custom[User Field:

Name = FMCUserRole
Short name = FMCRole

Mapping:
If Group = FMCPolicyAdminGroup

FMCUserRole=  PolicyAdmin

Mapping:
If Group = FMCAdminGroup
FMCUserRole = FMCAdmin

1853 Azure AD it B SR 5 & 3R
75 B F T4 LU T Azure U SSO:

Azure AD . 1 | Review the \_2/ Configure an (Optional)
Portal ~ Azure tenant - management Configure
—»  center service user role
provider app, mapping
assign
users/groups
Management 3 Enable single 4 Configure the J
Center sign-on management Configure
—> center for SSO, —» user role
test mapping
configuration
,/i | Azure AD [])7 1A Azure fi1 )7, on page 52
Neio
(2)|Azure AD ['J/7 i Azure B A5 B0 454 ER M H, on page 52
S )

gral i ]
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. % E Azure FHA

3 B 7E B AL PR S 8 5K, on page 27

4 | B b Azure SSO ML & & #EHH.L> , on page 54

5 | EEAL 7E L B2 Azare L& H P A EBLSS, on page 55
\6\ Azure AD [ ] 1t Azure IdP _LFCE ] A (4SS, on page 56

& F Azure FH

Azure AD J& Microsoft J& T 2 FL 7 2 [ S A1 UG 10 Bk 55 o 7 Azure 1, A5 H Pl LU IR —
SSO T ;i 1] (1) Fir A7 BB e A5 TR SRR A L o 0K 73 bt IR Azure L 20T, i #AGKH
MR, BHELLN )

* HZ AT LA; e A R ?

* AT 8 L) Azure FL7 861 2

 FIPRAE AR B AR F SR ?

* SET G E N Azure FL7ENINSE 22 1 B DLSCRY BB B SSO?

o BB ECRRR ALY A L P Y (REREESEA D P, ERO B3N
FiAT SSO A1 73 Bd vl e B AR H P A e )

© WM ZHEY Azure R T ANZL,  DLSCRR e A9 H P A (o st 2
WIS, BTLURE A B M R E D BT R T B T AL AT I, HERAS A B R
AN BE [ I S 455 ZHL R B TP 1) £ € RS

ASCRHE 185 T K Azure Active Directory [, FF HAAT BAT Azure AD 5 W /8 B O3ORCPR K

Fro IR, B AR R AR P R A 0 PR RS SR R A 2 i (1) Azure SSO. BE A ATEA

Azure AD Premium P1 85 5 JROAS 9 VF AT UE R4 Jm B B AL PR s A ORTEAIME B, 1S4 Azure SCHY,
71 Azure BLE S H 0 REEHE KA

¥ F] Azure Active Directory | '] F* £ Azure Active Directory Fl /' FP g1 3 & B A0y IR S ERAE R N I3t

NLHEANE BB

N

Note fip UG TIRILKE HI P 20 00 ol A B rps N, R B B2 o (g P A A NEAT 23 T

\}

Note 7% 3l bl AR SCRFAEHI 24> SSO RPN Ay (LML bRk P 7 (o et sl LAy (Ll JFC

B JE L LR P A8 €5 LA OneLogin A&3X 3 47 B

| LY
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# Aure B & w0 RsaeEns [

Before you begin
o B Azure LS NI AL S &E Azure AL, on page 52
s WA, 7E Azure HL HEIE ] P K-S H1/804H

\)

Note =2 3isk SSO MK/ I /7 4 LL K IdP 7F SAML & s b ik 4 45 pih
> ) NamelD J& P EB L AUE A S ikt . 172 1dP 2 A3l 2408
KA P 444 5 NamelD J&EPE, (HES N ARSI 1dP J& 5 2 X i
Wlo {F IdP ANC E AR 252 13 7 I LR B 0B e 452 7 5 B R0 ) SSO
Yy AR 1dP Pk B, i IR IR — R

* BN H bR B EEH L [R5 5% URL (nttps://ipaddress or hostname)

\)

Note il LU 2 A URL (B4, 5e4xBeisi4a Al IP Hihl) i) &b
Web FHifiT, U SSO I b Zitfil FH A8 AE AT 45 HH E 1) X5 5% URL — B0y
i) G B o

Procedure

P AT Azure AD SAML T H AWM LR G B B Ly iRk S5 St ma iH] o
$E2 LT EA SAML B EI&E A E N -

o KT FRIRFF (K ID) , KPR E /saml/metadata MHINE] & B ALy B3 URL. f5l40:
https://ExampleFMC/saml/metadatao

X T EIE URL (BISEAERS URL) , K74 /sanl/acs MOINE] 4B %5k URL.
WU!ID: https://ExampleFMC/saml/acso

o XFF BFR URL , B FFFH /saml/acs N3] &R p.0y E5% URL. #0:
https://ExampleFMC/saml/acso
IR G T E—FA PR RFR (BRRID) , DOEE s SO IR P 445 i o 55 F P ik = OR8¢
() IS 3l
XTI, EFE .
o X RBE: % user.mail.

HB 4 A BGE DE AFEd0 FRY SSO. XHIE 548 BL R 3635 .
o LT IRIE P44 SAML i N A1 KT 5
o N FVSIE P SHA-256,

| gral i ]
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LB S KL 1511 Base-64 fRA FIBIAMTIHHNL; 7E BB H L Web FLHIALE Azure SSO I 77 2 H #'&
L6 ENHMIEET SAML K& 3%fE 8+, 15EE U MME:
* EX URL

* Azure AD #RIRFF

10 &0 Web AHACE Azure SSO N 75 FEIX LA ,

ST (W) TR FRL ) SSO WE, BRI LUE A E A0y ARSSHRAEE M A K SAML XML o3
PESCHE (FF Azure [T R FR 0 BRE TTEEE XML ) R B AR E AL,
SR8 KT Azure F P M4y & BP0 ARSI .

Note U SR RILRE T A7 B s 8 B b0 T, T 20K X S8 2 i AR A NHEAT 20 T

Note U AT RIME BT A G, T BURRE A A B PR 2 A PR P S (K s 1, fHL
FAAS A B ARy AN BE RIS RFALRIAS AR B8 A0 G

What to do next
JA BB IES I AE &R0 A PR S8 K, on page 27.

77 Azure SSO BL & EIEd (>
1E B AL web 0 B A X SB35 0H .

Before you begin

* {F Azure AD |1/ LOIEE & B IRSSIRIERT N H s TE S04 Azure FiLE 3 0 IR S5 FE RS
[ H, on page 52

o A B RUES; WS E B EHO G T8 K, on page 27.

Procedure

TR GOPIREB 75 G BP0 8 B R06 5%, on page 277F46. ) 15 BCE Azure JTEHRE XmHE, &
AP IEFE:

« LT SSO MLEME, WHATLL T #AF:
a. mili FEREE Pk,
b. HIAM Azure SSO J 55 SRR > I A Z I -

X T BMRMIEFRRER URL , WIAKAE b Azure LB A L AL SRR N, on
page 5220 6 il T R URL .
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EEEan ks Awe BERFAens [

X T B REEFRMAE , WAL N Azure BUE R A0 MRS PRI N, on page 52
A 6 THC N Azure AD FRIRFT .

o X X509 kR, 1A A Azure FitE B0 AREGAZULE N, on page 52008 5
N Azure FEEIET . A SCARZGR R AR FT IR 153044, &I 28 04 HORG G 2] X509
WEH FBH. D

o QIR EK Azure AE T XML T SCHAR A B A M TF AL (A Azure FCE & HH L ARSS et
WM, on page S22 38 70, MR DK SO AT EEH G
a.  fihh B kil
b, $&MEBF e 0w SRR A U E AL XML ol SO IR Rz S .

T2 fili =%,
PR3 11 WIETTEUR A, AENESH, K5 AT RE.
SR Gl MKEE. WARARZ R, T EE B0 DL Azare IR S5 SR RE N 1 SSO B

EIEFTA R, RJaEI.

PS5 URGIRE T E NI, i A

What to do next

T LLEHE S SSO H P L E M (U 1EZ 0 78 B B0 oA Azare BCE H - A (AU, on page
55, WA ERIEPEANECE M L, TBRCEE&0 N 2 o 8ok A B T SSO FH T A Be s e A 45
Birpuy B4 Azure BCE P A (0B, on page S5IAP SR 4 G E BRI - A fh.

£ BP0 £ D Azure B E A P f G AR ST

TR EIEFEMRT SSO S ity , A& HL Oy web 45 11D H M A GG L 0 7 BERGR A R B o H
A, EECE 200 RIS T () SAML SSO $ A5 77 it I 7 £ Caumisi 1) 77 3%

Before you begin
* AR K Azure H P AN4L; TS & Azure F1J7, on page 52,

o g EHEFULECE SSO IS HRAERI N s 1S i Azure L E B H O A S HEAE TS N, on page
52,

o FE ERLHROL S FHIFRCE BN S S A A B0 ] RSB 5K, on page 27H1 i Azure
SSO fit & & # Ly , on page 54

Procedure

TR LK RE>HRB.
T2 il BRER LR,

gral i ]
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B =rwer tEERP A ERY

T3 BT 5RhEE (A .

TR 4 NEAFA P A (Default User Role) 413 s 5 2473 I H P () 48 BEepo0y FH P A (A A BRI

PBS MANERRBEME. AR ETE Azure H 08 B HH0 MRS B-AR RS N A A 9 P 75 B ) 44 B
AHUCED; 12 7F Azure 1dP ERCE AN A P IR P A€, on page 56 205 1 8 71 Azure 1dP
b ECE L A L, on page ST ER 1o

PIR6 I ACL SSO M A b0 R P S5, N ENZRIAA . CEEFL A Golang
HI Perl S HF (1) Google RE2 1ENRIEAARER Z B A . ) AL XL 5 1dP Rk F]
LR A e B AR AT SSO H P HE BT LUK . A sty 4327 F P SR B UL FC I ¥ A A € 1)
IR,

What to do next
eSS PR AL R N T G E P A s G 20 75 Azure 1dP EICE 7 A € BRI, on page 56,

1£ Azure IdP LFC & A P fA &St
AT LATE Azure AD ] P _FARHEAS A PR B ZH AR BE B SSO H 7 # ( miuif
o TORPEN AN T RUR AT R, 1S 0 £E Azure IdP _ERC &N A 7 H T A (At

o BELTARBRIATIS, TS £E Azure IdP _ERCE LA K] A (WL

M SSO J sk BB ALY, Azure 23] B BEAUL SRAUH P S4B PEE, X {HAE Azure AD
1P BCE RN A R B B L Rz m PR S 2 B SSO B E P AR B L AT P A IE
WHGEAXBEATLLRS, IR P PR BIVCRCIR A . CACROR KB DLRCIT, o B O 5452 7
AP ATRCEREGA T 0. D rlicgr BEAS & B L JP M SR RIE U AT & Golang A1 Perl 52
FESZBRARAS (1) Google RE2 IEMZRIEAARE. A B A F5 I Azure FEC) J& PEARAL A A F AR )b
AEMIEN A, DM A B0 1 i (0 308 AT B

N

Note  ruA 7 Bl ch s ANAE [N SCRFAURIEAA I 10 ff et s S 20k 5 3 rbt JIR S S0 B I Y e 4 —
PR T35, IF—BOBMAIE . AR HEEMH] Azure FHPCE IS BIRSC R (BT, 3l
o, NTRAVZ M A, TR O AT N AT Azure ML NN
F PR 8 X

£ Azure IdP EECE A AR P RIF P f B RRGT
BE Azure PO GBI RS I AN D S GRS, TS A Azure AD [])7 ) B TS B H
A, KA AN B N EHE B, PR A B

Before you begin
* fF Azure /7 WS &G Azure #1/7, on page 52.
* & Azure "PEIERFIRCE B RO IRSICBER N 1S M0 Azare FLE B RS HL LR
I, on page 52.

| LY I
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£ Azwre 1P LR EAMA A fens |

* fic & SSO H /7 Mt , un /€ FE A0 B4 Azure B 'E T F A (LSS, on page 55 Tk .

Procedure

P 1) IO RSN SSO BE E A INELAT LUNRFAE K HT /- R 45

o BRI BB SSO LB oN AR BB AR FRF . GES R £ F2
oy b Azure FICE HH P A (WL, on page 551205 5. )

© AFRFRIRFFRE: W Atk

o e JEFE R,

« BB ME: EFE user.assignedroless
G A ER L RS TS S CRAT JSON M 20) FHA I 1 €4 LA R I8 A 5 43 i 4 SSO I
() Ry P R o g 201 7 VR AL S R R A € SO e LA R

* displayName: ¥ S7NE AD Azure [ 17 IS K.

L PSRNk SV

* ta: —ANMFERECE AR, R ID @ b AU 1

s Ron o AEEA FEAL PRGN TS GER: Azure ASRVFILPAF A5
e D

N
5
N

W3 ATy B HE O RS N RN, IS O TS BNz N s R i — AN N A . Y
P SSO sk B Ht i, L4 1 - Y H A (002 Azure 7EIRSS R IR AT 06 28 45
B M. B E L K A AR SSO B E i gy B 0 H P M A p A T IR GE
) E B HO Bl Azure iCE 7 M (AL, on page SSHIZE 6 25) , FF A P A ECUCEC BT
BRI P A

What to do next
o A SSO M APl 8 o A ER L JFAIAH P TR U e A E O A, R
(OFERENS e

1€ Azure IdP EECEZHAIFH P A B RET

N Azure IR B AR S5 N TR ST A GO, A Azare AD [ [ S AN HRAS, 1]
MIFE MRS s, IR A iiea .

Before you begin

* BF Azure fil)7; 1S & Azure #17, on page 52.

| gral i ]
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B A AP meRsRo

* 7£ Azure F AR E B EHO IRESPERIN s 1SN Azure BUE B EHO RS
. H, on page 52.

* AiCE SSO M sttt o n A5 & 0 ok Azure FCE I i (AU, on page 551 ik .

Procedure

TR 0 L RS T SSO BE B INEAT LA N RFAE 4 F 40t

o FFR: ATAEAE B REG SSO IUE P N HR R NI IF A . GES D 11 B R
L 128 Azure BC'E A 7 A UL, on page S5 ER 5. )

© AFRFRIRFRI: P Atk
o e JEFE R
« BB ME: EFE user.assignedroless
SR 2 Yt R RS RIS R JSON #20) JHi8 I A 1 4 LA RIS A S0l 4y SSO i
(AR pCy T o g ) BT T VR A S R N A € SRS B LA R
* displayName: ¥§7E Ad Azure |1/ BRI EIKI TR
L PSS RNk SV
* ra: —ANMERECA AR, R id JE D L AU E—
*fif: FoR—AREA FEAL PRGN TR (Azure ARAVFICERF R PEESH. D
LIRS AT OMRCE b0 RS I A RN, TR TR N B e B e i — AN A e A
FUIFH SSO st B HLpL I, SO T AL R £ 40 Azure EIRSS I ) 145 h R 1%

£ MR, BB K H A AR SSO ICE e A B L T A A ARIB A HE T HE
B GES I 8 & B0 1o Azure BEEHT P A1 GIGT, on page 550055 6 22 , IR 23 BL T A L

BCr B E L H s,

What to do next

Tt A SSO M ARl F 368 5 A B bty FEAfA T P 3T e & B0 P A, s A
(ENS e

Azure FH P f3 B BREF 7R 151

WL R oG, T SRR A e i A A2 HE rpuey SSO IS & T BN S N4 AR A ) . X IAE
T Azure H FMC A4 FE 45 7 N H 0 ¢ o
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A ABEM A Azre 2 &is w0 [

\)

Note i m LUARE AN A A PR sl 4R B TC & SE WS 11 A5 B A, HERAY FMC B AN R IR I SR AIAS
NP e . A E L HB T Azure HHCE ) — AN P WIR SRR A (0 WSt

N ANH P A EY Azure £ £ RRET 15

TERA T I st i, Azure B3O IR N HTEIGE S e T A Ut (FEARHBIH,
2 FMCAdmin fl PolicyAdmin. ) XL n] LIAECLTH s Azure R8N I A1 (050 BOAF A A
%M 1) assignedroles JEPEH o NI E X T —ANHE A, FF H IS B E 8 W EH SSO
Bk FMC [ 0B A (3R IUHE . Azure 78 SSO & i FErvf B4 AL B4y & R
B HL g HATE S B0 SSO WL E AL REAS B E L F P A I A B AT LR
VLA T L T Azure FCE HH A O BERIIELAE SN K P 60 FH P A €ISt o e AH LG R o
REANEITE B HH0 F1 Azure AD [ BAEFARIAT SSO AL, (HAE &R0 Azure AD ] %
Aoy BEAS [R] A 8 R A AN

s MY, sue@example.com i F assignedroles J& HAE rucadmin, I H L0 0l 1) 45 21
o EEL R A

Management Center SSO Configuration Azure IdP

» Advanced Configuration (Role Mapping)

Management Center Service
Provider Application

——|Custom User Claim:
| Claim Name 2~

Default User Role | Security Analyst (Read O...

Group Member Attribute ;UserRoIe | | |

UserRole
Access Admin | PolicyAdmin Individual User Source Attribute =
Administrator | FMCAdmin ~_ sue@example.com }r'-vasmgnedroles
Discovery Admin | PolicyAdmin
User Attribute 1 Custom Application
External Database User | N . droles = sas . .
NN assignedroles = Role Definitions in Manifest:
Intrusion Admin | PolicyAdmin FMCAdmin
: ~—h isplayName” : “FMC Admin”
Maintenance User “value” ™wpMCAdmin”
Network Admin

“displayName” : “Access,
Discovery, Intrusion Admins”

Security Analyst ‘

Security Analyst (Read Only) “value” : “PolicyAdmin”

Security Approver |

Threat Intelligence Director (TID) User |

s e, fred@example.com 1 i assignedroles J&"E{H policyadmin, JfH FFHIHL 3 ECA
YR B0, RV AR B B .

| gral i ]
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Management Center SSO Configuration Azure IdP

. Advanced Configuration (Role Mapping)

Management Center Service
Provider Application

T |Custom User Claim:
P T —
Claim Name =" UserRole

Source Attribute =
Individual User

Administrator | FMCAdmin user.assignedroles
‘ fred@example.com

Discovery Admin | PolicyAdmin
External Database User | \ Custom App“Cation
Intrusion Admin | PolicyAdmin

Default User Role ‘ Security Analyst (Read O...

Group Member Attribute | UserRole <@——____ | |

Access Admin | PolicyAdmin

User Attribute {11 " . .
\Q\ asslgriediples Role Definitions in Manifest:
Maintenance User \:‘PoliCyAdmin “displayName” : “FMC Admin”
Network Admin \ \“Value" : “FMCAdmin”

Security Analyst :

Security Analyst (Read Only) |

Security Approver |

Threat Intelligence Director (TID) User |

T RUF IRz —, b 8 AR Azure 5N LA 20 2 T B 7 1
“Crag i CRED 7

o BT A cgh H: assignedroles & PRI .

* rIcey Hassignedroles JE {5 SSO BL'E & BEH O A iy P M BB IC & AT ] IR B AS
NI

2HHY Azure f ARSI

TEA R WU, Azure BRI IS5 N IS AR E T HE At . (FEARGIT,
FMCAdmin. AccessAdmin. Discovery Admin fil Maint. ) XYM E AT LI ECS A ;  Azure FAFAN2H
(1)1 00 53 oA 3 25 20 ) D3 1) assignedroles J& T o 12N FHIEE LT —A H @ SCH P FRAI, - 1k F AT
H WAL SSO 5 A B ALy (1 B E 20 BT A (R IUOHA . Azure £E SSO s B2 HoRf H 4
fEAE IS, L, L R HRAE S L SSO FLE /A Begh fEAS B E L FH P M)
TR AT R

NGO T O R Azure FCE P RAHOC - BORME AR AL T A (SR o e AR B S A K]
5 B H O Fl Azure AD 1) EAEAIAHEIR SSO BLE, (HAE B H b Azure AD 1) Eoh &AM
S3BCAS [F) A ) L E A T AN ]

« e, sue@example.com S 4] FuMCAccessAdmins Fl FMCDiscoveryadmins R 51. I A IXELZ]
éHjﬁ( E%X%@ AccessAdmin %ﬂ DiscoveryAdminoe %l Sue ’fjii‘ﬂ% SSO %‘i '&F%IEEP'L\) Eﬂ’, '&F%IEEP
> 23 Rt Ay E U7 v B 3R R IS BE DL A £
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gy Azure gt |

Management Center SSO Configuration Azure IdP

Management Center Service
+ Advanced Configuration (Role Mapping) Provider Application

Custom User Claim:

Default User Role | Security Analyst (Read O... ‘ Claim Name = UserRole
. 4
; = Source Attribute =
Group Member Attribute | UserRole */-r user.assignedroles

Application
nitions in Manifest:
Name” : “FMC Admin”

Access Admin | AccessAdmin \ Individual User
\ ‘ sue@example.com Role

Administrator |FMCAdmin

Discovery Admin | DiscoveryAdmin Member of GTOL'[PS e” : “FMCAdmin”
A S FMCAccessAdmins
External Database User | \\ FMCDiscAdmins | displayName” : “Access Admin”
“value” : “AccessAdmin’--————

User Attribut

Intrusion Admin | \

//

Security Approver | Group Definitions

ang Role Assignments:

Gr}«{p\ Role

FMCAdmins N\ \] Fucadmin
FMCAccessAdmins ccessAdmin <@

“displayName”
Maintenance User |Malnt ‘ “Discovery Admin”

“value” : “DiscoveryAdmin” <eg—:|

Network Admin | ‘ \
“displayName” :

Security Analyst | ‘ “Maintenance User”

( \Qlue” : “Maint”
Security Analyst (Read Only) | ‘

Threat Intelligence Director (TID) User I

FMCDiscAdmins DiscoveryAdmin 4

FMCMaintUsers None assigned

s fEME Y, fred@example.com & Fucadmins AL, MIXZH Ak ) A 8 Fucadmine. 4Fred
{EH] SSO & iy i, FHIrG 2 Ao Bl BE O A .

HabL
|
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B =00 ae remsinn

Management Center SSO Configuration

Default User Role

Group Member Attribute

Access Admin
Administrator

Discovery Admin

External Database User
Intrusion Admin
Maintenance User

Network Admin

Security Analyst

Security Analyst (Read Only)
Security Approver

Threat Intelligence Director (TID) User

+ Advanced Configuration (Role Mapping)

‘ Security Analyst (Read O...

‘ UserRole @

‘ AccessAdmin

| FMCAdmin

‘ DiscoveryAdmin

Azure IdP

I

Individual User
fred@example.com

AN

Management Center Service

Provider Application

Custom User Claim:
Claim Name =_UserRole

Source Attribute =

userissignedroles

Application
efinitions in Manifest:

ayName” “FMC Admin”
Member of Groups : “FMCAdmin” g
FMCAdmins U
“displayName” : “Access Admin”
User Attri “value” : “AccessAdmin”
\(ssignedrole “displayName” :
FMCAdmin “Discovery Admin”
\ “value” “DiscoveryAdmin”
“displayName” :

“Maintenance User”
“Maint”

N
\Kalue” :

Group Definitions
and Role Assignments:

Group \\{F Role
FMCAdmins MCAdmin
FMCAccessAdmins | AccessAdmin
FMCDiscAdmins DiscoveryAdmin
FMCMaintUsers None assigned

« ZEMEE Y, sean@example.com J FMCMaintusers ZHIR K 51, (H T RYE Azure B B0y RS54
BERT N Y rucMaintusers 200 HE XA, DG, Sean RFECATAT M€, U SSO %
EHPO S HATEAMA O i s 7 .

K E AL I,

B gEdhiw
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@it Pingid BB 555 [

Management Center SSO Configuration

v Advanced Configuration (Role Mapping)

Default User Role Security Analyst (Read O... \

UserRole k/T

Group Member Attribute

Access Admin AccessAdmin ‘

Administrator | FMCAdmin ‘

Discovery Admin DiscoveryAdmin

External Database User

Maintenance User | Maint

Network Admin

|
|
Intrusion Admin ‘
|
|
|

Security Analyst

Security Analyst (Read Only) \

Security Approver | \

Threat Intelligence Director (TID) User | ‘

Individual User
sean@example.com

Member of Groups
FMCMaintUsers

No Assigned Roles

Azure IdP

Management Center Service

Provider Application
Custom User Claim:

%UserRole
Source Attribute =
user.assignedroles

Custom Application
Role Definitions in Manifest:
“displayName” “FMC Admin”
“value” “FMCAdmin”
“displayName” “Access Admin”

“value” “AccessAdmin”
“displayName"”
“Discovery Admin”
“value” “DiscoveryAdmin”
displayName”
“Maintenance User”

vvalue” “Maint”

Group Definitions
d Role Assignments:

Grou}\ Role
FMCAdmins \ FMCAdmin
FMCAccessAdminx AccessAdmin
FMCDiscAdmins ‘DiscoveryAdmin
FMCMaintUsers | ?\lone assigned

iBid PinglD BLE R S5 R

HZ I LL NS, LMEH] PingID /) PingOne % /7' 7= fh it & SSO:

Customers
Administrator’s
Console

Management
Center

AN
PingOne for ‘\_17/»‘ Review the

N
[ 2 |configure an
N2

PingOne ~~ management
environment —»  center service
provider app
.3 Enable single \4 _Configure the
sign-on management
—> center for SSO,
test
configuration

Bl B
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. & HE FIMER PinglD PingOne

(1| HIF % /7 ) PingOne | #17 % /7 M5 ) PingID PingOne, on page 64.
| E LR EERG

(| Tl % ' [ PingOne | 2% /' B PingID PingOne 1) 4 #rfty JRS542 M7 5, on page 64.

B RS
3| EHEEL 7 & Py B LSS 5K, on page 27,
4 | EEFL H & P {#H PingID PingOne 24 SSO FC# # BE 10> , on page 66,

& E X P IRERY PinglD PingOne
[HI 7] % ' If) PingOne #& PingID [ =408 S B IR %S (IDaaS) =i FEIH [ %% F () PingOne 1, A7

FI P RT LA R]— SSO WK /27 ) [ 5T 106 4 v 46 PRI SE AR BR 8 o 700 45 B FpLL Y80 ) PingOne
AT, MRS, B
Y TR )
o SR SR E £ T kSRR A B R () SSO 7 i 2
AR S 15 DL 2830 PingOne % S 45 BT AP BI &, IF FLIIA LA LU B B3 A0 € 0K
A% P BcE PinglD PingOne A9 EIE 0 BRSIR RN

{8 T 15) 2% 7 () PingOne A5 YL 53 45 & 7E T 17) 25 77 (1) PingOne A5 h (1 & 45 B bty IR 54 11 75 b
M IR RCE W E . A SCHIF R G D) BEFE 2 SSO MAEL P 5 KT PingOne %% )7 i)
e wln, ZEIEM P, 152 PingOne & F' 30k .
Before you begin

o FWIRIHI 7] %% F 1¥) PingOne M85 L HH

s WRE, GIEEZHP.

\}

Note

RGESR SSO WK F1 44 LUK TdP #E SAML Bk il P ik 4y & #fp
> [¥] NamelD J& PE#B DS A RL MR kil . VP2 TP 2% F Bl AE 2510
SETH P I P 444 ) NamelD JEPE, HIE AT 1dP & 75 21X R G
o 7 IdP AbFCE IR 45 P L i B FH DL G K 4% 7 %) A B0 i SSO
Vi AR 1dP F Pk = B, 10 IR R

° H%U\ H *i‘ %@EP'D E"]%ﬁ% URL (https : //ipaddressiorihostname)

| LY
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% P PingID PingOne 8y 2320 fR ettamA |

\}

Note 4flnl LU 2 A URL (B4, 5e4xBEidi4a Al IP Hihl) i) &8
Web FifiT, U SSO ™ b Zit A FH A A8 AT 55 Hh M B 1R 3 5% URL — B0y
fi] B o

Procedure

LB {4 PingOne 25 )45 B 1451l & A1 FH UL N B AE S AT O Y H -
* E$E Web App W 11257,
o P SAML KA,

B2 ] SAML HEHE I LU BB Be B -

* X T ACSURL, W45 /sam/acs MEINE|E % & .0y URL. 11
https://ExampleFMC/saml/acso

T BRI, WAL RN,
- X EBEE , YR RSA_SHA256.

* XT KK ID, BFFFH /sanl/metadata FEINE] E B0 E 5 URL. flt0:
https://ExampleFMC/saml/metadatas

* X}F SLO 4f%E , #%+# HTTP POST.
 XIT WS A, HA 300.

P 3 NN SAML EHAE B, WA LU N E:
c BEBRRE
* MA#H 1D
7E B ELL Web FHHEIEAEF] PingID () PingOne %7/ ShBLE SSO I, il B LL(.,
P4 KT SAML B, WO A D H R AT DL e
* PINGONE AR E1: kit
s MAREM: saml subject
FIES T X509 PEM (.crt) MU SRS, JRE R 2R H ML
PE6 (k) LMl BP0 1K) SSO BE, Bn LUK BB Ly RS ER AR B A ) SAML XML Jo#dh
S R EEN AL
P RN,

| gral i ]
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B 5= 125 PingiD PingOne 2 S50 B & & e

What to do next
JA R SUE S TS0 AE B0 e L R 8 5k, on page 27,

% F2{E F PingID PingOne 3 SSO B8 1B rhul)
7E B HIHL web 2 E AT A IX Ui,

Before you begin

* {F PingOne 7 7 &5 B O & F O B B0 IRSFBE R N 1520 0% G E PingID
PingOne [ & # 0y IS5 HR LR N H, on page 64,

o JRHBR UGS TES I AR A B R B RUG 5K, on page 27,

Procedure

IR GHOPERE N 7E 45 B0 FH LS SK, on page 270F . ) 71 BLE Pingl D JT##E X ilifier, &
A A LEFE:

* BFF SSO FLEF B, EHATLUT #4E:
a mii FHEE kil
b. HALEM PingOne % &5 BE i ¥4l & K R 1A -
T B REREFESER URL , WAL NE S HLE PinglD PingOne 1) 55 # HHL
REHLAE T N, on page 642018 3 Pl PRI B S B RIRE -
T BMREBEFMASE , IEWAKE VK ELE PinglD PingOne 1) B EH.O ik
LT H, on page 6455 3 Hid N & E 1D

« X+ X509 4EH, iHEHELE & BLE PinglD PingOne (1 4 #E R0y AR S-SEAL R N H,
on page 64598 5 1 )\ PingOne for Customer F#KUET) . (i SCARG 4R 2531 TFIETS
SCAE, SN AR SR 2] X509 3EH B . D

* W K PingOne for Customer AE 81 XML JCE#s SCAF DR A7 BIA L UH AL (% B0 E PinglD
PingOne (1] & #H0 JIRSSHLAE R N, on page 64112058 6 ), ] LUK SO FAE 3 4 B

a  wiili B RIELAHL.
b, % l5E A B AU S ATRIA BTSN _E 1 XML e SO £ 30

P2 fili =%,

PR3 (E WIETTEHE MGHE, AR ESA, R s R/REF.

T4 I SREE (AERHD .

TS NECVAR P & (Default User Role) Myl 220y o il )™ (0 A5 B rby P A At BN

| LY
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EREMES SAML20 bkw sso pierR g2 a2 [

FER6 sl MINECE. WARARSG RN E, WHEE &P 19 SSO BLE LI 7] % 7 1) PingOne ik
FERAtE N, HIETA R, REE.
TR ARG R E NI, fidr A

EAEMFS SAML 2.0 #x/EH) SSO iRt e FlcE &

SR

FARNY

L ST HIATS SAML 2.0 SSO FRSLIKIAEAT SSO S $2 i F /7 (1dP) AT L mi 6 e A &%
Folt SSO FEHLFE 7 (1438 FH 130 B 05 20 fft R BEAE B8 s M PAT AT 555 A0 FH AR SO v A B 8 B ) B A1 v
AT SSO FER ARSI FITIE N 1dP. X 8T 45 v 95 Bh S o A AT AR 7575 SAML 2.0 #r#fE() SSO $4it
FEFPHCE B H 0 B B SR I D R

IdP 1 Familiarize | 2 Configure an 6 ;
Administration | yourself with ~ management Configure
Application the SSOIdP —» center service user role
and the SSO provider mapping
federation application at
the IdP
N\ l =N T
Management 3 /Enable single .4 Configure the (\§/'
Center sign-on management Configure
—> center for SSO, — user role
test mapping
configuration
(1 IdP 5 H N /1] & SSO L titfz )y Al SSO
N B B U6 IE, on page 68
(2) 1dP 3R] JAE{T SAML 2.0 HE2:11 SSO 42
HEFE PR E FMC AR &SR LFE T
1 H, on page 68.
3 (e RN 5 BBy R I R85, on
page 27.
4 BB AAEFAERT SAML 2.0 3% SSO
FEOEREF 1 SSO ML A B L
, on page 70,
5 (EEZIE N 15 B L LA SAML 2.0
PRAER SSO FRHEF PPl & T
FA LS, on page 71,
(6) 1dP A5 2L H £ 1dP _FoB4F 5 SAML 2.0 bk
) SSO RAFEFRLE H H L
H M WL, on page 72.
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B = sso spziteFm sS0 A SHRIE

7% SS0 S R (A2 F0 SS0 BX & H I ik
A 0P (5B SCRAIY, W AELA FVER B
" SSO BT 7R P AE G 1P 2 BT JH R AT TS5 2

* SSO FEALFE AL HIMIRLEATE KX ILIK) SSO M2 Blhn, 4 T HeAC— 4SS 4R 1L 75 Y
M, Okta fiif] “41Z8” , i Azure fIH] “F/7 .

* SSO AR/ AN S Fr SSO B —EIhRE (Flhn, Z R GMHIIFEIREH) 2 (XTRESY
W Shie 2 ML R s = e s, JCHEH P RIA. D

* IdP JH /7 K s EEE LB R A HERC B SSO?

* SSO PR BR A My IR 25 $E A5 e N FH S S RS ic 2 5, Okta £ H 842 i X509 iE15 LR
5 EHA.OEAE, 1 Azure ZRIEMHH Azure ] 7 A A BGZIET .

o G GERTEC E T P AAL? R R o BRI g 452 F T AN 2LV ) IR 5 B At R N AL
[ 2

* FEMA SSO ML AT, SSO FRM F 2 1 2K b — A S Bo g ik 55 2 i W 2

* SSO PR SCHRF AT ALY A B AT AL R 2 e Jes M S 21 SSO S 3 7 i A5 B
ol e

o ST T A IS I B 2 Y R ASCHE A L 1 SSO?
o CRL B P T A R T AL

o JHP L E X TdP AH), 36 JE M Active Directory. RADIUS 1 LDAP 45 /4 B I 5N
[¥?

« TP IR P A (CWEREIEFA I M t, EHEL 2 B R
ANTTRCE M BOA T A g BT SSO . )

o QAT ZUBC L T R AN, DASCHRR R A e v 2

AR SAML 2.0 F& 7 &Y SSO 2 {472 FECE FMC AR S54R 112 [z

T, SSO PR ERIEAE 1dP _FoA RS N EC B RS FEAL BT N H o« SCFF SAML 2.0 SSO ¥/
17 1dP #T5 BEAH A 1 IR A5 HR A4 v B I B 5 B, (HRE 1dP 2 A Bl o S A4 Bl SU i B e, i HeAl
IdP W EE SRk 16 | Ol B T W

~
Note 4 54Kl ] P A 0 Tings B30 N, 35208 B2 v i P AE AN GEAT 4D
A\

Note 4% 3l vy ANBESZ FRAE ] 24 SSO B ML A (e i s 45 oA 3% P P £ (e oL A Gl i, S
AR D P A 6045 BN 1P AR5 3] & 0.

W s
I
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AET SAML 20 3758y ss0 etz rm E ne Fes ez A ]

Before you begin

o K SSO By ML R4 S #4K SSO B AL Al SSO IBEA B 413 5 1iE, on page
68.

* BN 1P K P HAT AT BEAE 55 BT A OB o
© WATLEL, AE SSO KA A I K™ /el o

\)

Note =2 uisk SSO MK/ I/ 4 LL K IdP 7F SAML & ki b ik 4 45 Pl
L» [#) NamelD J& P ER L AUE A s AR ikt . 152 1dP & A3l 22008
KA P 44 5 NamelD J&PE, RN ARSI 1dP J& 5 2 X i
Wlo A5 1dP ABTCE R 45 B AN 7 N DA S B K e 5276 5 B Hh0 1) SSO
Yy AR 1dP Pk - B, i IR IR — R

* A HAs B HEEHL (153 URL (https://ipaddress or hostname)

N

Note 4y SRny LU 22 A~ URL Vs ) 451 A EE epls Web M. (i, S84z fise
WAL TP Ml SSO JH T b RS Y S AE AT 55 ARG I¥) 5% URL —
BT 1) B L

Procedure

IR 1 IdP LA IR S5 P A RS A

PIR2 BLE 1P Praa e, 5552 Mg Hf B, Dol & 50 SAML 2.0 SSO Hhfig. (i
TAFI SSO MRS LA R 6T SAML Ak A FHAN R IIARIE,  IbHI R0 TIX L7 B il o5 A FR . LAFS
WEAE 1dP N H h R BE I E . D -

o MRSSHLALRT A ID. IRSSHALRIFRIRRT . SZ2AK URL: IRSSER AL T 1) 4 R — A FR (R HE L),
¥ URL. Z6EE, BB FTH /saml /metadata PEINE] & #H.0 B3¢ URL, #il4n
https://ExampleFMC/saml/metadatas

« HLRE K URL. Wofh AN URL. W5 H & Ik URL: B4R 1dP ) H 045 R IR iR 5 4 At
B CERH D) #ilik. BT, R sanl/acs INE] B0 & URL,
https://ExampleFMC/saml/acso

* X.509 uEA5: AT ORGP E R 5 1P Z A8 AE IUE . B4 IdP wIResy H BN AR RGIESS, 1M
HEE 1dP W] REZESRIEAE F IDP 2 11 AR A E 15 .

PR3 (WERE N BG4, WA R AN P B A B b . (ORGP A0 o sy

B N, VAN EEREX BB IR A A NI T 0. D
SR (WERER AT P Eegs N, WAk, ) R A legy B AL N
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B 5@ saML20 3525 550 121 A2 A0 SSO FLE EIEA L

FIRS (L) KELLIdP RS L SAML XML Jo e SO, o & AR AT S5 FIRCE MR, R0 FF
5 SAML 2.0 prifE. WA 1dP SR AL DhRE, SR LUK SOAE R BEIAMTH SR, ARG 7 B
H) SSO BB

What to do next
JA RS SR IES I AE B B0 A PR S8 K, on page 27.

A{EFAER SAML2.0 57 SS0 12125 SSO Bic & EIEH O
TE B0 web 20 R A XL . BAE T4 & SAML 2.0 1] SSO & 4tFE/7°h SSO it & &
PR, IBTFEDR A 1dP S .

Before you begin
* 1 SSO KM ISV L Rl .

o 76 1dP e E FEiL RSN H s TE S AT SAML 2.0 3% SSO R 711
SSO fitt % & # Ly , on page 70.

o M IdP ARSI LA SSO FLE AR B o BT ANFIY SSO A&k pi X SAML Mt
{EHAANFEIARE, RUbd) R 3208 T IX LB s H AR, DL BhASHE 1dP W & 21 IE A 1)
1H:

o SRR A B sk URL. &k URL: W0 s8R s rhu0 &k 2645 B IdP URL.

o GRMEE MR . B IR AR F URL. A H URL: IdP (N4 mMEi— &K, @
A4 URL.

o TR R0y I IdP 2 [A]38 5 1) X.509 BU74F

© R R WS AR R L A TR TR 3K, on page 27

Procedure

PR HOPIREI 78 5 B0 S 5 8K, on page 2746 ) 7€ BLE SAML TR A HEd, &
AP LEFE:

« TS SSO BLEAF R, TWIAT U #RAE:
a pidi FEIEE Pkl
b. A ZHTA SSO k55 $ (R > B HIZRIBUK L1 1
- BMHEMIEFRERER URL
* SRR FMANG
* X.509 iEH

| LY
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7 IR L kA A SAML20 Fkty sso iR ER R faens |

o GREIRAE T IdP A2 ) XML JoBli et ¢ ATAT SAML 2.0 7% SSO HALFE P it & FMC
RS FE 7 Y F, on page 68 R K238 5) , AT LUK ZSCAF_EAL 3 BB

a.  widr BRI LA
b. %GR L U] SATEIA BTSN XML el SO R #2300t

T2 filiT—%.

SR {E WIETTEHE MGHET, EARESH, R sl REF.

P4 il MIREE. WR RS R E, EEE ARG 19 SSO BCE AL 1dP F iRk S5 S A 1 B
MBCE, HIEPTAHR, R)eHEi.

P ARG E NI, fil A

What to do next

&I LA R SSO FH P RCE H - Mttt s 620 8 3O FOURFS SAML 2.0 A34E) SSO &
HEFRE P RECE FH 7 A O, on page 71 G0 RIEEPEABCE A AL, MBS OU T & 485k &
L WIFTE SSO M 4y FUISAE 78 A3y FONTF G SAML 2.0 Ar#ER) SSO $&ALFR /7 Iic & H - #f) €
%}, on page 71HIPER 4 HRECE ER U S A (.

£ B0 EAFFS SAML 2.0 #rA4ER SSO iRt iZFECEF A A GRSt
Bt SAML SSO FH 7 o esst, #8520 40 IdP A & FE Py B sr b RlCE .

* R 1dP b, g H A S DR E H P A s B I EUE:  1dP 75X SSO H P HEAT & 4y
IAERIZRE, SR IR L5 AL B A B

o 78 G b, RS RCL T RS L H AR B DG
M 1dP RIE S PO B0 H B E MR, FEd S EMES 5EA FRpL
A OB T Legss, A B = ARSI BT A A e B PAT IR ER AR, A
THAL A 54 Golang i1 Perl SZHF1¥) 52 BRIAS ) Google RE2 1F U218 3 (1) 1E N ZRIA 5K
TCIC LA SSO $RAILRT, 78 A BEr0 web #5211 B4 FH P A (Wi G B2 1) 7 B AR 2 AR IR o (H
ST, EECE W20 2% IS A FH 1) SAML SSO $E LR P St H 7 ff (s (19 77 20 S5 1) 1dP Wl s
X P B MR SR B s an SRR, I 20U FH A3 3 e R A £ 44 ARR I 2k Xk v T
Pl RN S R

Before you bhegin

o b BEPULALCE SSO IRFS U N s 12 AR SAML 2.0 HeZH SSO e fbF% 7 Iic &
FMC 55 ILF2 7 Y H, on page 68

o AE L B HFIRCE UK, TS0 AR B E R UGS, on page 271 A RIAE
fil SAML 2.0 #e%¥ SSO $#LF2) 711 SSO FL e & BE 1L , on page 70,

| gral i ]
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B 7= 0p Eoome saML20 4706 40 SSO SR IR E B L R A GBR

Procedure

PR LR RG> AP

PIR2 fih BRER G,

$IB3 BIF SRRE (ABME) .

L4 NEIAFA P AR (Default User Role) R4 i B2 Fe A o i) &7 R rbuly F P A A b BRI

PIBS MANARRBME. SR E A5 1dP 0 AR SSFEAE RS Y rf oA AT s A e
e B R A FRIVCHL . GES I 76 IdP o454 SAML 2.0 bRk SSO HRALFE i e & B A H]
FH S, on page 721055 125, )

W6 L ACY SSO M A B HLp.O Fl P Mt ssil, N IEMRIAX . CEEFL ] Golang
Al Perl SZFE (1) Google RE2 1 NIFRIAXARHEI ZBRIA . ) HIL FIX L 5 1dP Ki%F|] B
o P A et R R ERT SSO P s BT e . AP EL Oy T F P SR BN VS EC IR BT A A )

What to do next
TENRS- S Bt N L P M st s S0 78 1dP FoFF S SAML 2.0 A5#EY) SSO $e A2 71
ARG A (], on page 72.

£ 1dP L5 %54S SAML 2.0t R SSO IR {EFZFECE BB /0 AP A GEt

BN 1dP BCE 7 A CLWUR (T D IR AN ) o A8 0 20050 7 ] DAy ik 45 4 it i 3 Y 1) g 1 e SCH
JradlE e, JFAE 1dP MRS SR M BC R PR, DR T AR RRAL 1A 45 A B 15T LA
AU E

o WL 1dP NEE =5 F P FEN ] (B4 Active Directory. LDAP B Radius) 5 A 1 ek4l
e SO, 3K 0] BE 2 M A e A P 8 1 AT AR L

* HIEHEAS SSO WEA L AL 158 S

o EELLL ABESCREE 24> SSO JR YR f (sl s REb I FE ] ) A Cu U sk A (Lt 5
Pe B SN PR LUK T 7 A A5 RO TP AR AR A FE R

o XFHRAVZ RIS R, A OB TR AR
o WSRO o gy R BT, USRS R S v i L AR DA NEEAT A0

« 0 THES B R ERILE, BB RN AP BRI A AL A £ A A
7+ Golang Fll Perl SZHF) Google RE2 IE WA ARHER) B2 FRIRAS . 5] TdP W] g6 ) sl
JEPES LT IR PR o W SRAE, WA ZRAL AR £ I 28 BRI A48 FRORE W Rk s vk il
TN T 5

Before you begin

* BN TP K BAT AT BEUAE 55 BT o AL o

| LY
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gy web fERALRE

* 7E 1dP L B0 IRSHHERI N GE S AT SAML 2.0 FE4E1 SSO $AILFE 7 lic &
FMC i 55 L F2 7 M H, on page 68)

Procedure

T AP b, QU B E EAE ) B L (e e, DL SRR S i A . X TR
M EYE S AUSPEEAIR (B TdP B =5 1 BN 4R (10 ™ s g 3O SRIBCHAR ) HoAth

Ja k-
SRR 2 BCEJEMESRBOE R KT RER S A B0 SSO BCE P KT A1 CORMR I ELREA T B o

BEX Web RFEIRIHF A&

WAL & ST e ARE AR 2R A e, AR i & nl 64T Web S
Vi) EE TP . e TBOARD T M, WS, 92 0.

tIZREXAFRAR
1 L™ 60 B (85— 2S00 O BRI R SRR, 1T LU S0 o, T
W LB A 0 SR, AT UL AP A

UK

$IB1 kKRG B > AP (Users).
I 2 riili User Roles.
PR3 ML FIREZ I s At
« siifi Create User Role.
- RS HIN P s e g5 B |
o IHA B N H E ST P A
1 fEdufh R b, il Sl (B B ar s pe.
2. 1EF FHL b, P R 3D >TAE>BNEH.
3. miili LEERURE, RS IEUIWI R M e NS L.

TRA T ARk A ARRIX 7 KN

$EBS (W) HINIERA.
HIR6 A AR TRBRIR.

gral i ]
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TEFEBURIN, SIS 74, HZAERRAEIZ—AME. RS BRIE R R B, 2 R
FPr A 1% IR EE PR R BB LA 120 MIABR BURMASIA B

S A € SO T ER T SCH ™ A R TR -5 12 0E SUA T ORI IR

RO FE SO i R 52 BRAEER o ISR BERE BRI ol e “ o7 Sty AT i b iy o
P SIEd . ATLARC 52 RAER, ARG BT A CORAF IR, RJA EIE 2 (T3 R
BN AN ZBRIEER b hog frhiE izl R

CArgk) rp SMEREIR R 18] (Ri30) AL ME DA € B0 A e Il BUFR

VEIEIIUAL I S5 JDBC SSL 3 422 19 W FH B A1 5t P 1A R e D7 Tl B R o G R385 =07 o ] S g 7 B
AT SARISAE,  WAZRAE RSB PR HI R 2 U7 AR

CATe) O O B ETHRRR, SR feTrg, 5 75 0.

9 MdiRTF (Save).

FUE XL f/fr. WERARGE ERAREME, WakizMtbsidoy «© D 7 o XA HE
AEEE R E IR S TSI AR . AREE IR ¢ LD 7 ISR AR M B BseE oy
R ARIFRSIERBIEAER, WS .

L]l

BT LUK 550 W ARSI D RE B F e SO At DR E R 4 ] AR RME s 1]
PRI OGRS o

RS AT LI e SR AU SRR 132 T AR . RS AR e S G
AR . RS flrh, SRS HEA T LSS (ERRE S0 U mIR AR S . Al AT Tid
AT DL PG T SR B A

R LiFEEHBEX AERA

ETRBRIUR ThRae
i o) ¥4 4miE 28 Intrusion & Network Analysis | 5B & #E A
Editor

i1 255 B = 2

Yy ) 2 ) SR s & i &

& ey M Sk s (Modify | 5 & i

Access Control Policy)

UNES LS & i &

1B NAR SRS 7 I i
HBEREMEDIRE i i &

| LY
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eraprae ||

FHARAE
P 662 LAY 2 T 1 P BB S E RO AL, R IR B XU 4 €,
L AT LU L.

FEZHHE T, RO WLk QU R FE U P e, T DT . RGE 2
ARSI B B SOt AN LU AT G 2 A A G R L 18 1 SOH)
Frfat, VIR .

UK

$IB1 LFERFE (3 > BA (Users).
$1E2 i User Roles.
SIE3 sl S S I P A 5 R B
WUREAE RO, IR IIECE 8 T, sl A e i B LR .
WUERAE BAT A (g H P 08 skl o5 s B4, SRS =00 8 Flz A o, sl ez o

(18 2 IR A AR VR S T P B P €, TUAZ T P 06 20 307 68 S B Web ST vh A B 8 SR 00,
IPMTItool iy & HIVT )

ERRARfAEAHE

AL I 5 5 SO A R AR, DABRIEA A (o B LASE, IR EBCHAR H s # €
BB . TR IET)fE, 8] DR M A I R U - s S DI R R w0 ) BRI
R BN f A SR T

Blhn, FEA A OB AR A BRI AT TH 8058 P A (R AT A PR . T LARC B e T Rg, LA
T LML B Qi ol DA AR i s (K FC Al R i o e 58 ANk ont, W] DU
P BLFTATIE A (AT .

FRCE S AOTY, ES R TR

UK
TB1 WETRHEMAE, H 76 1. —IR
6

FRR2 NTHRRCE FE SNt 576
T3 I FERMAD THPIU st 25877 i,

=i S R DA R R (B Pl AR R 7V R

b= n

>

| gmbnn i
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REARETAE

TE1
PIg2
PR3
PIE4

SIS

A BRI A CHIUE A & SO k78 A R GEEHIN T HAsf . X2 A M enrTt
RO CRREZAEET) o —RRBEH NI MO TR AR . RERTH RS
KB K AT IR 6], JF S seAE s o H S+

i

HERgE 3 > B (Users).
rithi User Roles,

#itdi Configure Permission Escalation.
MNHARBIR T Hg L b — AP A,
it OK, fRAFEE L.

T AR A SRR CIF e ti o i P e B AT B TH 2 H AR RO

AFAREEEEXHARAE

T

IR 2

FO IR T 25 1 2R TR0 FE SO . BU N BB S D € ST
[EVEL B/

N HE M ORCETH RSN, 1% BT AN K. WERERAME B SN TIN 7, W RERR 2k
P — MERI B 78 AT R o I RS SOz s S s T, R S s i
AT 25 m . R AE, LA Rt i B P A T 2, JUHGR AR IR T DL A
R A 3 B T DL T

FHIa Z Bl

IR VAT R F bR, 5 76 TR HAR ) M.
iz
THARE A€ It mald Ae XK, 5 73 sihpnd.

15 RERURT, G RBHRABUARE: HiFAP ZiLE,
T H AR A O+ RIEHESF 4

SR I EFILAM O T IR E . L A PRI %

© MR E RGO ETHIN I A RS, AR ER S ER A R ERBETS A
Lgh

o R S BT B A ] AR T SR P R RS, R RHE A iE E A P BB IT SR I IE,
AN 4

| LY
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ramrae ]

pE s FEAE P FCAR ] 3 S AT B IR eI, AT U AR 44, 20 e sl A
FEAEII T R 440 A5 ISR T T TH I 7 S A BAT R 2Lz s i 1 A i
PRI o WA E, W DU IR D RE R AZ KR TT L RE )

TR 4 LEHRTF (Save).

HERPfe
S5 PP A TR EL AN 5 SUPEL P A G, P P AN T 200 R P IR . 3
B TYOR L IR R

UK

TE1 MNHP AT N hdERY, EFEARR (Escalate Permissions).
TR T BRI, AR PR BE B3R S IR P AR £ R T2

T2 MG ORI

PR3 iR (Escalate). B4y AL, BEIAERAT TR H b A (10 T A AR .
THRFFEE R G FR AN BAGRPIBFEA A ORI, BIGERT, RIG IR HT 1.

LDAP 51456 iE 1= 8 S HERR

WHR B LDAP JM 90 UExT 5, HILTCV2 i i 2 B3 £ i IR 45 2 R TG TE R R BT 7 B P 51 3%
DU AT DL o0t 5 o (1 Y R
W RAE MR IE B R, 8 2R DU g 3O e A T MO HE RS
o {8 Web ST 5 5 T00 0 A0 o b 3 7 0 3 SR o ok S IR D T S S )
o B H TR R A H P4 RS A
o R PR ATBGE R E H 55 =07 LDAP YIS 23402 5] LDAP R 4% 2% 5K i) W 58 He A ] 43 2
A G NN B
o KA 4% T LDAP R4S 25 1 H A5 ERHE 75 ME—,
o U SRS H P BOR LDAP 4R 4% 49, WIS e o 2k . i 22t 2 =
J7 N AR 25 2 HEA T Sy B AE, DL T R R 1 BRI A T (K R a2 S T A R
o BT CIER IR ARSS 28«
o KA IR SS s IP HuhikBE E N 2 IE .

| gral i ]
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B worr shmiEsmgmg

o R AT NAHIBE 25 2 EHE R (1 5 43 B0 UE 55 4% (K] TCP/IP 15 [ ALFR o
o KBNS IR S5 A U 1] A5 AR B KRR L, DR R G P e o 2 15 4T .

© WA UEASIE L TLS s SSL BEATHESE,  WE S p (1 LA 2505 H R 55w 1) LA
VEHC.

o WURIEXS CLI Vi R HEAT B IGAE, 1A 22 15 AR X IR 45 2 Al 1Pve il
o WIRAE T IRS S8 R, ER AR H A EM RS SR, IR ON R B EIA
{& (Set Defaults) LLH & ERIAH .
o WRBEN T REA T > HELHR, i 55 3RE DN (Fetch DNs) DU R IR 45 2% i BT v T A T 43
HEZFR, R JG NHI R IEBE TR
WERAE AT R JE RS . Vi B e s, 1R & IUe A 2 L IE B
SRR AR e Re . Vi) B N E, TSR RS B E I E IR AT R B I 5

U SRAT PR S A PR A 2 CLI Uy el i S, B ORI H5 S ke iAok, JF AT 21
MM HESE AT (WIRRSEN, RR450DTFF) .

TENASZ IR S 2 AR R RS, 1 Sl LBCE AT A Bk, DM P AU Rz .
D SRARE T I S A % -

« KA LA LDAP g5 a1 4 o 5 55 R ENLAL LR .

o R AR A ARSI E IR 55 A AL H TPve itk

.

I SRAE R s TS DR R B AT 44 A A
D SR A T 2 MDY, TSR R SRR I B o
R E] LDAP 55 ds JF AL BL R il Al i 1 2

.

ldapsearch -x -b 'base distinguished name'
-h LDAPserver ip address -p port -v -D
'user distinguished name' -W 'base filter'

WJQD’ ﬁﬂ%% ﬁ&{%ﬁﬁ domainadmin@myrtle.example. cmnfﬁfjﬁn;§4¥ Jﬁgﬁ(cn—*) {iﬁm
myrtle.example.com A4, ) A] DA A DL 1EA) IR E

ldapsearch -x -b 'CN=security,DC=myrtle, DC=example, DC=com'
-h myrtle.example.com -p 389 -v -D
'domainadmin@myrtle.example.com' -W ' (cn=*)'

D AR LA SRR, BAE S & BRSNS A S AR, R AR ] 2B 1 &
BEE MG PR CR HT AL ) S A A A 52

USRI, AR B RGERR R BRI B3R, W AT LA N ol B e A L g 4 ol CLI Uy 1) i JE 4%
Bl Y BRIV 22 B D i AR DN
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memrEen [

TEXT 5 Active Directory (AD) it 45 8 MR T S AR RS, R 5 AD RS ae ke ks, (HiEH:
HAEHERDFR/RZ M LDAP it . 4 AD 454 KEEE N E S Hdamr, & B IEfE
FeH . UM A AR A AN T R U B B SR A4, IR “PHIE” EREil sk
HEz

fcE A P EIEN

EER

P
P®2
PIE3
T4

SIES

$IE6

MR e, BT DO R K5 45 8 RELE 1 e It

FEZBERE T, P B IE H S A AT RS IR R B AT Sk 249 T ORI R T AR B A T
TR IO 2 D A2 ) AR 2 52 SR B A o

BT Pk P 2 R F i R4 o nl AR IS B iy, MR P P e, AT RE T e ) e
Ja R s FEAS AT, SR AT & A B RO K P AR R R BR ) . 2R S T R BT R i s A
92 LDAP 5% RADIUS /7, WIASGEME L Web ST 264 .

UK

MR 4 F i FHiderh, SR A eI
S B E.
CATE) i SIRBERD AL HEE AT {14 P U 7 75 257
M S ETERD.
SIS PR R
NS AT 3TEEAD A BB,
- MR, RO AP AIET . CERMET RIS, R
LRI, WAL TR )

st R o

L e EEERT

R Pk P BE, WA e FEIR T U, K BOE R BN T B A R A Cad
W], #R%i4WoR Password Expiration Warning U [l »
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B =xwerizosnm

UK

fE “a0 315 7 (Password Expiration Warning) UUIHI L, #45 P Ak £
o NTERBUERD, SLEVHSCE Y W AR AR S R BN, g A Y
=N o P B A o B A ANy, BE RS AT A BP0 Sk P e R R R, A 5 marp
P I B 5 3 5K

o piihBkiE, AR CE .

B Web =050
AT LS Web 22 B 7.
pUE ]
T MHP LTI FRdES, EFRAPEER. BRAEL T, RESir EM Ik,
$IB2 Ve

&
usk

3

it

o

« 28 (6.6 ZHTAAIIANID

1

A DAKE ) 2 ST b DT IRR AR A 1 32 00 BRINE DU, “BRIAFE SR (ER > X FIER),
AEO TR 4 AR A B8k, S NAMBEARE T . GIE 23 fise BOAFE IR 28 85 T
PABEE BRI HAR .

FEZ A, SRR T UE T ik AT Ur ) BCRK P A e D s ) 22 A4 ke
JUEFE A GO, TR R BT R 4R

UK

1 MNP A TR N g, EEA P EIE.
$122 ;i Home Page.
P3N FhAR IR R AR 3 i v
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CEESIEE N |

N HAN R LT T R R T AR . AT ORTEE R, WS, B 2 T

T4 LR TF (Save).

IEEHIERE

FEA “ S RL I R DUIRC B B O L IRFAE . TR, LU SRR L DO
I f tng o AP A B Al 12 7 A G K P i) U PR e i P S (K 2 283 7y, (B
T X LB AN AEAT R S R

UK

T NP A T N RpIR S, IR HE P EIE.

HIE 2 i Event View Settings.

L3 L BHEIET S, BEFAMENIEARE: 530 SRS, 5 81 L,
PR A E XHEIERD Ay, BOE SO FEGE RS E S SO M EcE IR, 5 82 L.
P EBIARBEEO M, BCEBRIARRE 1525 BOAR % L, 5 83 Il
$E6 £ BUATIERE ¥, BEBINT/ERE; E30H POA TR, 4 84 il

TR fLHRTF (Save).

SHUEEIER

R “HAE B E” (Event View Settings) ULIHI [ “ZHAFEEIL” (Event Preferences) i) 1 7E
Firepower R 48 H L B FAFALE R 3EARFE o RV b IX 300 TV & A AR AN 2L, (HRrA P
AL .

LN B RAE “ AR ILIL” (Event Preferences) %) :
s WIA “ERBE 7 1RE BRI RO T R I S i S P SR A

B, an R R R Hoidi F A A L1 DeleteAll, o280 XM B 1 BT A <Fe 3 2 2 i
(MR BIAEAE CRLRAE T D AR s K3 R Ja A DR M 17 b IR -

o FRART | P b B AR VF A AEF AL P Bs BN CEFATRED TR IP Mk,
TR, WURFHFER S RE P HbE, JFH ORI, MK T REZe Bon. JiikiE
e AR BCE AR U AR B A AR S E 1 3T DNS RS54
* Expand Packet View 7B i) It c B AR SR WAL M s 20 BOATSOL T, B LA
B 07 A L -
* None - #78 H4i (¥ 11 (1) Packet Information 43 1 T 14

* Packet Text - {{ B JT Packet Text - #/>

gral i ]
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B coraennm

* Packet Bytes - {{ £ F Packet Bytes -7
* All - JETFITA 6 93

TCE BN B W, 188U 2] LA 3l T B B A0 B b 58 o A B G ok L S B 1 PRI S B .
* FTUITE (Rows Per Page) v~ Bt il ZE4E [n] 0 [ AR AL B wh SR )3 o SR A1 T 40

* BIFRES 8] E)FF (Refresh Interval) 7 Bo EFAFAA FIBDH N FAIE CRA B RALD o FIA o
AIZERT BT I e VSV R, S ] [A) B AN 4 o S o

* Gits B RIEAT (8] [E) R (Statistics Refresh Interval) #EI S M vl (B,  “ ARZFH4EG
{5 JE.” [Intrusion Event Statistics] Fl “ ZILZEH{5 E” [Discovery Statistics] GUIHI DRI IR [A] 7]
Bo HN o PIAEFREIE I, TEVER, IS )R] BE AN IE T 45 T AR .

* Deactivate Rules 7~ B&f2 il W L4 52 s AE B tHE SCAS U A Jle (9 A AR S (0 Bt A ML L
* All Policies- FIF- UM s B A7 A st g SR & SCNR N PP (KT BRHE SCAS R (18— %
* ZAISRE (Current Policy) - HI 005 I 24 i v 28 A AN AR RO m RO R vEE SCAS U F) — A2
THERD, AR HEER SRS (R R o
* Ask - B IX LTI ) BERL

THEEE WAL B B SR, S ik e AR AT A PR DA BNAR A B G B

AT EEIEIN
{EH] “ A5 E” (Bvent View Settings) TUHI ) “ SCAFE LI (File Preferences) 4 73 L i AN i 5L
PEFEIIEARHE . W MGEH T HAEH O Lok 200 (L) HMmEnrH
Fo

TR, AR B A SR T BRSO, WX LR IS AR ]
PUR BRI /RTE “ SCAF LI (File Preferences) #577 :
« HIN “TECH” $81E (Confirm  ‘Download File’  Actions) HEIEHES#I “S0fE T4 (File
Download) 5 H1 % 2 1 RECER s R3S, RN Sl 0 05 JF 4 4k B sl IR0
AN

HE EAHROLIRE PRSI, PUSICTREE ARG R, TR
P BRFFIIL, SOBC P TR (L PR RIS R RO DR
S RS BB AR E b

TR AR NECCPE, TR A

© HEERIBRN SRR, KRG QI ML AT RS LR K zip VRSSO, Zip X
%5 (Zip File Password) ‘7 BoE CE I T-BR zip SCPFRIUT R BUR A3 S . an 3rs it 7 BeR =2,
ARG B ANT ZE G 1 VAR ST

| LY
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ZIABT B O

gitaan [

* 7R Zip XS (Show Zip File Passwor d) Sk HE S Pt 7R Zip X445 (Zip File Passwor d)
FBOP SRS 745 . i BR I B, Zip SCEEEEED (Zip File Password) {2/
e

IR BL, AT IR I TSG2SR A P A SN i (e B A “ SRR e 0
T BROAI [E) B DX I 1) B (R BRAAAT A

SR D FH P €5 T AL BB L A
o BB GUMZEY N G RT LT 1) 58 4 A XAk
o ARG A HT N CRBED w5 il B3 B 4% B 75 A 8] B 2 AN A7 1620
s IR OL. RV BEOY . ANEBER IR . NRAT LT AR FR UM 22 AT A N L RE VT 1)
AT (B B0

TR, LRECGAN R BB W, EHIEHHIE, o LR T3 U S B A NI (] BL.
VTR, R BB E DO M AT S 1A 2 ARV m B RN, I IR B BN AR L DL P G
INENIN &

AN DA = RS g =R B BRI 8] B

* SR 8) B R Ay %I T BRI 14 22 MR B B AN BROA I 8] BL

* B % H RSB () B O A% S R BRI TR B

* BT B PR R (8 B T N IS AT RO S0 e B BRI T B
AT R b P w3 ) i) 2R A BB N TR B B L SRR ] BB I R B PO 4
PN G A B i) AR BB AT RO M PN TR B o A5 B G RN 37 N D4 AT AR B o A H R I ) B

LR, DU g B AT A2 Rl BR A, P DU (8] BB B s B0 ENURPE.
HIRER 2 il P S B allow 44 500 V2 0F A AT 2

AT 2 AN TR BE, AR A, il DS TP A S — A R B WA —
ANITRIBE, WA S Bos =i (8] B R B E, 2 o B & R i 8] B e

A7 LU =Rl 1) B«
WA, Sk INRERE TR IR 18] 2Ry 5 45 RN 1) A 1K) AT 0

© PR W NRERE TR R 2 H AT A B P AT S BRI R AR, R Be AT YR, JF
SAB AR IR AL E

< W3, B NEEARHETTARI ) (B, KD 225 I 18] A e B A s B I 1) 1] iy
e, WA “Wsh” . DMERATLLEE Pric Eva W S FEAOREIT, a0

JITA IR 1) B (1) e RIS TR 05 A2 AN 1970 4 1 4F 1 HAP R (UTC) 3 2038 4F 1 H 19 H#& = 3:14:07
(UTC).

DA N IET AR B B BRI E 17814
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EOATAERE

gEhl |

« BIRERIF R E] - B F LIV IO H E KL BRI B I (A 7

B W R AERANREE T AR I TA] (I, 1 /NPT R i (e 390 18) A B o A o B e
ML, IR E L2 “Wsh” . MR Won e — /DRI,

* BN AR R R E) - BRI TL, R LANC EARE KR A B BN (] 1

T ERSIN B, R TMERE R B R W o ER MR E TT AR ) (i, 1 /NS
BT AN — KA FAF I RIS TR Y] AL e B A e SO I, I B 1 PRAF T
DU AN Sl s i A I ) 1 00 ) B PR PR <A

XTH RIN B, ZAHME AR BRI . B o ER AR E TFAAIN T CBiltn, 1/
A2 IS ) 90 ) A JS PR A < o S SRR I, I TR) i 2™ R 80 2 i I 1)

Y H - #SATRIEIUAVE N Y HRCE S REUAN 0B M H W FROTM, HT 41
R B

XFTERESIIAIE, B E RS RE B . B WoR WP RCRISS— XA SHPFIN R R4
) A SR T A it o SE SRR AL RIS, NI B R R T, DA Sl 7 25 N T i 10 340 ) A 2
I

XTI A B, A R SR B B RGBT . a2 Whon A8 /R0 1) 24 i I () 393 0] A= Rfe ) e A 5
o TERCHALEIN, IS Dy RS ATIN () VR, WIARAERER AT, TS 24
ANIFRAE, DU a) i T LU 24 /M

B - EASAT ALV 2 I A S wy BN M BL. R E— M H B80T 4R,
T T U I DX

XFTERASI B, T E AR B e, B Won WA RS — XA SEAF I R T 300
) A RSP T A7 o S S R A IR I, ) B )RR, AN Sl i A R I 1 340 ) A
INEEUER

XTI RN IE, AETMERE R B REHE. e o Whon e i H AR B3 24 i 1] 399 ) A= e 6 e
A EHCRAFLEN, IS Oy R RTIN (. TR, WORAERER AT, o HT R
21 AL, U fA] AT LG 1 .

CAESREE —HE,  Ras TIPSR P A (s o i REAS SRR, BRI T R
AE XCTAFGRRE . B, AF R 24 Hrm, MR HIAT 0T R, T AR AR S0 AR R
ke, BERPII A2 LA 7 A s MRS s

B AR AR 2R AL BN TARRBR AT B . 00, $ U0 SE R R i TR AR
FHFRERNME . XEWwE, HEEFENRS (BRFCHEAMARSF) , Raila Bttt s
AP AT AR o

{H, 0T DUSE R R S 2R I B AR R . T TG R BRA AR R R e T P A (. 4
MR FAE 7T ICIE B B BN R BL S TAR R .
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22BN [

W E VAR X

B E AU E KR K S AE Web i s TR, GRS TR &G Pl A . i E AL
ARG [0 SO A, AN R G A 8 GRF A UTC) .

BE  WXIJEE (FE “HPEIEIT D B RGN ERE Y UTC I (] 152 2K RGN /). AN SR
M UTC LRSS, AT LA 5 2 HO WG 2% UMAS SR PR R

AR BRDIREAN TN ] TR TN R R S BT I X . AE R > FRIRE T IRE RN X,

B MAS A T FRyiRT, EFAPEIER.

Fg2 Nk X N RgE.

PR3 LR A I X AR O B X

WIR A RS LA R R IR DO Y. ) 1R A RIS FLE IX A4 TR

16 EBNIA TSI E AR

I PEREA > IEIEAR N, RIOK & RoRBOAEHRITAR . BRARE S, A WA AL R BRI H AR
#Z “HHE” (Summary) PRI WEREI )M OOR B dig A G s a0l Iy Lo
B SCBRIA A TR o

FEZ B, IEFRR BRI B HAGE H] R ik BT U AR AT AT ke 40T 1) 224
SR PRI, TR, L i T AR £ 2 52 IR

UK
ST WA T TR T, PR P E IR
P2 i =R ERRE-

P3N AR B E A BRI B R .
R4 LEHRTF (Save).
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BCERIEAERE
CEAEDTIET AR, et R E DO BESIE LIRS . BERSH T SEEREA
B, RGBT REL S 2R UL, 51 SESE RIS Il AT i IR, 28 58 BUAT:
55 BRAEAEMIMERN B .
A% EHAL PRI DI REIE P R TINS5 S Cisco Secure Firewall Management Center 3¢ HF
T REZE A4 T

)

it < HENOL N, SR EAT UL e, JF AR . Ho, RIS BRI A
[, JELESE IR AN o AE R S b B, BRSO SAE I I E AT .

* WD REAE 2 S TR AN AT

UK

TR MNP AT NSRS, 8P EIR.
$IE2 How-To iR E .

&3 ik B How-To iEHELL S FH How-To.
TR 4 NHRTF.

T—F Mt 4

BHTIT “HAEINE” Mtk kSRR (Help) > #4E77% (How-Tos). 7T IR R P AR AT 51
BAENEE SRS . AXRTAMEE, WS HREWELRS.

B F A P s 5230

Ih&E =K E | &K BB |1¥1E
s
w7 HFEANER | 7.0 R VS LLFR & F T LDAP AM5B 5 40 B6AIE 1) CLI Uy [ J@ YRR - 5IANT
R B SRR P RZER . Et, CLIEMHHE A SRR AR I LDAP CLI
M.
BT B U B
B 3 > BP > NS HIIE

| LY I


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/how-to/list_of_walkthroughs.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/how-to/list_of_walkthroughs.html
management-center-admin-72_chapter1.pdf#nameddest=unique_50
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wapkemeis I

IhkE IR E | &K BABE | 1EE
IRy
w7 e T RS |67 fEi BT SHTAT S =77 SAML 2.0 35 SN A2 (1dP) - d & 14
SAML 2.0 [f] SSO 2 {4 TR P B B B SR R . X RRRE ] B2 A 6 M TP R 3 G R
J B B A8 SR IR S rhuty P RE
At N B eiE it LDAP 8¢ RADIUS 3T 5 443 56 AF (1) 2L A7 44 7
T A BERCE SSO.
BT 1 A AL B

R 3D >HPA>BLBFR

Web ST 38 6.6 =N ] LLIEFE Web FLTHHI AN .

BEFE “URf4” (Light) B “H{F” (Dusk) F8, BT DARTRRCA i

S NEIEY RSy N

I/ SO i

F 7 44 (User Name) > F F B I%EIR (User Preferences) > &% # (General)

> Ul £/ (Ul Theme)

SCRFPE G EEAL
I R R SRR D | 6.6 ao=3 I T AT AR IR T T bk B B T TR B
LR AR

A% (3 > AP > BPA> LEREHR (Real Name) 7B
AR R 2 A | 6.5 D=3 M Firepower 6.5 JF4fi, AN SRR 7 B R RF 22 428 B8 2 (W] )
LR R LB SR

/A SO v

A% () > AR (Users)> CSM B %3 (CSM Single Sign-on)
oA A 6.5 D=3 g?ﬁ%ﬁ%%%ﬁﬁ*fﬂﬁﬁ%ﬁﬂiiﬁ* HIREAL,  JF LA =55 52 3

ESCERS SRS TR B BN (Show Passwor d) A4 B E
3 (Generate Password).
BT ME ) B

F F 4 (User Name) > F} A B 10 (User Preferences) > &% #i (General)
> B %Y (Change Passwor d)
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