ZEINESRE

AT R TR R £ AN B
- SAEA PR | 451 71
 GAUIEGHIEAFE . 52 70
- SR UESHIERI 3 T
C RBSAKEABL, 556 7T

= . . A N S
ZEINEE A ERK
HZULREAL AT G e 5 1 [ 97 A0 4 BROA UE ZH 2 1) 22 A ) B R o Firepower SCRART 45

 WIHFRHE (CC): [ BrILRIbRAEAR N B e Q7 A BRbRE, T8 SO 2™ i i @ 1

* G IIREARHL™ fh I3 (UCAPL): 14545 S [ [ B 7 B R SEH LR (DISA) 7 (¥ 2 4= 2R (17 i A7)
®
A\
5% BUF CAS 48— DIRESRAL™ 5113 (UCAPL) [ 44 Bk el [ Bl 3 £ 6L 1A

ZAJAL = i 4113 (DODIN APL). A SCE4 A Cisco Secure Firewall Management
CenterWeb % [1H1%) UCAPL [f)75| Hv] LAfi# % 4 %) DODIN APL (15 H .

o WS S FLARYE (FIPS) 140: I BRI 22 R

A LLAE CC BB UCAPL B R A 2 A UE S I o i )22 R U E S B AN DRAIE ™ A%
PRI P ZOR . AR D BRINTEANE S, THZ 0 AR SAASR AL 0 e i R AR S HE N

(RREYTErin7S

A

+ ==

R ORULRE)E, BRI . R BT EHR ) CC B UCAPL #3K, I ZiF BT .

il

= INEA R .-



B =sizemus

22 INES M EFFE

MR T H A CC B UCAPL B 1947 0 B

Web SV )

ORF SR ™ R PR

R AT

REINESHME |

i), AN

RIFEFH Cisco Secure Firewall | 22813 8% % Cisco Secure Firewall

Management Center Threat Defense

CC &3\ UCAPL #% |CC == UCAPL #% |CC 1R UCAPL %

X X X
Jii Fl FIPS A R e Hezs ez Hezs Hezs ez
ARG RVFTRRAFE & 5 s Her — — — —
ARG NN R G H G G SRR AR & AN & AR AR
ARG MBI Z 2R AHR P AHR P AHR AHR
RGO G N B MRS AN & AN & AR AR
ARGEEAH R %8 P8 Ctrl+Alt+Del.. AHR P AHR P AHR AHR
ARG w2 FINHAT 10 DGR AN & AN & AR AR
AL DT 15 DTAF,  Hab il KNG | AR & AHR & AHR AHR
ﬁ%m%lﬁ??ﬁ%m,fﬁﬁi¢@ﬁ~
M TAT
A LS A 3 5 CLI BC B A admin HIF | AR iy AR AR Hezs Hezs
LR Y B AR A I
PR A, R B AN B A ] b IS R | AN v AN v AN AN
| BB L A AT
B =GR ZRNRME, RARBUEFR adnin | AFEE & iy P AR AR
LIS o AERXRMELLT, 4 B LA 0 S,
.,
BAEOLY, RESAEEHM T Rdx%. AR & AR & AR AR
FE R EGER I nl L Web S e B 11 K % | e Her Her Her — —
WG A 5, admin P SHBIUE
ERMCUCROR A A A CLURU I | A | Al | i | B | R |
KRWOEF ARG, adnin HI 2518 Pty S )L P S
JE o LANUE | AR
HRE. A

B =siiramn




| =&iNES#MS

weiliramrEy [

AEEK Cisco Secure Firewall | 2283854 Cisco Secure Firewall
Management Center Threat Defense
CC#x |UCAPL#E (CC#%x |UCAPL#% |CC#%x |UCAPLZ

R4 BN 5 RAIATH SSH Ul BB A ik | 34 e e e e e

B

o A T2t shis— /M 5
o FAEYI T IE BAR I 1 GB BB 5

RGBS HAT S R G 5e B R 7 (FSIC). | e Her Her Her Her Her

W FSIC ML, W Firepower A% A 5,

IEFE SSH V5 I 225 ,  fs e il i A s 43 61

BT MIZ A IR B A, IR SR

TAC,

= MM 2T A h AN\

ZEINIEE M EE Y

FEAE A 22 VRS FUER RG0S, RSB DL T R S ik

o BLETE TR A 2 AU UEA MY, 5 1 48 TE Cisco Secure Firewall Management Center [ H. i

M, ARG TERT AL
A

B B BRI .

7B Cisco Secure Firewall Management Center N 43252 5K H 5%

RS INE G 4

i, BRARMEAE R e E S R s AT,

S XTECART, AR R AT, R /N B R B AU LR 2R 4R

o W BEAE E AT HERCE R A Cisco Secure Firewall Management Center, 1K AT THC & 4 4 [7)
— ARSI

 WIHLKs Firepower 4100/9300HL4H 1 [%) Cisco Secure Firewall Threat Defensefit & 4 LA CC 5 UCAPL
PR IZ1T, ERKG Firepower 4100/9300 Fit' & 4 DL CC #0217, HRIEME K, 15214 Cisco
Firepower 4100/9300 FXOS Firepower HLAH & B 4% H & 5 7 -

* TH2)¥ RGERCE A UL AT R — R
o MBPFRRAL AR RS BT E A
* Nmap #3914 R} 10S ¥ ¥ 1. B8 Jm P ek ISE EPS 4R,
o S EER A KT A .
S 7 P U ) R G E

= INEA R .-



REINESHME |
| TR

o ML HEPE (SMTP) ALIX I AMBIE AN S E AR . SNMP [EBFE RS H &
o HORZARAET SSLUE AL 2] HTTP 5543 sl R 4t H SRS 5 1) HAE TR, BURS B8 ARk
55 A I 3E -
 WAEAT ] CC BR8] LDAP % RADIUS J5 HI A5 63 Bk«
< WHIMER] CC FEAEREE A H CAC,

* f#i ] CC 8 UCAPL #7555 il id Firepower REST API 251 7jj 1] Cisco Secure Firewall
Management Center 1525 % %

* A H] UCAPL BEAE#RE A HI CAC.

* WHZMEH CC B AE L E SSO.

* 157 %% Cisco Secure Firewall Threat Defense 13 #% Bt B oA i ol XS, BRAEE AT AR [ (1) 2 4>
NEA R

\}

AR RGN T LU NS IR SRR CC 8L UCAPL K
o M) Cisco Secure Firewall Threat Defense % £

* Cisco Secure Firewall Threat Defense 75455541, 47T Firepower 4100/9300
* ffi ] eStreamer ¥ FAF £ HE T H BN SR b o

&R

HRAH TP tb REMIIRERIE B, WS EOH AR AT Cisco Firepower & BE L fb 5 Rg Al
Cisco Cisco Secure Firewall Threat Defense sifbfara, LLAAS SCRY DL 3208

« VFALiE

o EEL )

o G FE HALL

s iz H&

« Wiz H & IDIEH

o IS T[] 25

* f£ (Cisco Secure Firewall Management Center ¥ # It & f5 7)) H o4 UM B ML & NTP i Ja] [7] 20
o Qg R e

o BCENZFFRIHIAR AR

* {£ (Cisco Secure Firewall Management Center ¥ ¢ B 451 ) . E SMTP

B =siiramn


management-center-admin-72_chapter7.pdf#nameddest=unique_20
management-center-admin-72_chapter4.pdf#nameddest=unique_30
management-center-admin-72_chapter2.pdf#nameddest=unique_66
management-center-admin-72_chapter3.pdf#nameddest=unique_90
management-center-admin-72_chapter3.pdf#nameddest=unique_94
management-center-admin-72_chapter3.pdf#nameddest=unique_11
http://www.cisco.com/go/firepower-config
management-center-admin-72_chapter20.pdf#nameddest=unique_397
management-center-admin-72_chapter21.pdf#nameddest=unique_398
http://www.cisco.com/go/firepower-config

| =&iNES#MS
wirzmms [

* XTHE (Cisco Secure Firewall Management Center ¥ 71t & #5/) 1% H T Firepower 1000/2100
[¥] SNMP

* 7 (Cisco Secure Firewall Management Center %t & 1559 HFEE SMTP

o G5 SNMP %470 v

* (Cisco Secure Firewall Management Center % it & 57 ) ' HIHC & 57 DNS

* DNS 217

s HRM ARG H &

* Vil FI3 (Access List)

CEAVIEAHIME BB TT

 AIEFEAAAECE SSH

* B % HE IDIEP

« HTTPS i3

* HE X Web FHi i 7 10

* WS H P

© UL

« X THE (Cisco Secure Firewall Management Center £ E 1) TELE R4 H &
© k) R 0

* (Cisco Secure Firewall Management Center ¥ #¢HC B 4517 ) & F 1 B 180 1R 386 7] VPN
* (Cisco Secure Firewall Management Center ¥ # ML & H5 i) R8N VPN

* (Cisco Secure Firewall Management Center ¥ ¢ & f5 /) ' [)FlexConfig T i

RIP IR A W 25
THZ LA LT A ] TGS T R 4 ORI T R
o P I S s
* (Cisco Secure Firewall Management Center ¥ % it &5/ ) 2415
* (Cisco Secure Firewall Management Center %45t & 4579 1= M4 AT
* f#if] (Cisco Secure Firewall Management Center ¥ £ B 1R FE ) FH )i 45 N\ 12 5w
* HE X (Cisco Secure Firewall Management Center % % FLE R i) A2 M
R NG
* {Cisco Secure Firewall Management Center £l B 481 ) ANRZFHAEH Hd %14 R BRI

| Ny |


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
management-center-admin-72_chapter20.pdf#nameddest=unique_399
http://www.cisco.com/go/firepower-config
management-center-admin-72_chapter3.pdf#nameddest=unique_108
management-center-admin-72_chapter12.pdf#nameddest=unique_91
management-center-admin-72_chapter3.pdf#nameddest=unique_86
management-center-admin-72_chapter3.pdf#nameddest=unique_163
management-center-admin-72_chapter3.pdf#nameddest=unique_94
management-center-admin-72_chapter3.pdf#nameddest=unique_118
management-center-admin-72_chapter4.pdf#nameddest=unique_192
management-center-admin-72_chapter4.pdf#nameddest=unique_9
management-center-admin-72_chapter3.pdf#nameddest=unique_165
http://www.cisco.com/go/firepower-config
management-center-admin-72_chapter16.pdf#nameddest=unique_14
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
management-center-admin-72_chapter6.pdf#nameddest=unique_278
http://www.cisco.com/go/firepower-config

REINESHME |
B =rzsiranm

* (Cisco Secure Firewall Management Center %751 & FRFE ) &4 2 F1R 2% 2= Ak FE 2
* (Cisco Secure Firewall Management Center 251 E R Y AR HAa )

* (Cisco Secure Firewall Management Center % &1t B 5550 W J2 FilAb #E 2%

s HRZM RS &

* NZEAF

© AR

« LA

* (Cisco Secure Firewall Management Center W25 H 18R ) W& T 2

* BoRARiR

© BB

BRREINEGM
I AC E 3E F T Cisco Secure Firewall Management Center BT % -
* %} Cisco Secure Firewall Management Center, ('S & RGHCE 11— #B5.
o X TARE VA, B E O PRI EAE P 6 BRSNS I B BT R
TR A2, OB AR RS OR A R G B S i B AL 5 WO B RS 5 A R
A\

AR RN ESE, BT AR . R B T R Y CC B UCAPL B, i EFT A% .

Fri&Z 8
o FEATA A bR 2 EE I 0T, FRATTEE DG A 18 TS L Sl Ay 358 28 1) 8 R 1 — 38
DT W o
* Cisco Secure Firewall Threat Defense B4 AN AEAE FHEEALVFATIE; 810 29 Be Sk 2 Bl e DKk A
Ja D& BT RE .

* Cisco Secure Firewall Threat Defense 45 S0 78 % HAR R T #E5%

* LU B B A BRI T IRAE 55
UK

SRR RN E AT L R IR R, AT AT ER AT

B =siiramn


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
management-center-admin-72_chapter12.pdf#nameddest=unique_91
management-center-admin-72_chapter33.pdf#nameddest=unique_402
management-center-admin-72_chapter28.pdf#nameddest=unique_51
management-center-admin-72_chapter27.pdf#nameddest=unique_403
http://www.cisco.com/go/firepower-config
management-center-admin-72_chapter3.pdf#nameddest=unique_131
management-center-admin-72_chapter6.pdf#nameddest=unique_33

| =&iNES#MS
pRzzikEan |

CEEFL. g RGE D >EE.
o IR 4. B IRE > EEIRE IHOdEign 4t Cisco Secure Firewall Threat Defense S .

PR 2 ritdi UCAPL/CC &#1% (UCAPL/CC Compliance).
R e A F UCAPL 5k CC & PERT B S TS . B PO E R R S N s T4
WA B T U T .
W3 BAERA KA ZAINES L, & AL

o SR IR RIS T 2 R AE G IE, T TRy Pk CC.
© BHEGE DRI S SRR R M A VARSI, i AN 4 S ik £E UCAPL .

P4 SHRTE (Save).

T—F M4
o FRHE AR SEAASAE A ™= S AR R T U], e HAR G B 5 0
s WETCE N, 12 (Cisco Secure Firewall Management Center % %It & 55 ) o

R EAME
|


http://www.cisco.com/go/firepower-config

w&NEERY |
- EEGESR

B =siiramn



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



