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R SOE R (0 2 5 2 iR BB A B A 5 BRI TR IR, A8 Az T I KIe AT 3E # .
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73 ) RE h S R AR f R B R A 8. MR, RGEABUE —ANEE L AR, IR TR i s
BRI BB TR N R 5 70 Bl e B P A A R 0 T S U T

IR SNERN N 77 BYLE B R

LR DAl TR P 5 S () R IARIERL IR, REURAE T AIE O R & i 2
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)
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XT38 AR IR KERE, IZIURAR B BB fih A (K 58— AR MRS )42 A (451
SR BN AR, i T A R UL C R R 4 2% e SR g e BRI SR A AT AL B,
DR b 7 DAT SR 42 LUV S (R 4 A ORI (R A AN 2 “ % (Monitor)e ANE, BE758R AT LA
A7 M A R U DG P PR 34 fid A IR SR i K

1BR1E L RA
fovr A U7 1] 475 A W ik eV K B T S A L SRR VR IR

B BHIEIFECE | SZRHIES:, [S:
o U TR Y16 4 S BEL 1 (¥ ik 1 B FLA
o W A IERBLIL R Bz .
* ¥4 SSL HEW& B 1k FR In i 4
o Il AR WS BEL L (¥
o SOPF COFRBRIAE) $2 SO0 SR B L ) %42
St F B GEH R AR BRSO3 8E, BIAEAE F U7 4% ) “ SV (Allow) KU
WHRER T, R SR Blocks
Pk ik 1 2 VT 918 5 SR S0 ) Dt A0 1 A o 8 i B At e

AR AH | ERGEVER “AZHAPRIL” (Interactive Block) U ER 1 7 /) HTTP
AP I E TSR IR SRR . Wi P B N RS B R v, A 23l
KM HADE B SPATEAE “ RVF”7 (Allow).

fHfE Vi AEIE . RGMRE B S AR5 Al % 52 {5 AR (K TCP i
.
FRINHRAT: ) P T M B ER AR AT AL R AL

CFEAD FEA 3 A R HC B LLUS ORI 2 T, SRR E R .

FAAEYT PRI LA AL bt (PIIARBED FEOCRERZN, 44
KA DL

MAHIY (R4 HE: ApplicationProtocol)
1E Cisco Secure Firewall Management Center Web J- [+, {8 R 4% A1 TE .
T PR I 1 ) s L TRV £ B FH B AL

[ A i ZE 3 FA%RIE (Application Protocol Category and Tag)
JEIR T N HRFE M4 AR UE, D BhIE T RN e .
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AR o ER PRI S SN IR ARG AR S s %7 BUR R U e AR Rk 25 A A

ERIRFE FiRRA (RGEHZE: Client. ClientVersion)
T RS I 1) 1) %0 it I FH A RRAS

W R G T E N e A R e s iy, W2 B2 S s B n 21 FH B 044 R R AR 1
“client” , PAfRfitilHAZFK, #l1, FTP client.

& Fim 2RI F0FRIC (Client Category and Tag)
JEoR TN R IE AR AE, PRI T AN H Dhfg .

EEITEEE ((NRERZKAD
X —NERS 5 — AN FINER RS . P BOR S B AR .
DL R FBAL EME—Ar POEREHE: DeviceUUID, 25— MG TR], JE8:524) ID FUERE 5L
25

EELAID ((NREZEHB)
ACHE AT Snort S . ML FBEA B EATE Lo

DL R FBOLEME— bR POEREHE: DeviceUUID, 25— MR AL TH], JE825261) 1D FIERE 5L
25

ConnectionDuration (XFREZKAE)

MW BAUE A R G H &G T BUAAE; AL HIIAE Cisco Secure Firewall Management Center Web 4t
.  (Web SR “5H—MNEEEA” FIF “B)a— M FIRME ARG R, )
PCMTEIER ARG KA H B Lk, B A A, XT start-of-connection &4 H EHH .,
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BtrimO/ICMP R (R4 HE: BIRFE - DstPort. |ICMPCode)
fE Cisco Secure Firewall Management Center Web F [+, 1 L6 B2 il i 2 F0 K TE
ST W A A 11 58 ICMP AR

DestinationSecurityGroup ({XPREAEZKHF)

B 5 DestinationSecurityGroupTagH (U A GBI SCARME CansiolHD o Wik 4
ANl FESCAAE, I 7B 5 5 DestinationSecurityGroupTag - B AH [A] 1) 2 454 .

DestinationSecurityGroupType ({XFREZKHZ)
W BB s PRI 2 A 2 BRI

1 15t AR

Py Bk Hbr SGT fHK [ 5 {1

U H H b SGT fe ik 233 H sk LK B ISE
SXP H#x SGT {5k [ ISE i SXP /i

B#r SGT (R HE: DestinationSecurityGroupTag)
B KO B RS EUE 22 4 bRd (SGT) @t

H ¥k SGT 14 M DestinationSecurityGroupType ‘7B #5111 J5FREL
M 2R

W7 B AR B i PR ASHI A o
&

£ Cisco Secure Firewall Management Center Web S [ 7, - JH {7 PR il 8 22 A1 ) I o

R BERL I 528 e, BUE N T M NetFlow B AR )i #, 4R A BRAE 1 245 B %
DeviceUUID ({XRF%ZEHE)

AR Firepower % (RIE—FRIRFT

LR B AL [ ME— bR &Y. DeviceUUID, ZH—ANEn AL a], &85 ID FERETH 4L
R

DNS &if] (A% HE: DNSQuery)
E5 2 RRIRS 3% FE R R3S I T 4344 (1) DNS 2 if)

)5 F DNS iy, b5 BOd n] LLORAF URL BR300 4 « AEIX RIS, URL FBok A
7%, URL R URL {53 7 Bot & 5 OGN -

5% DNS WM EgI(5 B, 155 % DNS i J&: 7F DNS AL m 1 5] URL {5 2 M2 5] .
DNSIERZER (R4 HE: DNSRecordType)
FH T M 832 h 42 A2 1) DNS 2511 DNS %530 55 12
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DNS Rz (R4 HZE: DNSResponseType)
PO IN A 5 44 FRIIRSS #8103 F PR [B] (1) DNS WA .
DNSSinkhole Z#7 (% H7: DNS_Sinkhole)
RGUHE B 52 7 1) Sinkhole IR 25 2% I 44 FK o
DNSTTL (A% H&E: DNSTTL)
DNS 45 #2217 DNS %Lk R
i3

R B F IR 52 VA I3, B AT A NetFlow HHE AE peffde e, LA Ab B 1) 32 4 e
k. OCHEARE EH PO UISEIZ N, B

INEZEAREHIERZIR (RS HE: EncryptedVisibilityProcessName)
d sl A EES 148 (EVE) 2041 R TLS 257 s A Kiedhs 40, v (1 E R a8 /3t
IZAAMEEESS (R%HBE: EncryptedVisibilityConfidenceScore)

T AT AL 5 IS G I 2 LE AR 1) EAR ARV L 0-100% o Bt Wi RiEREA FRN Firefox,
I HEEREHON 80%, WA 514 80% ¥ B A% FE 7 FLAS I 2] (1) 1 5 /& Firefox.

MEAREEMEEE (R%HE: EncryptedVisibilityThreatConfidence)

I P ALPES IS (EVE) A 2 K2t R0 5 B e G0 e BOR s W 5845 15 20 280 11
EFRAHBL CIEH &, m, P REEARRARD

IEAREEMEEEITS (RZEHEE: EncryptedVisbilityThreatConfidenceScore)

T A 5 SR AGT U 1 £ R 5 S ) LA LAV I 0-100% o 401 R B B4 P52 00 B AR
s B 90%, MR P AL MERERE AR T B R SRR

iR E (Endpoint Location)

Y ISE % 7 HEAT B4 03 BE 1K) D) 265 1 46 140 TP Hudik, 41 ISE JiT iRl
ZinBEXH (R4 HAE: Endpoint Profile)

PP B 280 v #6288, U ISE Frifil e
BEHMAER ((NREZKAD

RGN IR EI. R FERGAR, el SO EORE AR
WRERFIE. Py AR SRS & et

X (R%HE: FileCount)
FE 5 — NN SO IR R T R A DN 2 sl BHLE ) SO (LSS R A S $oE.

1t Cisco Secure Firewall Management Center Web St [+, EHHICHERR f&m CfF51%k. Es b
B - R A I B B R R S g (RS E RS .
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O
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E—HIEENE ((REZKAX)
AGURR BRI

PUR B AL [m e — bR HUE RS DeviceUUID, 28— MR ALIN ], 45045 ID FERTHEL
o

HTTP 5| Hhs (REHZE: HTTPReferer)

HTTP Kt Fon/EiE R A B HTTP & 135 5K URL kil () a3 5 —A
URL (8RB 2 ABERR I R 3D

HTTP MR XS (R HE: HTTPResponse)
FIA N HTTP IRASACHS -0 [ 2 7 S it e JE #2 1K) HTTP 53K .
ANO/EO#EO (RGHE: Ingressinterface. Egressinterface)
LA LB DR . RS B s A D G, N R 2 1 AT g S T ] —

WA .
ANO/HAR£XE (R4 HE: IngressZone. EgressZone)
LGNS 124X .

YT HEF o X B RE:,  “NT (Ingress) T-B R BC BRI X I, AN 2 L aa A 1122
Xk, “H 0”7 (Engress) BN A .

ANOEMEBE/HOERIRHESE (REHZE: IngressVRF. EgressVRF)
FEASE T RE UL R AR 0 2 v, P00 90 0% 10 R DA FE 28 PR 44K
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ARTIN B AT B TP I, 5 2 ke T s i T (¥ TP Mk SCIBE (K M
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A% KA )42 44

&EFIMFLTT IP (RGEHE: SrclP, DstIP)
£ Cisco Secure Firewall Management Center Web %[ 7, ixX L& B il ZAEE
ST ARG T BRWE Y 7 1) TP ik CniE ) DNS fi##fr, WS4 04D .
TES BAT KR TT MR TT U5 B ARFIRAT NAEWOTT Bt 58 19 1.

7E Cisco Secure Firewall Management Center Web S5, ML FRAR T E0E 4 B TP 3
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XF TR T i S BHL 1L B A PRI AR I I ST . ARIEREIE, R B &S A 2 1P bk AR IR R
B2 (BRIEAE—m K 9 5 BE 25 (R e 11D
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ZRAIMEAFEIESE (RFEHAE: |nitiatorPackets. Responder Packets)
STl AR T A ) S BB A B 1k o R WA ) s B
ZRAAP (REAE: User)
#£ Cisco Secure Firewall Management Center Web FL 1 7, 147 R fh47% A1 &1
R BIUERORITRI  RAE T T B AR S R L 5 B, I P it i -
o VLHCBAT FRIK LS 173 SRS 1R U5 I 7 T SR s
o 55 50y SEmE T AT AT R U AR AN DL

WARIE R, P A 2 B <D<\

TES A R AR TTMNTT I HERARAT NARWOT B ], 28 19 0t
ANREH (REHE: IPSCount)

HIERMRIN R () .

7E Cisco Secure Firewall Management Center Web Jtifiih, ZENREMHEFR i F51E.
10C

FA A ERER W K EA UK T E LI (10C).
NAT JB/B#5 IP (R%HZE: NAT InitiatorlP, NAT_Responder|P)

SR SO TT BN T K] NAT $64e 1P Hihk.
NAT ;B/B#rig 0 (R H: NAT InitiatorPort, NAT_ResponderPort)

ST KR T BN Y T () NAT % s 1
NetBIOS#H (R4t HZE: NetBIOSDomain)

3l ¥ NetBIOS 1.
NetFlow SNMP I nput/Output

XF 1 M NetFlow fls A2 s iiE %, Je i B ik A\ slaR HY NetFlow T H A3 I 92 g3 1 R 51
NetFlow j&/B#r B8 %% (NetFlow Source/Destination Autonomous System)

XF T M\ NetFlow 2 A2 IR, 2 4RI P ARt ) H AR I S 5SS A RG89 T
NetFlow i&/B+rE14% (NetFlow Source/Destination Prefix)

XF T M\ NetFlow ##s e 8, 245 U5k H AR AT S0 ] AND HE £ 15 e H AR 1P Mkt
NetFlow i&/B#x TOS (NetFlow Source/Destination TOS)

XFF M NetFlow Foda - i dz, e HRdEHam N oGE H NetFlow 5 H 8% il 452554 (TOS)
TR BEE

Mg (R HE: NAPPolicy)
B il SR R R 45 23 KT S (NAP) (CHRAT)D .
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RiEE PixEZR/MX (Original Client Country)

J 4% P sy TP Mk e 1) 1R 5/ X o RSk AR, &R %8 M\ X-Forwarded-For (XFF). True-Client-IP
8¢ € R HTTP AR IR 40 % 7 v 1P Hudik, AR5 48 FH M PEAT B AR 14 (GeoDB) H4 I i 5
B AHIX . BIE AR B, 0020 JE F AR S 4 2 i Ak P B 7 6 4] U7 ) 4 H R

BiEEFim IP (RgERXE: originalClientSrclP)

¥ B X-Forwarded-For (XFF). True-Client-IP 5% [ %€ X [1) HTTP 3k [ R 4545 ) oiig TP Mkl . ZLIH
FRULF B, AU FAR AR i 46 - i A SRARBR I 5 0 U7 (o) 2 E 0 ) o

g R AE (R HK: Préefilter Policy)
SUSHEES IR TBUR) 40
i (R H&: Protocol)
£ Cisco Secure Firewall Management Center Web J[ffj 7 :
o PEAE IR E AR .
o« B BN R B
R AR . B RRRE PRI, 15 hitp:/www.iana.org/assignments/protocol-numbers
T A B 44 PR B 5 P
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XTIl AR R IERE, AR T R B B ) A4 K
QoS EFHF B A #H /MR 5 F T4 (QoS-Dropped Initiator/Responder Bytes)
P 4 PR 1y A2 8 A RS T s T R N 25 5 )
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FH 7 4 R I A 2 1 R 7 B2 14 e 8 7 25 R B AL I B
QoS REEHY LR
XFEREAT TR R QoS SR -
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FEVFZ N OL M ICRIER I — D EE AR FREBINE, WS EESEERAN 519 1.
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WCIMAT, FEHE TR 15 F5 A #AN S A X A AL ) (1) FoAth 52 B2 28 e 2
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L2EIRAET (RHE: URLSICategory. DNSSICategory . |PReputationS| Category)

BB B T OZ BRI URL 38044 8 IP HUBE RN R R B o 22 A IR I AT LLJE: o9 4 51 52
o PLEAIER . A g iR AR eI SO TID SR sl iRl — AN
YKo

£ Cisco Secure Firewall Management Center Web Ftii 41, DNS. BI%% (IP Hifik) Fl URL %41
RIER RS I PR F B ARG HEWES, XL BA R E MR,

5 MR IER SN 2 N IR PRI AE RS, Gl AR 8GR E
HHE. REHRBE TARRRIIONATH R R T 2 ettt BT L iS5
GREFI IR E TR

AR BRI TP RIENTEAE R, WS W IR
R E
£ Cisco Secure Firewall Management Center Web J [ 77, - JH {7 PR il 4 22 A1 T o
AR T O B A R A 1Y) NetFlow 3 216 TP bl o RS2 B A B8, Wt B

IR Firepower,
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1E Cisco Secure Firewall Management Center Web JLIII 7, 1% L8(E FR I A HE
Ul S T3 A 3 1 8 ICMP

SourceSecurityGroup ({XPREZEHZF)
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MIRLRRE . 2441 viIn] CRURE TrustSec FUEEL ISE MLIfE) 7R4HE (idh A W 2 I B F iz @

SSL SkPRR1E (RGEHE: SSLActualAction)
7t Cisco Secure Firewall Management Center Web St [ 71, I BAUH R FEL.
R R TAERFE DU 7Y SSL RS (SSL Status) B 7B -
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)
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B

SSLIEBIER (R4 HE: SSLCertificate)
7t Cisco Secure Firewall Management Center Web FL1 1, I FBACHHR T B .
M m s A e A rE e, .
o {3 I AU A R 4G R
o i F /UK AR
o A I U A
* TR TR]
* FPAl Y
* UEBARLL
« APHRLL
SSL EHRIKE (R HE: SSLServerCertStatus)

IAERCE TR IR, B @ o R it 15 SSL UL, Wt Bl
ANEUR A AN IR S5 AR E AR -
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* H% 4
R EF

- L3I
© RAN
« TR
e G|
WIS TETAR B ML 5 SSL MUURHILIE, ML BLE R AR (Not Checked).
SSL ZHEM (R HE: SSSLCipherSuite)
TR T IS SR BN EM R EE. AN EMNERIEE, W2 https://www.iana.org/

assignments/tls-parameters/tls-parameters.xhtml .
[z FAF iRy SSL e
I BEAE Firepower £ F 1.0 Web St fh A VR I8 % 7B
7F SSL R FBU i yes 5% no DAY TLS/SSL Jn#8 sl -{F b &+ .
SSL fHA#R1E (R HE: SSLExpectedAction)
#E Cisco Secure Firewall Management Center Web FL[Hi ', I 7B UM R 7B
75 SSL M AE M B T, RS8P 43 B T s i PO 8 A
i Nh SSL SERRIZAE (SSL Actual Action) 1) Hi FAEAT A .
SSL kWMEE (R%HZE: SSLFlowStatus)
RG TG TN B A 1) S A«
« RAN
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© RBAFII LG
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« ASCREM) SSL A
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* HORE IR S5 s A4 RIS Ak
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* WET% (Internal Error)

% 2 $OR T

&R Y (S

o M55 AE RS ]
* TiRGAEHI# DN

* TCIEGAF MUk & DN

* RHENM) SSL A

HMERUEAS B AN AT H

* SMBUEFRSUA AT H]
© WHERIEP SR
© WHEREPFIRATTH
© WHEHEHS AT

* WHBIEFHRSUA AT H

J 25 AR UEAS B AN W] ]

© g5 AR IR R IK

FBAE SRR R TAE RS vk i) SSLARZS (SSL Status) F-BeH .

TR A

SSL FithiR

MAE TLS/SSL 2 AR IR A ARG RN, W B iR A FRANF N BE R CRD, WA B R, WY

Success,
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NS BT+ RGN bR id . fE TAERAE UH b, BEEGEITAEIC, R LEIES (.
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RN G B KR N I 5 AE TLS/SSL H2 T3 18] 2 7 iy AR 25 2% 2 TR AZ 4 1 i o 1 JE 2R AR AH
KBE. HRVEME R, 12 http:/tools.ietf.org/html/rfc5246
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