ERNSBIEMNESHS

o 5IUEl SecureXBR , 1 0T

o R8T SecureX SN, , £ 8 TT

o AT Web MRS/ A . 25 9 0L
o Wit B AE XA 8% Secure Network Analytics , 5 12 1T
s KT RIE ZEFMHNARGEHENE , 514 70
* eStreamer R 55 2L i , 5527 7L

* Splunk FHIFAEI T, 25 30 1T

* IBM QRadar IS HT , 5 31 T

o AN T Bt EdE s s adsk . 5 31 T

5 EEl SecureX&E X

W R—EBY4 (SecureX =11/) ﬁ%*ﬂifiﬁﬁﬁ IRk 22 4 i S oAt ™ S 58« A SecureX
A T HRE BB IHEEEEFIAE . SecureX 1A 1] IFRAUAE H B8 & M8 &5 &, BN
o N4 IE T AEAE B AT B AR AR A

H R SecureXHIFEANE B, 1ES IRl SecureX T .

/2 FH SecureX £k

JBEL SecureX 45 & T MBHW S e 4= i AL A LS IR SERE Bt A 35, B fEF T 8 — ] #
SEIL A S IR I 2 Aty RIS AT — 80RO SecureX FITEANGE B, 1S
F} SecureX 77 T .

IR SecureX 5 FBEHLO FER, T LIA I TR B RO TP A EOE . OOk EEha 5
SecureXfE WM H L5, HSH ClSCO Secure Firewall Management Center (i A 7.2 5 5 =) Fll SecureX
AR .

FrI6 Z /il

BFEE—NE T HLU SecureX K7 WA SecureX Bk, ¥ CDO #L /A% SecureX Ik
Fro AREELMER, 1EZ6H CDO € SecureX Tk o
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http://www.cisco.com/c/en/us/products/security/securex.html
https://www.cisco.com/c/en/us/products/security/securex/index.html
https://www.cisco.com/c/en/us/products/security/securex/index.html
https://cisco.com/go/firewall-securex-setup
https://cisco.com/go/firewall-securex-setup
https://cisco.com/go/fw-securex-account
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. J2F SecureX £ 5%

PR A/ FHEPO T, EFEE (Integration) > SecureX.
$®2 (wik) X=X (Cloud Region), iFiEFEA 11 L BTX 8 (Current Region).

BRUAE LU T, PRI Ik 5 8 0 R VFrT X IR UC AL, PRI A AT e AN T S 0 o X 4o
123 7% SecureX /AR (SecureX Enablement) 1, #HATLLT LB,
a) fiiiB A SecureX (Enable SecureX).
1: B SecureX

SecureX Setup

This feature allows Secure Firewall Management Center to integrate with other SecureX services via SecureX ribbon. Learn more %

1 Cloud Region This setting determines where events are sent to, if configured to send to the cloud, as well as
data generated by the Cisco Success Network and Cisco Support Diagnostics tools.

Current Region us-east-1 (US Region)

2 SecureX Enablement After completing this configuration, the SecureX ribbon will show up at the bottom of each page.

Learn more 3

b) Fk SecureX.
RGN I — AR AR 0 R B 1, A8 85 55 Secure X ™ o A DR UG T i A Bl L 1 5 1
BHL S 7 BELAL .
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/Al SecureX ££ 7% .

[&] 2: SecureX & 5

at e,
CisCcO

SecureX
Threat Response

Sign in with your account:

| > SecureX via SecureX Sign-0On

For new and existing SecureX users.

Already using Threat Response? Keep
using the same account to access SecureX.

¢ SecureX via Cisco Security Account

For existing Threat Response & AMP users.

»{ SecureX via Cisco Secure Malware
Analytics

For Secure Malware Analytics users.

Duo users log in with SecureX Sign-On

Create an Account

Login Help Browser Reqs

Support: tac@cisco.com | 1-800-553-2447 or 1-408-526-7209

A dHE FMC (Authorize FMC).
R E B MU, 2SR A O R AR UL
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. J2F SecureX £ 5%

[ 3: 4% F [z i iE AR

N
CIsCo

SecureX

Grant Application Access

Please verify the code provided by the device.

AEBD3F17

The application FMC would like access to your SecureX account.
Specifically, FMC is requesting the following:

casebook: Access and modify your casebooks

enrich: Query your configured modules for threat intelligence (enrich:read)

global-intel: Access AMP Global Intelligence

inspect: Extract Observables and data from text (inspect:read)

integration: Manage your modules (integration:read)

notification: Receive notifications from integrations

orbital: Orbital Integration.

private-intel: Access Private Intelligence

profile: Get your profile information

registry: Manage registry entries (registry/user/ribbon)

response: List and execute response actions using configured modules

sse: S5E Integration. Manage your Devices.

telemetry: collect application data for analytics (telemetry:write)

users: Manage users of your organisation (users:read)

Authorize FMC Deny

Support: tac@cisco.com | 1-800-553-2447 or 1-408-526-7209

d) EFHHP.O 5 SecureX £, BEBER KNI E . STRE (Save).
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4 RIER

2 SecureX Enablement After completing this configuration, the SecureX ribbon will show up at the bottom of each page.
Learn more [

A\ SecureX is enabled for US Region. You will need to save your configuration for this
change to take effect.

s BP0 UEEGEAZE2ERE
A5 AT WOTE 0 SEAE BRI A BB B R . 7B R RN R, PR U
LB ) 25 B R A T F Mk,
Tt 2 B
. E B i

 Fem R > BE I R SROEE AR, MEILPIE R “ BT SR
VI

o RERSTR) EUPB R A AN E] B L, MV, PR AR SEIE R IEAT . BRI
LA A B I, A 0 SR £ A BT 0 web 2 1 PP 93T S8 G FUYTIRRE S 7
IR R m AR, JF HT LU B QI B K (1) SecureX Xz

A K SecureX X3k 2w URL FISZRE & A RRA M TEANE B, 162 BE Cisco Secure Firewall
Management Center £l Secure X£E il

© WEREE AT RS H SR FI AR =, X A# R .
iz

TR i E N TR KRR BRI o A RIEFEX I = I TEAIE B, 120 JF} Cisco Secure
Firewall Management Center 1 SecureX ££ il d5 i -

IR Wi SecureX OV A, JF H & B0 CVEMBIFTIEX S, W KX IR A & 4E
SecureX. A LLTE B BUX 88 2 5 #A T SecureX o
PR 2 el g, #4a &R > SecureX.
I3 N HETXIE F AR S
PB4 FHIR SR E, R RIER SR,
1. T BEHEER T SRS RS .
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https://cisco.com/go/firewall-securex-setup
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2. WEHURIEBEZHFRT,
pE s FIEB| R IEAE AT T 2R S TR,

=354 TR BRI &iE
MR BT H & | A58 e e PR A AL
13K (SaaS)

o RAfEIRFIE ERFAF
o HICPFRE A AR ORI I A
o HRFAARCNE R FAF

JUEL SecureX AT R | B TR AR A : W FOE P A G AT, TR} SecureX Fil JEE
SecureX Eﬁﬁj}urﬁj& . ﬁéi‘ﬁ?‘%ﬂ@i’{%?# SecureX @Zﬂj}ﬂﬁ@ /]'Xigj’:ﬁ/:l?%:,ﬁ:o

« NZFHAF
o ARG RS

pE i * WR BRANMREM, BT B SBE R ERE RIE AT
C WRUR T SCHFEERE S, B TN BB B SRS AN, B B
FIL o R AR BWIEFAT

TS rLLHRTF (Save).

fic & B} BT ) 2% 1 A

Cisco Success Network J&: —Jl = k4, A B0 G 5 BB Ay 2 aids:, It e G
BRGETHE B s i DL g —FRp L, ] A B B A e B AR O , I DA R b a0 3
RIZER TR B, MRS L L3

o JHJEAE A 45 R AT OR ESCE P i Z8OR I AR AL T DI RE -
o SR T4 i R AR AR SRR IR 55 M A o

o (R SecureXEE %) 1E SecureX BN H L Bk &AW &RZS, I TIEITH W & e B AEIZTT
A AR A

o 15 B R SGE BRAT ™ il
BT R A RMER B B I 245 2, 152 M Cisco Secure Firewall Management Center 14
P Cisco Jl Dl 265 32 I £ 3 o

M8 )8 I BARLSZ B2 Wik Cisco Success Network B, B HIFUL 2GR I 4EY 5 BRl = 2 4 1E
Beo B, BB HERSCRZW, BB epOy R g i e o i 5 B R s 1w s iE .

B RS IENEESH


https://cisco.com/go/sfw-csn-telemetry-sample
https://cisco.com/go/sfw-csn-telemetry-sample

| AT aMmEES R
CETUE R |

S n] DABE R 8 28 F BRI W 8 FUE R S FR2 WDy ek e % #, PR & Ridn 5 R =
Wr It
B B A VR BE M B BRI, W] JE A Cisco Success Networko

\}

iR * Cisco Success Network 76 PFAE AN Ao

o IR B G AR B S AR (TR RS L E RS BEE, 8
FAF R @ A UETIEE , W Cisco Success Network T REF 45 H] o

FrIa Z Al
Jet I SecureX B2 Al R BEVE AT U WHE I B by, AT GRS

UK

P i £ > SecureX.
P2 7 BRaZF N, dh BRBRATIM S ST RS .
R PEARSEZ R, IS BRI 4& (Enable Cisco Success Networ k) 42 3 HE 55 12 $ 43
ORI

PR3 mdRTF (Save).

fic & B R L FFIS W AR
RS E WO — B R T 20 TAC 2R IRSS . e, RO AT e b IR
LA, MBS RIS IRDUH R R .
SRR 2 s SR VFIBARL TAC 75 TAC S0 I TR] S K o5 22 A o SR T, A B Hk R Y]
AR AEE s 0 P AR eAh, RO e WIS IRBUEEE, IR B 2l e AU TN 2R At #E A4
DIH J AT 1) . B8 AR TAC S48 33 18] (1) i Wie S i 553 T4 SCRe & R BT L (B
G OGE TR ik 55 B R A
A8 FERLSCRRZ BT Cisco Secure Network I, &7 L rfLy S gl v )F 2 5 I RE = (2 ik
H2, MR TARISCFRS W, BB A B L S S YR 5 R A N 7 A
T DA I8 1 28 SRSl W 2RISR SCRFZ T RER G NZERE,  IXFF o ix 2T ey R = W
It
B BEL DR AL I O R 58 AR GU SN BE A R BR ST P KD BROR AR A B o W SR 1 ] PR K 4
B Ry RS R Bl ik 1) SecureX SERL TUIRT_EIK) SHRTEKER P a3 MIEFEI MR Z .

B A B rL VMR BRI BRSBTS R R 45
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FHia Z |l

JAH SecureX A j i A HI R BEVF ATIEVE WA A BE APy, BLHATIEAT 55

UK

HIE1 fih R > SecureX.
B2 £ BRIZXETN, & BRERSHRSH Z®HELUS RS .
P & ES: 2 1y, WEZY BRBRSIFSHT IR L3 AE .

T3 R E.

{& A Ribbon 7715 SecureX
hfie DX B RTE A HE 0 Web ST REAN DU I ES o 8 mT U] D e DX PR gk 21 S0 SR} 22 4
i, ALK F 2 AN KU 1) U -
FrIRZ Bl
o QNSRBI Web ST UL I R A E B B SecureX IRENX, IHANEAE HULRET .
A, 24 Cisco Secure Firewall Threat Defense il SecureX 457

o IR EA SecureX W7, T MIEI) IT FFT 1L —
pUK

TR A8 FH P OT, AR O SRR T REX .
PR 2 pidl KB SecureX.

LB 3 G 7| SecureXo

PR 4 nUEEERE LA ).

YIS s R LRI E .

T—F 4
ARIBEX g LHAL ARG R, S SecureX H MI/EL B -

{F A=A 5 H SecureX B Lz

SecureX JEUMII N LATTHR A JBARHEU N (CTR).
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&% secureX gz e Erse |

AR A I RCE & SecureX a1 m PRSI L 8 AR N gy, LR AT DUAE N2 A
VSR s AT dE, @5 Cisco Secure Firewallo

* % SecureX BN I — R AE B, 1HSH:
JOFR} SecureX g B W 72 5 T .
« 15K SecureX J I N B 4L ) Firepower [FEI 3], 1S4

* i % Cisco Secure Firewall Threat Defense A1 R} SecureX £ k35T o

& E SecureX B F B SEHEEE

FFea Z Bl
* #% M Cisco Secure Firewall Threat Defense F1JEE} SecureX g ki W 5 Al Fis wa A 9 58 B ¢ B Al
* & SecureX FMMN H NI Y, TR AR R A O I R B it

o SRR B P SR A BE VT M) SecureX B
puK

#1811 ££ Cisco Secure Firewall Management Center', 47 LA F#4F:
o TN SEEBES B SecureX IR, 15 AT L ER A
a. PRI > NMRICH N H 52 S AR B
b. A7 RS H Ax TP bk, ARJSIERE BAIRRL IP.

LR 2 R G B SecureX Ja I Y o

EFAET Web (UFEMEHAES
B A XA sh I ERTF Cisco Secure Firewall Management Center PLAMRH A #6745 5T Web
(PR IE T VB TE U I S 2 A5 S . i, ST

o (RN =07 AR S A AR T B 1P Mk, T AR SS R AT 5% SRR S B A SR
%

o LERSHLZA D7 5 H RGP A R U K LAAE S, 4R R R L SUK IR Le B A7 7 2 A1 B
FIZEAE B (SIEM) B

o EHRAT OO E AR B CEEESCIFURE B 5 BTS2 A8 R Cisco Secure
EndpointSecure Endpoint.
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https://cisco.com/go/firepower-ctr-integration-docs
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