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FEFFHE R, S0 FXOS Wbt o

Pl

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***kkkk*

Confirm new password: **kkkxkkx
Your password was updated successfully.

[...1]

firepower#

fE FXOS CLI W, W/ IEAEBITIIRA .
scope ssa

show app-instance
il

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65
Not Applicable

TR BB R, W HATIX D,
a) WRE N E R R EEAS IP bk, B0 CLI TR E 58 Tl BRIAREMLT, &
PHEZ VK Ad ) DHCP.

T T P\  AE HAE  l F R 252 T R A%
b) AT (FXOS #kmtliBRaRm ) b it BRI .

Wi KBS EORT R 85, AT LARRRGE R ] FXOS CLI.
c) 1E FXOS CLI ', RIS IR EE B A%,

KT ZEAANL, SEERANREN, 1§50 AZEMESE (Password Reset) X ik # &...(No...),
DR R f8 B B

EmaegrhonEsmnnE® I


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_n5q_3v1_hbb

B #ncuzenrs

ERnREER LBERMEE |
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Procedure

FTITB K A vl o
Note 7)) MBI, IR KLY 2 15 31 30 35

RS G v 1B BUP B CLL

P 6 o 1134 2 FXOS CLI.

{1 44 admin FIZ RS Adminl23 25,

WGk FXOS B, RGNNSO LA WA T SSH R BB 8% 5% .

Note 4 SR A% LB o, ARBEANENTE, U)o 250 HEHT A B0 4% LIOKE B A o N BRI . A7 K %
FEIFIME B, 152 FXOS Mk bR o

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **kkkkk*
Your password was updated successfully.

[...]

firepower#

ERER Ui CLI.
connect ftd

Example:

firepower# connect ftd
>
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PES B UCEK BB I, RGN (REM Vil (EULAYH, G A% ] SSH %4z,
WS 5&7n B TR admin 65, AR5, BORE BT BRR LBCE A CLI BEE A,

M s e 12 1 R T B AR U ], B AT e A Y B 1 B

Note  [RARVEPRICE, WWIGLIEES CLL 22mS (i, i dEgdrmig) o (g, wRIE)G
& CLI " /] configure network T4 S ST X 4L BE . 1152 Cisco Secure Firewall Threat
Defense 1% 2% .

BB B AR A I 2 s FEAG 5 B 2 TR A MR, 1594 Enter §.
THZ LR .

- RRERE IPv4? A/ BEEEE IPv6? - E/DFibhk Ry . BAREATTHAE
PR, HAAZR0CE TP Mok, 90 & F ok

« #Eid DHCPIE2F L & IPv4? /o i@id DHCP. BHEEBILEFHEE IPv6? - EF F3).
WARE B QWA oy DHCP, NIGERC e O &8, BB E (2E
data-interfaces, H&0 T — A% L) TIRES M B DHCP R4S %% ) 178 75

o FINEIBIEORY | Pv4 BRIA M S5 F/a S N B3R 3E O AY | Pv6 P 5— B % & &l data-inter faces.
IO BB AR AR R PR, DRI ] % el i A P RS e A .

« BEE R KRR ? (Configure firewall mode?) — #ii A\ routed. HA B B KBRS Fr o
AT ] 6

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'
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DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

W B A BRAS U 0] 1R AN R 1
configure networ k management-data-interface
WRIG, RPN NINRIE D EFEAR MR BCE . 152 0 LT A i ] b2 B PRI {E B

o RIS AT P B e O AT A B, A B LV B A A DHCP. Wi S AE W46 B A T80
W IP Huhl, WJaT LL4# A configure network {ipv4 | ipv6} manual 42 B & . R
NG PR 1 I S5V Bl data-interfaces, M A ar B ¥ B e

o 00K B A AN E] R LE,  EHEL SRPUFEP R ORCE, AL N RE: 0
GRRATIP Hihk . MIOCHRASES 1. DNS R4S 28 M1 DDNS Aii4s 2% . 499 DNS R4S el & (1 Vi s
B TESI R . RO, ST DURY JE R g U7 B G AT O, H A R T K
NG BHL L Bl 975 A A o B A B R . WV BB B, U A R 7% configure
policy rollback iy 4 AT 5 LLHT 1 -

* GNALACE DDNS 4545 50585 URL, W g PB4 <5 B a7 Ik B Cisco Z AR CA FRZR LI
BEZCAUET, LME b v LA IE A T HTTPS 3£+ DDNS R4 83 iE 15 sk B =2
F## 1] DynDNS ZFE API JYE (https://help.dyn.com/remote-access-api/) [fJ{T-{1] DDNS Jl45 2% .

o a2 BB SR L 1 DNS Iw g5 4. I BCE A (504 configurenetwork dnsserver s %)
WOE M P DNS iS5 2s T T H . 20 DNS R4 851 DDNS (R e licE) waE i+
B VI 22 A SRS
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72 H L b, BBz 11 DNS RS S5 A0 18 0 Fe g b b B A 1F)°F 5 e B R P L . A
JRP ST AE AN A E b N, AR ER R, JF H DNS RSN & CE S .
(B, T R K £ T T SRS 2 R4 0 1 DNS T 5 1) SIS A0, DU i2% P o o s A i ¥
WA TR E AL E S B UCAC A DNS P4 W B, LU & F Ay g b [

WA, SCHAERIIE TN L DNS JR45#%,  FHHL A SR B A DNS g5 a5 Bian, i
a4 P A B2 VRN T ¥ %%, BB 46 configure networ k management-data-inter face fir 4 it
BHAREE L, WAAE RO T T CE A IR R (fFE DNS Rgsas) , DMES gub
Bl P B VLA .

K B 75 A B B L R, AT DU B 1 RSO A B L ) — Ml
A2 ) 3P RCE ) FQDN K H] T H .

e LU Ay STH PRAEA BRI s WA ST A BRI, (AR IS BB ALY 4A YA
SO BAE R A e

o TASH BB, 1%\ configure network management-data-inter face disable iy 4 .

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://dwinchester:pa$$wl0rdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.
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>

I8 7 (Optional) PR HILERE 2 W 4% b IH B4 1005 1) & BE 0

configure networ k management-data-interface client ip_address netmask
BRTHOL N, RVFITH M4

T e S B 973 A 2 B A
configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} regkey [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - 455 & #0 1) FQDN EY IP #
Hho dn S EE AR B FHER, 154 DONTRESOLVE. WAIE/bH ANk CGFHE
rpl BB BT HA RIS 0] ) IP Mgk, A REAE PR AN AC A Z AL S X ) SSL IR PR A 10
WERTE M Ay 4 $5 2 DONTRESOLVE, M i fl 2425047 v 7 i (1) 1P Hihiksk =414

* reg_key - i€ AL — IR PEVENE R EH, T HEb S5 A I A 4 B ot RS E . TR
AL 37 NFRF . AT ERETFRT (A-Z, a-z. 0-9) FIEFR ().

* nat_id - 82 T HEOERIME—— K AR, R T A FHE B A S
FIgEAT B, W20 RIS AE b B8 F0 48 B by B4R 8T NI NAT ID. NAT ID ANk
3TANFF. AT FRET (A-Z. a-z. 0-9) FHEFFR (). I ID ANBET BT
A B A 2 A BE

Example:

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

VA BB, DA & AL B R 7y S LA

IEFOCH R G AR 2. AR A IR EdE N TSGR e s R EOCI RGO EBUIA . E A, AU
ZREREFAE G 81T, R aOC I HLIEANRE IR H K RS

a) f#uwA shutdown 74,

b) MEHJE LED ALIRZ LED DUGAFHIA 25 O (R58)
¢) LENUAR LIS s s, #nT LLE DA BRI 31 Fside =k DA 7 X IR TP HLAR 1 LS

DR R

WK B ok B Y e B A i, G URBER AT IR B Kt Fi Y, BT SRR L i TR . AR
Jeis AR R B E AT SR R R

BB M B4R

B R BRSNS T2 R 0, Ay DU R 516 ) fz il J i fEl . 3% 4% Cisco Secure
Firewall 4200, 52 [ LA T P&,
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FERERE 53 SR UKL 7 B B30 1o v 2538 13 B 975 480 LAASE AT B4 10 75 ) ELIER I 2 i, 8 mT KRS Sl 917 48
VEUE R B A IR 58 B T

EBEREEdq)
A A FH epO O 0 B O s 4 i B AR
SOk
S SR A A LU URL.

https.//fmc_ip_address

FE2 AR A E

B ERTEEER O ERE B
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sz oairaiE

IR ENE IR F LAY RTE
JIT AV AT Eh A B O SR A2 BB 4B o T DAIE PRI I LU D) B VR AT HIE -
« BRERR- (LT FERBAR VAT,
* IPS- AR T — IPS
< BB BT B
* URL i3iE—URL id &
* Cisco Secure % Fiff-Secure Client Advantage. Secure Client Premier B¢ Secure Client VPN Only

—

* JZ'E 1 - Diameter. GTP/GPRS. M3UA. SCTP
AR BRI SEPEI B, 5 U5 1) cisco.com/go/licensingguide

FFi6 Z A
PR REREE BRI

RGBT, T R DL BRI o TR AR R B S, T LY AL
B AR

o TEIR R AE B E AT R P AR AT A R NS (3DES/AES) VFRIIEMIBER, A Refli e ThhE (O Ad
M &SR .

972
SR UG R VF T 0K 60 209775 0 VT«
5 A 2 IS RS 5 V1 B A VT E N o L,
UGS L NVEATE, WU 6T BURHR 45 LA ] 038 2 %8 (Search All) 7B

[ 5: FAIIEE &

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

MG i £ PR SR FRBR 5% (Products & Services).

| EmaegrhonEsmnnE® I


https://cisco.com/go/licensingguide
https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer
https://apps.cisco.com/Commerce/home

ERnREER LBERMEE |
B smemsowirTi

6: B R
e All Results
T Orders 6
[® Invoices 2
&, Software Subsc... 1
R LN VFATE PID:

FR O IRRIE| PID, &0 LLFE0K PID WS inET A,
* L-FPR4215-BSE=
* L-FPR4225-BSE=

* L-FPR4245-BSE=

* IPS. SR B AT URL VAl EZ 5
* L-FPR4215T-TMC=
* L-FPR4225T-TMC=
* L-FPR4245T-TMC=

MK 38 PID 22— IS BT R, TR BUT PID X B 5 T -

* L-FPR4215T-TMC-1Y
* L-FPR4215T-TMC-3Y
* L-FPR4215T-TMC-5Y
* L-FPR4225T-TMC-1Y
* L-FPR4225T-TMC-3Y
* L-FPR4225T-TMC-5Y
* L-FPR4245T-TMC-1Y
* L-FPR4245T-TMC-3Y
* L-FPR4245T-TMC-5Y

© BE R VFATE:

* L-FPR4200K-FTD-CAR=

B ERTEEER O ERE B
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* Cisco Secure % /' Uii-15 2 1 R} 4% i 1] WA TR 7

PER2 WERVGARTEM, 8 1R GEPIHE B e M B b
VE A B AR B A A B T A B R RN, WS LR R

B B FOIRINE S
18 e 2% 1P Mk sl =ML 48 S M8 406 s F-shide i3] & B i,

UK
FIE1 7 B b, EFEE (Devices) > & E IR (Device Management).

TER2 R MR, EFRmILE.
BRSO N b 5 SE MR A Trik.

| EmaegrhonEsmnnE® I


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://cisco.com/go/firepower-config

FERTEEEROBEEMEE |

B =emsonmes

[ 7: fE R M SRR IR &

Add Device

Select the Provisioning Method:

®) Registration Key ) Serial Number

|| CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None ¥ |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.
Make sure your Smart Licensing account contains the available licenses you need.
It's important to choose the tier that matches the license you have in your account.
Click here for information about the Firewall Threat Defense performance-tiered licensing.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier
Malware Defense
IPS
URL

Advanced
Unigue NAT ID:t
I test

Transfer Packets

[ cancel

BEE LI 2L

Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

* EHL (Host) - SAZZAS I OB 1) 1P Mudik sl EALAL o A RAE BUUMST A AR TC & [ s

BT B TP HibE R NAT ID, 0] Db BB 25

iR

75 HA SR8, 4PN B O #A T NAT 2 Ja iy, 0 a] DAFE 3285 B e op T g B

T JE T L IP SR (HE, ZEAEREBY A BErh TPy B, A Z A

B4 (K] TP Hbdik ek EAHL4 .

B ERTEEER O ERE B
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mgmsoEmgs [

* RIRAFR (Display Name) - 4 A\ 275 B0 v o 10 b B A1) 44 7R

* JEME A (Registration Key) - i A S 7L BT B A4 4R C L H 45 52 FVE I 91 o
* 13 (Domain) - 41 FA Z I EE, KBS IS 0

* 48 (Group) - WIHRAEAM AL, WP LA At s ¥ & 4H o

* I IE)4E ISR & (Access Control Policy) - IEFEAIIR NS . BRAF CeiA B aE A 2K A
i)‘( I, 73k P S R (Create new pollcy) SR FEEBRLE T B2 (Block all traffic).
Z AT DU U B DA RV sl I s 1 S B VR N A 2SR

8 FER M
New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

o BT R —AEIB NITRE A TCAT TR REF L. & ERMESE, BN BRE>iF
AJE > B REVFRTIE TN Secure Client ZEFE V5 i) VPN ¥4 0] IE,

* ME— NAT ID (Unique NAT ID) - ¥5 & #8175 BB 4 WI4A M0 B h 5 € (] NAT ID.
* HREEE S (Transfer Packets) - 7] ik 2K Sl AL 2 A B0y o SRAE T e 2k Ui fiph A
TIPS X Snort 25, B 2K S GBS SRS A s R B A E PO TR . G
WRAE T, R FHME RS RIET) &0, BehtuBis A Ri%,
$IE3 i EM (Register), JERfATENNRI).

WREEM S, PR IMBIFR A WRE MR, S B RS GRE  nR g Bl A
R, Ak A LR I

* Ping - V5 W] @B DA CLL, 2R )5 A H LA T 4 ping B B0 1P Hbbik:
ping system ip_address

EmaegrhonEsmnnE® I


secure-firewall-4200-gsg_chapter2.pdf#nameddest=unique_22

ERnREER LBERMEE |
B e=ntzenn

Wik ping AEY), A show network iy 416 7 W 25 e o N AL 75 25 050 50 s 7 481 9 TP
fik, i {# ] configure network management-data-interface fir 4

o AL NAT ID A BEAUCy TP bl - A ORAE AN e 25 A R AH R Iy 258 AT NAT 1D (il
HAED o Al LUAE PSS ] configure manager add #ir4 ¥ E T 4 F1 NAT 1D,

A Z ARG S, TE 21 https://cisco.com/go/fimc-reg-error.

ASHR > S A3 QAT A LA e B e B A 2 4 SRS

o WERFNS R 1 - D R A O AS TP Mk SRR RS VS 0 B TG T AR 1 A
BOE, AT EER L oy 24 D

* DHCP fl45#% - 7E PR 11 F 2 % 7 348 F DHCP R 4545«
* NAT - 7EAMTHE O FAE 2 1 PAT,

o Vil - AV PR AR

* SSH - 7EA45 B 88 U7 17 4% 11 LA 1) SSH.

B E#EO

JE BB A 1, O L e A A X R TP ik, IR E Y SR . .

LUR 7R B4 ] DHCP 7E82 LN RICE. 1M d il CGirisastutit) , R DAMMICE 17— %
i

UK

HIE1 %P & (Devices) > & & & (Device Management), SR siilily kB4 1) 4wig () .
FE2 fiiiEO (Interfaces).

B ERTEEER O ERE B


https://cisco.com/go/fmc-reg-error

| EREEEEhCHERHE

& 9:3#0

Device  Routing

Interface

@ Management0/0
GigabitEthemet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthemet0/3
GigabitEthemet0/4
GigabitEthemeto/5
GigabitEthemeto/6

GigabitEthemeto/7

Interfaces
—

Inline Sets DHCP

Logical Name

management

VTEP

Type

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Security Zones

MAC Address (Active/Standby)

maz0 ||

Q, Search by name Sync Device Add Interfaces ¥

IP Address

Path Monitoring Virtual Router

Disabled Global aQ<
Disabled e
Disabled rd
Disabled rd
Disabled V4
Disabled rd
Disabled ra
Disabled ra
Disabled s

S 3 I 40-Gb He D GRS Bl HD B8 4 x 10-Gb 7038, 18 mi i L o 32 Bl s
WA O LA E P E T 40-Gb 10, W25 AE 4k 200 2 S 2 B I 1% e &

TEA s EH T AN RE (£ .

PR 7R —B% (General) LTI F

fERTEE

mhonEsmnsEe i
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b)
<)
d)

e)

10: “EH” R+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

AL RN 48 NPT & FR (Name)o

Biltn, F#E O 4404 insides

¥ B A (Enabled) & IEHE.
HHER (Mode) {474 A T (None).

F

ERnREER LBERMEE |

MZ £ X3 (Security Zone) F IR AFIESE DTN I, B8 R (New) ¥

IS IR 22 A X

B, IIn—A~4 4 inside_zone ¥ [X 35, S0 REANHE 1143 R g 22 4 DR/ sz 1 4. A2
FUREE T— Nk, (HrTLARIRE T2 04l 8T LIRS DX Sk dl v H e 4> 5kms . 491
i, A AT LUK P EE 1A BC 2 YK, K A 43 B 2 AME X 3. 4R 5 AT LA 7 ) 428 i)
Fe, SV AP AR BIAMT, AHAS RV AN AN . K2 EORIE A S R X sl fm

LAYE NAT 5t T JE4% SRS AT QoS Sl Al FH D Il I 24

wili 1Pv4 /8 I Pv6 3ETR

* |Pv4 - ) NRIAIR IEPE(E FIESZS | P (Use Static IP), 44 i LLRMT AR 724 A TP Huhik A7 k9

g,
Bltn, %N 192.168.1.1/24

B ERTEEER O ERE B
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11: IPv4 £ T &

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

 IPV6 - HOIRA H 3L E %k B 3B E (Autoconfiguration) &G HE .
& 12: IPv6 £ T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) Mdi#E (OK).
SBS sHEATAMEE O &g () .
UK 2 7R — A% (General) JEIT R o

| EmaegrhonEsmnnE® I
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B ==oncemss

13 “EH” R+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface ID:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

>

ez Wi s VT E SR, Pz ngicfad . BTk, SN B BRI Lt
SEARBLE, U IX RS h b 7 B b0 B R . D AR 0T e B e b A LA U e W I 2 4
XK

a) MBRZRXIE (Security Zone) T HEEFE AT AMB 24 XEE, 0 5 A #73E (New) i
AN B 2 A X

fian, an—A~4 A outside_zone ¥ [X k..
b) MdiHE (OK),
FR®6 HiiRTF (Save).

fic & DHCP AR 3582
R A Z A DHCP A BB A AR TP #uhik, 1 ) F DHCP Jil%s %% .

B ERTEEER O ERE B
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UK

i oHce k5 [

$IE1 %R & (Devices) > & Z IR (Device Management), R miili 4 4ReE ()
$I® 2 % DHCP > DHCP BR %28 (DHCP Server).

14: DHCP AR 55 28

Device

DHCP Server

DHCP Relay

DDNS

Inline Sets DHCP VTEP
—

Ping Timeout
50
Lease Length

3600

Auto-Configuration
Interface

Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server
v | + v |+
Secondary DNS Server Secondary WINS Server
v| + v+
Server Advanced
+ Add
Interface Address Pool Enable DHCP Server

U3 (EARZS R (Server) U L Atcti R (Add), SR ALE LA F I
15; 7NN AR 55 2%

Add Server (2]

Interface™
inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

R —
Cancel m

* #0 (Interface) - W Fhz g Rk FHE M.

* bkt (Address Pool) - DHCP AR 4525 F i 1P ik iva Bl (NS 5D o TP Hiuhik v il
Gk AL TR R E, HASBEM R 0 E 5 1) 1P Hulilk.

* J3F DHCP BR %528 (Enable DHCP Server) - ££ 142 11 I 3 il DHCP IR 45 2%

T4 NHHBE (OK).

EmaegrhonEsmnnE® I
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B e=nar

PS5 L RTE (Save).

Bc & NAT

BLTR () NAT F000) 20 P 3 oA 36 kg A0 482 11 TP bl b (903 11, 33 NAT IR A48 10135 11 ik
i (PAT).

i3
PIE1 EFIRE (Devices) > NAT, AR5 ST HTIE KBS (New Policy) > BUBIFG{E NAT (Threat Defense NAT).

P2 RS, IEFEEATHIAS 1 e, AR5 sidiSave,
16: FIE M

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 [

Cancel | Save

S R LA N A B ARy TSR N SRS IR o

B ERTEEER O ERE B
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17: NAT 5 R&

interface_PAT

Enter Description

Rules

Filter by Device Y Filter Rules

Original Packet

Source Destination % H
P e Type  Interface fntarface Original Original Original Translated
Sources Destinations Services Sources
Objects Objects

~ NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

SIE3 SR (Add Rule).
Add NAT Rule SHFAEE: B 7w

IR 4 PCE FEACH I 3 i -
18: E M IE IR

Add NAT Rule

NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

* NAT #M (NAT Rule) - EF B 5l NAT #1 (Auto NAT Rule).
« %A (Type) - EFFZ (Dynamic).

Show Warnings

Translated Packet

Translated
Destinations

CEIN |

Cancel

NAT Exemptions Policy Assignments (2)

Translated
Services

X Add Rule |

Options

$IB5 1/t Interface Objects T, ¥ Available | nterface Objects [X 5 H [ b5 [X 155 N 3] Destination

Interface Objects [X 4.

EmaegrhonEsmnnE® I
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B e=nar

B 19: 303 &

Add NAT Rule

NAT Rule:
| Auto NAT Rule v |

Type:
| Dynamic v

Enable

Interface Objects  Translation  PAT Pool  Advanced

Available Interface Objects C

Q, Search by name

Add to Source

inside_zone
1 outside_zone 4 Add to Destination
whxAutomationZone

$IE 6 {riEdh (Trandation) F{ i FACH LL NI

[&] 20 354

Add NAT Rule

NAT Rule:
i Auto NAT Rule v |

Type:
I Dynamic v |

Enable

Interface Objects  Translation  PAT Pool  Advanced

Original Packet

Original Source:*

| all-ipva

« EE- i Em ) ShpT v gt

Source Interface Objects

(0) Destination Interface Objects (1)

L]

o outside_zone

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects' tab will be used

VS Ik 25 % 42 (0.0.0.0/0).

B ERTEEER O ERE B
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21: FRY P BT R

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range e MNetwork FQDN

[ 0.0.0.0/0

Allow Overrides

I el | m

IR AR ARG E N any-ipvAXt 5, D4 E 3 NAT U X 5 0E SO RE I NAT,
I FLAE TG4 R G0E X5

* ¥ H9IR (Translated Source) - i+ B#r#%0 | P (Destination Interface IP).
PIRT mdRTFE (Save) LA Ik
U RI SR A7 2 Rules .
FIE8 pNidi NAT Ui R RTE (Save) LALRAFHE .

ST EMPEREEI MR

D SR AEAEE W B 1 I G T AR B E SRR B A U IR PRI, U 1) SRS A I R LA fe v
ViR B e AN AR TS IIODE U LA SC VR A DAY 3 DXl 8 A0 S DX PR e A A X, 37 55
AN SRV 3 3 4 0 45 X R o

UK

HIR1 ELFRREE (Policy) > 7181 5k #& (Access Policy) > 78] 5K B& (Access Policy), #RJ5 fiii ey o
(V7 I P s 1) dmsg (4 .
FIE2 SR mMN (Add Rule) % & LI R S5

EmaegrhonEsmnnE® I
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22: AR

_ Create Rule

Name | inside-to-outside

Insert | into Mandatory

(=] i inside_zone

=) < outside_zone

<4 wixAutomationZone

Q Zones Networks Ports Applications Users

Showing 3 out of 3

ERnREER LBERMEE |

Allow B Logging I Time Range | None Rule Enabled @)

n Policy | None B File Policy | None

Dynamic Attributes VLAN Tags
Selected Sources: 1 Selected Destinations and Applications: 1

Collapse All Remove All - Collapse All Remove Al

ZONE

~ 1 object ZONE | v 1 object

« ZFR (Name) - KUty 44, 5140 inside-to-outside.
* FTiE#ERYIR (Selected Sources) - A X33l (Zones) L FE A HBIX 4, X5 riidi R ANEVIR (Add to

Source).

* Bk B#R[X 18 (Selected Destination Zones) - M X33 (Zones) F ik FEAMBX Ik, SR )5 i w0

Z| B#R (Add to Destination).

FoAth e B AR B R
PR3 s A (Apply)s
FOUEP C8 N2 Rules .

PR 4 TR TF (Save).

HEEEERI D) HEED LA E SSH

BRAEHE L L CEInANERD) FR T RO Dy e, AR R AR 13 B S ) SSHe AT
SR RS ] B BAE AN A Bl 45 1) SSHER: .

)

ER O EEED FBUACEH SSH, {HIEFEANSS SR B SSH Vi 1a] .

B O SR LR D . BT RE RS IR A SR B L R ) SSH S
HEZ LY SSHALHI ARSI P 7104 . FLAt e B AT IO Tt i, At R R
SSH A5 il 5114 Hdha % 1) SSH i B T WM N, JF A2 P i A it th S E BB Il CLI
TG .

MBI, EECE SSH Vi3, &% M Cisco Secure Firewall Threat Defense iy 25 2% H [
configure ssh-access-list fir4. AL EFAR 1, ES 0 configure network static-routes iy 4. Rk
THOE, EVIGERENIESE R O E AR H .

BEH SSH, AT AN IP kU7 N 18 N 75 % B AT 4T & SSH.

& RE SSH 2 ml U )42 115 W2 SSH =AU TN 0 1, D) e B4 ) A8 T kS RS B2
SSH 2 HF LA 2 fih Rl AL .«

* Encryption—aes128-cbc, aes192-cbc, aes256-cbe, aes128-ctr, aes192-ctr, aes256-ctr

B ERTEEER O ERE B


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| EREEEEhCHERHE
wemsragEznrREssH

* Integrity—hmac-sha2-256

* Key exchange—dh-group14-sha256

\)

AR EROESE IR U] SSH ¥k CLIRIMUS , B2k SSH 4%,

FiaZ |l
« AJ LU ] configureuser add 74>« BRIMEOL T, A NEAEWI AV E WA K HEC & 255 ¢ admin
. b r] LB & B E T E SN B IEIE, £ LDAP 5 RADIUS LACE AN .

o R EE SCRVRS B AT SSHOERL I ENLBR M 26 M 2601 5 o 57T AR SRR R s inxt %, (H
D SR AR F S R AR R — AL 1Pl TR ORI R TR A D Ar A . BRI R > MR EIR L
P B X S

\}

IR AR RGIRAER any 2% . e any-ipv4 B any-ipv6.

B2

FIB % I8E > FRIGE , OIS gniE I .
$IE 2 HFESSH i7ia] (SSH Access).
HIE 3 AR AC1F SSH FER AL R TP Hbdik,

AP RT DAPRAWIR L84 LR 132 SSH MR, DU SRV I S IR SRR 1) B )7 g 1) TP Stk #E5m] LA
A8 FH W 2 i BT AN 2 PR TP ik

a) R (Add) AASIOET R, s didmes (Edit) DL BLA .
b) AN e 7

* |P 3tp3k-H] TAR IR SOV SL HTTPS JEF ) NI 280 B sl o AR Rrsikrpikde
—AXG, B Rl DU IR R 20 5

« AT A [X15/#% 0 (Available Zones/I nterfaces) - Vs I0 ¥ SVFEAT SSH B2 1 1 X I
X FAE X 82 1, AT LALE B X 38/4% O (Selected Zones/Interfaces) 4113 T 77 (17 Bt
HREE N R, SRS SN (Add). 08 T DA PRI 1o A0 4 b5 T b 118
DRI, A S A X B B T 1
c) riilifE (OK),
R4 LEHRTF (Save).
UBIF, B nI LA AR E > ERE IR SR8 BT 0 LK e o (BB T2 5, SESCA A3k

EmaegrhonEsmnnE® I
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B s=m=

)

Z3

o G L S SO B B s AR AT, SR S A AR B EAERL

miaifi EJ7MERE (Deploy).
23: B

Q @ # @ adminv Ul SeCURE
BIPRHE, IR RE R, ARG RiERE (Deploy), B mih £ ERERE (Deploy All) LA E 2 B

Bt W, FFIHALEED, F ST ERERE (Advanced Deploy).
[ 24: £ EEE

‘ Q, Advanced Deploy Deploy All

1010-2 I Ready for Deployment [=2)
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment [=2)
nodel I Ready for Deployment [=2)
node2 I Ready for Deployment £
@ 5 devices are available for deployment i
[& 25: SR ERE

1 device selected

[ @ Search using device name, user name, type, group or status | Deploy time: Estimate [ ]

Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> node1 System FTD May 23, 2022 6:49 PM [ I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

TR 3 MORIEE S . sl A ERE (Deploy) HEHLA I K E T LA AR

B ERTEEER O ERE B
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sriasiampsErorxos cu [l

26: B IRTS
es Objects Integration Deploy Q © adminv  luth cee Ry
Deployments Upgrades @ Health O Tasks ) Show Notifications
m 0 running 5 success 0 warnings 0 failures Filter
@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s
9 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s
i 19) BB B 41 FRFX0S CLI
i w47 S 10 (CLI) AT BCE R S8 ASON REEEAT A B R . o2 CLI 25 il 5 5Ems
] LI HE 2450 5 v 1 BT i) CLI.
AT AYT [ FXOS CLIVAHEAT MbHE RS -
S
AR e DUl SSH R BB B A . HREIa ST, SSH 21 ERAEH Ebs
%@CU,m%Tﬁ%mmwmmmvﬁ%ﬁDmmmlm%“ﬁ$H&%ﬂﬁ%Aﬁﬁ%m
TG AT DA 2 1 Bl BRTEOLS, 280 SSH Bdlidk 7)o BERR P A 445 6 o 1)
Vi) CGBRINET FXOS CLD .
UK
P BUEk CLL WM E I EUER BRI Gum . BRIAEILT, 24P Kk 4200 A BE B &

4%, DAL I TG B S5 =7 USB #% RJ-45 H47T
ZJJ}CEE}_?O

* 9600 JHFH

* 8 ML

R il

1 AME A
f&3% 823 FXOS CLI,
w5

18 1] admin I 44 AN 0G BB IN BB IS CBRIAEA Admin123)

M. BOR RN RS BAT AT E1) USB HATIK
Festhl & 5% 1 BRI FXOS CLL, I LL N S 47 % 5

%% CLI,

EmaegrhonEsmnnE® I
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ERnREER LBERMEE |

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

Vi 1] Jg 97 48 CLL
connect ftd

IR

firepower# connect ftd
>
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Firewall Threat Defense i 2%,
PR BT EFTD CLI, &4\ exit 5 logout fir4 .
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> exit
firepower#
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https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
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System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
IR G, WS RFRL 3 LR R LR .
PR T I T LGP Wi G B BT H Y Sk LA 7 =X o HUAR R

7€ CLI AR A IE IR
#0] LU FXOS CLI ‘24 bk P R IR M & oSBT LLE I IE R 20 & 5 1ok Vi la) CLI; 3
Z: 57 ) BN S AIFXOS CLI, 45 33 Wl

UK

HIE1 /£ FXOS CLI 1, ### local-mgmt:

firepower # connect local-mgmt

FE2 K shutdown iy % :
firepower(local-mgmt) # shutdown

Tl

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok
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System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/go/firepower-config
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