%T ASA

£/ ASDM #BZE ASA

R EE X RE FA NG 2
WEEPTA AT HEAE RGOS EELS, 1ESPWIRN N R BEgsIE 5482 . ARIEH THH ASDM
] ASA.
X TR kIS
T AT LS AT B 55 B A A 5 ASA 3k Ao A6 UM BH AEIRT AS A 2 [RI) 46 i B A 6 158 44 1EA T T B L%
RIS T BRI T Y50 R A RAS, R N FE BT . 152 17 Cisco Secure Firewall ASA T Secure
Firewall Threat Defense T WL 57 »
7 K 551817 HEFR M Secure Firewall eXtensible #1F R4t (FXOS) MK ZHAE RS B KA SCFE
FXOS Cisco Secure Firewall HLATE HL2S: T MHERR H 1, RS2 CLI. H %145 5,
2 W& T 4% Firepower JgUHMS 1 1) Firepower 1000/2100 il Cisco Secure Firewall 3100/4200 (]
JARF FXOS bR F8 7 -
PR RAUEEAS AR - B K AN BRSNS 005 H o (HAE, AT DLERCE RN A S 05 &
B P 4. FEIXFE DL, &R R AEPATIC & 5l SNMP i i) e B B .

* XT ASA, 17

o i RIATSS . B3

o BrAEMLRECE NG E , S5

o ELR KRR LS, 57 L

o FITFBI KRS YR , 2R 8 T

o (H[EE) THE IP HuhE, A5 9 T

o 5% ASDM, 510 1

s fLEVF, 110

s Bii'E ASA , 16 1L

* Ji M ASAFIFXOS CLI, %5 18

o JRE PR, 19T

ASA 1E— G B P IO RO KR VPN 2L 88T fE .
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. T ASA 5500-X B2 &

T 7% ASA 5500-X AL &
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AL ASA 5500-X e E 5 3R ) Cisco Secure Firewall 4200 11, g, WFHEGMEE. 5

THERCF B 2B 287 N 2 5
1

2. MR EGEILE G2 T30 .

3.

ciscoasa> enable

Password:

The enable password is not set.
Enter Password: **xk*x

Repeat Password:
ciscoasa# configure terminal
ciscoasa (confiqg) #

* %k kkk

4.

5. 1E ASA CLI s e e il &

AR R T BRABCE , K,
1 ASA.

BEHINCE, 1/E ASA 5500-X i1 \ more system:running-config iy 4>

P2 Cisco Secure Firewall 4200 [l G H, R EHEA 4R ER R

Please set it now.

1§ clear configure all iy 435 I3 24 Fi fic &

U RAEDUAT IO R, DUASHS pi v (0 S8R P ANE T

ASA 5500-X fic &

Cisco Secure Firewall 4200 fit &

PAK ¥ iF

BREVFATIE

SHIFRE NGB E B, AN PAK e, BRABW FES
OV VR AR o B BEVF W] R B B RE 4P T IR 45 2 LA
HOFATIE . B REVF T IE 250 ASDM 1% SSH Vili] (121
IO .

Y1 ASDM i la]

Wi TR E R ASDM B B BEVE v iR Ss #eit M, T BRAT
] VPN 2t HoAh 5 n & shaeic & (R & T 99 %) .

0] LUZESRE SR %% (3DES) ¥ vl i o 58T e F X SETh g

BE R JE A, ASA BRIAME OO R AL H 45 05 1R 11
3DES Thfig. s FHamns ohae, W ARG~ ik ASDM Al
HTTPS Jiii (B, SRS TIRS 252 mIMmE) « 1

R S0 S B RS B 1, 48R 1/1. SSH

R,

B0 1D

fify R B8 2z 1 1D DUE 5558 ki ID DURC . 101, ASA 5525-X
BLFEEEL 0/0 FITF-JKLLAKIM 0/0 28 0/5. Firepower 1120 f355
I 1/1 FILLRKM 1/1 3 1/8.
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wanes

ASA 5500-X fic &

Cisco Secure Firewall 4200 fit &

boot system commands

ASA 5500-X #x % L FIU/ boot system iy 245 i 48 11 3
G

Cisco Secure Firewall 4200 X f01/F—™ boot system iy 4>,
PEAEAREG 2 W MR 2 R 2, AN — A d. Sibr b
TERC & P AT EAFAEAT A boot system w4, K4 i SIS A
SIULHUEORIE B AWG . B N A B MG A A A
BN ZBAT o

It boot system #ir & AL AN N AT HRAE:  RGERUEIHiF
JEgiwts, JERILRHIR 51 FAE (FXOS & HL disko L
ISR ED o THINEL ASA I, RGO naop 1%

i 2l i (£ 55

ES R LA MMESS AAEN AR L3 5 R & ASA.
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B 1:3m8im TS

¢
\

>

4\ e ¥\
T 1 )install the (2 ) Review the (3 cable the
Configuration firewall network and firewall
default config —»
v
ASA CLI 5 ) (optional)
Change the IP
Address
¥ =\ l £
ASDM (6 ) Log into (9 ) configure
ASDM feature
licenses
l A
|/-_ |
Cisco \Z/' Obtain
Commerce Standard
Workspace license and
feature
licenses
Smart ::\__8_,:3 Generate a
Software license token
Manager for the chassis

./._ _-\\
4 ) Power on the
firewall
—>

iy

0) Configure the

S

~ ASA

{£F ASDM #3.E ASA |

(1) | A T A

TR KGR WS T 2 keda .

(_} P B AT HE S AR HHE MR ENERABCE , 26 5 00,
( _3. P BRI AR AP KRR L, 5 7 I
(4) |FCERTHES TAE FIOTRI KB g, 5 8 Uit

ASA CLI

CnfE) SO IP Hihik , 2 9 Ui,

. {1 ASDM #3E ASA


https://cisco.com/go/secure-firewall-4200-install
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samensnnileEs [

(6) |ASDM %5 ASDM , %5 10 Ti.

:_./;-\_. Cisco Commerce SRICRRAEVE T ER T DRV IE (RO . 4 11 50,
"/ | Workspace

g | B RERAFE A RIWIAEAE /P AT IEA R (BC B VPRl , 28 11 ).

(9) |ASDM WEE DD AEVFATIE (REE VT, 40 11 50).

(10) |ASPM WUE ASA , % 16 1.

EEMFZIZIEOANELE

T E BRI ASA WA,

T SR AR ) B B e 5 R A 2% B DSL I e 2, FRATT R DA K R e T
P, DU ASA BRI IS I 24 S0 AT BT 6 FE R NAT o G0 48 75 B0 A1 B2 LI id & PPPOE DL
BRI ISP, 1T LLZE ASDM J2 2 ) 5 AT b A .

\}

ER WURASREAE BRI BE 1P Mokl 3E4 T ASDM 0], W LAYE ASA CLI LB & H IP Hubk. W20 (]
W) T IP Hhhk, 559 T,

I BT S 1P M, T DL ASDM 381 SHUTILERAE. Bl (DL PR R,
fl 75 B PO 4 TP St

o IS D 243K 192.168.1.0 45 L& —ANIE A BRI M) ¥ 1P Mok, DHCP FHHIHG
R, AMEREE DA R IP bkl o IR () R ) S DRI AE T ASAFE [A]— 2 BRI .
FEIXFREOL N, A Z50R & TP Mkt 5 i R0FT M 45 1

© WERHS ASA UNINEIBUAT A BRI 4 v, T ZORE PR TP btk B e B BAT R 45 L

{5/ ASDM ZBE ASA
|
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( Outside

outside
Etherneti/
DHCP from outside nw

Management 1/1
DHCP from
management nw
inside
Ethernet1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x

= 25 KIE420030 I\ B B

Cisco Secure Firewall 4200 FJERAH ] Bl G THCE LR W%
s RER—SMNERTRE - LUK 1/1 (AR , LRI 172 (A

Management |~

« 5MER 1P itk H DHCP, MEB 1P H#iiit—192.168.1.1
o B /1 CGERD , TP HilibK [ DHCP

* DHCP BR&5 8840 I
« BHIABEH K A 40 DHCP, & ¥ DHCP

* ASDM Vi) - FEVFEF RIS EML. PR EHLER A 192.168.1.0/24 M%K% .
* NAT - M\ FBBIAMNEB BT A it i 42 1 PAT .,
* DNS I 45 % - OpenDNS Ji 45 2% O Pl Ac '

P HT DA & 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

. {1 ASDM #3E ASA
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interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

R KIS B BB 4

2: #7%% Cisco Secure Firewall 4200

Ethernet 1/1
—— management,

(Optional) Console port ] DHCP from outside nw

emsosnes [l

@ 0208

0000000000000

Management computer
DHCP from inside ifc: 192.168.1.x

0000000000000
Ethernet 1/2
inside, 192.168.1.1
(" Outside -
-

)
. A

(Alt.) Management 1/1
management,
DHCP from mgmt nw

\

LEA TR 1/1 B LA 1/2 438 Cisco Secure Firewall 4200, ERIAJL B 12>

Ho

FHiaZ |l

Other data networks

B LUK 1/1 BB A AR

* W4 SFP ‘222 I A 2 10V a] 8 45 Bl 11 - PN e ot 12 75 2 SFP BB 1) 1/10/25-Gb SFP ¥ 11 .
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| BTy

o (AR IREEHIG LS - BRI T, B KBRS G G H s, D 75 Z 28 — 7 USB
5 RJ-45 HFATHLLE .

UK

T A ES I kedim .
TR 2 KIENE A EHUER R D ME -

* Ethernet 1/2—LUK K 1/2 BATERIA TP #ihik (192.168.1.1), I Hif 43217 DHCP R4 2% LLIA) % 7
it CHLFREBEVHSIAL) $2OLIP Huhk, DAL, iSRG S B B AN S SATATEIAT P I 4 1 B b o
GEZ M 24Pk iE42008 A E , 556 1) o HA 192.168.1.0/24 L)% it v] LAy )
ASA.

YRR RS LIOK I 172 TP i hik AER RS 5OCh JEAAEL, 3 A 200K 7 B ST B2 A4 5 3 11
WS (T TIP3 9 T,

* Management 1/1—4 H 1/1 #: 1 G5 BRI 2% 1 () DHCP IR 45 %5 3R TP Huhik; 40 SR F bz 1,
DU DAZBUR 52 S L4y ASA 1) TP Mk, DA AT LA BE VT STHLIE B2 1P Mkl

RS A A B 1, TTDARY S B 12,
A LARY J5 M HAth 2 OIS ASA B FET 1) 15 S50 ASA 5 A E I B 457
LR3I KGHMNEM S IERBILLRM 1/1 #:0.
St T B BEHAT AT, ASA THSEYT ) BLIER .

SR A R AR M 2OE R BRI .

FIFB NI IR

FR G H YR B AT T 87 K S S R AT B IS T OGS . T G LA AT G S, SCREP AR IO
P 2R G U FEAIR AR GE A S 50 A [ U o

UK

TR K LIRS R BB K, Dy I R B A
PER2 AL T HUR TS 1 AL PRk 55 32 (1R bR AF 2R AL YO QAT T L
SIR3 AR KBTI Y LED: Wil LED 4k tafisg i, Fonpli kil CHam f
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https://cisco.com/go/secure-firewall-3100-install
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| 15 ASDM %32 ASA
) mHp s

3 REgFNRIR LED

System LED ——
Power LED ——

SRR A WA KET RS LED; HESGORE i )q, ROl imgizm.

IR OBITORMTITUIFEISC, R RETT 2 LR Bl oA e e R OCHLo AERCIIIR],  BUAR i () R Yt
LED 4N 4RE (5. 7R LED 58 K0T, 152704k H Hdit o

(AJIE) SERIP Hudk

GRS REAS BN TP HuhbiE4T ASDM Vi, 7] PA#E ASA CLI 1% & inside #2 M1 1P Mtk

)

AR RN B BCE R FE 1P bk, P A R (AT REOR B 1) ASA FCE oK, AT
IR o

UK

LB EER ASA RGO, RFHEASRER. FRENER, ESRUIWASAFIFX0S CLI,
18 T,

WIR 2 SEARL E SR 1P Hidik.
configure factory-default [ip_address [mask]]

T

ciscoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration
Executing command: interface ethernetl/2

{5/ ASDM ZBE ASA
|
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Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed
ciscoasa(config) #

R BRI HC B ORAF B AT

write memory

=3k ASDM

J3 ) ASDM DUF L & ASA.

ASA BN N 3DES hfiE, AH T2V, KU nT DO R 38 e AR B8, JE AT AT
Bi{di ] ASDM. IR J57E ASA FRCE T SSH Vi, W alLAEH] SSH 1 SCP. HiAth 75 FE i hinas
(It VPND [T RS0 PSRN, 3 B sk 2% ) 2 B 000E 5 P 280 0T o

\)

AR WURESAETE N 2 A2 e EAR T Al A A s A R S RE CRME S IC & 198D, S HTTPS M4%

SAEGEEI EWIT, S TCIE B . A A e a4 e B IR A B B2 1, o) A
1/1. SSH AZZ5gmi, R4 L 7 HTTPS &R, nf LUEREF|#H] 6 5 1 DLUEDHTiC S ASA. &R
U HEE O, B B B 5 s oh RE e & A4z 1

Fri&Z 8l
* 12 Cisco.com _ff] ASDM KATULIH T f#ia4T ASDM HIESK .

UK

T ENERF A LT URL.

* https://192.168.1.1- 35 (LXK 1/2) #5211 1P Hiudiko
* https://management_ip - M\ DHCP ) Fic. ({15 B2 11 1P Hiuhik

AR MORIEE https/l, TEEYR € http:// BULFRE TP ik CERIACH HTTP) 5 ASA A4 Ak
HTTP 53K ¥ & ] HTTPS.
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raiT [

B 7R CiscoASDM M L. S AT RES A R W 4 &2 8, DRh ASA AT 285Uk ; T bhez
A b 220 3 TR 1 ) Y T

HE2 Sl 2% ASDM BHEF.

LB 3 e b LA U B 3) ASDM.
240 R Cisco ASDM-IDM Launcher .

LB A K P A REL B A W E R R, K5 S HE (OK).
A8 B~ ASDM E4 M.

Me & 1F ]
ASA R Bern] . fal DUE A GeVrn), XTI BB, it T s B, &nl L

LK AV ATIE T B B H A BE s AR CZRTAR o DRSS A8) o« A RIZEEE L VF ] JiiE R
ZER, WSHAR ASA RYIDIREVF A UE; AR B H] T U RE VAT .

R BRI FEAMEA, E 15 cisco.com/go/licensingguide

FENIHLAGIS B BERIH A BEas 2 J W KB AR BE P B Z 18] AR AR UA ID IEAS o B 20K BT K
B4y B BAR N )RR 7 o BR AR ) B RE AR A BRARVE N, A IOV AT E S, R A
Dt EARF IRV AT, AHILAR ST K3R A E A S5m0 VRl I D e :

o Bk
o AN
* J&°5 1 - Diameter. GTP/GPRS. M3UA. SCTP

* RN (3DES/AES) - W R (A BEMK S R SRAF SR IN# AL, {H Cisco T E SLVFRUAE TSN,
T LAT-BIKe v s VF TS In 2 RS gk

* Cisco Secure % )3t - Secure Client Advantage. Secure Client Premier 5 Secure Client VPN Only

ASA BRI OL R A% 3DES Bhfig, U TRV, BUbEn] DOEESI R GER A BLEs, IE T BLST
T ASDM. Uk J57E ASA ERCE T SSH Ujin), i w] LUETH SSH I SCP. HiAty 7 2258 %
(G VPND (R Zh e 200 RSN 3, 3K BERASE 1) R e 1A AR E

\}

ER BRI S AT T N A (S RE (RN TS nE) I HTTPS i&EH:
SR EWIT, I BIETCVE TG . PR (0 A e e B BR A B B2 1, 49 B
/1. SSH A%, WM ERT HTTPS 4z, Al D4 240 & v H AEHTC & ASA. 1543
U BIE 1, B B O N 2 T RE G R4 1

08 ) B R A LR SR ASA T4 O, it th 7EGE AR It SRR E MBS P dn b 215 S R I B9
I1&E (Allow export-controlled functionaility on the productsregistered with thistoken) & iEHE, DL

{5/ ASDM ZBE ASA
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http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
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B ==4v
I e R R SIN 28 VAT UE CREFMR S 2055 HAT P4 o A EAENLAE B RN R, X T
A, RG4S Asha BN vroliE, R IeFH i T HombiE . R semk - &
RAFHRINEFZAL, A Cisco CUFIE FLVFRAT 9 INAS ST LTSl oo 25V w] UES I 20 45 ik /=
FIAZ Al
o PIA R R R L K
WL AT S, 5 R B DLBCET IR o i R RR R B, T DU
AERS .
o TR REERIE S B SR IK P LA A o N (3DES/AES) YRRl UEAI K, A feffi M Lehfe (2
i S AR S T D
g3z
B IEORE IR RV ARk P A S TR I AT VAR, RS SR A R R AR VE AT o

2T N SERE A R L SR I, S VF TR AY 12 LU B I A B BE VP T e o (HE,
U AR T A QSRR IR A R R 25 T AR ) _E 3R R £ 8 (Search All) 7Bt
4 PR R

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

MG R i £ PR SR FRBR %% (Products & Services).

& 5: R
e All Results
T Orders 6
[E® Invoices 2
&, Software Subsc... 1
R LU VFATE PID:

ER WAURHKE PID, W LLTE0K PID BT b
o FEREVFATIE — L-FPR4215-BSE=. JE&AliF afif 2 04 75 [ VF ATk .
o JERHVP AR — L-FPR4225-BSE=. JERHVFAJIE 2 0 75 1V ATk o
o FEREVFATIE — L-FPR4245-BSE=. JERlF Al UE 2 06 75 M1 ATIE .
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https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/software/csws/smartaccount/accountCreation/createSmartAccount
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| 1M ASDM 12 ASA

raiT [

5 K5V ATHIE - L-FPR4200-ASASC-5=. 1 St V/F nlUE & B0 s 1 WA % 22 4/ vl ik DA A 28 11

T
2z o
* 10 {5 VF Al IE - L-FPR4200-ASASC-10=. 15 5tV AT UE 2 BT s 1 ) S 22 077 m ik LG A2 25 1)

* 12787 (Diameter, GTP/GPRS, M3UA, SCTP)—L-FPR4200-ASA-CAR=
* RN (3DES/AES) ¥F Al - L-FPR4200-ENC-K9=. X 241k /" AR FRAZ AU H i b 35 1 75 2

* Cisco Secure % Jiity - 12 i) BIBH 22 2% P i 1T WAFE 1« TSANRE ELEEAE ASA A FH VP AT iiE

TIE2 ZEE Cisco Smart Software Manager "1, A 2K G 1 275 00 2] 1) B HOAK 7 37 3K I 52 Ve 2Rt
a) MdEE (Inventory).

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) 1 General L5~ I, siii New Token.

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

¢) 1t CreateRegistration Token XfifHEH, A LLN&E, #R)5 it Create Token:

Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

* Description

* Expire After - RUBHEUGZIN A2 30 K.

f& /3 ASDM #1E ASA
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B ==4v

* RAERRE

* Allow export-controlled functionaility on the productsregistered with thistoken - j3 5 H &
FUPERR A o

RGUREA R IRV
d) e RRAT O R 3 Sk AR T AT OT Token XFRHE, T UM ARE4h 1D SRSB4 5 2%
WEASAIR, UEHER L I, DAAEIZAR Y Ja T B

E 6 EELH
General Licenses Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...

Token Expiration Date

Uses Export-Controlled

OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed

B 7. E5<h

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY

mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMOANSTN%A3AN%ANA

Press cirl + ¢ to copy selected text to clipboard.

$HIE3 7 ASDM 1, {KIki%E#HE Configuration > Device Management > Licensing > Smart Licensing.
LA 0 Regigter .
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$IES

SIE6

raiT [

Configuration > Device Management > Licensing > Smart Licensing

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for
smart licensing.

[[] Enable Smart license configuration
Feature Tier: —MNone —

Throughput Level: | —None -

Privacy Host Mame Version

Transport Call Home Smart Transport
Configure Transport URL -
Default URL
Registration
Utility
Proxy URL
Proxy Port
Configure Utility Mode
Enable Standard Utility Mode
Custom ID
Customer Company Identifier
Customer Company MName
Customer Street
Customer City
Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register Renew ID Certificate Renew Authorization

Effective Running Licenses -

License Feature License Value

Maximum YLANs 200

Inside Hosts Unlimited
Failover Active fActive
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 2

Carrier Disabled v

Apply Reset

7£ 1D Token Bt ANy M2t
[ ] @

Smart License Registration

ID Token: 'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

Force registration

Cancel

Help

10T LUa) ik 58l E AR (Forceregistration) SEHE, 730 CLid HE W] 68 54 BRI 8 BEZR AN [ 22 1)
ASA. fltn, AN e A E B TR R AMNER T ASA, 15EH 32 %1E M (Forceregistration).

riti Register .
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B ==zas

ASA T4 TG B A 11 ) 2 RE AR P SR e M, et sRoxt LG 8 PR VP T LB G AT # A .
SR SOVE, WA BEARAT A AR AL 23 N FH 3N % (3DES/AES) VR R, 41 rPIRAS TR, ASDM
SSRIH U o #508 AT UL FR SR (Monitoring) > & 14 (Properties) > & GE1F A IE (Smart License) LA
EVFAIIRIRES,  JCHR R

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

]| WELU TS

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a
Context: 3 (1-38)
Enable strong-encryption protocol
Registration Status: REGISTERED
Unregister Renew ID Certificate Renew Authorization

a) %7 Enable Smart license configuration.
b) MINEER (FeatureTier) gk, EHEM (Essentials).

NG E T .
c) (k) X1 1ESR (Context) YFrfilE, FWAESIEH.
* Cisco Secure Firewall 4200 - 100 M 5t

B, XFF Cisco Secure Firewall 4215 1fii 5, 2B RAH - 100 Pl e, 15 AT B 98;

BEAEKS S5 BRI 2 AN o
S8 ik Apply.
LB A T HEE AT Save Ekr.
aE
w

210 EHIFEHE ) ASDM.
IS SO TIER, S F ST A 50 ASDM A RE o B RS

ficE ASA

HIT ASDM,  ml LUME I 1) SR C EREA DI REN s i D fie . OE T LT SHC & 1) 5 PR AR I hRE .
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mEasa

$B1 KKk ES (Wizards) > BE1ES (Startup Wizard), A5 AilHERIMBEE (Modify existing

configuration) i 24 .
@& Launcher File View Tools m Window Help
ec e Startup Wizard... Cisco
VPN Wizlirds ard‘ ? Help‘T\fl‘JE topi¢ Go

High Availability and Scalability Wizard...
Unified Communication Wizard...

= |

000 Device List ASDM Identity Certificate Wizard...
% Add [ Delete & Connect { Packet Capture Wizard...
I

Find: Co

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

' Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

<

Subnet Mask: 255.0.0.0

"
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

H18 2 Startup Wizard ¥4 5] 55 5¢ %L & «
o JE AR
© BRIV, BLAR T SO ORI AN 11 1P Mk LU IR
* FRASER H
* DHCP fiR4%5#%
 HAtb...
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B 5 iaasasrxos cu

$1E3

PIR4

&/ ASDM %38 ASA |

(nf#k) 7F Wizards g, ia47 HAb ) 5.
BEARSENCE ASA, 1S R ASA ZR A SORY e A 7 R A RS 1R SR

177 15])ASAFAFXOS CLI

$IE3

] LU ASA CLI (i dl: ASDM) Xt ASA HEAT #bmHERR B AL & . vl DUE R B8 & o 1 LAYG )
CLI. 0] LIRS G AT 42 0 AL B A ASA /) SSH V7 i) ZEERINIENL R, SSH il /225 ). A%
HEEE, ES0 ASA AR EFR T .

H AT AMASA CLI 7[5 FXOS CLI, DAMESE4T i fEHER .

UK

4% TRV SNSRI G i o RO A RGULRAT A 210 AT IR ARy o AT LA R SR AT

* 9600 JHHFH
* 8 M AL
* TR
© 1AM AE
HEHF] ASA CLL. BRIMELL T, Ui 4% & AT ZHL ] P AT IE
Vi R EXEC R
enable
KA enable i A0, R SPIRIEH ED .
il

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*%*

Repeat Password: ****#*x*

ciscoasa#

R ASA Ttikash, HHEHEAN FXOS MRy B, WA ASA FE M &2 FXOS
BB,

FERFR EXEC A, AT dERc Em 23 nT . 18T WEF EXEC FAEEN Bl g A A,

BOR R EXEC B3, EHiA disable. exit 5 quit iz 4.

Vi el 42 R e B
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| 15 ASDM %32 ASA

R R

configure terminal

T

ciscoasa# configure terminal
ciscoasa (config) #

o] AR ER A GRS ASA. EEH AR/ ERA, EFA exit. quit 8 end @4
(A% %3 FXOS CLI.

connect fxos [admin]

- admin- SR0TF B GV TBURL. WA RRILIEIT, IS A O BURL . WRERE, )
(AR BT, A AEFTRLE fr 4 T 1.

AGASIRERA P ARIE. METH ASA Hl P B3 ATFX0S, T g, ZiR[H 2] ASA
CLI, &EfiA exit sigE A Ctrl-Shift-6. X

7E FXOS 1, &0l Ui scope security/show audit-logs iy 4 & & 1 155

Tl

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

© BARSNCE ASA, ES N IR ASA R STR @ A B AT RRCAS R SCRY
o HORHBEHRR, WS (FXOS #FFERIEm ) .
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