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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***kkkk*

Confirm new password: **kkkxkkx
Your password was updated successfully.

[...1]

firepower#

fE FXOS CLI W, WonIEEBITIIRA .
scope ssa

show app-instance
EUE

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

Not Applicable

W BB R, W HATIX DI,
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Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: **k*kxkix

Your password was updated successfully.

[...]

firepower#

WRAER G 1 FiERE R FXOS, 538 JrsifH CLI.
connect ftd

Example:

firepower# connect ftd
>

OGS UM N, RESPOREESZ (R P VYRR (EULA)H, Qi H] SSH i+,
W2 PR Y admin B 5. SRJ5, RG0K s CLI BUE A
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Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **x*xkix

Confirm new password: ***x*x*x

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]:n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []:cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as ftd-l.cisco.com

Setting static IPv4: 10.10.10.15 netmask: 255.255.255.192 gateway: 10.10.10.1 on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

(Cisco Secure Firewall 4200 A\ 1355) [}
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DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

i 7 A A B U 7 AR T A B R
configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} regkey [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - 45:& & .0 () FQDN 1§ IP
Hbo TR B RO ANREE RS L, 151 DONTRESOLVE 457 nat_id. W7 & /b — A%
2% CEBLAL B s AED  BAT AT 0 1P kil A BEAE AN R & 2 TR 8 N7 0L IR) SSL s (1)
WEMIE. WA A 152 DONTRESOLVE, U s fi 22547 vl in) ff) 1P bk a5 3=
W4

* reg_key - $5 € EIERE R — PR M S, VRN RO B A AR B 0 R e e . T
AL 37 NP AT ORE TR (A-Zy a-z. 0-9) FEFFR ().

* nat_id-F8 e IR PR ME— 1 — R PE AR, MR S AR I AT B FR s T U ) 1) TP ki sk
WA, WAL E Rt bBdeee. wa &80 %5 ) DONTRESOLVE, WIF#4s
JEE . NAT ID AL 37 NMARF. AT ERE A RECTY (A-Zs a-z. 0-9) FUIEFLRF
(-)o Ut ID ANREH THHATA LA e £33 M 21 B o

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

QG B AU T NAT W2 )5, 1S AME— NAT ID PLAGH % 4H, JF45 % DONTRESOLVE
mAEENL4, Bt
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Example:

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

AR PSR A7 T NAT Weas 2 Jm, i AME—K) NAT ID BLK B rbo 1P sihik s 0144, it

Example:

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

What to do next
A B K a2 B E A

Varlas \
EEEEA
A8 A B epO O B T S B BT A

FraaZ |l
R ICFF ARG R, ES R R RAT Y] (Zhttps://www.cisco.com/go/

firepower-notes)

i

PR AT SCHR 0 WA A LA URL.
https.//fmc_ip_address

FE2 A B,
FE3 EXR.

PR BUE T 0 AT AT E
JIA VL UE# E A B O SRS BB A o AT LA SR UVE AT TE
« ERERR- (T FERBAR VFATIES
* IPS- AT 4R IPS
< BERMY BHE-EE R P
* URL - URL 3§

(Cisco Secure Firewall 4200 A\ 1355) [}
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EREEROBERMBE |
B smemsowirTi

* Cisco Secure % Fif-Secure Client Advantage. Secure Client Premier B¢ Secure Client VPN Only

* IZE [ - Diameter. GTP/GPRS. M3UA. SCTP
A BRHF AT I S IR, 1515 1) cisco.com/go/licensingguide

FHia Z |l
PR BRI B K
R BGERANKS s U Rl R AR IR o Tl I RECPH A S, T LON A2 —
A FMR S

o PRI BEREE TR A SR AT A N aS (3DES/AES) VFn UFRIBESK, A Re AL ThRE (EAF
HSHaMrEbr &R .

UK

SSUE AR AT T A PV AT

8 DR S B 0 B S A I, AR R N i R B 0 R AV RE R . (HE,
TR T QYSINVERTIE,  JUiE A Cisco Commerce Workspace -1 Find Products and Solutions
R 7B RN VFATHIE PID:

7FRER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

R WA PID, 0] LLFH0K PID Y3 N 25T # .
o FERBRR VR AT
* L-FPR4215-BSE=
* L-FPR4225-BSE=

* L-FPR4245-BSE=

« IPS. EEARAF BifHA URL VFrf ikl &
* L-FPR4215T-TMC=
* L-FPR4225T-TMC=

* L-FPR4245T-TMC=

[l (Cisco Secure Firewall 4200 \ [ 145 7)
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| EREERLEHE R
mgzhL e [

H4gf4 1R PID 2 IEIGSHOLT b, T LLYRE 5 BUF PID 2 — Xt A T
* L-FPR4215T-TMC-1Y
* L-FPR4215T-TMC-3Y
* L-FPR4215T-TMC-5Y
* L-FPR4225T-TMC-1Y
* L-FPR4225T-TMC-3Y
* L-FPR4225T-TMC-5Y
* L-FPR4245T-TMC-1Y
* L-FPR4245T-TMC-3Y
* L-FPR4245T-TMC-5Y
- S RV

* L-FPR4200K-FTD-CAR=
* Cisco Secure & ) Uig-ii Z 4 B4 P i i ] T FR e

TR 2 WERTARPATILERAE, 5 R BEVE R IR S5 2 R 0 B A L o

M T AR R R A B A P AR B A . A OCTEAN R, 1520 (Cisco Secure Firewall
Management Center & FLIERI) o

() & 32 AR O JE A B A B
A6 P 5 46 T Sk 0 L o4 R 3 0T S 80 3

FrIaZ |
o WCSRIEAE UGB HIAAHE B PR E R AN E R
o BT A R TP Mkl N4, AR NAT ID
RO A

UK

FE1EFHPL L, EFIRE (Devices) > i & EE (Device Management).
P2 AR PR D, R E.
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AR OB |

| B

AOAEOL T 2 IE 4% SEMEA Tk,
B & (R MEARIE &

Add Device &

Select the Provisioning Method:
(@) Registration Key () Serial Number
| CDO Managed Device

Host:t
10.89.5.40 |

Display Name:
10.89.5.40 |

Registration Key:*

Group:

( None 2d |

Access Control Policy:™

inside-outside v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v

Carrier
Malware Defense
IPS
URL

Advanced
Unigue NAT ID:t
I test

Transfer Packets

BEE LIS AL

o EH (Host) - %y NEEGR I BUPMBA A () 1P Huhk sk EHLAL . WRAE B8 A aa & b R i 1R
BT A TP HibEA NAT ID, 0] Db BB 25

. {Cisco Secure Firewall 4200 X\ [13575)
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iR 16 HA FRES, SYAN S E O ER AL T NAT 2 G iy, D0 a] BLEE 35 45 8 b by s
S AT TS EML TP BR A FR . (HAE, BEAEHE B E ey vhyE M g A, )z
LA BB AR i 1P Mk ek M4 .

« BIRAFR (Display Name) - 4ir N\ ZEAE 5 H A0 A 27 0 g B B 481 1) 44 R o

* SEARE4A (Registration Key) - 5 N 1E BEM T AEIAT G C & H 9 52 0V S

* i3 (Domain) - WA ZIIREE, TR B BLLE 2

* 4B (Group) - tn FAEA AL, LK H ol 25 B4 4 o

* IIE)4E ISR & (Access Control Policy) - 4IRS . BRAF CelA B aE A O 2K A
S8 XSS, 3RS S5 B& (Create new policy), X5 i%+%BRIEFRB R E (Block all traffic).
Z AT DL U i DL eV r i I s 1S R Vi A SRR RSN, 5 34 T
9: FEE TR B

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

* BREVFAI— N EE M ThRE BT R REVF IR, JE&: ERks)q, BTN Rg>7F
AJE > EEEVF AT IE T M H Secure Client ZEFE17 ] VPN 7 A HIE

* ME— NAT ID (Unique NAT ID) - ¥& & 1&7E Jai Bl i 1467 & H $5 7€ 1) NAT ID.
* HREEE S (Transfer Packets) - 7] ik 2K Sl AL 2 A B0y o SRAE S b2k Ui fiph A
TIPS X Snort 25, B4 2K S GBS SRS A s R B A E PO TR . G
WA IR, R FHE RS RIET) & b0, BehtuBis A Ri%,

$IE3 i M (Register), JERfATENRI).

WREEM LD, B R IMBIFR A WRE MR S B RS GRE  nR g Bl A
R, Ak A LR I
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* Ping - Vi i) g 748 CLI, AR5 A8 H] LA R i ping & FA1.0 TP Hiuhik
ping system ip_address

gt ping AN, A show network iy 26 7 W0 45 4 B SR T 58 B oS0 b o 1 A BE TP 3
Ik, i M#H configure network {ipv4 | ipv6} manual 4 .

o JEMFEEH. NAT ID AT EE A0y TP bk - A ORAE AN e 25 AT R AR [H] IR 258 AT NAT 1D (i
G o AT LAZER H LM ] configure manager add T4 ¥ E 1 45 41 F1 NAT ID.

R Z R A S, TEZ 14 https://cisco.com/go/fimc-reg-error.

[ e o <

AT A R A A P LA I AN 2 4 N
© PRIAMIREL 11 - O N 7 OIS TP Mudik, IR DHCP JTIAESMB#Z 1
* DHCP fIR5#% - 72N 1 E 2 % 7 oA DHCP IR 4545
o BRUEK I - G5 S0 A I ER AR 1
* NAT - 7EARH 1 B2 1 PAT,
o gl - SOVFIR A N A B A0
LI R HNE, T8 RS

(1) |RESED, 52350

() | ML DHCP His54s , 4527 UL

(3) [BSInERINE 1, 5 29 B,

() |BCE NAT, 331 72,

5. SOV M AL BISNES 5 55 34 1L,

() |MBBRE, % 35 91,

[l (Cisco Secure Firewall 4200 \ [ 145 7)
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| EREERLEHE R

Aic

=}

e

H

maz0 ||

o FH A 1, A e A X S T v B TP Mkl . B AN S . G, S A /D IR
MEA R RGAL A = I . W, BRI T 1) 37 5 ch 2 o BB IR AR 11, AR
AL — AN AN B . Hop— S8 AT RS “RR X7 (DMZ), #&A] LAZE FLrpsce a] 2
TFV5 1) 77, 14 Web 4525 o

HLAY )30 25 %t 15 1 2 Tl ik DHCP M ISP SRINAMGR 42 bt [RIIAE R4 10 o SCER A bk

DL TR A P DHCP 643 11 P M T — A . (Al , JF7Esk D Ah LT T — Bk
K

A (=
0
UK
N S . S /5 . N ) st E = ‘
/
1% & (Devices) > & E I (Device Management), #XJa niilibli KIRHI4REE ( 7)) .
-
MO (Interfaces).
Device  Routing  Interfaces  Inline Sets ~ DHCP  VTEP
—_—
Q_ Search by name Sync Device Add Interfaces ¥

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitorin Virtual Router
@ Management0/0 management Physical Disabled Global [oRE 4
[@ GigabitEthemeto/0 Physical Disabled V4
GigabitEtherneto/ 1 Physical Disabled Vi
GigabitEthemet0/2 Physical Disabled ’
GigabitEthernet/3 Physical Disabled Y
GigabitEthernet0/4 Physical Disabled d
GigabitEthemet0/5 Physical Disabled P
GigabitEthemet0/6 Physical Disabled Vd
GigabitEthernet0/7 Physical Disabled Y

HYR3 ZN 40-Gb B KA DA 300 1, 3 %A% ) AR B AR

AR O e E P T AR, WA E ARSI 73 S BRI

SBA AGEEA T AN NSRE (£ .

BB s —i% (General) &K .
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b)
<)
d)

e)

1 B ERE

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

AL RN 48 NPT & FR (Name)o

Biltn, F#E O 4404 insides

¥ B A (Enabled) & IEHE.
HHER (Mode) {474 A T (None).

F

EREEROBERMBE |

MZ £ X3 (Security Zone) F IR AFIESE DTN I, B8 R (New) ¥

IS IR 22 A X

B, IIn—A~4 4 inside_zone ¥ [X 35, S0 REANHE 1143 R g 22 4 DR/ sz 1 4. A2
FUREE T— Nk, (HrTLARIRE T2 04l 8T LIRS DX Sk dl v H e 4> 5kms . 491
i, A AT LUK P EE 1A BC 2 YK, K A 43 B 2 AME X 3. 4R 5 AT LA 7 ) 428 i)
Fe, SV AP AR BIAMT, AHAS RV AN AN . K2 EORIE A S R X sl fm

LAYE NAT 5t T JE4% SRS AT QoS Sl Al FH D Il I 24

wili 1Pv4 /8 I Pv6 3ETR

* |Pv4 - ) NRIAIR IEPE(E FIESZS | P (Use Static IP), 44 i LLRMT AR 724 A TP Huhik A7 k9

g,
Bltn, %N 192.168.1.1/24

[l (Cisco Secure Firewall 4200 \ [ 145 7)
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12: IPv4 £ 1+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

 IPV6 - HOIRA H 3L E %k B 3B E (Autoconfiguration) &G HE .
& 13; IPv6 £ BT

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) Mdi#E (OK).
SBS AHEATAMEIEN Y &g () .
UK 2 7R — A% (General) JEIT R o

(Cisco Secure Firewall 4200 A\ 1355) [}
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14 “EH” EBF

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) MANKJER AN 48 N FEL Name.
ihn, 44k outside.

b) AR (Enabled) & IEHE.

c) KHER (Mode) {*F Tt (None).

d) MZRERXiH (Security Zone) FHFIR P EFE—ANIA MAMB A Xk, 8 it #iiE (New) i
TN—ANBr ) 22 A Xk

Blhn, n—44 A outside_zone [¥[X k..
e) Mty IPv4 /8l |Pv6 LI,
* |Pv4 - #%#%{EFH DHCP (Use DHCP), #RJEICHE LL Nk 4.

« {# ) DHCP 3REXEXIAZ B (Obtain default route using DHCP) - )\ DHCP Ji 45 %% 3k B 2R
N

* DHCP & Hi15%r (DHCP route metric) - 73 le 21 sk & % | AT BERE B, /1 1 Fi1 255
Z I8 SR BRI BRI N 1,

[l (Cisco Secure Firewall 4200 \ [ 145 7)
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15: IPv4 i 10+

Edit Physical Interface

General IPv4 IPvE Path Mc
S
IP Type:
Use DHCP v |
Obtain default route
using DHCP:

DHCP route metric:
1

« IPv6 - IR H ahic Bk B BELE (Autoconfiguration) & IEHE .,
& 16: IPv6 £ TR+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPVE:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) MdifE (OK).
PIR6 rdRTF (Save).

BcE DHCP AR 558

L A S i ] DHCP M Jg i B AR AL SR TP Huhl, i 53 1] DHCP R4S 25 .
312

$IE1 %58 % (Devices) > i & &1 (Device Management), AR5 bk & HgmeE ( £ .
$I%2 %% DHCP > DHCP BR %28 (DHCP Server).

(Cisco Secure Firewall 4200 A\ 1355) [}
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[ 17: DHCP AR % 25

Device  Routing Interfaces  Inline Sets ~ DHCP  VTEP
—

DHCP Server Ping Timeout

50

DHCP Relay

Lease Length
3600

DDNS

Auto-Configuration
Interface

[ v
Override Auto Configured Settings:
Domain Name

Primary DNS Server Primary WINS Server
v+ .|+
Secondary DNS Server Secondary WINS Server
v | + v |+
Server Advanced
+ Add
Interface Address Pool Enable DHCP Server

ST3 EARSE (Server) T L AR (Add), WAJEALE DL F LI
18: K hnAR %5 8%

Add Server (2]

Interface™
inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

—
Cancel m

* 0 (Interface) - W\ oL Pk HHE L.

« ikt (Address Pool) - DHCP I 45 8% 45 FH f IP sl (9 vE ] ONRAR B i) o TP ki [ 4
S B AR TR, BAREEREREI A 51 1P M.

* ]2 DHCP BR %28 (Enable DHCP Server) - 7E T4 11 L 3 Jif DHCP JIR45 %% .

T4 fEE (OK).
TS LR TF (Save).

[l (Cisco Secure Firewall 4200 \ [ 145 7)



| EREERLEHE R
wmziczs |

A INERIABE

BRI EH I 45 1) ] AN U5 ) () B3 B 8 . WK DHCP FAEAN 3T, WIS IR 5 2% )
RECLAWCE T BOIARE o W SR THEF-I Nk b, WL FE P 3T an R0 2k 11 DHCP IR %545
MIERIA M B, oK B R 7018 & (Devices) > % & & 18 (Device Management) > 2 (Routing) > 8% 75 8%
i (Static Route) 1 L1 1Pv4 #&H (1Pv4 Routes) 5k |Pv6 #&H (IPv6 Routes) % 1.

UK

HIB1 %8 % (Devices) > I & E1E (Device Management), R J5 sk & M%meE ( £ .
FIB2 IEFE IR > BRSEEH.

19: Static Route

Device Routing Interfaces Inline Sets DHCP VTEP

Manage Virtual Routers -+ Add Route
Global v Network Interface Leaked from! Gateway Tunneled Metric Tracked
Virtual Router

Virtual Router Properties ¥ IPv4 Routes
ECMP

BFD

¥ IPvB Routes
OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

BGP
1Pva
IPv6

Static Route

~ Multicast Routing

PR3 flili WMESEH, R RCE LTS

(Cisco Secure Firewall 4200 A\ 1355) [}
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[ 20: R hnERS MR E

Add Static Route Configuration (7]
|
| Type: ® IPv4 IPv6
Interface*
outside v

(Interface starting with this icon [%signifies it is available for route leak)

Available Network C + Selected Network
Q, Search any-ipv4

IPv4-Benchmark-Tests

o)

IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

Gateway*

default-gateway ¥ | 4
Metric:

1
Tunneled: (Used only for default Route)

Route Tracking:
v |+

Cancel |

* A (Intrusion) - M ZHAR A IO, wili 1PvA 201 Pv6 44l .
* 0 (Interface) - KEFEH L W ZAMTHE .

* AT IR 4% (AvailableNetwork) - 24 IPv4 2RIA 2% fHIEFE any-ipv4, & IPv6 BRIA I H1i%+¢ any-ipv6,
SRJE RN (Add) K A2 2R E M 2% (Selected Network) 4114 .

* WX (Gateway) 5L I Pv6 W3 (1Pv6 Gateway) - %l A\ SIZEHEAT LK i1 10T — AN ER AT 19 S
o TR DAL TP ik BRI 2%/ NN S

* $8HR (Metric) - A FI H AR 2 1 ER i A A REVEFDY 12 255; BUAMEDY 1.

T4 SERE (0OK).
B B S I AR K .

PSR TF (Save).
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Bc & NAT

HIR [ NAT FU 20 N S Hb b4 40 S AR 308 11 TP bkl B (3 110 33X 28 NAT FUNFR K42 1135 11 kil
4 (PAT).

g
FIE1 EFIRE (Devices) > NAT, SRJ5 i FTIE KBS (New Policy) > BB 1E NAT (Threat Defense NAT).

T2 kA, REATT RN B, A5 s Save.

21: FE SRR

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel | Save

SR B R 0 A B o AT AR 2 SRS I o

(Cisco Secure Firewall 4200 A\ 1355) [}
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22: NAT <%

interface_PAT

Enter Description

Rules

Filter by Device Y Filter Rules

Original Packet

Source Destination % H
P e Type  Interface fntarface Original Original Original Translated
Sources Destinations Services Sources
Objects Objects

~ NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

SIE3 SR (Add Rule).
Add NAT Rule SHFHEE: 87w

IR 4 PCE FEACH I 5 i -
23: BRI IR

Add NAT Rule

NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

* NAT #0| (NAT Rule) - £ Bz NAT # (Auto NAT Rule).
« A (Type) - EFFNZ (Dynamic).

EREEROBERMBE |

Show Warnings Cancel

NAT Exemptions Policy Assignments (2)

X Add Rule |

Translated Packet

Translated Translated

Destinations Services Options:

$IB5 7t Interface Objects T, ¥ Available I nterface Objects [X 5 H [ b5 [X 155 i 3] Destination

Interface Objects [X 4.

[l (Cisco Secure Firewall 4200 \ [ 145 7)
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& 24: O3 &K

Add NAT Rule

NAT Rule:
| Auto NAT Rule v |

Type:
| Dynamic v

Enable

Interface Objects

Translation PAT Pool Advanced

CEIN |

Available Interface Objects C

Source Interface Objects

(0) Destination Interface Objects (1)

Q, Search by name

] Add to Source
1 outside_zone 4 Add to Destination

wfxAutomationZone

inside_zone

$IE6 {riEdh (Trandation) F{f FACH LL NI
[&] 25: 453

Add NAT Rule

NAT Rule:
i Auto NAT Rule v |

Type:
I Dynamic v |

Enable

Interface Objects

Translation  PAT Pool  Advanced

Original Packet

Original Source:*

| all-ipva

o outside_zone ]

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects' tab will be used

o EHAE-E R (D U TPv4 MR N2 444 (0.0.0.0/0).

{Cisco Secure Firewall 4200 X\ [13575) .
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26: FRHY PR LB 3T R

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range ® Network FQDN

I 0.0.0.0/0

Allow Overrides

pE AR AR GUE L any-ipvd X5, K20 A3 NAT BUUAER 5o SGERE PR
NAT, I HIETiEm i R 508 XX 5.

* ¥53B9IR (Translated Source) - L+ B#r#% 0 | P (Destination Interface I P).

PIRT mRTF (Save) LA Ik
FE BN LR A7 2 Rules K.

FIR8 rlidi NAT i _EiRTF (Save) LLORAF BT

Yy — | = b
AFREMNAERIEEIMER
U SRS AE Y el 7 A0 B 5 T A T R A TR U I A S, U ) SRS ) DA SV
i Te IRV o) W N S ) RN 1P 1Y S o N R P D PS8 = == O A SRS (L e oA
NI SO VIR AR R3S 2 48 TR R
UK
HIE1 ELPEERS (Policy) > i 18] 35 B& (Access Policy) > i 8] 56 B& (Access Policy), #RJa i 0y B9 4

7 I PRSI 4R (4D
S22 AR (Add Rule) J % & LT 25

[l (Cisco Secure Firewall 4200 \ [ 145 7)
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27: F A

. Create Rule (]
Name | inside-to-outside Action Allow Bl Logging B Time Range | None Rule Enabled C
Insert | into Mandatory @ Intrusion Policy | None Ev File Policy | None

Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags
h Security Zone Objects | showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
=) <& inside_zone Collapse All Remove Al Collapse Al Remove Al
=] <& outside_zone ZONE | v 1 object ZONE | v 1 object
it wixAutomationZone

« ZFR (Name) - KUty 44, 5140 inside-to-outside.

* BT RYIR (Selected Sources) - A X33 (Zones) L FE A FHBIX 4, SX)5 siidi R ANEVIR (Add to
Source).

* Bk B#R[X 18 (Selected Destination Zones) - M X33 (Zones) F ik FEAMBX ik, SR )5 i w0
#| B#R (Add to Destination).

FOAt v LR B IR

I3 AU A (Apply).
FRI 28 I 2 Rules .

PR 4 TR TF (Save).

okl

fEZBE

R C L B A B RIS AR B B AR

UK

P11 midiss EJ71EBZE (Deploy).
28: FE

—
IDep"“’ lq ¢ & @ adminv Ul

T2 i £EBERE (Deploy All) LLESE 2IPTAT i, s i S 2RERE (Advanced Deploy) DAL BIEFE (1)
B

(Cisco Secure Firewall 4200 A\ 1355) [}
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B s=m=

& 29: & ERERE
Q Advanced Deploy [JEEGYEA
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment s}
1120-4 I Ready for Deployment ot}
node1 I Ready for Deployment £
node2 I Ready for Deployment =)
© 5 devices are available for deployment iz
& 30: SRERE
1 device selected
[ @ Search using device name, user name, type, group or status ] Deploy time: Estimate
\:\ Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> [] node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> O 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
¥ L 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

TR 3 MORIE . sl T ERE (Deploy) HEHLA K E T LA R RS

& 31: ZBE RS
es Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks .:) Show Notifications

m 0 running 5 success 0 warnings 0 failures | Q, Filter
@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s
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7 18] B B BA i1 F0FXO0S CLI
i FH iy 24T LTH (CLI) W% B R G LA RGATIEA W MO HE bR . JoikiE i CLI 2 TR B SRS .
AJ LR B 5 i 1 LAYT ) CLL
9, 7] LAY 8] FXOS CLIVAHEAT #ibEFE R

\}

AR ftny LB SSH RS B R AR BRI . S SIEANE, SSH A TRER I
748 CLI, £ AT FH connect fxos fir 444 81 FXOS CLI. H S48k SSH B H4T T 5N Sl 8 1,
FHJa ol LG 28 1 B bl . BOAREOUT, A5 SSH Bz i) . BEFEFP A 434 65 i 1)
i CERIAMEH FXOS CLD

i

PR LUEK CLL s B S UE R R M G i . BOAOL T, 2247 KA 4200 A6 6
85, DR S SIE =7 USB % RJ-45 AT HIZE. WOV 1RAT RS 2BAT AT 6 2L USB HATIK
LT . PG BRI FXOS CLL. f#HILL R 847 3 :

* 9600 P HFHE
o 8 NELRAT
« ALK

o 1AM IRAT

TEER B FXOS CLI. ] admin FI /™ 4% RA) 46 v BN BEE 8 CERIMIE ) Admind23) &3¢ CLI.

IR

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

W2 Uil Bt CLIL.
connect ftd
w15l

firepower# connect ftd
>
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EREEROBERMBE |
- LI L

B a, WE T CLIF ] a2 I R B, 1A hdp k2. A ATH{E R, 152 Cisco Secure

Firewall Threat Defense i 2%,
$1E3 TR BB FTD CLL, %A exit 5% logout 4.
iy 22K B FH 5 17 42 FXOS CLI #278. A 5% FXOS CLI Ha] iy & HIAH A5 B, 5 2.

T

> exit
firepower#

AY A Y LY ZlZ :

% [#1Bf A 35 B R
IERSCH ARG AR B, AR IR L N BRI B S ECCE R RN WidE, B
LR HAE G G127, PP s o P RN B 1 O B K i R G
Aas ] DA FH A H PO T A B LT R O A £ i, BT U FXOS CLI

FEREED O RARGNIEEIR
IEMSCH ARG AR B, AR IR L RIS RES S8 R ERUIR . WidAE, B
ZHRE—HAE G BIB1T, RPEEEH EIE AN A 5 26 B Kk
P m] DU B Ry IETRS I RS .

B2

8

EIEE > R,
EREF DR FD, Al g (4 .

&% (Device) I

ERG (System) 4y it ximigg (@) .

PRI, WSS TR B

A 5 7 KT T b G R, AR O S T B B R R . T I DL R R

B8

8

GO Y Y
B 3
S 1 B w N -

B

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
WOREAER G IER, WAR KL 3 B LU R R G C K H .
WIR T IR ] LG P FYE T O A5 b IR T FR Sk LA B 7 T LA 1 H i
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£ CLI XA B At B IR

A LUE ] FXOS CLI 24k P R GEIF ORI & o 8m] DL I 45 2216 & 3w 11 K5 17) CLI; 3

N
g
N

$IE3

ZI4 V5 18] B I AIFXOS CLI, %8 37 T,

UK

7t FXOS CLI 1, %E#:% local-mgmt:
firepower # connect local-mgmt

K shutdown iy 4>
firepower(local-mgmt) # shutdown

-

firepower (local-mgmt) # shutdown
This command will shutdown the system. Continue?

Please enter 'YES' or 'NO': yes
INIT: Stopping Cisco Threat Defense...... ok
P R KBS AN ) R GEHE 7R« R R B LU T $o:

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

wouxmpiosnE |

REBUAE T LG AT HLJET SR A e I 4 5t Sk A B 7 W AL 1) L

FIRELNCE BB, 2 B TSRS SOk S AUERE Firepower SR

HRATH EHhLrER, 1H20 (Firepower & B ORI E IR )
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{5 FH I 3% & T8 0 BB E B AT B 5]

AREXHEE L ?
EEEA N HAEHEES, ES5 MRS S EESIE A, 81 . ARG TR
o5 1B RN A B A0
AT A T R A T e U SR B R R B D o SE T A HIEE R, Horh RO 47 T AHE
BHM L b, ESE S RO B R, 256 S .
KT B AIE
il F ] LU AT UM A A 5% ASA BR Ao LRI B AHIRT ASA 2 [A] V) 4k 77 B A8 06 v £ b AT J8T AL
QAR TT AN T2 A B A A, MR N FHT S . 162 [ Cisco Secure Firewall ASA il Secure
Firewall Threat Defense T AR5 »
7 Kk 55 251217 8RR M Secure Firewall eXtensible 215 R4t (FXOS) K2 EAE RS . B KEEA T Fr
FXOS Cisco Secure Firewall HUAEE B T REHERR H 1, ASCGZERZ R CLL. A PEgIfE B
W52 1 H T H 4 Firepower BB £ [¥) Firepower 1000/2100 1 Cisco Secure Firewall 3100/4200 (]
R FXOS #lsEHE R a7
PR RAULEEAS AR - B K AN ER B SN N S5 B o (HE, AT DAZERCE R AN A S0 15 8.
B P 44 FEIRME LT, BB R AEPAT I E B SNMP B i) e &5 25 B .

o MREE I TAEREE , 55 41 7T

o FFURZ T, 2 44 0L

oy B AT 4 , A5 44 T

o PR D TIACE , 2R 46 UL

o MRS, B 52 T

o B UG HCE , 5 54 0L

IR SRR T/ERIE

SRV B B O S LTI R0 B B0 0 5 35 O P A 1 T AN A B L EAT B AL L
1T K2 HOE R 7 SR — DN IR PGERE, A4 4 B A0 7 1) Lk B A8 SO T AT g
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AR O EHERAGEAS SR AR TLS-1.3 I walEaE. B T2 n, BT EmL
NIRRT (B dnst 25 8] VPND 3247 E . B, Wi VPN kA, f H%%E@ £z,
DRI G FRAT T 3 U504 FH 137 P ) A B i A2 o

o R RS B A AE CLI PRACE BV, SRR BB KX B RE 7 SEHL .
© Oy SCHUR R B DS FITIT b A it o
o SRR P BT A B R0 S BT A R

BB B IR R aiE T

AR B R A AN U ), DA SRR R SOV R T BEB R 5. BURAE BV ) K AEAE
AR I L, AR A B AR DG . A B T — A S I 1 5 1 o O R AR
H, & H ORI E.

o BB HEE 1 L T, % M 1 O 1 2 B
AR A AR SRR
o BSRAEHE  LT) T I, B 20 N RO B R
TR R TRE, FP  ARL B  EU R

BRI IER

Wl B 1130 A BB ) BT WA

 H e Y EAdE e O B A B U IRl o ANBEAEH] 574 1 8 EtherChannel . &34 ] LLAEH] 5 2
Dy FE AN B 1 LR LA B AR U ), DLSEEOUAR .

s MO AR MUE .
o DU HIB KHARE, A s

* INSCFF PPPoE. UWIRHE) ISP 752 PPPoE, IDAZIAE BN 55 WAN T H A o 48 2 (0] N S
¥ PPPoE [ 5% H %% .

* O HAEN T42)5) VRF Hi.

o BRNASKT B4 113 H SSH, - PRl b A 20 FH J A FH 457 38 Hbu0s okt B SSHe  Fl T BEHZ 11 I S B
HON B O, RIS TG Bl GZE R I 2% 2145 BR B 11 1) SSH 21, BRAEIEAE ] configure
network static-routes fiy 4 A & B IS NS B i .

o 5 RS Al P B B0 R LA
C RIHERREER . (ORISR, AU

= AT MER
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o ANSCRFTUARE B Vs ) B 4 1

* ANGEMEH] DHCP; {XCHFifaS 1P Huhk. Joik Al il DHCP (D fE, 155 DDNS Al i
e

o LEIR] 7 R AN RS 1P Mkl
* i IPv4 5 IPv6: AREIFIIN 155 .

o A E R PEASECE (configure manager add fiv4) i REAH A .
o ANBERF B H: 1R Wb e A B IR A B

ILFE 53 STA A 2%

NS T B K R SR R R, o
o B AL T R
* JEUBITAE A SRR B O AT B B U 1

o SRS AR Bl HE O A A S TP bl sk E LA DL AV NS R IS ANIE % TP ki DL
J&ﬁ%ﬂﬁuua 838 T DL 0 4R 1 B 5 A& DNS (DDNS), ULI” AW A4k () DHCP IP
e
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(Central admin)

!

(1) .
\_! J Pre-configura-

walinrs |

o) A F
Physical L2 ) Install the (3 )Cable the ( 4 ) Power on the
Setup ~ firewall " firewall ~ firewall
—> —>
(Branch admin)
v - - N
(e . ¥ o) . N ) - \ .
Management | 5 /Loginto the (8 JRegister the \.9 JRegisterthe {10/ Configure a
Center ~ management ~ mgmt center ~ firewall with basic security
center with the Smart —p the manage- —p policy
(Central admin) Software ment center
Manager
i A
N
Cisco 'kﬁ > JObtain Base
Commerce license and
Workspace optional
feature
(Central admin) licenses
Smart 7 Generate a
Software license token
Manager for the
management
(Central admin) Cenies
(1) |[H o CTEE) KBTI B IR , 5 46
L 4
CHREHSD « {1 CLUEATHIRLE . 4 48 1.
o |IELBLE LR KB S B
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FITTBT KB, 56 53

B
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AL, 517 0.
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Workspace
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BB PR
(RS B 51D

By GRIUE BLARGO VERTIE 5 55 55 50) R BRVF AT UE4 .
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le) B BEVF ATIE AR 55 as GRIBUE BRI VFRTE , 575 55 00) VENHE BB
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RREERMEE

T B T B TRRC L BV, SRS PR IL AR 200 SEHLA o

(AIiE) MERGHFREHMRA

LA AT IRA T AL ZEI LA R A, WAT L DB B T UG AR L Bl K 3 iy 2%
HARRA . 8, W nT LIRS FsAT e AT T (HT190 (RETICED W RE 22 L g e i 1
PR A (I ]

BMZIEI T ARRA?

RSO AT A N3 F IR 5 55 ki 42 (55 11 Gold Star fRAS . f&IE 0] LS %
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EE A OERE BB

) tepurremns ]

1dFH H 2 42 admin FIERIA 20D Adminl23 &3¢,
I8 FXOS CLL. 35— NGk, RESTOREE SN, s d A T SSH 1 s i
B

pEa s R ERS O, (HEARIIE, W 2T ) EE DOR S A BN B AR )
HEEFHELR, ES0H FXOS bR R -

IR

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***kkkk*

Confirm new password: **kkkxkkx
Your password was updated successfully.

[...1]

firepower#

fE FXOS CLI W, W/ IEAEBITIIRA .
scope ssa

show app-instance
il

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.4.0.65 7.4.0.65
Not Applicable

TR BB R, W HATIX D,
a) WURZDNEHEE W EFRES IP bk, WES R CLIBH TR E , 26 48 Tl BRIAKSHLR, 4
PHEZ VK Ad ) DHCP.

T T P\  AE HAE  l F R 252 T R A%
b) AT (FXOS #kmtliBRaRm ) b it BRI .
Wi KBS EORT R 85, AT LARRRGE R ] FXOS CLI.
c) 1E FXOS CLI ', RIS IR EE B A%,
XFTACEALANC, SEEABSN, 5500 BREE XEEH &.., FAKCRERH.
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d) KB ESHAE CLI KGN K EEHIYR , 28 81 i,

£/ CLI EiTHiECE

$TIE4

AR BV E CLT AT W46 T

Before you begin

FEVCE BB 2T, T ERNIE B G TP ks LA

Procedure

FTITBs K Sk L U o
Note H RSN BV, WA K2 2 15 21 30 2l

ERERIR G 0l 1 BUP B A CLL.

Pt & v &3] FXOS CLI.

i P 4 admin F1# 55 Admin123 %5k,

WK FXOS I, RGP B, e it ] T~ SSH. Bl 4816 5k

Note USRS O B, (HAESARGIIE, D020 BT R 4% LK S5 B N BRI . A B
BEFEFINAE R, 162 FXOS MbE R R o

Example:

firepower login: admin

Password: Adminl23

Successful login attempts for user 'admin' : 1
[...]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: **xkxkix

Your password was updated successfully.

[...]

firepower#

R B4 CLL
connect ftd

Example:

firepower# connect ftd
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SRS SR MBI N, ARG (AN VFRTENL) (EULAAT, QRG] SSHIE R,
W2 PR LY admin #5. SRJ5, ROREAE 2 PR DBRE I CLI A BIA

WM s AE B 1 1 e T T B AR U ), AT e (A B 1

Note FRAEERRICE, SWJCEE S CLL %35 (flhn, S Sogrd s mig) o Hig, mrLh
5 7 CLI H i H configurenetwor k iy 4 51 T A IX 81 . 1 2[5 Cisco Secure Firewall
Threat Defense i 2% .

BROAE B AT B 2 R AEAE 5 SR Z T AN {8, 1544 Enter .
HZ L E

c EREBRE IPvA? /N REEERE IPV6? - N2 > FbER Ay o BAREAT H AR
PRRE, HALZBCE TP Mk, 904 F ik

s &3t DHCP X2 F #E & IPv4? FI/of i@t DHCP. BRHEBIFEFZhEE IPv6? - L+t F3h.
WA R W E N DHCP, WIJGVARC & A8 O T8, U BN B G diie
data-interfaces, EZ [ F— N85 AIRESHE B DHCP R4S 2% 4 78 5

o I NEIRIECIAY | Pv4A BRIA M 55 FI/E 4 N TRIE O RY | Pv6 P 55— 1% I 5% 1 b data-inter faces.
P BEE AR 3 R A PR, DR ] e S e P RS U IR BE A

» BRERFAIERER ? (Configurefirewall mode?) — #ii A\ routed. A ¢ i1 B Kk B AR 2 S 1 A 2
PRASVT M) o

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...
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All configurations applied to the system. Took 3 Seconds.
Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

W B A BRAS U 1] PRI AM SRR 1
configure networ k management-data-interface
RIG, RPN NINRIE D EFEAR MR BCE . 1S 0 LT A i ] b2 B PRI {E B
o P SRR B R D REAT A B, DA B 1 OGVAAT ] DHCP. i SR AE )46 v B R A T-3))
W IP Huhl, WJaT LL# A configure network {ipv4 |ipv6} manual 42 iR & . R
KRB R WS E Ol data-interfaces, Iy B LRI E S .

o 00k B A AN E] R LR, L SRR ORCE, AL N RE: 0
GRRATIP Hihk . RIOCHRAES 1. DNS R4S 28 M1 DDNS Aii4s 2% . 499 DNS R4S el & 11 s
B TESI . RO, ST DURY JE R g U7 B G E AT O, H A R T K
NG BHL L iy 975 A B B o B A B R . WV BB B, U A R 7% configure
policy rollback iy 4 AT S LLHT 13 -

* WIREC E DDNS AR 4s#5 558 URL, W b f < B 3hds ik 3 Cisco Z2 {5 AR CA R ELIK
HEZCAUET, LME g v LA IE T HTTPS JE421f) DDNS R4 8y iE 15 sk B =2
F5# 1] DynDNS ZFE API JYE (https://help.dyn.com/remote-access-api/) [fJ{T-{1] DDNS Jl45 2% .
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o b4 v B EE 1 DNS Mg a4 . AR E A (B4l configurenetwork dnsserversiy4)

WEE I EE DNS R4 T Bl & . %dls DNS B4 %5 T DDNS (AR CfdE) sulEH T
W L) 22 4 SRS
70 UL b, BdEie 10 DNS RS2 84 Begh it sbh Bt ()7 & 8B ems hic & . 24580k
SNSRI E R B, ASHL R ER R, I H DNS IRSSEEA SN B G 1R SR .
THIE, U R o B 6 VB SRS 2 T 25 0 DNS Jc B 16 Ja i o 48, )20 B 7 ns AN Hb 0
PR AR E S v B UTHCL ) DNS & 3eE,  DUE & EEC A i [R5 .
UEAN, ACHLERIAETE NN I DNS RS54, B RO A 2 R B A DNS IR %5450 #ilan, ans
AT TV B IV T 4%, {HBE S 18 1 configure networ k management-data-inter face iy - fic
BRI, e RO R T E T IR R (RS DNS IR454e) . LUES @i
i B P UL

o S B AR W B R0, AR DR B L o O B R B ) SRR 1
A 22w SR CE 1 FQDN B Ttz

T LUE A Ay ST PR AR BRILE s RS S Al BIE T, (AT BB ALY 4h B A
SIEFBAER A e

o TARF R B, 1% configure network management-data-inter face disable fir 4.

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$w0rdl7Q@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to

change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.
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Setting IPv4 network configuration.
Network settings changed.

>

(Optional) PR il R4 2 0 251 Jm ik Bt 2 1107 ) 45 Bt

configure networ k management-data-interface client ip_address netmask
BRTHOL N, RVFITH M

T e S B 973 A 1 2 B A
configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} regkey [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - &5 & #0 1) FQDN EY IP #
hbo iR EHEAOASE HEE ] GhE, 5 DONTRESOLVE. Wl E/0FH —AN s CGERE
G B DA BRI UG ) R TP Hkik, A BE AR NN 15 A5 2 R 7 X ) SSLL 1 T8 5 JE 3 .
WIERAE M4 82 DONTRESOLVE, W) Jg s fE 2420046 ] iy i) () TP Huhbk sk =414 .

* reg_key - 48 LR — PEEM ST, FEN BB I B B O B e . M
B 37 NERF . AMTFRFOTE LT (A-Zs a-z. 0-9) FEFER ().

* nat_id - $758 T IR FRAIME—— IR TR, IS T A FHEhy bR e . WA F B b
AT B, WA 20 [l I AE BBt F 7 gy B3 i M) NAT ID. NAT ID AN i
3TATFR . AT ROFETF I (A-Zs a-z. 0-9) FEEFH (-). M ID ANREF T BATAT
oA v £y M 2 A B LG,

Example:

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

A BB, DA s R AL B R 7y SR

IEFOCH R G AR B2 AR A IR EdE N YOG AT e & R EOCI RGO EBUIA . WE A, AU
ZREREFAE G 81T, R aOC I HLIEANRE IR H K R e

a) fwA shutdown 74,

b) WL HJE LED ALRA LED DLGIEHUAR 215 2 CRZE)
c) FENURE LI FE S, 48R DAYE DA B3 LY Sk LA B 5 KT T AL AR FELJA

DR R

WK B ok B Y e B A i, URER I AT IR B Kt fi Y, BT SRR L i IR . AR
Jeis AR PR B E AT SR R
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v el A st 114

E1ERA N SR B 4G
B FUE A BRUE SHUAL T RE R, AT DU R B ) fz il Jg i1l . 3% 4% Cisco Secure
Firewall 4200, 52 LA T 03,
M ERR BB EMN R

Outside/
\_ internet _ outside
Console port— (management center access)
“K 2| \ -
® ATT==1, ] @
LGS CIE SR O of 2
H = Z ‘ 0O00000000000
{ A + 0 O |
inside —
Management
computer
Inside - ) .
‘ ) Y « ) C )
Other data networks
FIaZ Bl

o ¥ SFP 2238 B 5012 i 1 - P& 2 7522 SFP FLBR K] 1/10/25-Gb SEP ¥ [ o

o (AR FREUEHIG B - BRIAEIL T, B KEEASBE 6 G B ds, DR 75 20 9225 = 7 USB
4 RJ-45 SFATHLZE .

UK

T A ES I kedim .
FER2 AR O (B, DOKK 1/1) RIS s
PRI KAIE D (BN, LUK 1/2) 3830 A FA Sl L s ok .
PR A R AL M BOE R R R .
SRS (AR R BT S LERR B & i
FE53 SCHURIR) F R AR AN A R P 5 4 (T iebsesle b H B, PTRE AT B

FT B K IE R R

BRGSO T 817 R S5 R IR AT HS T OGS DG LA AN T GG i, S RFP ARG
P R G¢ LA AR R GE A R s A (0 KU
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ERnREER LBERMEE |
- EEECELE

\)

AR E U BRI, BIRACRLI B 15 2 30 S AT

Fia Z |l
AP K S B AT SRR I (B, AT A B (UPS)) ARR R E . RSk MIsli ] g 3
BOPERSER GBI Ja GRS A VP2 HEREAEIEAT, DI i A5 R IR IR O]

iz
pz R IR INES bt D e RS R pU e I LN
SR 2 AL THUAE T 10 R IR S5 IR ERE AT 2 F T AT I

LIRS KA KB MY LED: iR i% LED 2attafisegsole, FoRpi kil CHam fik.
8] 35: R4 AN F I LED

System LED ——
Power LED ——

SR A WA KES RS LED; HLEGORE iR n, ROl mgizm.

pE BEIFRMITUHRBISCHS, REUATRERT 2 LI P A S e 8 5GP o AE LI, HUAR AT 9 H
J5 LED H5INHREE (0. F IR LED 584 G M2 1, 5204k H HLdit o

FERERE 53 SR R 7 B B30 1o v 238 1 977 40 LAASE A B4 10 7 ) ELIER I -2 i, S8 mT LACKE B 917 480
TR B B I B

BREWARL

A8 A B O E L S A2 917
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FIRZ Al
A RZSCFR ARG R, WES I RAI ZAT Y] (2 https://www.cisco.com/go/

firepower-notes)

UK

PR AL SRR B 284 A LR URL.
https://fmc_ip_address

T2 IAENH B,
T3 AEXR.

3% BN T8 F O B 1 AT E
FITATVE R UE AR A B bR L2 VM S Ao 45T LAE R K LA R DI REVE AT IE -
« BARAR- CLFD FEARRR VFATHE.
* IPS- A fEHRA U IPS
< BERM BB P
* URL - URL i 3§
* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier B¢ Secure Client VPN Only

* JZE® - Diameter. GTP/GPRS. M3UA. SCTP
A SEBHF ] I B PEAIMEIR , 157517 cisco.com/go/licensingguide
FIAZ Al

o YRR AR RS R .

R BGEARAIK™ s U Rl R AR IR o Gl IR REPH A S, T LON A2 —
AR

SRRV TR S AT G N (3DES/AES) VFRIIEI K, A REAl AL DiRe (O
M B AR SE R D .

RS

SRR IR REVE K B P KR Y RTIE
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ERnREER LBERMEE |
B smemsowirTi

0 SR ER A A 7 S B S A i, RS PR Y 1 O R B R R RE ARV TR . (HZ,
R T E S INYERTIE,  UiE{# ] Cisco Commerce Workspace I [#) Find Products and Solutions
R T B RN ATHIE PID:

36: VrRTEHE B

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

HB WURAHE PID, 4T BTS04 PID EMENT
« SRR VFITE
* L-FPR4215-BSE=
* L-FPR4225-BSE=

* L-FPR4245-BSE=

« IPS. HE AT B AT URL VF ] iE4 &
* L-FPR4215T-TMC=
* L-FPR4225T-TMC=
* L-FPR4245T-TMC=

2K EIR PID 2 IR NSV KT A, W] DU #S LU PID 2230 N AR 3930 -

* L-FPR4215T-TMC-1Y
* L-FPR4215T-TMC-3Y
* L-FPR4215T-TMC-5Y
* L-FPR4225T-TMC-1Y
* L-FPR4225T-TMC-3Y
* L-FPR4225T-TMC-5Y
* L-FPR4245T-TMC-1Y
* L-FPR4245T-TMC-3Y
* L-FPR4245T-TMC-5Y

< IBE R VEALE:

* L-FPR4200K-FTD-CAR=
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| EREEEEhCHERHE
mgmpormics ]

* Cisco Secure % /' Uii-15 2 1 R} 4% i 1] WA TR 7

PER2 WURWGARTEN, 15 8 BE PP B B L

WA BB AR R B AR A . B ORTEE R, IS A E LB E TR R . A
iR EC, R AZIAE 1) B BE AR A BR AR A S SR VR A S e P AR 3Z A BC B9 = B (Cloud Assistance
for Low-Touch Provisioning). 2 [ 24t (System) > i AT (Licenses) > & &1 ATE (Smart Licenses)
UM

6] B IR LRI &
i ] vt TP Mkl sl AL S N A DK b B A s W 2 A B L.
FIaZ Al
o AR S AE BT B AT A T B P BRI BL TR AR R
o PN A B TP Hhk B LA, BAK NAT ID
o EE POV

UK
F1 7 EHPL b, %EPEE (Devices) > & B (Device Management).

FE2 R MR, EFRmILE.
BOATGOL N e+ S EMER ik
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FERTEEEROBEEMEE |

B =emsonmes

B 37: (E AiEMERRIMR&F

Add Device

Select the Provisioning Method:

®) Registration Key ) Serial Number

|| CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None ¥ |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.
Make sure your Smart Licensing account contains the available licenses you need.
It's important to choose the tier that matches the license you have in your account.
Click here for information about the Firewall Threat Defense performance-tiered licensing.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier .

Malware Defense

IPS

URL
Advanced

Unique NAT ID:t

I test

Transfer Packets

[ cancel

{Ci

BEE LI 2L

Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

* EHL (Host) - SAZZAS I OB 1) 1P Mudik sl EALAL o A RAE BUUMST A AR TC & [ s

BT B TP HibE R NAT ID, 0] Db BB 25

iR

75 HA B85, Ui N B OB T NAT 2 Ja i, U] BAZE 3285 2 g o ik

BT TS TG ML TP SRR (HRE, ARG B L MmO, 25

S BB AR 1R TP ik B N4

sco Secure Firewall 4200 X\ [13575)
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* RIRAFR (Display Name) - 4 A\ 275 B0 v o 10 b B A1) 44 7R

* JEME A (Registration Key) - i A S 7L BT B A4 4R C L H 45 52 FVE I 91 o
* 13 (Domain) - 41 FA Z I EE, KBS IS 0

* 48 (Group) - WIHRAEAM AL, WP LA At s ¥ & 4H o

* i iB)#E 5 R B (Access Control Policy) - i #5HI4A 5% . BRIAE CAA R aiE B S/ 2 H I A
i)‘( I, 73k P S R (Createnew policy), #AJGit#BEIEFTE R E (Block all traffic).
ZJE AT DOE St e DA AR VR R s TES T SO VR AR RSN . 5 34 T,

38: FE KM
New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

o BT R —AEIB NITRE A TCAT TR REF L. & ERMESE, BN BRE>iF
AJE > B REVFRTIE TN Secure Client ZEFE V5 i) VPN ¥4 0] IE,

* ME— NAT ID (Unique NAT ID) - ¥5 & #8175 BB 4 WI4A M0 B h 5 € (] NAT ID.
* HREEE S (Transfer Packets) - 7] ik 2K Sl AL 2 A B0y o SRAE T e 2k Ui fiph A
TIPS X Snort 25, B 2K S GBS SRS A s R B A E PO TR . G
WRAE T, R FHME RS RIET) &0, BehtuBis A Ri%,
$IE3 i EM (Register), JERfATENNRI).

WREEM S, PR IMBIFR A WRE MR, S B RS GRE  nR g Bl A
R, Ak A LR I

* Ping - V5 W] @B DA CLL, 2R )5 A H LA T 4 ping B B0 1P Hbbik:
ping system ip_address

(Cisco Secure Firewall 4200 A\ 1355) [}
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Wik ping AEY), A show network iy 446 7 W 25 e o an AL 75 2580 50 s 7 480 57 2 TP
fik, i {# ] configure network management-data-interface fir 4

o AL NAT ID A BEAUCy TP bl - A ORAE AN e 25 A R AH R Iy 258 AT NAT 1D (il
HAED o Al LUAE PSS ] configure manager add #ir4 ¥ E T 4 F1 NAT 1D,

A Z ARG S, TE 21 https://cisco.com/go/fimc-reg-error.

ASHR > S A3 QAT A LA e B e B A 2 4 SRS

o WERFNS R 1 - D R A O AS TP Mk SRR RS VS 0 B TG T AR 1 A
BOE, AT EER L oy 24 D

* DHCP fl45#% - 7E PR 11 F 2 % 7 348 F DHCP R 4545«
* NAT - 7EAMTHE O FAE 2 1 PAT,

o Vil - AV PR AR

* SSH - 7EA45 B 88 U7 17 4% 11 LA 1) SSH.

B E#EO

T BB A 1, O AN 2 A X B I B E TP Mk . BRI . G, A D E
PN DA AL R GG = R . W, R T 1) 3 % ph o e H BB () AR 1T, DA
F AL GRALR [N B A W BB 1 . Herp S8 LAl g “BRI X7 (DMZ), AT DLAEH: i scE o]
ANFFVT R T, B Web JIRS54s

LT {30 25 8% I G 2 ik DHCP M ISP SREXA/MERHE D bk,  [RIE 9 504 O _boe SCER sk,

LUR7RBi48 ] DHCP £E8 LN BRICE. T Mgl CGirigiasithit) , JFER D AMIBICE T %
i

UK

FIB1 k518 % (Devices) > i & EIE (Device Management), X5 siihibi K5 KI448 ( 4 .
P2 LD (Interfaces).
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39:3#%0

Device  Routing

Interface

@ Management0/0
GigabitEthemet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthemet0/3
GigabitEthemet0/4
GigabitEthemeto/5
GigabitEthemeto/6

GigabitEthemeto/7

Interfaces
—

Inline Sets DHCP

Logical Name

management

VTEP

Type

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Security Zones

maz0 ||

Q_ Search by name m Add Interfaces v
MAC Address (Active/Standby) 1P Address Path Monitoring Virtual Router

Disabled Global aQ<
Disabled e
Disabled rd
Disabled rd
Disabled V4
Disabled rd
Disabled ra
Disabled ra
Disabled s

S 3 I 40-Gb He D GRS Bl HD B8 4 x 10-Gb 7038, 18 mi i L o 32 Bl s
WA O LA E P E T 40-Gb 10, W25 AE 4k 200 2 S 2 B I 1% e &

SEA sHEHTAMEONSRE (£ .

PR 7R —B% (General) LTI F
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b)
<)
d)

e)

40; “EM” EBF

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

AL RN 48 NPT & FR (Name)o

Biltn, F#E O 4404 insides

¥ B A (Enabled) & IEHE.
HHER (Mode) {474 A T (None).

F

ERnREER LBERMEE |

MZ £ X3 (Security Zone) F IR AFIESE DTN I, B8 R (New) ¥

IS IR 22 A X

B, IIn—A~4 4 inside_zone ¥ [X 35, S0 REANHE 1143 R g 22 4 DR/ sz 1 4. A2
FUREE T— Nk, (HrTLARIRE T2 04l 8T LIRS DX Sk dl v H e 4> 5kms . 491
i, A AT LUK P EE 1A BC 2 YK, K A 43 B 2 AME X 3. 4R 5 AT LA 7 ) 428 i)
Fe, SV AP AR BIAMT, AHAS RV AN AN . K2 EORIE A S R X sl fm

LAYE NAT 5t T JE4% SRS AT QoS Sl Al FH D Il I 24

wili 1Pv4 /8 I Pv6 3ETR

* |Pv4 - ) NRIAIR IEPE(E FIESZS | P (Use Static IP), 44 i LLRMT AR 724 A TP Huhik A7 k9

g,
Bltn, %N 192.168.1.1/24
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41: IPv4 £ T £

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

 IPV6 - HOIRA H 3L E %k B 3B E (Autoconfiguration) &G HE .
[ 42: IPv6 £ T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) Mdi#E (OK).
SBS AHEATAMEIEN Y &g () .
UK 2 7R — A% (General) JEIT R o

(Cisco Secure Firewall 4200 A\ 1355) [}
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43 “EM EmF

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

>

ez Wi s VT E SR, Pz ngicfad . BTk, SN B BRI Lt
SEARBLE, U IX RS h b 7 B b0 B R . D AR 0T e B e b A LA U e W I 2 4
XK

a) MBRZRXIE (Security Zone) T HEEFE AT AMB 24 XEE, 0 5 A #73E (New) i
AN B 2 A X

BN, an—44 A outside_zone [¥[X k..
b) MdiHE (OK),
PIR6 ridRTF (Save).

fic & DHCP AR 3582
R A Z A DHCP A BB A AR TP #uhik, 1 ) F DHCP Jil%s %% .
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ERTEEEFLERE BB

UK

i oHce k5 [

HIE1 %P & (Devices) > % Z &I (Device Management), SR siili & (K4REE ( #) .
$I® 2 % DHCP > DHCP BR %28 (DHCP Server).

44: DHCP BR 55 %=

Device

DHCP Server

DHCP Relay

DDNS

Inline Sets DHCP VTEP
—

Ping Timeout
50
Lease Length

3600

Auto-Configuration
Interface

Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server
v | + v |+
Secondary DNS Server Secondary WINS Server
v| + v+
Server Advanced
+ Add
Interface Address Pool Enable DHCP Server

U3 (EARZS R (Server) U L Atcti R (Add), SR ALE LA F I
[ 45: ARG S5 =%

Add Server (2]

Interface™
inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

R —
Cancel m

* #0 (Interface) - W Fhz g Rk FHE M.

* bkt (Address Pool) - DHCP AR 4525 F i 1P ik iva Bl (NS 5D o TP Hiuhik v il
Gk AL TR R E, HASBEM R 0 E 5 1) 1P Hulilk.

* J3F DHCP BR %528 (Enable DHCP Server) - ££ 142 11 I 3 il DHCP IR 45 2%

T4 NHHBE (OK).
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B ==
PS5 L RTE (Save).
B E NAT
fic & NAT
BB PRT NAT U2 P S b bk S48 o AR 342 1 TP Ml b Ao 11, 3X 28 NAT FUUIFR A8 1135 1 Hihi
e (PAT),
puk:S

P11 EPIRE (Devices) > NAT, SR i #T2 SK B (New Policy) > B BAfEl NAT (Threat Defense NAT).
P2 NN A, IERREATHISEMG B, AR5 Rt Save,
& 46: $7HR SR

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel | Save

SRS R AN A By AT AR T N SRS IR o
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47: NAT 5k B%

interface_PAT

Enter Description

Rules

Filter by Device Y Filter Rules

Original Packet

Source Destination % H
P e Type  Interface fntarface Original Original Original Translated
Sources Destinations Services Sources
Objects Objects

~ NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

SIE3 SR (Add Rule).
Add NAT Rule SHFAEE: B 7w

T4 BCEIE AL
48: BARHMETR

Add NAT Rule

NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

* NAT #M (NAT Rule) - EF B 5l NAT #1 (Auto NAT Rule).
« %A (Type) - EFFZ (Dynamic).

Show Warnings

Translated Packet

Translated
Destinations

CEIN |

Cancel

NAT Exemptions Policy Assignments (2)

Translated
Services

X Add Rule |

Options

$IB5 1/t Interface Objects T, ¥ Available | nterface Objects [X 5 H [ b5 [X 155 N 3] Destination

Interface Objects [X 4.
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B e=nar

& 49: AR
Add NAT Rule

NAT Rule:
| Auto NAT Rule v |

Type:
| Dynamic v

Enable

Interface Objects  Translation  PAT Pool  Advanced

Available Interface Objects C

Q, Search by name

inside_zone ] Add to Source
P outside_zone ¥ B Add to Destination

wfxAutomationZone

$IE 6 {riEdh (Trandation) F{ i FACH LL NI

[&] 50; 354

Add NAT Rule

NAT Rule:
i Auto NAT Rule v |

Type:
I Dynamic v |

Enable

Interface Objects  Translation  PAT Pool  Advanced

Original Packet

Original Source:*

| all-ipva

Source Interface Objects

(0) Destination Interface Objects (1)

L]

o outside_zone

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects' tab will be used

o EHAE-E R (D U TPv4 MR N2 044 (0.0.0.0/0).

. {Cisco Secure Firewall 4200 X\ [13575)
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51: FR9 M4BT R

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range e MNetwork FQDN

[ 0.0.0.0/0

Allow Overrides

I el | m

pE AR R GUE LI any-ipvd X5, (K20 A3 NAT BUUAER 5o SGERE s
NAT, I HIETiEm i R 508 XX 5.

* ¥ H9IR (Translated Source) - i+ B#r#%0 | P (Destination Interface IP).

PIRT mdRTFE (Save) LA Ik
FEI BN LR A7 2 Rules K.

FIR8 rlili NAT il EiRTF (Save) LLORAF BT

ST EMPEREEI MR

D SR AEAEE W B 1 I G T AR B E SRR B A U IR PRI, U 1) SRS A I R LA fe v
ViR B e AN AR TS IIODE U LA SC VR A DAY 3 DXl 8 A0 S DX PR e A A X, 37 55
AN SRV 3 3 4 0 45 X R o

UK

HIR1 ELFRREE (Policy) > 7181 5k #& (Access Policy) > 78] 5K B& (Access Policy), #RJ5 fiii ey o
(V7 Il B s 1) dmag () .
FIE2 SR mMN (Add Rule) % & LI R S5
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52: FRAnEL M

_ Create Rule

Name | inside-to-outside

Insert | into Mandatory

(=] i inside_zone

=) < outside_zone

<4 wixAutomationZone

Q Zones Networks Ports Applications Users

Showing 3 out of 3

ERnREER LBERMEE |

Allow B Logging I Time Range | None Rule Enabled @)

n Policy | None B File Policy | None

Dynamic Attributes VLAN Tags
Selected Sources: 1 Selected Destinations and Applications: 1

Collapse All Remove All - Collapse All Remove Al

ZONE

~ 1 object ZONE | v 1 object

« ZFR (Name) - KUty 44, 5140 inside-to-outside.
* FTiE#ERYIR (Selected Sources) - A X33l (Zones) L FE A HBIX 4, X5 riidi R ANEVIR (Add to

Source).

* Bk B#R[X 18 (Selected Destination Zones) - M X33 (Zones) F ik FEAMBX Ik, SR )5 i w0

Z| B#R (Add to Destination).

FoAth e B AR B R
PR3 s A (Apply)s
FOUEP C8 N2 Rules .

PR 4 TR TF (Save).

HEEEERI D) HEED LA E SSH

BRAEHE L L CEInANERD) FR T RO Dy e, AR R AR 13 B S ) SSHe AT
SR RS ] B BAE AN A Bl 45 1) SSHER: .

)

ER O EEED FBUACEH SSH, {HIEFEANSS SR B SSH Vi 1a] .

B O SR LR D . BT RE RS IR A SR B L R ) SSH S
HEZ LY SSHALHI ARSI P 7104 . FLAt e B AT IO Tt i, At R R
SSH A5 il 5114 Hdha % 1) SSH i B T WM N, JF A2 P i A it th S E BB Il CLI
TG .

MBI, EECE SSH Vi3, &% M Cisco Secure Firewall Threat Defense iy 25 2% H [
configure ssh-access-list fir4. AL EFAR 1, ES 0 configure network static-routes iy 4. Rk
THOE, EVIGERENIESE R O E AR H .

BEH SSH, AT AN IP kU7 N 18 N 75 % B AT 4T & SSH.

& RE SSH 2 ml U )42 115 W2 SSH =AU TN 0 1, D) e B4 ) A8 T kS RS B2
SSH 2 HF LA 2 fih Rl AL .«

* Encryption—aes128-cbc, aes192-cbc, aes256-cbe, aes128-ctr, aes192-ctr, aes256-ctr
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| EREEEEhCHERHE
wemsragEznrREssH

* Integrity—hmac-sha2-256

* Key exchange—dh-group14-sha256

\)

AR EROESE IR U] SSH ¥k CLIRIMUS , B2k SSH 4%,

BUANEAE ThEEh £icR
* 7.4 - SSH WJIR[RIEZ O 3.

FHia Z |l

* ] LM configureuser add fiv 4. ERIME DL T, A —MELEWIAG T 5 1) SERC B %5 1) admin
Mo v LB & W E P ERCE MRS MIEIE, 7 LDAP 5 RADIUS LECESNMTH .

o T ELE YA VF S WA T SSH ORI LI M 48 M2 X % o AT DAEERE FE P s e %, 1
LR A T S bR R — 41 TP Mk, BRI R BT S 4] DA . PRI R > FHRETELL
(o &

\}

AR ORBE ] RGN any XS, LM ] any-ipv4 5% any-ipv6.

UK

FB1 EFIRE > FARE , I bt .
$IB 2 EPESSH i8] (SSH Access).
FIE3 bR VF SSH &R AT TP Hulik,

P AR T LARR IR LY B2 R 52 SSH B, AR SCVREE VI SIS (1% ) i ) TP Mk SEnT LA
AP 0 22 M BT AN 2 PR AN TP il

a) KRN (Add) LA IR, B dmes (Edit) DL ILA ).
b)  C E R Je Pk -

 |P tbhib-FH FAR IR SOV 7 HTTPS JEFE M BN 25 (1 28 6t % 802l o AR bR e 4%
— NG, B s+ DL I 2 5% %

* AT X3E/# O (Available Zones/I nterfaces) - ¥s i 54 SUVFREAT SSH EEL K2 L 1 X I
X FANEX I 4 11, AT LAE P X $8/4% 0 (Selected Zones/I nter faces) #1156+ 77 197 Bt
HHEENBE K, ARG TN (Add).  BEETT DL IR R 11, AN e A5 B0 7 BTk 82 1 B
DRI, A2 IR LR Y FH F 1 e 46
¢) miifzE (OK).
PR 4 R TF (Save).
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B s=m=

VRIS, 50T DU 23R8 > BRE TN SRS T8 B P Ao AEARE ECZ In, S AR

R E B SO B U B AR AT, T S SRS R R AR

S fidif EJTEVE (Deploy).
53: ER &

Q @ # @ adminv Ul SeCURE
IR 2 L EERERE (Deploy All) LAFSE 2T B4, SadimRkERE (Advanced Deploy) DL & 2%k £ 1
e

54: £ERERE

‘ Q, Advanced Deploy Deploy All

1010-2 I Ready for Deployment [=2)
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment [=2)
nodel I Ready for Deployment £
node2 I Ready for Deployment £
© 5 devices are available for deployment 2 9
55: S REE

1 device selected

[ ©_ Search using device name, user name, type, group or stalus | Deploy time: Estmate [

Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> node1 System FTD May 23, 2022 6:48 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM 2 I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM 2 I Ready for Deployment

T3 MORIE T . sl ERE (Deploy) HEHIA K E AR T LA TR AR

. {Cisco Secure Firewall 4200 X\ [13575)



| EREEEEhCHERHE
sriasiampsErorxos cu [l

56: FRE IR
es Objects Integration Deploy Q © adminv  luth cee Ry
Deployments Upgrades @ Health O Tasks (/‘. Show Notifications

m 0 running 5 success 0 warnings 0 failures Filter

© 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s

© 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

7 18] B B B {1 #0FXO0S CLI
{FH Ay 247 A4 (CLI) W] ¥ B R G LA R T I A BB HEBR . TGyl CLI 2 1R TC 1 SR
AT DA Bz 245 6 i 1 LAV R) CLI.
WA LLYT i FXOS CLIVAHEAT # i HER

\}

ER AT DL SSH O ERER B B A B L. SR A S EANE, SSH 2 EER AL g
B4 CLI, HHutkm] fd FH] connect fxos iy A2 %4: % FXOS CLI. 41 1454 SSH IEZAT I HAHdl: 1,
o T CAUE S Bz i O bk, BROARS U, 25H SSH A2 U5 0. AR A 2845 & by 1111
vil CBRUAEH FXOS CLD .

g2

P LE R CLL Wk I LR B m G . BOATEOL T, 224l KA 4200 ABFHH2 6] & H
%5, DIRRT S S EE =7 USB ¥ RJ-45 HRATHISL. Wi {R N #81E R G RATAT L2 USB HATIK
BNFESF . PG i 1 BRIAAY FXOS CLL. ffHI LA R H AT 35 :

* 9600 PHF
* 8 ML
* ToA
© LA I
WL B FXOS CLI. A4 admin ™ 44 AT 46 B0 5 I BB 136 CBRIME) Admin123) %55k CLIL

i
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N

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

Vi 1] Jg 97 48 CLL
connect ftd

IR

firepower# connect ftd
>

Fakfa, W T CLITP T Har 2 WA S, TR hdpEi 2. HIXRAHIE R, 12 [ Cisco Secure

Firewall Threat Defense iy 25 .

THEH g EFTD CLI, i exit 2% logout iy 4.

Uiy A 2B EH 5 M 2 FXOS CLI #2784 0% FXOS CLI ] H i A ARG B, HHIN 2.
-

ivepovert

HEFR 2R O LR B 18 EIE I E

A P Bt 2 AT B AR I AN A e A B O, A A A B ARy R S Ul
T8 P AN 2 B, DLAR P IR WRAENT U B A A0 21 7 B rbCy Ji5 B CROR BE 1 SR Y
CNECH 20 BT, AN BRI, WRER UM S W EOR IERIIC B, W R R 2 2R A8 e L .

A T AT 3 B A IR A P B T R I i)
EEEHERERS

fE L J, {E IRE& (Devices) > & FEIE (Device Management) > i& % (Device) > &2
(M anagement) > EIE &7 19 - BLEi¥4M{E 2 (Manager Access - Configuration Details) > ZE1Z Ik
75 (Connection Status) U ifi_EA 75 & B ROIR A .

15 BB #E CLI, %\ sftunnel-status-brief iy 4 LA H 5 BLEBLIR A o 1838 7] LU
sftunnel-status & 5 53 1915 B .

S LU A R ML R s B s R AR, BB B0 BkE

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC
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https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| EREEEEhCHERHE
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Last disconnect time : Mon Jun 15 09:19:09 2020 UTC
Last disconnect reason : Both control and event channel connections with peer went down

WS LR T IR R s ], L R 7O SR TE AL B E B -

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

EE BB WEES
75 BB CLI b, A7 8 BNV BA% Uy [n) B0 4 11 100 2%

show networ k

> show network
===============| System Information ]===============

Hostname : 5516X-4
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6e Default route

Gateway : data-interfaces

[ brl ]

State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— [ IPv4 J-—————————— - —————
Configuration : Manual
Address : 10.99.10.4
Netmask : 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 J-—————————————————————
Configuration : Disabled

===============[ Proxy Information ]

State : Disabled

Authentication : Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces : GigabitEthernetl/1
===============[ GigabitEthernetl/l ]===============
State : Enabled

Link : Up

Name : outside
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MTU : 1500

MAC Address : 28:6F:7F:D3:CB:8F
—————————————————————— [ IPV4 J-——mm—mmm e
Configuration : Manual

Address : 10.89.5.29

Netmask : 255.255.255.192

Gateway : 10.89.5.1
—————————————————————— [ IPV6 |]—————————————————————
Configuration : Disabled

B E EEA O M BB

75 JU B A CLL b, R A B L MR R E 8. TR, Mir & As B BSR4

show manager s

> show managers

Type : Manager

Host :10.10.1.4

Display name :10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

Ping the &3 /0>
75 YT CLL b, AT LT fir & A K B2 FORE 48 30 AT ping 4%

ping fmc_ip
75 BT CLI b, A% LU fir 2 A B2 L0k 45 B eh 0y 04T ping #24F, %04 10 N 25 B
¢ BN H R

ping system fmc_ip
3R BB MEMED ERYEE S
TE BB CLI L, #i3R N BT B 1T (nlp_int_tap) LROEEE AL, DAAFE &AL T 4 B
£
capture 7 Fx interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

WERBEORS, FiHEEMIEEITE
15 BBt CLL b, AFAH RN nlp_int_tap FI{E R
show interface detail

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer
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Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, O overrun, 0 ignored, 0 abort
pause input, 0 resume input
L2 decode drops
packets output, 370 bytes, 0 underruns
pause output, 0 resume output
output errors, 0 collisions, 0 interface resets
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware (0/0)
output queue (blocks free curr/low): hardware (0/0)
Traffic Statistics for "nlp int tap":
37 packets input, 2304 bytes
5 packets output, 300 bytes
37 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec

5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

O O O O Ul o o o

(G2 O I e

TR BE NAT

76 BB CLL R i 275 O INERAS 1 (S *), LA FIR:I (nlp_int tap) & 5 A7EAE N
NAT Fl.

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service
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tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipvé6_intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 _intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client O ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0

HitigE

A AR B A T A 5B . Ak ] DA "H"‘*‘EEEP'DEI’J %% (Devices) > & &
IE (Device Management) > 1% & (Device) > &2 (Management) > ZIE 259 - B EiFAEE
(Manager Access - Configuration Details) > CL | #itH (CLI Output) UL 75 FIVF 21X a4,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

5% DDNS B2 4RI

75 BUP B CLI v, 7 DDNS BT 57 i -
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfully updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

W TE R, 1548 H] debug http F1 debugssl fiv4 . X TUEPEGUE R, A A 2T Ok &
RIS
show crypto ca certificates trustpoint_name

kA DDNS #ff, AT AT $Af:
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show ddns update interface fmc_1jjin)_ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225

mE FEL BEXH

==

1527 https://cisco.com/go/fmc-reg-error.

MREEROHTEE, WEREE

0 SRORE I B AL (R R e ) T B DT IR0, O AN B P a8 5 i ) 2 P (L S, W]
LICRE i B A0 G B PR 1) kB O RC L, DA MO PR . AR, S mT DL A PR rpLs o
MM EBLE, DMECRFFMAERIFEP A . B R AR08, M LIEI IR DI fE; e AR
TR HEER T DL o

THZ I LU .
o SV LUHT B v LALE i B il EACHAR Ot R8T PR B A AL O F 2
o SCRFIPIR ULSEBLm nl L, (HANSCRF R &

o MR A M ] LA FE L P B IICE . B0, [RS4SR LU S AT
A S, B LREAE BB A CLI P TR E o AR, WS EAE LIk EE O 55 S Al
i configure network management-data-inter face iy 4 5 25 7 3l 2 08 E, ARG 4E ] T IRIR A
%, MRSV ER A SR AR ERR R B O A

* UCAPL/CC #z oL IR
o Toih AR b — kAR B IT8) T B a1y 4 SCEP Uk 154 .
o RN, EEESES, B YN E S OE .

UK

75 BB CLL H, [MRR S Z /i AL E -

configure policy rollback

[R5 BB S A L DRI SE IR . AR AL L, EE R RRRE s A,
VIR E E R
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R SRR B AL O R, T2 https://www.cisco.com/c/en/us/support/docs/
security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html A T &
DL PRI 2 ) o (RSSO, A B PO B B [ BORR JE [R AT RE S R AEIX
FGOLT, 0T AE R B0 BB )R, RN B E L FRE

-
O T8 T Bt 1 R AT A8 B U7 100 £ S5 48 -

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

R BOERGE & QBT 7.

£ EHH.LAF, 1E 1% & (Devices) > RFZEIE (Device Management) > 1% & (Device) > & 18
(Management) > &1 28ij718] - BLE1¥4A15 2 (Manager Access- Configuration Details) > EIZIRTS
(Connection Status) G{[fil F A &8 FLEHRRES .

76 P # CLL, i\ sftunnel-status-brief #r 4 LLEF & & HEBRRE .

R B PR ERTE 10 2200 LLL, WIS HERRE R . T2 R A 1 1L L e
, 5574 L.

KRG A IE IR

IEROC IR GEAR T 2 AP LI g2 F T R AT e S EOCHF R g™ EHUA . iFietE, AT
LR BATE G187, RO AN BE IEH OC BT K g R 4L

ST DU P B R B O TR G P e U, th m] LU HIFXOS CLI

{2 F & 28 il K B AR FRIR

IEROR IR GEAR T 2 AP I d2 N T R AT e S EOCIE R g™ IR . iFictE, A
LR AL GIBAT, POk RS BE 1E W SR RIS K

ferT LA A B L B SC T R S
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| EREEEEhCHERHE
wouxmpiosnE |

UK

TR LR E > REEHE.

SR 2 AEETFRSNR AT, it g (4 .

P$IB3 L% & (Device) LIk .

LA RS (System) Wi xMigE (@)

FIRS HIFLRI, B 15 SR R .

FIR6 WUIRE S KA TG ER, W AR KOS R RS R . BRE BILUTRR:
System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]
WRBA R GIERE, EER KL 3 PR R g C KA.
PRRT I AT LGP H s SCIFAE 0 I 4T i Y Sk LA 3 7 X o HLAR ) s

7E CLI 5% A B3 A 35 L IR

AT LU A FXOS CLI 4 o6 M) RS I 00 W o 188 0) DUIE I L 35 1 6 0 ok U ) CLI; i
Z:[5) U7 Ia) B 95 (B FTFXOS CLL, 55 73 1,

i

HIE1 7£ FXOS CLI H, i#%$#:3 local-mgmt:

firepower # connect local-mgmt
P2 K shutdown 4
firepower(local-mgmt) # shutdown

i

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

PR3 BRI KRN RGN B B LN R

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

PR 4 TEIUAETT LASC AT FL T 5 AL 00 BN 35T WS Sk AP BE 7 5 T LA PR HL
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LRI E BB, 5 S E H TS BRI SR . TSR} Firepower SCRY
HRAEA FHEP OGS, 152 (Firepower & B HHOALETRH) o
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1og

{5 FH CDOER Z B A iy 12

AEXEEAMG?

P E A AL N RIS s, S0 WA T A B Sl A 2, 58 1 . A EEE I TE T
RN A (CDO) 1 = A8 A IR KBS B Lo 2 1R S B 48
X TR kIS
i F o] LUSAT BUU B A 4 A B ASA BR Ao LRI BHABIRT ASA 2 [A] V)4 7 B4 0 v £ b AT BT gL
W R T EEANE T 2S00 B R AR, I N JHT 4 . 152 7 Cisco Secure Firewall ASA Fl Secure
Firewall Threat Defense T W2 351 -
B KI8T #FK A Secure Firewall eXtensible #:1FE &4t (FXOS) MK ZH#1E RS, B KA
FXOS Cisco Secure Firewall HIFHE B T MSEHERR H 1, SCZERZ R0 CLL. A 1E4IME B
2 W& T 4% Firepower JgUHMS 1 1) Firepower 1000/2100 il Cisco Secure Firewall 3100/4200 (]
JEEL FXOS HbsHERRHR 1 -
PR RAUEEAS AR - B K AN BRSNS 005 H o (HAE, AT DLERCE RN A S 05 &
B P 4. FEIXFE DL, &R R AEPATIC & 5l SNMP i i) e B B .

o KT MY CDOASHL , %5 83 1L

o U BuESS , 585 L

o PRI E , 5 86 1L

o IS ) BB kRS . 2R 93 L

o PCE AL AN, 5 102 7L

o WBEHEER R 4EY , 2 114 T

s JREERAE, 12210

X T EiRnBE1E BB CDOEIE

AT ERATRIBAIEEE B O

AT T KB B SR OLVR 2 AR R L AR EhRE, OF HLRATARIR M. AR
CDO UM L BRI, B B A B2 A B b EAT 0 AT AN S 8 B RO AN SCRF SRS IC
IR
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 WURAERR L O LR T T A B ARV ), PN A 2R A AR PR A AR A B A E R
o 0P TAR HVE IR, R Sl TSR R R B R
EIRER B FK
M 1 AT A8 FELES U7 1) AT LU BRI

o HReTE Y deiz O B)g HE AU ). AREAT ] 742 0 8¢ EtherChannel. &b n] LU & #E
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o DU 1B KB, AR
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¥ PPPoE 1) 8% H1 25

o PO R T4 VRF /1,

o BRIAASGT B 32 ) SSH, - PRLIHE A 25U Ji 48 FH 457 BE s oK SSHL bl 487 B 11 I ok o
BN BRI, DRI TG TR i B MRS R X 4% )8 B 111 SSH 2345, BRAR# 8 configure
network static-routes fiy 4 A & PR IS N A 86 i .

o TSR SR 0 A BEER ORI R 1
* ASCRFEREBOR . AERXFIEOLT, A2 A BB
= AT A EK
e Bt 11 5Bl FIPERC & AR, 352 B0 LU 25K,
o FE B0 LA AR R A A 12 1 AT PR VT I
© ANSCRFILAE BRI Bt 1

* NBEAE] DHCP; AXSZHFFifas 1P Huhiko Bk AEHIKHE DHCP K126, 65 DDNS A& i
M.

o ZE[R—F M A A RS TP bk,
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o A3 AR R A4 FRASAC B (configure manager add fir4) iR REAH A .
 NRERe Hdh B2 1 FH A M i B e s R A B i o

WS L MES, AT EGEE I SAE CDO T Wb -

[& 57: b Bk E S

o\ )
Cisco \! / Obtain
Commerce licenses
Workspace
cL (2) (optional)
~ Check the
software and
install a new
version
]
CDO (.3 JLog into CDO

¥ 2 )
Physical Tasks | |4 install the

— firewall

(8 ) Perform initial
~ configuration

I

lr/_"‘\ .'/.._\

\.7 JOnboard the \.9 JConfigure a
device using basic security
the onboard- policy
ing wizard

5) -
S )Cable the \ 6 JPower on the
firewall firewall

— —

,/’.T\ Cisco Commerce SRR, 5 86 T,
/| Workspace
5 |CLI CAIe) KB A IR hF A, 5 88 1L,
(3) |P° %5k CDO , % 89 Ui,
(1) |aufss LR . B B e
AN
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(5) |Proetes SRR KB, 5 93 T,
(o) |1EAL% FTIFBT K i I 5 94 T,

(7) |°PO PR 1) SE RS . 5 95 T
g |CL AT CLI PUATHILGRCE , 55 97 Ui,
(gj CDO BB R A 22 A 5 L 5 102 5T

AT R QTSR K S B D REVE RTAIE s W] £E 828 i 2 BOB IR R AR RRCAS s LR ] €5 CDO

% B A] JE
JITATVERTUEHS H CDO $2 L4 b B A o 465 ) LA R 5% LA B RSV r i«
« ERERR- (AT FERBRR VAT,
* IPS- 24 HRAT A IPS
o BERY PHE-HERAE i
« URL - URL 3§
* Cisco Secure % Fiff-Secure Client Advantage. Secure Client Premier B¢ Secure Client VPN Only

* Iz E ™ - Diameter. GTP/GPRS. M3UA. SCTP

AR BRI SE VELIEE , 1515 1) cisco.com/go/licensingguide

FiaZ |l
* PR RER I E A B AR R
WERAER AT, F miy R DABCEDRT I Tl IR B B, T LI 2B —

o VEIR R RE R E AT R P MRS & N (3DES/AES) YA E ISR, A Reffi 2L ThhE (O
HSHamEtr SR .
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SRR O REVE TR G P KR I VE RTLE

0 N SEREER A 7 S HLI SV A I, RV PR Y % R BN S R RE A VR TR R P HUZ,
W AT B A NIV RTE, DI Af A Cisco Commerce Workspace I [1J Find Products and Solutions
R TBL RN VFUTILE PID:

[ 58: VFRIIEIE R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

IR WRAKFLE PID, A LLF30H PID S mEiT s,
* %ﬁumﬁﬁ T/tFEIlﬂE
* L-FPR4215-BSE=
* L-FPR4225-BSE=

* L-FPR4245-BSE=

* IPS. EEHAE BifE Al URL VA UEZH 75

* L-FPR4215T-TMC=

* L-FPR4225T-TMC=

* L-FPR4245T-TMC=

LUK 13k PID 22— NSNS T 5, AT BLE R LUR PID 22— ) 5E 9T H -

* L-FPR4215T-TMC-1Y
* L-FPR4215T-TMC-3Y
* L-FPR4215T-TMC-5Y
* L-FPR4225T-TMC-1Y
* L-FPR4225T-TMC-3Y
* L-FPR4225T-TMC-5Y
* L-FPR4245T-TMC-1Y
* L-FPR4245T-TMC-3Y

* L-FPR4245T-TMC-5Y

(Cisco Secure Firewall 4200 A\ 1355) [}


https://apps.cisco.com/Commerce/home

fERACDOERAMBE |

B % nenusrmemns

- VT

* L-FPR4200K-FTD-CAR=

* Cisco Secure % JUii-15 2 1 R} 4% P i 1] WA F5 7

SER2 WOREATEN, 15 A e PSR CDO.

VENY 5 BEASAE R RE A PSS h B B I . A RTEAN U], 1S CDO 30

(AIiE) MERGHRITHMRA

TR A AT IR A6 BN 2 AN R ORRAS, AT AR 2D B JRA T A AR L B By K i 223
HbshoA . 8, Bl e R shIFIsAr e AT THge, ETH (REECED Wl RE T 2 L& LR 1
A6 AR I 1]

HELRIE T ARA?

SRHEBUS AT HAE T ST AR S 55105 A e 02 5 (1 Gold Star A . 538w S 2%
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html 91 Frik (1) &
ATSEms s B, SRR S (RS ERHIIRE) KRGS CBURIN ] i 4Ed i A
AENTD BB WIRAS G 5 Cle KRR I AE 37 FRAR AN T, I FBURAIE) o

UK

FITFGs KPR, ARG IERRERI G 0. HRFEANGER, ES0 FTIFH KR, 25 94 TUR U5

i) T S FTFXOS CLL, 25 114 1.

1 7 4 admin FIERIA TS Adminl23 &%,

IRIEFER] FXOS CLI. F— N RN, RASH BN, W+ SSH g Bh

k.

TR WA O, (R RIE, WLZHAT ) EE DU A E B DB AR )
EERETRER, ES0 FX0S MbEHERTErE o

w5l

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkkx

Confirm new password: ****xkxkxx*

Your password was updated successfully.

[...]
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%% CDO

zxzc00
firepower#
£ FXOS CLI ', o IEAEIBAT RIRAS .
SCope ssa
show app-instance
aUE
Firepower# scope ssa
Firepower /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State
ftd 1 Enabled Online 7.4.0.65 7.4.0.65

Not Applicable

IR B ZBGFIA, HHIATIZE D IR,
a) WERZONE B OB ERAS 1P bk, WS R CLIRUTAIUATICE , 55 97 5. BOATSLLT,
B P LR ] DHCP,

Tt L AT A PR 1 ) PR IR 95 ot 1 B0 R R
b) AT (FXOS Hbafirtar) H A E PGy
B KRR BT R Bl A, 0T BLHXCEREE] FXOS CLI.

CDO ffi | Cisco Secure Sign-On 14 S 3 #¢ 417, Il Duo Security AT 2 K 55 5 4 K iiE (MFA)-.
CDO 7% MFA, ‘BRI 7 S SR (A4 ) — OB . AU 38 S B iiE (—Ffh MFA) 75 %2
PRS2 B3 DR 22 kAl DR 38 5 CDO [ B FL5E

F—ANRFEEH P AR, 5 A2 Duo Security $& 7 A8 B — IR %6 (OTP).

%7 Cisco Secure Sign-On #EiE 5, #1] LLM Cisco Secure Sign-On #5405 5% CDO. 7E Cisco Secure
Sign-On AR b, 38T DL SRATAT HoAth SCRFIF) Cisco /7 e

* WRIEA Cisco Secure Sign-On K /', 15 FERTHEEL 2 i F Cisco Secure Sign-On 3% CDO ,
92 T,

» WRIEHA Cisco Secure Sign-On 1K )7, 1E4kEA 811 Cisco Secure Sign-On fk f*, £ 89 Tt

£ 32 #78Y Cisco Secure Sign-On i A

>

B s TAEGAR 2 R DD . (TR E 58 U AT A P B
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s BEES — BEM s e R VE S . d1 T OTP &R I TRl P UGS IR 50 26 I ol
L5 SN R0 R AR T o TR DR A 0 B 6 I BB D IE AR AR I T

o i 4 \7 A 1Y) Firefox B¢ Chrome.
pUE

HI21 SEAETRY Cisco Secure Sign-On B A .
a) Y5 F https://sign-on.security.cisco.com.
b) fE “ER” BERIEHES, A EM

59: Cisco SSO iE fift

i
CIsCo

Sign In

Username

Password

Remember me

o) SR AXIEHER B A sidiEM
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£IE#HY Cisco Secure Sign-0n /= .

60: B 3E ik P

a ]
CISCO

Create Account

R A PR CDO M FUBFEML, SR IAL SR LR I A .

d) sidiEMG, Cisco 2RI E 7 BSPF AR IR E M A AL FTIF T IB0E, SRS rlBuE R A .

¥/ Duo iR & % B R FHIIE.

a) REBEZERFMREIEHT, AEE.

b) MFRIRE, HHEORIERRS, RIFRAIRZ RS 5 R 2 A5 Ex .
HRIFAME R, 1EZ M Duo WK R SO I IEFR g : VMR . RN & T4 A Duo VH,
TR bk 7 S A0S . Duo SZRE— N LI Z AR .

V) (iﬁgréiﬁlﬁ TR

d) AR 2 S B AIE 5 5% Cisco Secure Sign-On.

(") 1% Google Authenticator 1% & 4 NS 16 E8E .

a) EFFELY Google Authenticator FUXT RS BN £, ARG miidi ™ —

b) g SRR E Google Authenticator.

fii & Cisco Secure Sign-On ik P A Ak £ 1£I0 .

a) IEFEA CEDET

b) EFVKE RIS S LT SMS EE K.

o) LEFLEIK.

d) riitlEmP.

e, BEEFEE CDO N KB Cisco Security Sign-On £ HIbk . #8348 n] LA 2 HoAth 5 1
Heo
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R T AEF IR E A0 B P A2 s s e AT HE P, BRI IR 0] B B 3 41 O F 3
AT .

[&] 61: Cisco SSO 1= #I4R
il e
Cisco
Work +

CDO CDO (EV) CDO (APJC) CDO Docs SWC

{$ A Cisco Secure Sign-On & 3% CDO
ok CDO LA A B 1) B 45

FIAZ 8l
Cisco Defense Orchestrator (CDO) 1 ] Cisco Secure Sign-On 154 S 4332417, H4H Duo Security 1
112 N # S 5HE (MFA).
o HWESE CDO, WAISEHE Cisco Secure Sign-On FHGIEHIK ', 4R 5 -4 ] Duo it MFA; 55
B1#HT ) Cisco Secure Sign-On K/, 55 89 i,

{24 BT AS [#) Firefox 8¢ Chrome.
puK

L1 AEMENEEET, SHiE https:/sign-on.security.cisco.com/o

PR 2 WMANENRAR&MED,

$IE3 fidi Login C&5) .

1B 4 ] Duo Security ¥ 7 — AN G IAER 2R, RGNS . REUKHIINIE G I+ IR Cisco Secure
Sign-On iR .

WIS 1t Cisco Secure Sign-On 5 Hil#k_F i 1) CDO EH. CDO o i &

https://defenseorchestrator.com, CDO (EU) Bili<s i #:%% 4 https://defenseorchestrator.eu, i CDO
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CDO CDO (EV) CDO (APJC) CDO Docs SWC

HIR6 i i S KL AR bR LI $¢ Duo Security % Google Authenticator, 4 J£45 U B IX AN 5 43 56

UEAS o
s RIEAEM AR LAl PR S SRZ .

o WERAEAER TR _EEATHI Sk, WK BE RS IE#F 2HERE 1Y) CDO AL

s MARBAEBA M ISR sk, Kraghs Tk 8 CDO AT (5 B e it ik
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FEFERT A SRR B 4%

A F A BT Cisco Secure Firewall 4200 i3 KM 2%, LUE B CDO#TE B

& 63: 7%k Cisco Secure Firewall 4200

outside ) - ) \
(CDO access) ~ Outside/ cDo -
internet )
Console port —
ol ik y =
r ‘Boours Firewal
A=
Q000000000000 f 2 TR,
— v @

inside -

Management ﬂ ﬂ ﬂ

computer > e

Other data networks
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FiaZ /i
o ¥4 SFP 2238 BB 32 i 1 - P& 2 7522 SFP B K] 1/10/25-Gb SFEP i 1 o

o RIS & ST - ERINE LU, B KBS 2 & H 8, DI S0 5558 =7 USB #% RJ-45
AT R

UK

T RN ES I kedim .
TER2 RO (B, DOKK 1/1) RIS has .
W3 KA (i, LUK 1/2) JER S AR A H LK i3S .
SR A R AL M SOE R R RS .
SRS K H U SO L B P G 5w 1
Tl BAE ] CLI PATAIAR BEE . B RER H 1, thm] BE i 208 I 0 & v 1

FIFF B K iR

ARG AL T By KRR BT BT OGRS DG LB SR T G TE USSR Ao
P 2R 48 AR AR GE A S 5l A [ U o

\}

AR [ sh BB, WG KL R 15 3] 30 5.

FFi6 Z A

AR K GGG BERT SRR T (I, ARSI Y (UPS)) AR 2, RSHEIC M T e & &
BOPEMSAFRGESIA . n B GEAVFZRAETT, PG A R G I K

iz
pz- A R CLINES e pi i D e R R pu e SN L

SR 2 AL TP T I IR S5 IR ERE AT R LT AT TR
PR3 AR KB I B LED: Wik LED R4rAie o, Ronpi kbl CHam s
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[ 64: ZGFN IR LED

System LED ——
Power LED ——

T4 Kb KBTI RS LED; L REGORCREZ G, R CldmHizi,

pE 2 R IFRMIT VIR BISCHS, REUA RETT 2 LR PIA S i 2 OC H o AERCIIE,  HUAR AT 1 v
J5 LED H5 NSk (5. 5 IR LED 584 R M2 1T, 5204k H Hdi o

(R MERSHERE
ML CDO ST % (1 CLI VRN MBI 08 .

i

L1 (L CDO HiE &, sl &= (Inventory) , AR5 sich iE (N5 4% () DA R B o
P2 Wk FTD Wi,
$E3 £ BEEKEXT, HRILFEFTD .
P FTD /A BRI S, S nT DRI o B IRE EiF AT VR el E ok 2 ) F i B 2 RevrnT
WE. WS FIRBCF e, 25 86 UL LAE A vl FH B R Tk
L4 EPER CLI SEME4A (Use CLI Registration Key) 1F 30 5 1%
65: A CLI;EM A
Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device

) manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices
i more (I

Firewall Threat Defense

p—— = = =
(@ Frooff O rome
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud

Onboard a device using a registration Use this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
on the device using the Command configured devices using their serial environment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.24) (cdFMC: 7.2+, OnPrem: 7.44)

$IBS IR EBFR (DeviceName), AR5 riii T—4 (Next).

(Cisco Secure Firewall 4200 A\ 1355) [}




fERACDOERAMBE |
B srwsnswsss

[ 66: 1% & AFR
@ Device Name

[ far ]
=

FB6 X T3REESEC (Policy Assignment), 15 {3 I iz 55 1k BE A 145605 Tl 2 TR0 SRONS o SRR G 2 5KEMEs
I PRERIA 7T [B)42 I SE % (Default Access Control Policy).

[E] 67: i 1E)45 ) S

@@ Bo Assignment Access Control Policy

l Default Access Control Policy « ]

T X TITRIFEE (Subscription License), i miifi#)32 FTD & #% (Physical FTD Device) ikt 4, X
JE ik B A DRV AR, AT —5 .

[& 68: 1T 1T AIE

-
%fj@ Subscription License Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

RA VPN RA VPN

P8 X T CLIEMER, CDOAIENE PIRHALZHOR A i dir & . B AU B iy A2 B 5 )
FIRIAAR T & P E .
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[ 69: CLI i M #%4A

o
'\1." Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more (£

II:Z‘DI Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZoaT@ewlJTpCoP2w3xEBnVVkfZv x7R7dwcm43JCMzwGY3ZzCfoFmZhW97my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add cdo_hostname registration_key nat_id display_name
SERMURSNAA S, A5 BB CLI th A filib i & AT CLI AT HIZARCE , 2 97 T,
Tl

CLI & & 1 27~ :

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5SRE8pKEXIE
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

PR ARG AT =5 (Next), LMETFAE MBI
PRI (AL A INbREE, DL 8= (Inventory) SUHIBEATHE PRI I8 . S AAREE, ARG FRIE
s () o MREESHETA T CDO H o Ja N H B3 %

70: 52X

Your device is now onboarding.

© This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @

T—5#ita

FEZTFE (Inventory) TUIHIH, LR NIRIBEE % &, REEFEN AN EE (Management) &%
A AT AR T

£/ CLI U ITHREC &

R BUBTE CLT AT W46 B
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Procedure

SUB R G I @B CLL
P & v &4 3] FXOS CLI.
FIE2 fiH AP 4 admin f1%55 Admin123 5%,
W UCEFFXOSIY, RS Hn B iS . Sb% i T SSH IR W B 16 55 .
Note USRS LS, ARSI, ) 25 T AR B 2% LR B T B BRI A7 R
WUEFEFIAE E, 120 FXOS Mba kbR o

Example:

firepower login: admin

Password: Adminl23

Successful login attempts for user 'admin' : 1
[...]

Hello admin. You must change your password.
Enter new password: **kkkkkx

Confirm new password: ****xkxkxx%

Your password was updated successfully.

[...]

firepower#

W3 IR B CLL
connect ftd

Example:

firepower# connect ftd
>

S P UCERMYI T, RAAYUREHT RV (BULA). SAJF, GOk B s 1
B I CLI B

R e £ 0 ER H T AR U i), A R R LR

Note FRAEVEPRIECE, AWDCIEESE CLL wedem S (B, i Fgradrmeg) o A2, nb
T Ja 1t CLI Hfi H configurenetwork iz 4 5 4 i A iX L1 & . 1522 [ Cisco Secure Firewall
Threat Defense 42 % .

BOMEEL A AT A 2 WonEdG b B2 2 i AN II{E, 154% Enter .

TEZ [ LA AEN:

c RRERE IPv4? A/ ZEELE IPv6? - N R0 Flbhk KAy . BREATTHAE
PR, HAAZRGCE TP Mok, 90 A ik
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+ {&id DHCP A2 F#EE IPv4? FI/5X 1833 DHCP. BBHEIFE2FhEE IPv6? - LHt F3h.
WIS B W E O DHCP,  WJCVARC & B O H T4 2, RUABRA T (b4
data-interfaces, i&EZ [ N2 ) Al feayilic B DHCP ARSS 25 1) 4% 78 5

o T NEIRIECIAY | Pv4 BRIA R 55 FI/EE M N B TRIE O RY | Pv6 P 55— 1% W 5% 14 ' data-inter faces.
W B AR 2 R A PR, DRI T p o A P s e e

- BEERGAIERER? (Configurefirewall mode?) — #i A\ routed. H AT 1B K5 #E 0 S Fr iy
FRL VT

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services

management capabilities.

When registering the sensor to a Firepower Management Center, a unique

alphanumeric registration key is always required. In most cases, to register
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a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.
'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

W B A BRAS U 0] 1R AR 1
configure networ k management-data-inter face
WRIG, RPN INRIE D EFEAR MR BCE . 152 0 LT A i b i B PR4I{E B
o QRSB i VAT B, DU B TR A DHCP. Wl AR IR R R B T3
W IP Huhl, WJaT LL# A configure network {ipv4 | ipv6} manual #r4 LRI E . R v
KB R WS E Ol data-interfaces, s B LRI E S .

o SRR BB BIEV INE] CDO I, CDO 2 AKBUFYE H I BCE, AIFLUNBEE: AR 1P
Huhik, MOCHHAER 1. DNS k55 &5 H1 DDNS Jludsds. Ak DNS R4S B MG R, 1§
i R 3C. fECDO M, R LARY 50t B B 38 U7 o) 45 G S EA T S0 O, A2 DR S SO 23 BEL L
B 181 58 CDO FHT il 245 B R . an R R K, U 48 #4437 configurepolicy rollback
i & LUK LA (R0

* WISHKCE DDNS JIx 45 #% 50357 URL, W @Wpiifl 25 H s sk B Cisco S5 B CA #HER LRI BT
HEECAUETS, LUE gt vy LA UEH T HTTPS 4%/ DDNS R4 25 UE 1. BB =2
F{# ] DynDNS JZF2 API #{3E (https://help.dyn.com/remote-access-api/) FJTA DDNS JiR 4525 .

o i A v E 4L 1 DNS Ikgs 4. T E A (84 H configurenetwork dnsserversiir %)
WOE NP DNS B4 45 T8 . 203 DNS 4545 T DDNS (i B ic'E) s T
PR 1 (1) 2 A SRS

fECDO L, H#fi 4 11 DNS IR 452 AL B4 It BB 48 (-1 6 BB SR TP RCE . 40K oy
BifEs inE] CDO W, A BXGOR T, I H DNS RS2SR INEE & 1 B g . (HE,
AR 65 B SR MO 4 6L 5 DNS BCE A JgUBh B, T Re B A i A B . JRAT Tt
W ZNRCE S I BB VLA DNS PGB, LUE CDO A Bl [0 .

AR, ACYLERIEAT: IS 0 DNS JRZ5 4%, CDO A 25 B A DNS R4S %, filtn, hn S Aaf
FH A B TR T ¥ 4%, 1B 5 48] configure networ k management-data-inter face fir 4 it & %1
Pide 1, WLZETE CDO HHFAIR & T X S8 . (46 DNS JIkgs4%) , LUELS gopr s i fic &
[N

o K B B A 2 CDO J5, 80T DLRE A B 110 O B R VB — Bl O .

o AR S E ) FQDN K Tk

o 0T LG Ay A TE BRI R AT E s A Srh o kT, R TAERSUE AL R
BOEFERET A .
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=

Ea cupirmens [

o BARIHORA PR, %I\ configure networ k management-data-inter face disable fir 4.
Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

i/} CDO £ 11 configure manager add iy 2 iff i 5 BRI B B A1 1) CDO. 1 2 el A 0 1] 5
BTG, on page 95 A a4

Example:

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.
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Ao B EA = 2R
K

HR I AR AT AT LA G R AN 2 4

o WERFNS R 1 - D R LA RS TP Mk SRR RS Uy 0 B TG T AR 1 A
BEE, B EER I oy 24 D

* DHCP fl45#% - 7E 3B 11 12 % 7 348 DHCP IR 4545«
* NAT - 7EAMNTHE 1 FAE 2 1 PAT,

o Vil gEhl - A VERT P E AL 2SR

* SSH - {EA5 B 8877 17 4% 11 LA ) SSH.

Ja BT T, A 2 A X B E TP bk BRSO, W, A A DR
Wi O A Rk R G AL = R . %, ORI T v L3 ¢ b s ml EL I M R AN R 1T, A
SR () — AR AN I . i — S Al A “RRBIX” (DMZ), 8 n] LAZEH A s nf
WNIFUT R IR =, 5140 Web RS 2%

LR PR 0 25 %t A D 2 T DHCP M ISP SRREAMNER 3z 1 ik, [ E Py 3 1 b e SR st .

LUR 7R B4 ] DHCP E82 LN RIS, 1Mt Crisasttit) , /e DAMMIE 17— %
i

T3z
%% & (Devices) > & E1E (DeviceManagement), SRJ5 AiiiBli kdkidmig ( £ .

&N (Interfaces).

71:3%0

Q Search by name Add Interfaces v

Interface Logical Name Type Security Zones MAG Address (Active/Standby) IP Address

@ Management0/0 management Physical Q<
GigabitEthernet0/0 Physical ’
GigabitEthemet0/1 Physical ’
GigabitEthernet0/2 Physical pl
GigabitEthernet0/3 Physical y
GigabitEthemnet0/4 Physical P
GigabitEthemet0/S Physical P
GigabitEthemet0/6 Physical y
GigabitEthernet0/7 Physical Vs
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$IB3 B 40-Gb B (G
WA LA E P AE T T 40-Gb 510, W20 7E 4k 200 23 S 2 BT I s 1% e

S

maz0 ||

ERTAD U 4 x 10-Gb 70 3CH 1, 1 sl i 7 SIS

SEA sHEH T AMIEONSRE (4 .

Edit Physical Interface

General IPv4 IPv6

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None

Security Zone:

inside_zone

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

BB K 2 7R — % (General) L1

72 “EM” EmF

Path Monitoring F

a) AR 48 AT EFR (Name).

Biltn, FHE O 4404 insides

IS IR 22 A X

b) &AM (Enabled) HIEHE.
¢) HiER (Mode) £ 4Tt (None).
d) MZRERX1H (Security Zone) T H AL Pk —ANIUA W AR Ik, 80 fii#TiE (New) ¥

i, #in—A~4 2 inside_zone X 18, A UREREAME 1 70 HU 45 22 A IR/ B i L4 . BFAM %
MR BEE T A2, (AR AR & T2 AN 4 fmT DUAR S DSl I 1] 2 4 5 o 9]
i, AT LICRE P REE 11 3 BO R P9 AR, TR A B 1 20 BC B AN AR AT LUSC 7 (k) 2
S, SCVFUR RN I RSN, HA SRVF AN AR . K2 BRI DO R 2 4 X ST
LATE NAT 5felits T JE4% SRS AT QoS Sl Al DX Iz I 24
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e) i IPv4 FI/Eg I Pv6 BT .

« IPv4- )\ R4 & TP kB E FER7S |P (Use Static I P), AR )5 ARMT En k4 1P bk A1~ k4
HEr

Bltm, % 192.168.1.1/24

73: IPv4 £+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

 IPV6 - AR A Bhlic ik B EhBLE (Autoconfiguration) & EHE.
[& 74: IPv6 TR

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) M E (OK).
FBE S E AN O i ()
BRI R —#8 (General) 21,
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75 “EM RmMF

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

>

ez Wi s VT E SR, Pz cfad . BTk, SN B BRI et
SEARBLE, U IX RS rh b 7 B b0 B B R . SO0 AR 0T e B e b A LA U i W I 2 4
XK

a) MBRZRXIE (Security Zone) Tz & HEEFE—AIAT AMB 24 X B, 00 5 i #3E (New) i
AN B 2 A X

BN, an—4~4 A outside_zone [#[X k..
b) RE (OK).
FIR6 ridRTF (Save).

fic & DHCP AR 5538
U R A AE ] DHCP M BB A A3k 1P Hihik, 175 )53 F DHCP IRk452% .
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UK

fERACDOERAMBE |

FIE1 %P & (Devices) > % Z &I (Device Management), SR siili & (K4REE ( #) .
$I® 2 % DHCP > DHCP BR %28 (DHCP Server).

76: DHCP PR 55 25

Device  Routing Interfaces

DHCP Server

DHCP Relay

DDNS

Inline Sets DHCP VTEP
—

Ping Timeout
50
Lease Length

3600

Auto-Configuration
Interface

Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server
v | + v |+
Secondary DNS Server Secondary WINS Server
v| + v+
Server Advanced
+ Add
Interface Address Pool Enable DHCP Server

HIB3 (EARZS S (Server) UM b A RAN (Add), ARJSREE LR I
& 77: 5 hnAR £ 2%

Add Server (2]

Interface™
inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

R —
Cancel m

* #0 (Interface) - W Fhz g Rk FHE M.

* bkt (Address Pool) - DHCP AR 4528 F i 1P ik iva Bl (AR S i) o TP Hiuhik v [l
Gk R AL TR E, HASBEM R 0 E 5 1) 1P Hulilk.

* J3F DHCP BR %528 (Enable DHCP Server) - {£ 142 11 I 3 il DHCP IR 45 2%

T4 NHHBE (OK).

[l (Cisco Secure Firewall 4200 \ [ 145 7)



| fEFCDOEBE AR
CEIN |

PS5 L RTE (Save).

fic & NAT

HIR R NAT FU 2208 N 8 Hb b 46 S AR08 11 TP bl B 3 113X 28 NAT AR A4 11355 11 bl
A (PAT).

UK
1 EPE & (Devices) > NAT, K5 i #TEZ 5RES (New Policy) > BUABA T NAT (Threat Defense NAT).

B2 Josmsan 4, GEREEAEAIRIS B, AR5 i Save.
& 78: LG

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel | Save

SR B SR I A B o YIRS SRS AN N R o
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79: NAT B

interface_PAT

Enter Description

NAT Exemptions Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule |
Original Packet Translated Packet
Source Destination = 4 ) s
P Dicaction Type  Interface isacs Original Original Original Translated Translated Translated Options
Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

SIE3 SR (Add Rule).
Add NAT Rule SHFHEE: 87w

T4 BCEIE AL
80: EAHM 15T

Add NAT Rule

NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

* NAT #0| (NAT Rule) - £ Bz NAT # (Auto NAT Rule).
« A (Type) - EFFNZ (Dynamic).

$IB5 7t Interface Objects T, ¥ Available I nterface Objects [X 5 H [ b5 [X 155 i 3] Destination
Interface Objects [X 4.
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& 81: 3O &K

Add NAT Rule

NAT Rule:
| Auto NAT Rule v |

Type:
| Dynamic v

Enable

Interface Objects

Translation PAT Pool Advanced

CEIN |

Available Interface Objects C

Source Interface Objects

(0) Destination Interface Objects (1)

Q, Search by name

] Add to Source
1 outside_zone 4 Add to Destination

wfxAutomationZone

inside_zone

$IE6 {riEdh (Trandation) F{f FACH LL NI
& 82: 4%

Add NAT Rule

NAT Rule:
i Auto NAT Rule v |

Type:
I Dynamic v |

Enable

Interface Objects

Translation  PAT Pool  Advanced

Original Packet

Original Source:*

| all-ipva

o outside_zone ]

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects' tab will be used

o EHAE-E R (D U TPv4 MR N2 444 (0.0.0.0/0).
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83: FHY M LB 3T R

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range ® Network FQDN

I 0.0.0.0/0

Allow Overrides

pE AR AR GUE L any-ipvd X5, K20 A3 NAT BUUAER 5o SGERE PR
NAT, I HIETiEm i R 508 XX 5.

* ¥53B9IR (Translated Source) - L+ B#r#% 0 | P (Destination Interface I P).

PIRT mRTF (Save) LA Ik
FE BN LR A7 2 Rules K.

FIR8 rlidi NAT i _EiRTF (Save) LLORAF BT

Yy — | = b
AFREMNAERIEEIMER
U SRS AE Y el 7 A0 B 5 T A T R A TR U I A S, U ) SRS ) DA SV
i Te IRV o) W N S ) RN 1P 1Y S o N R P D PS8 = == O A SRS (L e oA
NI SO VIR AR R3S 2 48 TR R
UK
HIE1 ELPEERS (Policy) > i 18] 35 B& (Access Policy) > i 8] 56 B& (Access Policy), #RJa i 0y B9 4

7 I PRSI 4R (4D
S22 AR (Add Rule) J % & LT 25
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wemsragEznrREssH

84: IR A

_ Create Rule (]
Name | inside-to-outside Action Allow B Logging Iy Time Range | None Rule Enabled @)
Insert | into Mandatory @ Intrusion Policy | None Ey File Policy | None

Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags
Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
=) <& inside_zone Collapse All Remove Al Collapse Al Remove Al
=] <& outside_zone ZONE | v 1 object ZONE | v 1 object
it wixAutomationZone

« ZFR (Name) - KUty 44, 5140 inside-to-outside.

* PR RYIE (Selected Sources) - M X33 (Zones) ik A HEIX 4k, 4R i FRANZIIR (Add to
Source).

* Bk B#R[X 18 (Selected Destination Zones) - M X33 (Zones) F ik FEAMBX ik, SR )5 i w0
#| B#R (Add to Destination).

FOAt v LR B IR

$123 SN A (Apply)s

BR8N % Rules &,

PR 4 TR TF (Save).

o st

Fes

EIRER IR &EEDO EECE SSH

WRAER R RE L (BN ANED R T A R Vi), DU A R SRR A 1% 4% 10 SSH. AT
ARl s BB A AN A s B2 1 SSH iz .

\}

pakcd

FHED FEIAC S A SSH, (B HAL & SSH 1 i .

B OS54 B 0B . B H TR E WA IR R R O . Bl D1 SSH 54
PEEZ 116 SSH AL W RIAMIH P 413 o SLAh e B Pl db AT s . X T8 0, A st he %A H
SSH F5 M #1138 Hei4 10 1) SSH i S F & s thBc &, R AT A i A i S 7E 13 & i sk CLI
H e

S B, BENLE SSH Vinl %)%, 12 Cisco Secure Firewall Threat Defense #iy 22 H 11

configure ssh-access-list fiT 4. ZELEFAMH, 162 M configure network static-routes iy 4. BRIA

LR, FEATAA T I S B 1 R B

TLAFH] SSH, AT EZ A VF 1ML 1P Hudik U7 i) R0 o 88 X RE 4 A 43 il & SSHL

A SSH ZIWT Iy il H2 115 Wi SSH MU T-AhHz 11 b, 0 U RE B4 ) S0 1 RR A B E
SSH Sz RFLL T S5 A Rl 4 A8 4t -
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* Encryption—aes128-cbc, aes192-cbc, aes256-cbe, aes128-ctr, acs192-ctr, aes256-ctr
* Integrity—hmac-sha2-256

* Key exchange—dh-group14-sha256

N

AR EROELE R SSH Bk CLIRMUG, el SSH .

BLANBGE ThEER LiEF
* 7.4 - SSH FJIR [ 10 37 K.

FFaZ B
A LMFH configureuser add fiv4 . BRIATEIL T, 3 —NMELERI UGBS W10y HE & 269 1) admin
e v LB & W E P I E MRS PIEIE, 7 LDAP 5 RADIUS L& SMTH 7 .

o RO O VR S B T SSH SR (1 EHLEUM 48 2830 5. 8 n] IAE L RE P IRt %, {H
R DS G AR IR 4L 1P ik, TR TR AL LA . IR > M REEL
AR aE

\)

AR ORI RGHRAEN any M. T any-ipv4 B any-ipv6.

UK

T R RE > FERE, SFOIEGRE B Y SR
HI® 2 BEPESSH ifia] (SSH Access).
PR3 PRI ARVF SSH 4 LA TP Huhik,
A4 FH 26 T LA PR SIS e 1 45452 SSH 4, DA Ao VP X SeiE #1025 7 v 1) 1P btk o ST LA
A5 FH D9 28 Ml 17 AN & RS TP bk
a) sirdRAn (Add) DLz IR, BE i dmEE (Edit) DAgwE LA KU
b) e e 1 -
* 1P bt T AR IR AR VF@E L HTTPS 45 (10 LB 5 1 I 200 G 504l o R hr gk rhiz %
—AWIG, B R+ DO IR 20 4
AT A X18i/4E O (Available Zones/Interfaces) - 78 I &K SLVFBEST SSH O RE 1 8E 1 10 X 4k
AR P 1, AT AR BT X I8/4% 0 (Selected Zones/Inter faces) 5114 7 (1) B
AT 2R, ARG RN (Add).  S8IE FT LR IR IR 1 AN 1 A A 1 B 422 111
DXIRINT, 74 2 s S ) 7 FH 1% 4 4%
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k-

fEZBCE

werz ]

c) MiHARE (OK).
MiHRTF (Save).
BERS, AT LI R ERE > ERE IR RIS B BT A MLk . (RSB O Ja, oA B,

R L B A B S B AR T, S TAT S AN AR B B AR
iz

mdifi EJ51ERE (Deploy).
[ 85: R E

Q @ # @ adminv Ul SeCURE
M £ERERE (Deploy All) LA E BT ¥4, ST ERERE (Advanced Deploy) DL E RIEFERY
B

86: =ERERE

‘ Q, Advanced Deploy Deploy All

1010-2 I Ready for Deployment [=2)

1010-3 I Ready for Deployment =)

1120-4 I Ready for Deployment [=2)

nodel I Ready for Deployment £

node2 I Ready for Deployment £
5 devices are available for deployment iz
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[ 87: SR ERE
1 device selected
E [ Q_  Search using device name, user name, type, group or status | Deploy time: Estimate
Device Modified by Inspect Interruption  Type Group Last Deploy Time Preview Status

> nodel System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B ' Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

T3 WRACE ). AR A ERE (Deploy) S HIAT UK Bl by il LLE A -8R A

88: BE R

es Objects Integration Deploy Q @ adminv  ludh sEcuR

‘ Deployments Upgrades @ Health O Tasks (/‘. Show Notifications

C corm————————

]I m 0 running 5 success 0 warnings 0 failures Filter
@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

AR HEBRFALE SR

7 18] B B B 151 #0FX0S CLI
iy 47 A4 (CLI) v ¥ B R G LA RGBT A b fE B . Tl CLI 2R Te B S0
] DLEFE #1458 6 i 1 LV ) CLI
AT LLYT M FXOS CLIVAEAT i HE RS

\)

AR nT LUERE SSH RS B BRI R L. SEH A SEAN, SSH A URERIE T
748 CLI, fHt ] {d FH connect fxos #ir 4243 FXOS CLI. 5%k SSH B H:4T FF 5N a8 1,
FHJE T LU RZE O bk, BRIATSOCT, 25 SSH AR #: Ui 0. BERRPA- 2845 & il 1)
Vil CERIME R FXOS CLD) .
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sriasiampsErorxos cu [l

UK

PGSk CLL, Wk s s LSRR H G0 1 . BRINEIU N, 22405 khb 4200 ASBE 275 4
25, DRSS 55 =7 USB #% RI-45 HRATHLLS . R N BRAE R G LT LK) USB H4T5K
R . ¥4 0 T BRIAH FXOS CLL. f# [ LL T AT

* 9600 HRFH
* 8 M AL
* 1AM AL
1843 FXOS CLI. A§H] admin F 7 44 FI4J4AR VBN BB %S CERIAE o Admind23) %3k CLI.

T

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

Ui 1] JE 9 A8 CLL
connect ftd

P

firepower# connect ftd
>

B a, W T CLIM a2 1A B, M hdp k2. A ATHE R, 152 Cisco Secure
Firewall Threat Defense iy 227 .

SR U EIFTD CLI, 3% exit i logout 4.

WA A2 S E B S 10 42 FXOS CLI 7. 4 % FXOS CLI Ha] Fl i A (A a5 1, isHA 2.

i

> exit
firepower#
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fERACDOERAMBE |
B isseroroemsEms

HERRERIZ O L E IR MR

A Bt A T B AR U ) 1T AN R A e AR B N, AR AR CDO FR S S BB A (1
MM 3R, LU WnER. WERAERs U B 5 N2 CDO Ja 3o BERE 2R CONEGE 21
B, SNEBEIEGED AR O BLECOR IEMECE, AT RES R BLERL .

AT AT S B IR I P A R 2 R )
EREEEERRS
7£ CDO ', 7rig# (Devices) > & & &2 (Device Management) > 1% # (Device) > &12

(Management) > ERE - BREiEMES (Manager Access- Configuration Details) > iE 11K
75 (Connection Status) T _F 46 & & HEBRR A .

76 BB CLL, %\ sftunnel-status-brief 774 LIS & & BN A . e n] LUE
sftunnel-status & 5 52 215 L.

S LN R LR R BT s R AR, BB OB

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

S LR R T C@ALER IR sG], A B T TEA LB B

2

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

EE BB MEER
75 BB CLI b, A58 BN BAS Uy ) B0 4 11 I 2

show network

> show network
===============| System Information ]===============

Hostname : ftd-1
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6 Default route

Gateway : data-interfaces

[ managementO ]
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ssurEn roemsays ]

State Enabled

Link Up

Channels : Management & Events

Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU 1500

MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— IPvd J—-—————————————————————
Configuration : Manual

Address 10.99.10.4

Netmask 255.255.255.0

Gateway 10.99.10.1
—————————————————————— IPve ]-——————————————————————
Configuration Disabled
===============[ Proxy Information ]

State Disabled

Authentication Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces Ethernetl/1
———————————————[ Ethernetl/l ]=—==——==———————

State : Enabled

Link Up

Name outside

MTU 1500

MAC Address : 28:06F:7F:D3:CB:8F
—————————————————————— [ IPV4 J-———m—mmm e
Configuration : Manual

Address 10.89.5.29

Netmask : 255.255.255.192

Gateway : 10.89.5.1
—————————————————————— IpPve ]-——————————————————————
Configuration : Disabled

W2 [ CDO ST/ BLABHTE

75 B BE CLI Y, £ CDO VENHZ T 8. THER, thr A B BER M i IR

/N o

show managers

> show managers
Type

Host

Display name
Identifier
Registration
Management type

*F CDO 1T ping #&1E

: Manager
accountl.app.us.cdo.cisco.com
accountl.app.us.cdo.cisco.com
f7ffad78-bfl6-1lec-a737-baa2f76e£602
Completed
Configuration

75 BB CLI b, AEFILAR dr& M B %) CDO $0AT ping #2475«

ping cdo_hostname

75 BB CLI b, A HIBLF dir 4 W LR LI CDO $0AT ping #4235 1 A 1 B

ERlfe iz ANE
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ping system cdo_hostname

IR BRI MARE O LRYEE &

fERACDOERAMBE |

75 BB CLL b, i3k AT A% 1 (nlp_int_tap) LAEMAL, DAATA &5 R T3 P40

£

capture % ¥x interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

BEABEORT, FiIHESNEEEITE

6 MBI CLI L, #5747 C A% 1 nlp_int_tap (K45 5

show inter ace detail

> show interface detail

[...]

Interface Internal-Data0/1 "nlp_int tap",
Hardware is en vtun rev00, BW Unknown Speed-Capability,

(Full-duplex), (1000 Mbps)
Input flow control is unsupported,
MAC address 0000.0100.0001, MTU 1500
IP address 169.254.1.1,
37 packets input, 2822 bytes,
Received 0 broadcasts, 0 runts,

is up, line protocol is up

DLY 1000 usec

output flow control is unsupported

subnet mask 255.255.255.248
0 no buffer
0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 pause input, 0 resume input

0 L2 decode drops

5 packets output, 370 bytes, 0 underruns

0 pause output, 0 resume output

0 output errors, 0 collisions, 0 interface resets

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp int tap":
37 packets input, 2304 bytes
5 packets output, 300 bytes
37 packets dropped
1 minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

(GO I e

WEREF NAT

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

1E BB CLI b, & 2 s BB B (S *), DL FRELIT (nlp_int tap) J& S AFAE N

NAT Fi.,

show route

> show route
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Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305

translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh

translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipvé6 intf3 interface
ipvée service tcp 8305 8305

translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>
MEHAMEE

WHS ML a2 I B R AL T HAb ¥ B . 3B 1T LLZE CDO 1) %% (Devices) > R & &18
(DeviceM anagement) > i& #& (Device) > & 32 (M anagement) > & 382517 (8] - L B i¥ 4015 2 (Manager
Access - Configuration Details) > CL 1 #i (CLI Output) Tf FF& FiF 2 X a4,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client
> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect
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TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

%2 DDNS E#H 2 &I

75 BYMITAE CLL 1, A% 7 DDNS BB 5 e L
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

R EOFT R, 54 H] debug http A1 debugssl fiy4. X TAEPBIGIERM, TR A2 & OB S
g ARAE A

show crypto ca certificates trustpoint_name

LA DDNS #24F, THHAAT UT #45:

show ddns update interface fmc_1jjin)_ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225

4 CDO BE i

15215 https://cisco.com/go/fme-reg-error.

gn2R CDO B FF =N BRI E

U SRR S S A K Bt O T BRAR U ) O A CDO #8850 W) 28634 B (Y PC B S 5, Dl LA
JEY A _E PR C L PR B _E G B I, DM B R . SRR, AT LR CDO H (0 B
B, DMEORRF M SOERI T HO 8 . BT 2R3, Bl ME PR ThAE s B AR Ttk
HERRAE DL o
TS LT .

o S LAHT B2 w] DALE Pl il AR At S TCVE IR BT A A0 1) 2

o [FRR A S AT LI CDO st B ECE . B, [MVRAN S L A B SR AT o A
HORCE, G HAEAE BB CLI AT RCE . TR, WAREAE EIK CDO #1355 {# 1] configure
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| fEFCDOEBE AR
me coo wimEnEwnE [

network management-data-inter face iy 4 5 0 T Hdin 4 s, ARJEAH T R 4, jix s
WERASRE; CATERENR S FJGRE T CDO W .

o JCVAIR b URHRE IR BB ) 47 2 SCEP I35 -
 FERERWIE, ERR RS, DU i B R B

UK

P A BB CLLh, [VR R F A E

configure policy rollback

[P, BB 223l % CDO CL ) 5EIRlR . /£ CDO Y, {8 b s — 2 MR, U WG 5

CllR.

TR WRMRR H CDO FHH KR, 12 [ https://www.cisco.com/c/en/us/support/docs/
security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html A T fi#
DL PRI B ), AEREEEE LR, WK CDO B BT AL RS PR TT RE 23 MG AR IX R
BUR, #EAT LUk CDO BLE M, M CDO FHH# % .

il

XA P Bt 1 AT BEAS VT 1) £ M 917 480 -

> configure policy rollback

The last deployment to this FTD was on June 1, 2022 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

P2 KA R O HE L.

£ CDO ', {Fi&#% (Devices) > % & &I (DeviceManagement) > i% & (Device) > &I (M anagement) >
B 700 - BEEIFEHEE (Manager Access- Configuration Details) > E# 1K 7S (Connection Status)
J\ﬁi*ﬂé,—QIE T%’Ij(ll_; o

76 BB CLI, 4\ sftunnel-status-brief iy 4 UL B 45 BLEBRR S

IR E W T 10 4B DAL, WS HERRIE M . 5 S R HERR B 1 L A P
, 116 T,
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fERACDOERAMBE |

£ CDO < A Bh A 1

B W

S

S

o o1 B W N =

GG NS Y
;@ =l

S

IEROC AR GEAR T 2 A I g2 L IOT R AT e S BOCHF R g™ IR . iFictE, AT
ZHERE— HAE G BI8AT, R s P IR BE LR DR AT K e o
TarT LU ] A B oDy IR ST R S

oLES
HIRE > AT,

TEEEF R &30, il RE (4 .

Fidi& & (Device) &Ik .

1R % (System) Tt sk 2 migs (@) .

BLERTRIN, AR 75 S R

WA 5197 KSR T G g, WEI K I B 2 R GRS, R R L R R

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
IR BAT R G IR, WAL 3 e LU IR R G .
TEIRAT R LS AT FRLIE O T 5 06 BN 4A PR A S LAA) B 7 =X A LA ) PR

FAEH CDO ZRZEHC & B, 1S5 URE S 0.
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%T ASA

.5

1og

£/ ASDM #BZE ASA

ARENEIE G ?

LAF AW AR RGBS, ES PN ARG A 1 0. AREHT
{# 1] ASDM ff] ASA.

KT BANIE

BEAF ) LA AT B0 B A B ASA SR A o 7EIBUBMSIT BRI ASA TR )t 5 B2 S0 e 48 AT S BT WU

W R T EEANE T 2S00 B R AR, I N JHT 4 . 152 7 Cisco Secure Firewall ASA Fl Secure
Firewall Threat Defense T W2 351 -

B KI8T #FK A Secure Firewall eXtensible #:1FE &4t (FXOS) MK ZH#1E RS, B KA
FXOS Cisco Secure Firewall HIFHE B T MSEHERR H 1, SCZERZ R0 CLL. A 1E4IME B
2 W& T 4% Firepower JgUHMS 1 1) Firepower 1000/2100 il Cisco Secure Firewall 3100/4200 (]
JEEL FXOS HbsHERRHR 1 -
P FAMEE 7S AR - B K AN EER B B IEE N N BB B (0, AT DIERE TN A S 015 B
Bl P 4. AEXRESL T, R R T L E B SNMP I i) RE 2 B 15 B

« T ASA, 123 1L

o U R AESs . B 125 0L

o P M FIERABCE , 5 127 1T

o RGBT, 5 129 T

o FIIFP KI5 130 1L

o (W[3E) T IP HihE, %5131 W

« %5 ASDM , 132 0(

s BCEVFRT, 25133 0

* Bl E ASA, 5138 1T

* Ji M ASAFIEXOS CLI, 5 140 (

c JRBPR, 141

ASA 1E— G B P IO RO KR VPN 2L 88T fE .
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. T ASA 5500-X B2 &

T 7% ASA 5500-X AL &

AT LUK ASA 5500-X B E & i A F Cisco Secure Firewall 42007 . {HJE,

THERCF B 2B 287 N 2 5

1
2.
3.

4.
5.

BEHINCE, 1/E ASA 5500-X i1 \ more system:running-config iy 4>

WA T E MBI E GHS T30 .
EREE RS, R AR B A

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **xk*x

Repeat Password: ****xkx

ciscoasa# configure terminal

ciscoasa (confiqg) #

1§ clear configure all iy 435 I3 24 Fi fic &

7E ASA CLI R & it &

&/ ASDM %38 ASA |

B EBESIE. 5

AFEFBBCR A ) BOARCE, Uk, WORAEBUATRCE R, WATE g o (LR K ANE T

1 ASA.

ASA 5500-X fic &

Cisco Secure Firewall 4200 fit &

PAK ¥ iF

BREVFATIE

SHIFRE NGB E B, AN PAK e, BRABW FES
OV VR AR o B BEVF W] R B B RE 4P T IR 45 2 LA
HOFATIE . B REVF T IE 250 ASDM 1% SSH Vili] (121
IO .

Y1 ASDM i la]

Wi TR E R ASDM B B BEVE v iR Ss #eit M, T BRAT
] VPN 2t HoAh 5 n & shaeic & (R & T 99 %) .

0] LUZESRE SR %% (3DES) ¥ vl i o 58T e F X SETh g

S e PR B R, ASA BRIAG G0 T A& F T8 B i 1Y)
3DES UiRE. i Ja e hae, WRS2FH1E ASDM Al
HTTPS yiiie (flan, SHReVrnl RS a2 MpmeE) o b
TR PR A S S R B R A PR A2 11, B B 1/1. SSH

R,

B0 1D

fify R B8 2z 1 1D DUE 5558 ki ID DURC . 101, ASA 5525-X
BLFEEEL 0/0 FITF-JKLLAKIM 0/0 28 0/5. Firepower 1120 f355
I 1/1 FILLRKM 1/1 3 1/8.
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| 15 ASDM %32 ASA
wanes

ASA 5500-X BC & Cisco Secure Firewall 4200 &t &

boot system commands Secure Firewall 4200 1¥ f2¥F—> boot system iy 4, [KIL7E

ASA 5500-X 152 % A VFIUA boot system fir4- 45 5z 241 1] )3 GG 2 BTN 2 R a2, R — 4. SEBs EAERC

s BT EAFLEAT ] boot system x4, KA JE Bl A& 152
WU R JE S . B o INZ I )3 2 EHGOKS G 2 e F8T
BNIBIT .

It boot system iy & S AE B AR HATEANE: REKAF IR
FEAimeg, SRR 5] S E (FXOS &2 disk0 -
I ERALE) o FBTINE ASA I, RGOE e K1

AN NN AN NN
i 2l im 5%
ES R LA MMESS AAEN AR L3 5 R & ASA.
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& 89; i & iR 1T &%

/
L

—»

4\ e ¥\
T 1 )install the (2 ) Review the (3 cable the
Configuration firewall network and firewall
default config —»
v
ASA CLI 5 ) (optional)
Change the IP
Address
¥ =\ l £
ASDM (6 ) Log into (9 ) configure
ASDM feature
licenses
l A
|/-_ |
Cisco \Z/' Obtain
Commerce Standard
Workspace license and
feature
licenses
Smart ::\__8_,:3 Generate a
Software license token
Manager for the chassis

./._ _-\\
'\_‘_‘-__,-' Power on the
firewall
—>

iy

0) Configure the

S

~ ASA

{£F ASDM #3.E ASA |

1) | TR

TR KGR WS T 2 keda .

(_} P B AT HE S AR AR I EBOARCE » 28 127 1L,
( _3. P BRI AR BB KRR L, 5 129 T,
(4) |FCERTHES TAE FIOTB KB, 55 130 1L,

ASA CLI

CAfIE) SO IP Mk, 55 131 5L,
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| 15 ASDM %32 ASA
samensnnileEs [

(6) |[ASDM 3% ASDM , 4 132 T,

:_./;-\_. Cisco Commerce SRR AT HE RN T D B VE T (BB T, 4 133 T0).
"/ | Workspace

g | B RERAFE A BRI T UEA T (BCE VR, 26 133 1)

(9) |ASDM RCE IV REVERTE FEEVFTT . 45 133 50).

(10) |ASDM Wi ASA , 5 138 ¥,

EEMFZIZIEOANELE

T E BRI ASA WA,

T SR AR ) B B e 5 R A 2% B DSL I e 2, FRATT R DA K R e T
P, DU ASA BRI IS I 24 S0 AT BT 6 FE R NAT o G0 48 75 B0 A1 B2 LI id & PPPOE DL
BRI ISP, 1T LLZE ASDM J2 2 ) 5 AT b A .

\}

ER WURASREAE BRI BE 1P Mokl 3E4 T ASDM 0], W LAYE ASA CLI LB & H IP Hubk. W20 (]
) WM TP Mkl , 55 131 1.

I BT S 1P M, T DL ASDM 381 SHUTILERAE. Bl (DL PR R,
fl 75 B PO 4 TP St

o WIS AN O 23R 192.168.1.0 W44 (Xt — ANl FHBRIAMZS) /) TP Hbti:, DHCP LK
PRI AN ARG TP Huhik . HH B o) AL S DR AE T ASA ZE TRl — 4% EANREA AN o
TEIXPPE LR, B Z00Rs P35S TP ik 5 4205 i 4% 1o

© WERHS ASA UNINEIBUAT A BRI 4 v, T ZORE PR TP btk B e B BAT R 45 L

(Cisco Secure Firewall 4200 A\ 1355) [}



B =2posonzims

( Outside

outside
Etherneti/
DHCP from outside nw

Management 1/1
DHCP from
management nw
inside
Ethernet1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x

= 25 KIE420030 I\ B B

Cisco Secure Firewall 4200 FJERAH ] Bl G THCE LR W%
s RER—SMNERTRE - LUK 1/1 (AR , LRI 172 (A

Management |~

« 5MER 1P itk H DHCP, MEB 1P H#iiit—192.168.1.1
o B /1 CGERD , TP HilibK [ DHCP

* DHCP BR&5 8840 I
« BHIABEH K A 40 DHCP, & ¥ DHCP

* ASDM Vi) - FEVFEF RIS EML. PR EHLER A 192.168.1.0/24 M%K% .
* NAT - M\ FBBIAMNEB BT A it i 42 1 PAT .,
* DNS I 45 % - OpenDNS Ji 45 2% O Pl Ac '

P HT DA & 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

[l (Cisco Secure Firewall 4200 \ [ 145 7)
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interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

R KIS B BB 4

90: %%k Cisco Secure Firewall 4200

Ethernet 1/1
—— management,

(Optional) Console port ] DHCP from outside nw

emsosnes [l

@ 0208

0000000000000

Management computer
DHCP from inside ifc: 192.168.1.x

0000000000000
Ethernet 1/2
inside, 192.168.1.1
(" Outside -
-

)
. A

(Alt.) Management 1/1
management,
DHCP from mgmt nw

\

LEA TR 1/1 B LA 1/2 438 Cisco Secure Firewall 4200, ERIAJL B 12>

Ho

FHiaZ |l

Other data networks

B LUK 1/1 BB A AR

* W4 SFP ‘222 I A 2 10V a] 8 45 Bl 11 - PN e ot 12 75 2 SFP BB 1) 1/10/25-Gb SFP ¥ 11 .
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&/ ASDM %38 ASA |
| BTy

o (AR IREEHIG LS - BRI T, B KBRS G G H s, D 75 Z 28 — 7 USB
5 RJ-45 HFATHLLE .

UK

T A ES I kedim .
TR 2 KIENE A EHUER R D ME -

* Ethernet 1/2—LUK K 1/2 BATERIA TP #ihik (192.168.1.1), I Hif 43217 DHCP R4 2% LLIA) % 7
it CHLFREBEVHSIAL) $2OLIP Huhk, DAL, iSRG S B B AN S SATATEIAT P I 4 1 B b o
GEZ ] 24P KI420080A R E , 55 128 71D o H AT 192.168.1.0/24 1% 7 iy v LA i)

ASA.

QST DR LUK I 1/2 TP ki WBRIAE BT SOk SLARAE, I8 A Z00R 4 BEVH ST W LB R 45 1 5 o 1 o
TGS (i) TP Mk, 55 131 T2,

* Management 1/1—4 H 1/1 #: 1 G5 BRI 2% 1 () DHCP IR 45 %5 3R TP Huhik; 40 SR F bz 1,
DU DAZBUR 52 S L4y ASA 1) TP Mk, DA AT LA BE VT STHLIE B2 1P Mkl

RS A A B 1, TTDARY S B 12,
A LARY J5 M HAth 2 OIS ASA B FET 1) 15 S50 ASA 5 A E I B 457
LR3I KGHMNEM S IERBILLRM 1/1 #:0.
St T B BEHAT AT, ASA THSEYT ) BLIER .

SR A R AR M 2OE R BRI .

FIFB NI IR

A GRS AT B K A AT RO O HEOT R LG RO At SR P Aok
P 2R G U FEAIR AR GE A S 50 A [ U o

UK

TR K LIRS R BB K, Dy I R B A
PER2 AL T HUR TS 1 AL PRk 55 32 (1R bR AF 2R AL YO QAT T L
SIE3 KA B KT T YR LED; 412 1% LED R4 (feig saild, RonBi kil O Ham i
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| 15 ASDM %32 ASA
) mHp s

91: R FNFLIR LED

System LED ——
Power LED ——

SRR A WA KET RS LED; HESGORE i )q, ROl imgizm.

pE R IFRMIT VIR BISCHS, REUA RETT 2 LR PIA S i 2 OC H o AERCIIE,  HUAR AT 1 v
J5 LED H5 NSk (5. 5 IR LED 584 R M2 1T, 5204k H Hdi o

(AJIE) SERIP Hudk

GRS REAS BN TP HuhbiE4T ASDM Vi, 7] PA#E ASA CLI 1% & inside #2 M1 1P Mtk

)

AR RN B BCE R FE 1P bk, P A R (AT REOR B 1) ASA FCE oK, AT
IR o

UK

LB EER ASA RGO, RFHEASRER. FRENER, ESRUIWASAFIFX0S CLI,
55140 b1,

WIR 2 SEARL E SR 1P Hidik.
configure factory-default [ip_address [mask]]

T

ciscoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration
Executing command: interface ethernetl/2
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Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management

Executing command: dhcpd address 10.1.1.152-10.1.1.254 management

Executing command: dhcpd enable management
Executing command: logging asdm informational
Factory-default configuration is completed
ciscoasa(config) #

HIR 3 K ERANC B ORAF BN A

write memory

=3k ASDM

J3 ) ASDM DUF L & ASA.

&/ ASDM %38 ASA |

ASA BN N 3DES hfiE, AH T2V, KU nT DO R 38 e AR B8, JE AT AT
Bi{di ] ASDM. IR J57E ASA FRCE T SSH Vi, W alLAEH] SSH 1 SCP. HiAth 75 FE i hinas

(Bln VPND [RIZhRELA AU HIBRIN S , X SR A 1m) R e A B 20T

\)

ER A RS AEVEM 2 T2 BAT A A SR N R sh e CEMEAECE T35 nEs) , S HTTPS 44
SAEGEEI EWIT, S TCIE B . A A e a4 e B IR A B B2 1, o) A
1/1. SSH AZZ5gmi, R4 L 7 HTTPS &R, nf LUEREF|#H] 6 5 1 DLUEDHTiC S ASA. &R

DR B, B R BB o e D e T B A

FFi6 Z A

* 12 Cisco.com _ff] ASDM KATULIH T f#ia4T ASDM HIESK .

UK

T AN AT A LL T URL.
* https://192.168.1.1- 35 (LXK 1/2) #5211 1P Hiudiko
* https://management_ip - M\ DHCP ) Fic. ({15 B2 11 1P Hiuhik

iR ffRFaE https//, TAESRE http:// BT € 1P Hikik (BRIACH HTTP) ; ASA A4 H3)

$ HTTP i K Kk ) HTTPS.
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| 15 ASDM %32 ASA
raiT [

B 7R CiscoASDM M L. S AT RES A R W 4 &2 8, DRh ASA AT 285Uk ; T bhez
A b 220 3 TR 1 ) Y T

HE2 Sl 2% ASDM BHEF.

LB 3 e b LA U B 3) ASDM.
240 R Cisco ASDM-IDM Launcher .

LB A K P A REL B A W E R R, K5 S HE (OK).
A8 B~ ASDM E4 M.

Me & 1F ]
ASA R Bern] . fal DUE A GeVrn), XTI BB, it T s B, &nl L

LK AV ATIE T B B H A BE s AR CZRTAR o DRSS A8) o« A RIZEEE L VF ] JiiE R
ZER, WSHAR ASA RYIDIREVF A UE; AR B H] T U RE VAT .

R BRI FEAMEA, E 15 cisco.com/go/licensingguide

FENIHLAGIS B BERIH A BEas 2 J W KB AR BE P B Z 18] AR AR UA ID IEAS o B 20K BT K
B4y B BAR N )RR 7 o BR AR ) B RE AR A BRARVE N, A IOV AT E S, R A
Dt EARF IRV AT, AHILAR ST K3R A E A S5m0 VRl I D e :

o Bk
o AN
* J&°5 1 - Diameter. GTP/GPRS. M3UA. SCTP

* RN (3DES/AES) - W R (A BEMK S R SRAF SR IN# AL, {H Cisco T E SLVFRUAE TSN,
T LAT-BIKe v s VF TS In 2 RS gk

* Cisco Secure % )3t - Secure Client Advantage. Secure Client Premier 5 Secure Client VPN Only

ASA BRI OL R A% 3DES Bhfig, U TRV, BUbEn] DOEESI R GER A BLEs, IE T BLST
T ASDM. Uk J57E ASA ERCE T SSH Ujin), i w] LUETH SSH I SCP. HiAty 7 2258 %
(G VPND (R Zh e 200 RSN 3, 3K BERASE 1) R e 1A AR E

\}

ER BRI S AT T N A (S RE (RN TS nE) I HTTPS i&EH:
SR EWIT, I BIETCVE TG . PR (0 A e e B BR A B B2 1, 49 B
/1. SSH A%, WM ERT HTTPS 4z, Al D4 240 & v H AEHTC & ASA. 1543
U BIE 1, B B O N 2 T RE G R4 1

08 ) B R A LR SR ASA T4 O, it th 7EGE AR It SRR E MBS P dn b 215 S R I B9
I1&E (Allow export-controlled functionaility on the productsregistered with thistoken) & iEHE, DL
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&/ ASDM %38 ASA |
B ==4v

ISP S8 BE R BNV T AE CRSTRIR S A A 3 LA T 26 AFD o A TEAENURE LN AR M4 R, T
FEa s E P, ARG Hal R s Ve, BTG AT THAb A . i SRR REk 1 R
RAFURINE AL, {H Cisco LA 2 SOV AT s ln s, 5T LUT- Sl smin 8 VF RS In 2 Bk 7
FHia Z |l

PR BRI B R

R BGRRATIK™ s UE R U RERE DABCERTIR o Tl IR REIH A S, T LON A2 —
AR

o ST BRI PEET HEAR UK T AR A 5 N 25 (3DES/AES) VFRIE M EKR, A BEAF L LE e (2
S AR RAD

UK

PR ORI R REVE IR A S T AT IV RTIE RS SR (I PR R AR BE A P IE

A SRR B2 R A BLE S A I, SV AT IE Y 1% OB B S I R e A B Al o (HE,
WA TE E S I RTIE,  TUiE{# ] Cisco Commerce Workspace I [#) Find Products and Solutions
R T B MR NVFAHIE PID:

92: FFIER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

o JLAEYFTTIF — L-FPR4215-BSE=. LAl AT F & D S5 VP AT
o JLRHVYFATIE — L-FPR4225-BSE=. LMt afiF &2 0 J5 I Al
o JERMATTIE — L-FPR4245-BSE=. JEAEYFO]E J& 0 75 (K4 T 3E

5 1% S ATIE - L-FPR4200-ASASC-5=, 155t Al UE A& MR 5 M K 240034 al ik LAt /S 1 1 75

E
* 10t 564 AT IF - L-FPR4200-ASASC-10=. 5 5tVF alF A BN ;17506 3% 22 43 128 n] GIF LA A2 75 1
;Er—‘rf-FJ:

W

* JZ7% R (Diameter, GTP/GPRS, M3UA, SCTP)—L-FPR4200-ASA-CAR=

* #5012 (3DES/AES) VY i iIF - L-FPR4200-ENC-K9=. X 24k /' K FRAZ AUl F 58 255 i 75 42
* Cisco Secure %5 /it - i 2 i RN 22 P imi THIE T « EARE EHPEAE ASA T )3 H AT IE .

PHIE2  1E Cisco Smart Software Manager "1, BRI 1 £ V8 N2 (1) KEFLIK 7 17 3K 5 52 il A 4 Fe o
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| 1M ASDM 12 ASA

raiT [

a) miiliiEE (Inventory).

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) 7t General &K I, i New Token.

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

¢) ft CreateRegistration Token XfiFtEH, A LL N E, #RJ5 it Create Token:

Create Registration Token @

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

* Description
* Expire After - JARHEBUXIN R 30 K.

« Allow export-controlled functionaility on the productsregistered with thistoken - j2 i S &
AR

RGURE A R IRV
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B ==4v

d) sl A A O AR Sk BB R AFT T Token XFEAE, ] EUMHCRE& 8 ID S B3I . 45 2%

WEASAI, USHES L A, DAFEIZRE Y Ja 1 e
B 93:BELHE

General Licenses Product Instances Event Log

Virtual Account

Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...

Token Expiration Date Uses

OWFINTZIYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10

B 94: ST

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

Export-Controlled

Allowed

$HIB3 7 ASDM 1, {KIki%E#E Configuration > Device Management > Licensing > Smart Licensing.

$IB4 il Register,
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$IES

SIE6

raiT [

Configuration > Device Management > Licensing > Smart Licensing

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for
smart licensing.

[[] Enable Smart license configuration
Feature Tier: —MNone —

Throughput Level: | —None -

Privacy Host Mame Version

Transport Call Home Smart Transport
Configure Transport URL -
Default URL
Registration
Utility
Proxy URL
Proxy Port
Configure Utility Mode
Enable Standard Utility Mode
Custom ID
Customer Company Identifier
Customer Company MName
Customer Street
Customer City
Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register Renew ID Certificate Renew Authorization

Effective Running Licenses -

License Feature License Value
Maximum YLANs 200
Inside Hosts Unlimited
Failover Active fActive
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 2
Carrier Disabled
Apply Reset

7£ 1D Token Bt ANy M2t
[ ] @

Smart License Registration

ID Token: 'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

Force registration

Cancel

Help

10T LUa) ik 58l E AR (Forceregistration) SEHE, 730 CLid HE W] 68 54 BRI 8 BEZR AN [ 22 1)
ASA. fltn, AN e A E B TR R AMNER T ASA, 15EH 32 %1E M (Forceregistration).

riti Register .
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B ==zas

ASA T4 TG B A 11 ) 2 RE AR P SR e M, et sRoxt LG 8 PR VP T LB G AT # A .
SR SOVE, WA BEARAT A AR AL 23 N FH 3N % (3DES/AES) VR R, 41 rPIRAS TR, ASDM
SSRIH U o #508 AT UL FR SR (Monitoring) > & 14 (Properties) > & GE1F A IE (Smart License) LA
EVFAIIRIRES,  JCHR R

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

]| WELU TS

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a
Context: 3 (1-38)
Enable strong-encryption protocol
Registration Status: REGISTERED
Unregister Renew ID Certificate Renew Authorization

a) %7 Enable Smart license configuration.
b) MINEER (FeatureTier) gk, EHEM (Essentials).

NG E T .
c) (k) X1 1ESR (Context) YFrfilE, FWAESIEH.
* Cisco Secure Firewall 4200 - 100 M 5t

B, XFF Cisco Secure Firewall 4215 1fii 5, 2B RAH - 100 Pl e, 15 AT B 98;

BEAEKS S5 BRI 2 AN o
S8 ik Apply.
LB A T HEE AT Save Ekr.
aE
w

210 EHIFEHE ) ASDM.
IS SO TIER, S F ST A 50 ASDM A RE o B RS

ficE ASA

HIT ASDM,  ml LUME I 1) SR C EREA DI REN s i D fie . OE T LT SHC & 1) 5 PR AR I hRE .
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mEasa

$B1 KKk ES (Wizards) > BE1ES (Startup Wizard), A5 AilHERIMBEE (Modify existing

configuration) i 24 .
@& Launcher File View Tools m Window Help
ec e Startup Wizard... Cisco
VPN Wizlirds ard‘ ? Help‘T\fl‘JE topi¢ Go

High Availability and Scalability Wizard...
Unified Communication Wizard...

= |

000 Device List ASDM Identity Certificate Wizard...
% Add [ Delete & Connect { Packet Capture Wizard...
I

Find: Co

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

' Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

<

Subnet Mask: 255.0.0.0

"
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

H18 2 Startup Wizard ¥4 5] 55 5¢ %L & «
o JE AR
© BRIV, BLAR T SO ORI AN 11 1P Mk LU IR
* FRASER H
* DHCP fiR4%5#%
 HAtb...
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B 5 iaasasrxos cu

$1E3

PIR4

&/ ASDM %38 ASA |

(nf#k) 7F Wizards g, ia47 HAb ) 5.
BEARSENCE ASA, 1S R ASA ZR A SORY e A 7 R A RS 1R SR

177 15])ASAFAFXOS CLI

$IE3

] LU ASA CLI (i dl: ASDM) Xt ASA HEAT #bmHERR B AL & . vl DUE R B8 & o 1 LAYG )
CLI. 0] LIRS G AT 42 0 AL B A ASA /) SSH V7 i) ZEERINIENL R, SSH il /225 ). A%
HEEE, ES0 ASA AR EFR T .

H AT AMASA CLI 7[5 FXOS CLI, DAMESE4T i fEHER .

UK

4% TRV SNSRI G i o RO A RGULRAT A 210 AT IR ARy o AT LA R SR AT

* 9600 JHHFH
* 8 M AL
* TR
© 1AM AE
HEHF] ASA CLL. BRIMELL T, Ui 4% & AT ZHL ] P AT IE
Vi R EXEC R
enable
KA enable i A0, R SPIRIEH ED .
il

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*%*

Repeat Password: ****#*x*

ciscoasa#

R ASA Ttikash, HHEHEAN FXOS MRy B, WA ASA FE M &2 FXOS
BB,

FERFR EXEC A, AT dERc Em 23 nT . 18T WEF EXEC FAEEN Bl g A A,

BOR R EXEC B3, EHiA disable. exit 5 quit iz 4.

Vi el 42 R e B
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| 15 ASDM %32 ASA

configureterminal

T

ciscoasa# configure terminal
ciscoasa (config) #

Al R A T AR I B ASA. EHR 4 Rlc BRI, HMA exit. quit 50 end A7,
P4 (i) ER:H| FXOS CLI.
connect fxos [admin]
* admin- $ AL B G MU AR . WURANIERRIR I, R s U A . iR, [
I AR, WA E 2T H .
RGNS TOREBIRMEH IR, a0 ASA I 2K L5 45FXOS, o HAth ok . 2R [M] 5] ASA
CLI, A exit 5if# A Ctrl-Shift-6. X.
7E FXOS 1, &0l Ui scope security/show audit-logs iy 4 & & 1 155

Tl

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

% 1 1ER

E ?9: v 57&
o TEQRSERDE ASA, SN YR ASA A SR T A (K B 1 SORY
o GG, TSP (FXOS MRS .
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