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S ERREEIG . ARG R, TES U B FIFXO0S CLL, 26 36 U,
{44 admin F1ERIL 250 Adminl23 & 5%,
B3] FXOS CLI. 25— WEI NSk, RAESPOREE M. sb23 W T SSH 1B 1
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i

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***xkxkkk%

Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]

firepower#

IR 2 /£ FXOS CLI 1, SR IEAEBATIIRA .
scope ssa
show app-instance

i

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

Not Applicable

PTIE3 R B LRHRA, WEHATIX D,
a) WIRE N HE R EERA Pk, WES A CLI 5 s i I an e E , 25 11 5. BRIA
TN, PR 4 ] DHCP.

Tt BRI A PR U5 ) A AR 5% 21 2808 (R R
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Procedure

PR NI G i RS P S CLL, el F A B L 2 SSH,  BRIME B T H A DHCP 3RHX 1P
Hohto BRGEAT SR O 2R, AT AR S i 1, DL T

PG 0 1925 FXOS CLI. SSH 4:ifi a3 JorBlif CLI.

S 2 i {4 admin F1248 Adminl23 &3¢,
EYEH G I, AT LUER:S] FXOS CLI. 2f— 8 SKFXOSH, RASPRNEH MU, i
FH-T- SSH. 1 5 Joir 7 8 6 5%
Note W R, ABANENIE, 20 R R A LUK BRI . R
MAGFE IS, 1520 FXOS MEHERR R/ .

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: ****xkxxk%

Your password was updated successfully.

[...]

firepower#

SR 3 WERAESEH G I 1 B FXOS, 1HIER ] BiPrbifil CLI.
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connect ftd

Example:

firepower# connect ftd

>

S UGS IR I, RGN (AT VAT i) (BULAYH,  4n 54 1] SSHIE#:,
W 2> PR B admin 5. RJ5, REUK s CLI BEE AR,

Note

FRAEERRECE, SWJCEE S CLL %3 m s (flhn, i sogdrmig) o Hig, mrLl
T JE A CLI g configurenetwork i 2 H T A XL B E . 15214 Cisco Secure Firewall
Threat Defense iy %2 % .

BROAE B AT B 2 R AEAE 5 SRR Z T AN {8, 154 Enter .
HZ L EN .

« MINEIRIEORY |Pv4 BOAR X - EiEiE O BCEOOE M T e e & B0 B B4 Bl A B 7
EBLR L% AR A B ARG N, RO AE B 1/1 BEE I OC TP ikl 7RI Z% A R 20 R I S
FoRBl, R DT B G AEIXAIEOLT,  NOKE RO TP kb e B i ) 9 4% 11 TP
Motk S 2L B B b B A ER TP Hbdik.

c MREBHMEESECEYN, FEEMERE - WRKCET SSHIER, HAVIRBEN LN T IP

Huhik, FERKWOIT . AEHTE IP AN B FRT AT . BB .

c AHERIZE? - A B DM EEL . MI% yes ERAT B SO B B AS .
« BEERAASERR? - AR IR NG B N BB B K. AERTIR TR B K R 220

FRIEAEIZAT RO E

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[..

-]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ****xkkkx

Confirm new password: ****xkxxk%

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.
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For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Update policy deployment information

- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor

to

a Firepower Management Center disables on-sensor Firepower Services

management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

WIRS e R B U S AR TR A B e
configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} regkey [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - f&5& & # 0 1) FQDN EY IP #
Hko S A B RL ANBEH LS, 351 DONTRESOLVE Jf4E 7€ nat_id. 4% /b — ik
2% CEBRrbuey B BB A HA YT TP bk, A BEAE AN 2 1) 37 XU SSL N #E i
WAEWIE . i BAE a4 52 DONTRESOLVE, T gl B 80 254 1] 5 1] 1) TP #8533
W4

* reg_key - $RERIER PRI, M EUY O A R B B L AR . MR
A 37 M PR AT U TR (A-Zy a-z0 0-9) FIETFAF ().

* nat_id-Fi @ IR ME— 1) — MR W B AR B — 5 A R e T U IR 1) TP bk sk
FHLA, WBZEAE e Beee. Wil FEd.0 i) DONTRESOLVE, NI 245
SE'E . NAT ID MBI 37 N7/ ARERHFAR AT (A-Z, a-2z. 0-9) FIEFRF
(=)o Uk ID ANREH T RAT A AR B 21 M 21 A7 3t o

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

WA TR T NAT %452 )5, Wi AN ME— ) NAT ID BL e %40, 3145 DONTRESOLVE
MmAEEN, Fln:

Example:
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> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

R B TE AT NAT W42 )5, G AME—F) NAT ID LA A B B0 1P bk sk EHL4, Flhn:

Example:

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

What to do next
H5B7 KB B G

£ & SRR e BB #14a B E

Nil

B

R WA B PLRE DIBAT BB (RGBT WA B ge AT YR B N, R )
B RO BT L, BRA R ORI BRAR VT M R AN, 7 WA LAY TP T A B O
AR o TR, AR LB E W E, B0y i # ) S ol e 4 X . i CLI i, HA
BRI HAS U R BEE SR (B, AR BOA N ORCED .

FiaZ |l

s FEIFPATEBP O E . HZSI (R} Firepower B HHLL 1600, 2600 F1 4600 Al %
Pefama) o EWCE MBI 2 AT, T EAIE O TP Mk s N4

* fifi ff] Firefox. Chrome. Safari. Edge ¥ Internet Explorer 124 Fi A .

UK
OB LA

a) LENMERSPAALLF URL 22—,
« B (LA 1/2) - https://192.168.95.1.

« BB - https://management_ip. & % 02 DHCP %7 5, A TP MuhikEX ¥ T4 1) DHCP il
g%, R RER, ATREA UG R BE TP Huhk B E O A, DR BRATT s S A P
O, DAy T

b) A4 admin FERIAZIS Adminl23 &3k,

0) RASPREI AR LA AT PR T S B A

VO W A% P AR DASE WA B B, T E B R . 80T DL PR IE R 5 o 0 1 RS A kA i
#ZIRE (Skip device setup) kit 2% 7 & .

SECEEEN TG, BR T N (Ethernet1/2)RIERINALE 4b, IRARA M (BRI 1/1) 1)
BOE, 2 A e D) 30 3 A H OV B I HEA T 4R
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a) A RV B LI RC A LRI, AR5 S T —3 (Next).

1. 4MERIEO ML (Outside Interface Address) - I 1 & HIBCR W 5G, I FLAT FAE R B A 1)
W . FERIUG WA B B IN, ANBRIE BRI AN R o 38— N0 e LU BRIA I ks 12
I,

WHRBAE 548 (BN AR DRI BAs Ui, WAL 58 &6 ) 5 T-3)
Be B i

BLE |Pv4 - ShE32 1 TPv4 Huhik. A DL# ] DHCP, tHe] DLFshi Nffas IP Hubik, M
TR . Shah, AT LAk, ANHCE IPvA Hihlk . #4004 F 22255 10) i & PPPoE. 1
PGP R DSL. FL A g R 45 5 ISP LA $z,  JF H ISP {4 1] PPPoE K42 it 1P Hutik,
W] e 75 2 H PPPoE. W] LAZESE iln] ‘7 J5 Bl & PPPoE.

ELE 1pv6 - Ahakiz D) Tpve Huhl vl LU DHCP, o] DLFahm A\ EaS TP Huhik. RTZ%F1
Ko Ahh, WArLLEFE R, AECE IPve Hull,

2. EIEEO

UWIRAE CLIM AT T AR BEE, ROMANS B B B D BE . WA, SR B O P itk
ARLHEFH oy WEHSIPIR 3, 5 15 LA AR H P k.

DNS BR 5588 - 7 KB B4 1117) DNS JR5545 . fii A\ DNS 554 (1A~ sl 2 /> ik U A
ZFRe BRINMEA OpenDNS 233t DNS fR45 % W& 4 iE 7 B AR S BRI, 15 A (E
FH OpenDNS (Use OpenDNS) LLF BRI &3 1 1P Huhb 3 N 7B o

B K E M2 - B ka0 B O LA

b) KCERFENIEE (NTP) (Time Setting [NTP]) Jf 5 i F—3 (Next).
1 X - RGN X
2. NTP R EIRR S5 88 - EEHF AR N NTP R 554%, T2 NTP k552 ittt mT LLES I
LA RS A KA o
c) LEFEEEN 90 HiFMEAT AIEM
AN 1) B AT SR WM A s AT VR RS B L BT .
d) mdisE.

e) RIUKIL NIRRT EIE (Cloud Management) Bl 37 (Standalone). - FEIHLL B EE, ik
FEIBIL (Standalone), ARG IEFEFEIET (Got 1),

HIE3 (WAETHE B ORCE — NS IP Hubk . EPEER & (Device), RIS ST RFKIZE (System
Settings) > &£ 0 (Management | nterface) #4%.

WS L B A TP Huhh, TE R OR SR BRI e B o ME— N o, AN 3 D . W E A
DHCP, WG 3T B

TR A WORERCE AR O, RSN F L AN O, THIEFR & (Device), A5 iR (Interfaces)
PR
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B sresemszsammwmsEs

AT KA B RS CPRCERE IS A L V2 D e P S LT . ) BB
BB A2 R LAl 8 6 B LA L.

PEBS G IRE> RFIRE > EPEIR, R)nnd 5 wE gHh.o
$E6 il EEHEH.L/CDO FMER.

ul

M,

B EREEOEE M
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[ 7: E32HL/CD0 EARIE R

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP #utk, B A LS 1P ks M4 U 1) g
L, s 2, W S A1 T NAT 2 s A3t 1P bk ek B84, i AT & .

| ERgmtoBEEmyE i
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IR DA — AN g% CRFBERAL B0 UG A 2% HATm Ui ml (1) IP Huhk, A REEP N/
() 23 N7 X ] SSL 2 f i £ 3

b) WHEER 2, WHA BIBFL/CDO £/ A/ P Hitlt.

c) 18 EMFL/CDO EMEA.
DL S IR PR IR BB, S U SR B A A % I R A A B0 BFR e e . TR
A 37 MEFF. ARCTE RIS F AT (A-Z. a-z. 0-9) AUEFFR (). LID WTHT
$ 2 G WA EM R B E L.

d) 453 NAT ID.
LU ID LR ME— M7, TR .0 BT, mRNELP—5&& L
feE P Huht, Wb Beoh s (H U RIAELE s P 5 W & 10 TP suhk iy, {396 %2 NATID. NAT
ID A 37 M. AR REIEARET (A-Z, a-z. 0-9) AUEFFF (). M ID AN
FH T AT AT oAt i 473 M 2] 4 b, . NAT ID 5 1P Ml &5 540, B TR 5ok A IF
W HAZER TP Hihik/NAT ID 3T B 565, A SR a5 .

TR WEEERE.
a) 1R FTD £#.4&.
b) fHi DNSARE#4H.
HEPEIA 2 sl g — Bl BRA DNS 41444 CiscoumbrellaDNSServer Group, L0 fE
OpenDNS k%5 2%

¢) XTEIEA0/CDO ifiEiEN (Management Center/CDO Access I nterface), ik e IE
(management).

PR 8 riiliEHE (Connect). EMMRZS XFIEHE Wos I 2] A B LY DRSS . 76 REFEEEHL/CDO iE
Mg E LBE, FEEEETL, FRRS NPT k.
WER DR Rt 15T BUEEM. B0, iEE REEIESO/CDO EEE PR
JE KM WA EIAS AR o WX, il R, O B H S G B A B
I A 2R
HURIEAE RIFEE D O/CDO EMEE L BRG IR FFIER R W ig By, BRAKED 5EEP O
BIRTEES, CDO XFHE. BAGIMITT 5 Wi BLAR iE#2

B EREEOEE M
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Registration Status

Successful Connection with th

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide @, or
CDO configuration guide [ to configure your device.

Parlas \
BREEG
A A FH e O 0 B O s 4 i B 18

FrIAZ Al
A RZSCFR AR IS R, WSS ITHRA I ZAT W] (2 https://www.cisco.com/go/

firepower-notes)

UK

TR AL SRR B 284 A LUK URL.
https://fmc_ip_address

FIR2 BN AN o
T3 AEXR.

REVE R LRI ANE
PV RTEAS H B AR B DI . 7T DD KR 51 VT
- BEHAE- OB LRLAR VT

| ERgmtoBEEmyE i
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* IPS - 45 F—AL IPS
o TR BRI R ARAY: B
* URL - URL j1J&

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2% Secure Client VPN Only
* JIBET - Diameter. GTP/GPRS. M3UA. SCTP
A IRSEBHF A I E PENMER, 1575 M) cisco.com/go/licensingguide

FHIa Z |l
AR BRI B R
WERBGEARATIK™ U R R AR IR o Gl IR REPH A S, T LON AL 2 —
AR
o SRR RER AR AT S AT A 5N (3DES/AES) VPRI TERIZER, A REAE A SELLThAE (CUE
M B AR SE R D .

B2

SN U RAT RV T 60 279775 0 T VF AT E

0 SR ER A 7 S HL S A i, RS PR Y 1% O R B R RE ARV TR . (EZ,
WA T S INVERTE,  UiE{# ] Cisco Commerce Workspace I ) Find Products and Solutions
R T B RN FAHIE PID:

9: A R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

R WERARIE] PID, &l LLF 50K PID 52T b
* JEAfiAR VFATLE:
* L-FPR3110-BSE=
* L-FPR3120-BSE=
* L-FPR3130-BSE=

* L-FPR3140-BSE=

B EREEOEE M


https://cisco.com/go/licensingguide
https://software.cisco.com/#module/SmartLicensing
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* IPS. SEEKAE BWifHA URL VF Al IELL A

* L-FPR3110T-TMC =

* L-FPR3120T-TMC =

* L-FPR3130T-TMC =

* L-FPR3140T-TMC =

K IR PID 22— BN BT Fs, af BUESR 5 LUK PID X1 11T H -

* L-FPR3110T-TMC-1Y
* L-FPR3110T-TMC-3Y
* L-FPR3110T-TMC-5Y
* L-FPR3120T-TMC-1Y
* L-FPR3120T-TMC-3Y
* L-FPR3120T-TMC-5Y
* L-FPR3130T-TMC-1Y
* L-FPR3130T-TMC-3Y
* L-FPR3130T-TMC-5Y
* L-FPR3140T-TMC-1Y
* L-FPR3140T-TMC-3Y

* L-FPR3140T-TMC-5Y
* Cisco Secure % ' ii-iE S 4 MR 42% P bl T o
s IBE B VFE:

* L-FPR3K-FTD-CAR=

B2 WOREARIAT IR AR, 15 8 BEVE IR 55 2 M B

VAT AR BRI B AR B . A OCTEA U, 152 (Cisco Secure Firewall
Management Center Z 5 ) o

(o) & T FR L S AR B B D

AP BE 2% TP ik B WLAS H S 7 0T S M 2 B
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o WCERISAE BUBMOTAE AI4AHC B T BCE KLU E B
o PR EE TP Hhdik sk L4, DLA NAT ID
o IO R

UK

F 4 FHP b, EHEE (Devices) > & B (Device Management).
P2 MR FhyRGy, ERRmEE.

Add Device (]

Host:+

ftd-1.cisco.com

Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v
Smart Licensing

Malware

Threat

URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

WHELL NS5
o EH1 (Host) - By NS G548 1) 1P Mokl sR W44 . WRAE BB 18 ]G e & b a) i 45
BT B AU TP Hiblk N NAT ID, 7] DRt BB 25,

B EREEOEE M
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iR 7E HA 55, YN EF O AR T NAT 2 Ja i, T A) DUZE 32585 B oot Ao v gk
JUR B AT TE 5 ML TP BRAAHR . (EJE, EEAEGH ) A B bty e mU B AR, A
LA BB AR i 1P Mk ek M4 .
« BIRAFR (Display Name) - 4ir N\ ZEAE 5 H A0 A 27 0 g B B 481 1) 44 R o
* SEARE4A (Registration Key) - 5 N 1E BEM T AEIAT G C & H 9 52 0V S
* i3 (Domain) - WA ZIIREE, TR B BLLE 2
* 4B (Group) - tn FAEA AL, LK H ol 25 B4 4 o

* 7B HI 5K RE (Access Control Policy) - IEPERIUG TS . BRIEC A E 3 75 2 H M A
SE MG, NP SR (Create new policy), R Gk IEFRB 7R E (Block all traffic).
e s ] DASE SOt DL R VR sl s T S ) SR A A A L 5 33 T,

10: FERBE

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

* EHEIF ] (Smart Licensing) - A58 35 1) D g 70 L w3 (PR eV vl ik : Malware CUn & 4T 548

MR |« Threat CWIREHTEMHNRIIHED o URL  Cll 88 F T B SLitist 728001

URLH3E) o EE: fERMwes)a, &nlLLNERS > 15 /T IE > & 8814 /T HE 0L [f M. H] Secure Client
TEFEVF ] VPN VFr]HIE

* HE— NAT ID (Unique NAT ID) - $& € &7E BB B8 #14A L & - Fi 22 1) NAT 1D,

« HBAIEE (Transfer Packets) - Al kB &K 2t WAL = B B b e WAL 3 B T I figh
TIPS 5 Snort Z A1, Lok SO BB G B Aok ) A B OREA TR,
RAET I, S B ki3] L, B m B A RIE.

PIE3 AUlEM (Register), BEWIRZLRIMY — B W&, 1§ AT EMIFRMEAM (Register and Add
Another), FFEIAEN B

| ERgEhomERmyE [
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WREEM LD, B KR IMBIFR A WRE MR B 2 RS GRE  nR JEU B A
ORIE, R A AR 0

* Ping - V5 i) WS4 CLL, 2R J5 A H LA T 4 ping B B0 1P bk
ping system ip_address

Wi ping AR, {FH show network iy 4 V‘ﬁﬂ%hﬁ L AT B O AR R TP M
bk, i#1EH configure network {ipv4 | ipv6} manual 4.

o AL NAT ID A BE A0 TP bl - A ORAE AN e 25 A FAH R IR 258 AT NAT 1D (il
HAED o Al LA FE R ] configure manager add i 4 ¥E T 41 NAT 1D,

A Z R E S, TE 21 https://cisco.com/go/fimc-reg-error.

e EE AR 2R

ARFHR > A LA A DL 18 T AR 22 4 S
© WIBFISNIEE O - S N DA IO A TP Mdik,  JF¥% DHCP FESMHE E
* DHCP %54 - 7638 1 F 24 % 7 i) DHCP JiR%5-4% -
* BRINRS - i A S IR DA E
* NAT - ZEAMHEZ 11 #4211 PAT.
o ViR - FVFRLE IR AL BIAME .

FCEIEA LA, e P RS

(1) |REE#EH, 525 5

(o)) | ML DHCP Jlid54s , 45 28 UL

::'/3\-, Vﬁj][:l%j(U\E%EE ’ ;ﬁ 29 ﬁo

4 BB NAT , 2 30 Ui,

(5) |JRVFLE AR BISNIE , 55 33 1L,

B EREEOEE M


https://cisco.com/go/fmc-reg-error

| EREERLEHE R
maz0 ||

[iW=g3m|
o A 1, A e A X S T Y B P b, Y, LA DI E AN O A B RS
A AT i R . G, SRR T R 30 % ey 2 B R [ A 11, DL R ZH 2 R 2% 1A
ZANERE D . Horh s O al AR “FREX 7 (DMZ), %8A] DLAE I scE /] 28 T 5 1) iR 2% 7, 4
41 Web iR%5 2%
HLAY )30 25 %t 15 1 2 Tl ik DHCP M ISP SRINAMGR 42 bt [RIIAE R4 10 o SCER A bk

DL TR A P DHCP 643 11 P M T — A . (Al , JF7Esk D Ah LT T — Bk
K

i

$IB1 %458 %& (Devices) > iR & E 1 (Device Management), R J5 il kb iidmeg ( 4 .
$1E2 L3N (Interfaces).

Overview Analysis Policies JsEMEER Objects = AMP  Intelligence Deploy » System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

10.89.5.20 @ cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing li:m Inline Sets DHCP

4, Search by name .f:}" Sync Device | | @ Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical ld<s &
B8 Ethernet1/3 Sublnterface [E] &
Ethernet1/4 diagnostic Pysical B P
Ethernetl/s Physical & Y

PR3 LN 40-Gb 1 (HI RS BT A G 4 x 10-Gb 70 3G, 3 sl LK 20 S b
ARG CAAERCE T T 40-Gb #5211, WA ZRAE QR SEQI HE 7 S 2 B BR I

SBA SGHER TR O N gRE (4 .
B K 3R —$B% (General) LTI

| ERgEhomERmyE [
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Edit Physical Interface ? X

m IPv4 IPv6  Advanced Hardware Configuration
Name: inside Enabled | | Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 (64 - 3000)
QK Cancel

a) EANKJE RN 48 NFRHIBFR (Name).
B, ¥z O 40k insdes

b) %12 (Enabled) & IEHE,

o) ¥R (Mode) {4 4T (None).

d) MZ2 X (Security Zone) FHFIFR S~ NIA MWL AR, s HHHIE (New)
In— B 2 A
i, VRIN—A~4 g inside_zone HI I, AAZULIE REAEE 43 B4 B A ORI e 1AL e
R B T AN A, AR AT LA 2 N AL 40T LU (X S I H 22 4 S . 451
BT, T LK Y AR PO IR, K M A RIS e SRR T DA B 4
o, SCVRRLE A ESEEBISM, (ER STV AN A PO . K2 MOR A SRR 2 A X s fosn
PLAE NAT S Tl €25 SRS FI QoS S Hh A4 FH X el 1 4 .

e) Mty IPv4 /8l 1Pv6 LI .

« IPV4A- )\ Ny ik B E &S 1P (Use Static I P), SR LARIAT e 7-i2:fi A 1P Hodik -1
e,

B, N 192.168.1.1/24

Edit Physical Interface

General ll:. IPvG Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 152.166.1.1/24] L e

B EREEOEE M
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maz0 ||
« IPV6 - IR A Bhiid Bk B S BLE (Autoconfiguration) &L HE .,
f) mdHE (0K).
SIS AHEAFAMNBNE O g () .
IR 2 7R — % (General) KEI R
Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration
Mame: outside Enabled Management Only
Description:
Mode: None R
Security Zone: putside_zone i
MTU: 1500 (64 - 5000}
K Cancel
P W R I DAL T AR Ve, Wiz DS dr A A ISk AN S
EEﬁiZiﬂﬁﬁﬂiixﬁ PRI A I A A 2o v T 7 38 e A BRI 1’;1)3%7 DASE I B Lo
T S SR 2 A DX 3

a) HIANK R 48 N TR Name,
Bihn, B4 4k outside.

b) /AR (Enabled) HIEHE.

c) KHER (Mode) {* 7 4Tt (None).

d) MZRERXiH (Security Zone) FHFI R P EFE—ANIAWAMB 2 Xk, 8 it #iiE (New) i
IN—ANBr ) 22 A X 8k

i, hn—A~4 4 outside_zone [¥)[X 3
e) iy IPv4 F1/8k |Pv6 LI .
* IPv4 - %#%{EFH DHCP (Use DHCP), RJGICHE LL Nk 4.

« {#F DHCP FREXEXIA R H (Obtain default route using DHCP) - )\ DHCP K45 %5 3k B2k
N

| ERgEhomERmyE [
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* DHCP g% Hi#E#x (DHCP route metric) - 4}t 2 3R 2 8% th B LR B, /v T 1 1 255
Z o RIS B BRI BEER 2500 1.

Edit Physical Interface

General ll:. IPvG Advanced Hardware Configuration

IP Type: Use DHCP >

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

* IPV6 - N JCIRES A BhACE %+ B shBL & (Autoconfiguration) & iEAE.

f) RFBE (OK).
T 6 LR TF (Save).

fi’ & DHCP PR %535
W AR A % 7 i ff H] DHCP A BP9 8 AL SRER TP ik, 335 5 H) DHCP il 55 % «
UK
$IE1 %458 & (Devices) > iR & E I (Device Management), RJ5 Sk & HgwmeE ( £ .

$I® 2 %+ DHCP > DHCP BR %528 (DHCP Server).
P 3 (RS AR (Server) TUII b AU N (Add), ARJEHCE LR ED:

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* 0 (Interface) - \ F R FIRPIERH .

* Hifibith (Address Pool) - DHCP JIR 45 284 ) TP Huhil (976l (OB ) o TP bk [
MG E B FAIE M 7R E, HABEIRREEIT A 511 1P Huht.

* J3F DHCP BR %528 (Enable DHCP Server) - ££ 1%+ 11 I 3 il DHCP /IR 45 2% -

FIE4 HHRE (OK).

B EREEOEE M
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PS5 L RTE (Save).

NINERIA RS HH

BRI H I 45 1) ] AR U5 i (1) B3 B8 . Wi AEf DHCP FIEANSREE T, A IR 15 2% )
RECLAWCE T BN o W SR THEFUR N b, WD R R P AT . a2k 1§ DHCP IR 4545
MIERINE 1, Ho¥ BoR7E i & (Devices) > i &R (Device Management) > B (Routing) > B# 7S B
i (Static Route) T _F 1 1Pv4 B (1Pv4 Routes) 1k | Pv6 #H (IPv6 Routes) £ .

UK

FIE1 LRI (Devices) > % Z &R (Device Management), SR sili & (4meE ( #) .
$1B 2 EFEE (Route) > B375 85 H (Static Route), i iRNEEH (Add Route), 4R J5 5 & LA T I

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
, Search | == any-ipv4 @

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)

Route Tracking: v @

OK Cancel

28 (Intrusion) - MU ZLAS I AR G2, 23l 1PV 51 1 PV6 HLiddicsl
* #0 (Interface) - EFEH N M W H LM

* A M %% (AvailableNetwork) - 2y IPv4 ERA I k% any-ipv4, h IPv6 BRI EK HHi% % any-ipv6,
ARG RN (Add) K HAS 2% E W4 (Selected Network) 41 # .

* X (Gateway) =k | Pv6 X (IPv6 Gateway) - i A\ B FEAE Ay UK b R —ANER AU 199 58 6 1
Ao ] AFRAIL TP Mtk 2% 00 2%/ =L % .

ERgEhomERmyE [
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* $5#F (Metric) - AN F H RIS R S 5. AREE RN 1 3 255; BRIAEN 1.

FE3 ALE (0OK).

Bic & NAT

e R B S N A A i A

Deploy ,, System Help » admin v

Overview Analysis Policies sISUTSEN Objects = AMP  Intelligence

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

1 0 - 8 9 - 5 . 20 You have unsaved changes a Save 9 Cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device BULID.LLEN Interfaces  Inline Sets  DHCP

OsPF & Add Route
OSPFv3 _
Network Interface Gateway Tunneled Metric Tracked
RIP
ﬂ.:] BGP ¥ IPv4 Routes
» Static Route any-ipvd outside 10.99.10.1 false 1 & @

> [ Multicast Reuting
¥ IPv6 Routes

MiHRTF (Save).

HIR ) NAT FU 20 N 8 Hb b 3 46 S AR08 11 TP bkl B (3 110 328 NAT FUFR A4 11355 11 bl
A (PAT).

B2

FIB1 IR E (Devices) > NAT, RJq i B2 5k B (New Policy) > EiifBA 1) NAT (Threat Defense NAT).
PR 2 N4, LR %, AR5 AliliSave.

B EREEOEE M
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New Policy

Name: interface_PAT

Description:

Targeted Devices
Select devices to which you want to apply this poli
Available Devices elected Devices

i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel

TS RN TSI A0 o SEATY AR FE R SRS VAN IR o
T3 AU (Add Rule).

Add NAT Rule X iFHER: B R .
SUE 4 T E AT I

~ Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic »

Interface Objects m PAT Pool  Advanced

* NAT #10 (NAT Rule) - EF: B3I NAT #0| (Auto NAT Rule).
A (Type) - IEHFFZS (Dynamic).

CEIN |

IE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 3541 [ 4R IX 3545 i 2] Destination

Interface Objects X 1.,

ERgmtoBEEmyE i
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B e=nar

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| -}, Search by name | e,i‘outside zone ]
u:—.i-‘inside zone
oi‘outside_zone | Add to |
¥ Source J
Add to |
Destination |
QK | | Cancel
- H » N
IR 6 745 (Trandation) T _EAC & DL R kI
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & ched For Doctingeiog Intg

o EEAIE - RN (D) WA IPv4 MR IS X 4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X5, PO B3 NAT BUUAERT G kR s
NAT, I HIETiEgm i R 508 XI5,

* ¥ H9IR (Translated Source) - £+ B#r#% 0 | P (Destination Interface IP).

B EREEOEE M
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wirmeammezing ]

PIRT mRTF (Save) LA InFLN]
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

You t d chang [EES © cancel
[#] Policy Assianments (1)
#8 Fiter by Device ©  AddRue
r ginal Pa N Translated \
#  Direction Type Source Dastination original original original Transiated Transiated Transiated opti
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations, Services

¥ NAT Rules Before
¥ Auto NAT Rules
F Dynamic &F any & outside_zone 2 all-ipva & Interface & Dnsifalse 7§
¥ NAT Rules After

FIR8 rlili NAT Uil EIRTF (Save) LLORAF B

SV E MR ERFE E SR

U SR AEAEE W Y A I B T IR AS A S SRR B U IR PRI S, U g SRS A I R LA fe v
ViR B AN TS LU ELSC VR A A S DX B S A0 B DX B P e A Al X, 37 55
AN FEVFL 3 3 4 0 45 KR o

UK

FIE1 KRG (Policy) > 7151 % & (Access Policy) > 37 5] % B& (Access Policy), 4R sl Zh o2 i
(V7 Il B s 1) mig () .

P2 SUERMMN (Add Rule) I & LIS S5

Add Rule ? X
Mame inside_te_outside Enabled Insert |into Mandatory w7
Action |« Allow il = A

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments

Available Zones €&

Source Zones (1)

Destination Zones (1)

| |, Se s /b inside_zone ju]

=/4 outside_zone a

san/t outside_zone

Add to
Source

Add to
Destination

* ZFR (Name) - AU Ay 44, #l40 inside_to_outside.

« ;B X 18 (SourceZones) - M\ A] A X 18 (Available Zones) FF ke A #E X 1, SR 5 s ok hn 23R (Add
to Source).

ERgEhomERmyE [
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HERE

$TIE4

=

+ B#Rr[X15 (Destination Zones) - AT X 18 (Available Zones) ik fFAMEIX L, R i
F| B#F (Add to Destination).

FCAh e R P JURE

HIE3 LR (Add).
FEUED AR N2 Rules 3.

Overview Analysis [LLITACTl Devices Objects | AMP Intelligence Deploy , System Help v
Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

ftd ac policy You have unsaved changes | /Ay Show Warnings | | Analyze Hit Counts || [=] save || €3 cancel
Enter Description

Prefilter Policy: Default Prefiltar Palicy ssL Policy: None Identity Policy: Nenz

Tz Inheritance Settings | [F] Policy Assignments {1)

m Security Intelligence  HTTP Responses  Logging  Advanced

8 Filter by Device.

" Show Rule Conflicts &) @ Add Category © Add Rule | Search Rules

v Mandatory - ftd_ac_policy (1-1)
o Allow atg e LB

1 Avinside to outside o inside_zone i outside_zone

There are no rules in this section. Add Rule or Add Category
Accass Control: Black All Traffic vu

M idifR7F (Save).

o P S AP 8 B I AR PR E T, I S SR A AR B R

{‘-_:l:
Mo

it EJ7ERE (Deploy).
[ 11: 588

Q ¢ # @ adminv Wl secuRe

ri 2 ERERZE (Deploy All) LLESE RIPT A 8%, BinidimZkaRE (Advanced Deploy) LAHSE 2L PR

Bk

B EREEOEE M



| EREEhCEHERME

werz ]
B 12: £EBERE
Q Advanced Deploy [JEEGYEA
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment )
1120-4 I Ready for Deployment £
node1 I Ready for Deployment i)
node2 I Ready for Deployment =)
© 5 devices are available for deployment iz
B 13: 5 REBE
1 device selected
[ @ Search using device name, user name, type, group o status ] Deploy time: Estimate
\:\ Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (]  1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> [} node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
¥ L 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

TR 3 MORIEE ) . sl T ERE (Deploy) HEHLA K E T LA R RS

& 14: BB IR

Bes

Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks ‘:) Show Notifications
0 running 5 success 0 warnings 0 failures | . Filter
@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

ERgmtoBEEmyE i



EREEROBERMBE |
B 5iammessmrxos cu

7 18] B B BA fE1 F0FXO0S CLI
i FH iy 24T L TH (CLI) "% B R G LA RGATIEAR W MO HE bR . JoikiE i CLI 2 TR T B SRS .
AJ LR B 5 i 1 LAYT ) CLL
9, 7] LAY 8] FXOS CLIVAHEAT #i b FE R

\}

R Rl DO SSH SRR UM A A RO . HEHIE SR, SSH 2 ihERIAE ] B
B4 CLI, PRI connect fxos i A% 3] FXOS CLI. W% K SSH & #2647 TR AN S 11,
FHJE AT CUE Bz e 1 bk, BOARG SO, A5 SSH AR U5 0o LR A28 45 1 6 ity 1)
i CERAEH FXOS CLD

i

$IE1 TGS CLIL A M ENE RS0 . Secure Firewall 3100 it — 4% DB-9 & RJ-45 H4T
HZE, FrLAB T EsE — 5 B AT 4 USB HZE I T, iR B I EAE RG22 35 L B USB 3 4TUK
BFEF (125 % Secure Firewall 3100 {48 Fd). 4251 4 ot N ERIA & FXOS CLI. i DA R 84T BEE

* 9600 P52
* 8 MY
* AR
o 1 AMEIEAL
YRR FXOS CLI, AfH admin F 7 4 R 46 v & I BB K 2500 CBRIMIT Admin123) %3k CLI.

IR

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

W2 Uil Bt CLIL.
connect ftd
w15l

firepower# connect ftd
>

B EREEOEE M |


https://cisco.com/go/secure-firewall-3100-install

| EREERLEHE R

SIE3

s agnE [

Fx)e, W TR CLI EP'ﬂJﬂ% i A A OSBRI hep 2. A XATH{E R, 12 Cisco Secure
Firewall Threat Defense iy 25 .

PR B P fEIFTD CLI, i\ exit 5 logout #iy4> .
iy 22K B FH 5 17 42 FXOS CLI #278. A 5% FXOS CLI Ha] iy & HIAH A5 B, IiEHIA 2.
w15

> exit
firepower#

X< A1 BA NS IR

IEFRH R GRS AR RS T T R e SEOUE R EHIR . Wictl:, AV
DR BARE G187, RO RIPEAN BE LEH G B K S R L

ST LU A7 B A B 4 A B DU TR G P B4 iU, il BUEHIFXOS CLI

{2 & 38 i D KA B K3 IR

IEROC IR GEAR T 2. AP B alds I~ TR AT e S ECCIE R g™ B8R . et fA7F
DR HAR G BialT, P sOR M IR AN BEIEH ORI K his o

ST LR BB P L IE TSR M R 4

B2

R E > REETE.
ESFH A BB 51, AR ).
Riidi& & (Device) Tk .

rih RS (System) #4rH 1OC A & RS (9.

HILFERIT B T ZER AT e o
RIS By KA NL T G, RN KBRS HIN B B AR SR . UK BILL TR

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

WERBAE B G, R 3 R LU IR R G C R
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https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

EREEROBERMBE |
B =cusiamiosnn

PR T TEIAE T LASC AT RS T ST AE o I 35T LA Sk AP BE 7 5T LA PR FRLE

7£ CLI XA Ff N BE BRR
AT LIMEH] FXOS CLI 24 e R G W% o S8 RT DAIE b 3% 42 2451 65 o 1 >R 1) CLI; i
RV in) @B A FIFXOS CLI, 58 36 1.

UK

$HIE1 /£ FXOS CLI 1, #$#%] local-mgmt:
firepower # connect local-mgmt

H1E2 kil shutdown i 4
firepower(local-mgmt) # shutdown

T

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

FER3 FRP KRN RS ITR . BORA L R .

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

PR 4 TEIAE T LASC AT FL ST ST AE 00 I 35T LY eG Sk AP BE 7 5T T LA PR HLE

TEARSENCE B, V5 S S T IS AR SR s TSR Firepower SCRY
HIAFH FHEPOMEE, 152 (Firepower & HHPOALETRH) ©

B EREEOEE M


https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/go/firepower-config
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