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Physical 2 ) Install the (.3 ) Cable the (4 ) Power on the
Setup — firewall ~ firewall 7 firewall
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(Branch admin)
v - - .
(5)Logi (8)Regi (9)Regi (10)coni
Management \ 2 /Log into the \ © /Register the \ 2 /Register the \IY)Configure a
Center management mgmt center firewall with basic security
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o BROAASKT B8 105 H SSH, - PRt A 200 FH J A FH 57 38 rbucs K e B SSH.  Hl 1A B4 11 I g T
HON B, R TE 1 A Bl SRR N 2% 2148 BEFE 1111 SSH 231, BRAEEAE ] configure
network static-routes iy 4 & HHE IR INE A S 1 .

o SEANREAL FH SR ) A L VRN AR
© ASCFRPRRFBOR . FEIRXMFOL T, DAUE I B .
* NSRRI EIRXMOLT, AU B .

RS T AT S R AR B R AIE AR O R BT BB A BB

JB BT A B A PO T A S TP Mk sR EHLAS DL AV N HEE R SR A 1% TP M dik DA T
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T B T B TRNC B UMM B, SR FRRE L AL 70 SCHLRY o

(ANE) MERHFHREIRAR

SR A AT RA T FAE o ZEIN Z AR RRRAS, WEHATEL R D3R B T B AE L B Bl K S5 2 iy 223
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(i) wekareens [

UK

BRI G . HREE R, WES VT W B i AIFX0S CLI, 5 35 1.

{44 admin F1ERIA %50 Adminl23 & 5%,

B3] FXOS CLI. 25— WE NSk, RAESTOREE M. sb23 W T SSH 1B 4

ﬁio

TR LR CUE N, HEAREE, WA T ) DO A O A . O )
EEEFNGER, S0 FXOS MisEHES R .

i

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]

firepower#

fE FXOS CLI ', WoR IEAEIBATIRRRAS .
scope ssa
show app-instance

i

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup

Version Cluster Oper State

Not Applicable

W RSB RA, i HTIX D TR,
a) MWRE N HE R E A P, WES A CLI T E 5 12 T, BOAST, &
P VK AS ) DHCP.

Tt LRI A PR U5 ) A A 55 21 808 (R R
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b) AT (FXOS HebaflErear) F I E PRy .

BRI ITHAEE
HERE R VR B LARAT BB IR B A . AT Yo A B AT R B E I, W R
BB AR BT, BRI DO B AR T W BB, AR B B TSI T R DR

HORORBE o TEVER, AR AN EROARC E VS, Blnys ) sens s e X . fFH CLIF, X
B OOV TS ) BB S R B (B, AMEREEBGAR AR ORE) .

FHIa Z Al

o WEEIFHATE R PO RIVIIGECE . 1S (BFl Firepower & HH0 1600+ 2600 F1 4600 fill £ 27
BEARTE) o EWCE BUMPIE 2 A, ST EANIE A e TP bk E LA .

* {§ ] Firefox. Chrome. Safari. Edge &Y Internet Explorer i) 4RI RA
puR

B EYLERRIAE (LUK 1/2) $#:0.
FITF 7 KB L
TR RSN B RS, I KL T EE 15 2] 30 5.

SR B .

a) FENBEE A AL R URL: https://192.168.95.1

b) I 4 admin FIERIA %569 Admin123 &5k,

¢) RASTOIRNEIRIER R VAT EM” T O B 5 B

TR SR BT DA SE BT AR L B I, 1 A FH 1 )5 AR A Rl g st ok DTG 0 1 kit %
#1188 (Skip device setup) Bk 2 7 & .

SERCEEEI TG, BT AL L (Ethernet1/2) I BRINEC &AL, BOEKHA M (LUK 1/1) #2111
B, % L (eSS D) 3 1) A5 B OV B VIR IEA T 44

a) CHAMHEE ORI BEEE LIRLE DU RIET, AR5 S T —3 (Next).

1. SMERZEOMbLE (Outside Interface Address) - ez Ul H 2 BICM MG, JF B o] FHAEE B 88 Ui
) FE o EWIIR B BB IR, AN BRI B AR AN R o 28—l 42 L R BN AR

Ho
DR EAT 5 AN (o) AR R T B RS U ), LA 20 S 1 238 11 3 Ja T3
Be B %

BCE |Pv4 - ShEE ) IPv4 Huhik. A DL ] DHCP, i n] LLTh NERA 1P Hulik. 1R
IR, Bah, WALk E, AECE IPv4Hbl. 78 IEA0 T 22355 10 S0 & PPPoE. 15
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e LEF 3| DSL. HL 851 il fif i i 55 ISP [ Hofhidi 4z, I H ISP i ] PPPoE K44It 1P skt
WAy BE 75 E{# F PPPoE. #& 1] LL{ESE IR 5[5 1C & PPPoE.

BLE 1pv6 - AM42 1 Tpve Huhkv] L H DHCP, 8] LLFahii N\ #E 4 1P dhbik. Frgf i
Ko Tphh, WTRLIERESR, AR IPve Hidik.

2. EIEEQNO
WERAE CLI T TG E, BB ASE RS W E .

MM AE B i 1 R T B AR U I, S A B D B i, e A 1 AR
TR B AR PR R A A BERZ 1) DNS IR g5 a8t FQDN, M AR #edi #2111 DNS i
55t o

DNS BR 5588 - R 405 BLHLIE 1) DNS k4545 . i\ DNS R854 11— A5k 2 A Huhik LA g AT 44
Fro BRIMME A OpenDNS 243k DNS JIR%5 85 . Wi R4 gnih 7 BOFAL IR E BONE, 15 S HER
OpenDNS (Use OpenDNS) LB &1 (1) 1P Huhl- # N 7B .

R5 k35 EH 2 (Firewall Hostname) - 4645 BEHbALE ) 4144

b) MeEEFE&E (NTP) (Time Setting [NTP]) Jf 15 i T—% (Next).
1 MEX-EFRAMNX.
2. NTP BB AR5 85 - IEFEAFFHBRIA NTP [lR553%, iR FahiA NTP IR 2510k, wI LA in
A RS RAALPEA A -
¢) EFEREN 90 HiFEEIM A IEM
AN [ B BE R A BT MU Bl s TV AT SRR B s AT
d) sz

e) RAKHNEEFF = EIR (Cloud Management) s J# 37 (Standalone). Xt & EL.0 B EE, ik
PEPRIL (Standalone), AR JFIEFHIET (Got It).

IS CRERE) REEMHED. HSMRE > %0 LE RN,

B LA ZBURE R BB Bt 1o BRIAKS LR, 87 BE 10 DHCP #0 IP M hEAT I ¢ o R £
AT AN DHCP #R M ¢ (i, B R i R 2% ) ISR BRI Bl 1, JF H
R ARHATAEMRCE . W RGN DHCP #CE 1 5¢, U F5 LA ] S TP M b B e 11, IR
EPSFawIkiCiE P

SIE6  WIRERE MO, SEREATEEISSIN RSN D, HEFIEE (Device), ARJE A
0O (Interfaces) 42 1% .

ARAE B By M ER DM E 25 R, WS ILE BOR S BLas P RCE DT Ko 78 17 5 B o LE
MEBe I, A O B FCAb B4 A B AR IO

BB GHFIRE> RGRE > EPEE, AR5 A 4R R E S SR,
$IES IE BEFL/CDO EFEHEE.
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[ 3: 3R HL/CD0ERIE R

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP Hutik, B A LLEH 1P ks M4 U 1) g
L, i 2, W S A1 T NAT 2 5 s A 35 1P bkek B84, i AT & .

B ERTEEER O ERE B
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WA DA AN CRPBRrL BB YD BT R in) (1) 1P ki, A RELE ISR L
[FJ S N7 R ) SSL i % 1) 38 £ i 1

b) WREERE 2, WA EIEF0L/CDO E£HLA/P bk,

c) fiE EIEL/CDO EMER.
W B SR PR — IRV 3 8, U e 7 4 A o It A A b0 BAR e . TR
A 37 N A FRTARETREET (A-Z, a-z. 0-9) AIEFFF (). WLIDATHT
W2 G R TEM B R

d) #5% NAT ID.
U6 ID IR R ME—— RV R, BIE TR b B e, WRER Sk b
fR € IP bk, Wb Bt R SR B AE N3 P &5 B 19 TP ki, /54572 NATID. NAT
ID NG 37 N F45F. AR BT T (A-Z. a-z. 0-9) FIEFFR (). D A
BT oA B 4 M 2 7 BE APy . NAT ID 55 1P HhE 45 &40 ], F TIAEIER 5k A 1F
W% HATAEXT TP Huhib/NAT ID 3HT S0 90UF)S, A SR i 4] .

$IB9  iEEERE.

a) J5E FTD £M42.
It FQDN ¥l F4hakie 1, sk k&8 dhiy/CDO i8] 0 (Management Center/CDO Access
Interface) EFEH LM,

b) f55& DNS PR 84H.
EREIA A sl AN B4l . ERIA DNS 41444 CiscoUmbrellaDNSServer Group, L5
OpenDNS 5545 o

DU 1 B 2 1) DNS IR 25 % o S8 FH 2228 1) 3 150 8 11045 B DNS RS- s H T B . 20l
DNS flt45#5 T DDNS (R CUAC S B0 T i D 1) 20 4 S . ST RE i B T B
AHI7) DNS IRZ5H34H, RA & #A B YR A0l i 5642 11 2178 DNS R555%

FE B L b, HdEE 0 DNS g5 as a8 B gn ot Jsui B i (- 6 BUE SR TP RCE . 88
JE B A AN E] B R R N, AW BRCER IR, JFH DNS RSG5 AU IR 6 B E S
B2, QR R 6 VOB SRS 2 OS5 001 DNS BUE (1 BB i, e Bk 7 o A
TN TS BB E S BB E VLA DNS -G BCE, DU & B0 A i B il [H) 20 .

WAk, ACHERIERTE NN R I DNS k455, B0 AR B AHL DNS JIkR5545% .
¢) X T&IAF/CDO ifa]#E 0 (Management Center/CDO Access| nterface), i iEFE5MEB (outside)
RET DO BT OB B B, AEACHR g (B A I R 2 A 1 o

PR WOREIER T AN AN AR B 1, B AT INER A 1

TR AEDFHE, EORER AR A B R OB . WERERR VAN O, akes
PRGN PO E T b o WORBEGESE T HARR O, R4 Ty RS B B b0 2 i T 3h E EL R
IBRHT. ARAE WA B PRECEFSE ML AR, WS A SR B T HCE B K

LN LdiRNs7%s DNS (DDNS) 75% (Add a Dynamic DNS [DDNS] method).
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s B 16 TP Mk AR 4K, DDNS nlAfifR 4 # 0 Bl se 2B e 4 (FQDN) N 1K) gl b
., g% > R%i& S > DDNS BRI & 54 DNS.

BT B A S A AL 2 ARG E DDNS, U BB 2 B 3 JERZAE AR CA T
AT L CAUSINIESS,  DUME Bt w7 LA UEA] T~ HTTPS 4% () DDNS k5523 E+5 .
BB A8 32 RE# H DynDNS /2 API HiYE (https:/help.dyn.com/remote-access-api/) HI{T-{7 DDNS i
5o

T (Connect). SEMPARAS XEHE Lo U1 2] B B O I Y EPRES . 78 REFEEEHL/CDO E
M E LBRIG, FREE PO, FRRMYI K.

R B D)2 A by, 3 A BUEEM. B0, GE7E REFEEEHO/CDO EMIRE ST
Jr RV Ve B DA AT o WURIZAEN, O R, JF H RO R e B
WA SR .

ARG ARFERR P L/CDO JEMIRE VBRI FFIER S R EE , R ED SEEHO
BRI T CDO W IRHE . ORI T 15 o B PR (4

4 BTN iEE

Registration Status

Successful Connection with the
Management Center or CDO
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

£/ CLI EiTHiECE

AR PP CLI LATHIAA B . A CLIZEATAUARRCE I, S B LU B 287 e 452 11
BCESPAORE o AT IR A B AT IR B E N, RIS D) 2 B DA T B, R B
FURVE, BEESDI Il B I BB AL, FE B B FP e IR P AT 4 LI AR DR B o TR, AR I
ABER N B BB, 1y n) 2 T SR
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Before you begin

B I PAT B B VIGARCE . TS0 ER} Firepower & FEHLL 1600, 2600 F1 4600 Al 22255 45
MY o FEVE BN 2 AT, TR AN RO TP Mk s LA .

Procedure

FITFBI KB LY

Note XIS DT, WA R LI EE 15 3 30 .
VERERIPE G I 1 0 e CLL.

P & o 3% 4% 2 FXOS CLI.

fi I P 44 admin F1Z 65 Admin123 25,

U FXOS I, REATREH SR ST SSH (¥ Ul o185 5% o

Note U SRR LS, ARBEANSITE, ) 2T T AR B A% LIORE A o O BRI . A7 B
WEREF IR, 120 FXOS M HERR R R o

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **kkkxkk*

Your password was updated successfully.

[...]

firepower#

ERER BU i CLI.
connect ftd

Example:

firepower# connect ftd
>

FUCE S PR I, RGP (B VAT M) (EULA)HL, i 2R ] SSHIEHL,
W2 PR Y admin B 5. SRJ5, ROREE 2 PR B CLI A A

B s e e i 1 R T T B AR U, AT e A Y B T B
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Note BrARERRICE, SWIJCEES CLL 2hem s (filhn, it mpdrmig) o (A, nrbh
5 7t CLI H A H configurenetwor k i 4 5 T IX L6 10 . 1 2[5 Cisco Secure Firewall
Threat Defense iy 4% % .

BB B AR A A 2 s FEfE 5 B Z T AN MR, 1514 Enter .
THZ I LU HE -

@i DHCP s FshfL & IPv4? (ConfigurelPv4 via DHCP or manually?)— i #f manual, B4R
EATHAL A B 0, (HAAZIBCE TP 3k, Gl flsthik. R B8 1 ¥ 8 ) DHCP, W)
AR E R O HTE B, BOGBOAB (62012 data-interfaces, 162 F— 20D TlHE
SR E DHCP il 55 #5% (1) H 78 o

MANEIRIZEORY IPv4 ZLIAM X (Enter the | Pv4 default gateway for the management inter face)
— KOG E A data-interfaces. MBS AT B B RS B SE,  DR T i b i P A U
I H % 1

MREMNEEEEEN, FEEMMERE - RGO SSH &R, WERAWITF. R
B SEAE BEM L b, N RT DU R G TP shhE A s i ok . TP ERABR N GE
HEEE ), R LE TR S TR, e ERA S22,

o R EIBIGE? - N B DUET FHEAGL. B yes BIRE B SO T WA B HLEE,

s BB AIERER ? (Configurefirewall mode?) — #ii A\ routed. F A % 1 B kB AR 2 S 5 A
PRSI o

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkxkkx

Confirm new password: **kkkkkk

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...
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Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

W B A BRAS U 0] PRI AM R 1
configure networ k management-data-interface
WRIG, RPN NINRIE D EFEAR MR BCE . 152 0 LT A i ] b2 B PR4I S B

o RIS P B O AT A B, A B LV EA A DHCP. Wi SAE W46 B A T80
WO IP Huhl, WJaT LL# A configure network {ipv4 | ipv6} manual #r-4 ZEI ¥ E . R G v
KBS R WS E Ol data-interfaces, I B LRI E S .

20k R A AN E] AL, L SRBITE R OECE, OLINRE: D
GRRATIP Hihk . MISCHRAES 1. DNS R4S 28 M1 DDNS Aii4s 2% . 499 DNS R4S el & 11V s
B TESI R . RO, ST DURY JE R g U7 B AR AT O, H A R T K
NG BHL L il 975 A A o B N B R . WV BB B, U A R 7% configure
policy rollback iy 4 AT 5 LLHT 13 -

* AL DDNS 4545 50585 URL, W gePr B8 <5 B a7 Ik B Cisco ZAFAEHE CA IR
BEZCAUET, LME g v LA IE T HTTPS JE421f) DDNS R4 sy iE 15 sl B =2
F5# 1] DynDNS ZFE API M5 (https://help.dyn.com/remote-access-api/) [fJ{T-{1] DDNS Ji45 2% .

Iy A BB HR 2 1 DNS JIjRS548 . T EIIA (5 {f ] configurenetwor k dnsserversiz %)
WO M P DNS IS 2s M T H . £ DNS R4 8517 DDNS (R O lcE) waE i+
B VI 22 A SRS

AL b, HEE D DNS JRSSAHE S Fogs It b B A -7 65 BB SRS R R . ks
JEUM B A AN P EL O I, A BCEAG IR, I DNS JIRSF S A SN B 5 BEE S .
B3, QR T & SR SENG J B 4 L2 DNS U (1 P A, DUl C K 78 s A b B0
AT IS LB ACE S SR E VLA K DNS -6 B,  LUIE A3 rboL A il il 725 .

UEAN, ACHLERIAET M I DNS R 5545, B ERO A SR B A DNS k%5450 #ilan, anst
AL S B2 OV W T 4%, {HBE S8 1 configure networ k management-data-inter face iy - fic
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B #ncuzenrs

B

B2

1

ERnREER LBERMEE |

BEEE I, W2 4 B O i TR E T A XL B A CBLHG DNS g as) » LUE S jguh
B i i UL -

o K BB A B B AR S, T DIOREZAS B 1 S SO0 A8 B 1 ) — Bl 1
TeAE 2 e ) P I FQDN KT -tz 1.

T LUE A Ay STH PRAEA BRI RS Sl A BRI, (AT BB ALY 4A YA
SO BAE R A e

o TASH BB, 1%\ configure networ k management-data-inter face disable iy 4 .

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>
(Optional) PR il £E4F a2 W4 2% b 30 i Hed 42 1 U7 1) B # ot
configure networ k management-data-interface client ip_address netmask

BOATEOLT, SRVFPTA 4%

IR 8 R I WM O 4 A B 0
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configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} regkey [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - {§& ¥ .0 () FQDN 5§ IP 3
Hbo Wi EHEOASE HEE ] SR, 5] DONTRESOLVE. Wl /0 FH —AN s CGERE
8 RPN 7N | D= S 1 i TIPS o ol T 2 VA Y [ NN B9 N BT R =B i B LS
WERAE M4 82 DONTRESOLVE, W) Jg s fEl 2h 20046 ] iy ia) () TP Huhbk sk =414 .

* reg_key - 48 € LRI — PEEM ST, FENH BB I AR B O B e . M
B 37 NERF . AMTFRFOTE LT (A-Zs a-z. 0-9) FEFER ().

* nat_id - F/58 T IR FRAIME—— IR R, IS T EAE FHE BIRE e . WA B b
AT B, WU)AZ0 [ IAE BBt F a7 by B3 i M NAT ID. NAT ID AN i
3TAFR . AMTPIOFETZHET (A-Z. a-z. 0-9) FEEFH (-). M ID ANREF T BATAT
oA v £y M 2 A LG

Example:

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

W9 LM B, DU R I B FE 4 AL
IEFOR A R AR T2 AR P IR EIE T TG T e & R BCC RS A . whiddE, A
ZRFRE—HAE G GIAT, A EOCH IR IE T S RSt
a) fwA shutdown 674,
b) M ELHEYE LED AR LED UGN &5 E i OR52) &
c) FENURI LT CHT rE S, AR DAYE D6 B3 LY Sk LA B 5 KT T AL 1A FELJA

DR

WK B ok B R B A i, G URDER AT IR B Kt fi Y, BT SRR D U ) TR . AR
Jeis SRR R B E AT SR A

BB MR B4R

BB A RV IO P SN T FE R, w DU R 5B R 20 Ja b 48l . BEAE Secure Firewall
3100 FHEATAREL, ES LN PR,
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[ 5 iniE BB L

( Outside -

—— outside (Management Center Access)
Console port —_inside

Inside ( "
Management Computer » ¥
Other Data Networks

SN SN, TS R
HI2 A5 (LRI /1) HE ) 0 s .
fos T LUK AE AT SO B P TR BRS80S O B A B RL, FE  BBE  (LRE,
AR E S AN LI, DA e AR R ) S HL R T R R
S AW (B, LUK 1/2) MRS A b ok s i 2.
S AT Ll P BT T L
S84 A5 AN BB,
SWE (W) A SELER R S .
PEAY LRI 18 T PR A S PR b & e e (LA TR I 0, T R B e .

FTFFBR K i IR

ARG AL B K S B REAT T O . AT R DA T B i, SR P ARG
P 2R GE APRAIR AR GE R S S 1A U o

)

AR OB BN, IR KR 15 2 30 2.
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https://cisco.com/go/secure-firewall-3100-install
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FHia Z |l
s KRG PR SR HE (B, A HIAS T W B (UPS)) ARH 2, RS i T e
BUP ISR GBI Ja QG A V2 HEREAEIETT, DI L S8 R Gk IR 5G]

iz
TR K IR SRR RIBT K, Ty ER B RA E

SR 2 AE AL THUA T 10 R IR 55 PR ERE AT 2R FRL T AT I LY
PIR3 AR KBTI B LED: Wi LED R4kt fisg e, FRonp kil CHam Hig

6: RLEFAEEIR LED
I
el
o Q0
3100 Series
o (il
System LED >0 @
Power LED | »0 @ @ [

~

PB4 AP KT RS LED: HEGORC B G, R Cldm iz,

pE ReIFRMTT VIR BISCHS, RGTAT AT 2 LR BhA S e 8 OC H o AECII,  HUAR AT 1 v
U5 LED H4 RSk (. 5 I LED 584 R HIZ 1T, 5204k H Hdi

FREERREE

FEIERE 53 SCH UKL A B G0 1o vl 253 132l 75 0 LAASE AT Bl 1 7 ) LB P 2 i, T LUKl s
VEN 2 B LRSS B A L

EEREEAQ
A8 FH 45 B O 0 o T R g U BT A

FiaZ |l

A RZSCFR ARG R, WES ST HRAI ZAT Y] (2 https://www.cisco.com/go/
firepower-notes)
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UK

PR AL SCHRFRN B 284 A LU URL.
https://fmc_ip_address

T2 IAENH B,
T3 AEXR.

RN TR L B AT
FIT A VEATUERR b A B P S e BV B A o 48 TT LU PRI S LR D REVF AT TIE -
o ERHRR- CAF5)  JEREAR VFATE.
* IPS- LA HHRA A IPS
BRI BB B
* URL - URL i3

* Cisco Secure & Fifs-Secure Client Advantage. Secure Client Premier 8¢ Secure Client VPN Only
* JIEE® - Diameter. GTP/GPRS. M3UA. SCTP
A ISERHF ] I E TR, 155 1) cisco.com/go/licensingguide

FHia Z |l
PR RERIEAE B AR R
WERBGR AT, U mcy R DABCEDRT K o TR B B, T IOV 20—
A
o ST BRIR VPRI P AT B a2 (3DES/AES) VP AT TR R, A REAE I HLeThEe (CAf
A AR SR D .

UK
SRR E R REVE Rk G P (KR IV RTIE
AP I RE 4 R L SRR I, SV TR Y, 12 CAE 2 2 8 O R e PP T e 7 . (HU,

W AT EL A QN IOV RTE, DI Af B Cisco Commerce Workspace - [1J Find Products and Solutions
R B ML MYFAIE PID:

B ERTEEER O ERE B


https://cisco.com/go/licensingguide
https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home
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7R R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

iR WK S| PID, %80T LLF244 PID ¥ 237 i,
* L-FPR3110-BSE=
* L-FPR3120-BSE=
* L-FPR3130-BSE=

* L-FPR3140-BSE=

* IPS. SEEKAE WifHA URL VAl LA

* L-FPR3110T-TMC =

* L-FPR3120T-TMC =

* L-FPR3130T-TMC =

* L-FPR3140T-TMC =

K IR PID 2 — BN AT B, w BUEFR 5 LR PID 22— X1 1T H -

* L-FPR3110T-TMC-1Y
* L-FPR3110T-TMC-3Y
* L-FPR3110T-TMC-5Y
* L-FPR3120T-TMC-1Y
* L-FPR3120T-TMC-3Y
* L-FPR3120T-TMC-5Y
* L-FPR3130T-TMC-1Y
* L-FPR3130T-TMC-3Y
* L-FPR3130T-TMC-5Y
* L-FPR3140T-TMC-1Y
* L-FPR3140T-TMC-3Y

* L-FPR3140T-TMC-5Y
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* Cisco Secure % /' Uii-15 2 1 Rl 4% i 1] WA TR 7

o IBE L

* L-FPR3K-FTD-CAR=

PER2 WERTGARTEN, 05 1708 REHCAT A B 8 I B AP

M T B e R A B P AR B E M A . A OCTE RN, S RO RL R R . AR
fl AL, AR ZRAE ) R A A S A A N B AR VR S R R IZ AR BC A = 1B (Cloud Assistance
for Low-Touch Provisioning). %2 [ &4t (System) > ¥ A (Licenses) > &5 GE 14 A IE (Smart Licenses)
U

[a] & 28 FR oL S A B A 9
HETIE A TP 8 BB 454 3 0 TS0 0 s

FiaZ /i
o WCAEAESAE UM B AR A G P B B I DL RS R
o BT B IP ik ek 0142, LA NAT ID

o RO R E
UK

FIE 7 BHHpL B, EFEE (Devices) > & E IR (Device Management).
WE2 MR N RS, ERRmEE.
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http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://cisco.com/go/firepower-config
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Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

WHE LS5
o EH (Host) - %y NI BUPratE () 1P Huhk sk EHLA% . WURAE B8 AIaG & b R 1R
BT B AL IP HHEAT NAT ID, 1] LU BB 22,
iR 76 HA BB, YA U0 # A T NAT 2 JG i, DUA] LR 32488 B b vy g
J B AT JE 5 ML TP BRAAR . (A, BEAERH ) A B At v B AR, A
AL BB (1) 1P Huhik e EHL4 .

RAFR (Display Name) - it A\ EEAE 4 BE AL {55 R 80 B AR PR 42 5K o

* JEME A (Registration Key) - fi A\ JE7E B B AT 40 0 FE mH s 5 IR D 9 o
* 1% (Domain) - WIERA ZIIAEE, PR B 7 Hegs 70 i

* 48 (Group) - WARAEAEHAL, WK Bogs v 4L

I [B1EFI| SR RE (Access Control Policy) - IEREAIUR TS . BRIk DA e A CFHEM AN A
SE SR, 15 L PR ERIE S5 B (Create new policy), SRJGiE+FIEFRE RE (Block all traffic).
2 JE s ] DAE St B DL SR VIR B I s T 2 I SO VIR R DA A A B A
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8 FIE TR
New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

* EHEIFE] (Smart Licensing) - oA B2 1) Dh g /0 FL I 75 (W e VF vl HiE: Malware (IS &7 548
RS ERER A . Threat (A REFTHAT I AZBIH) « URL (B FT 5 St 2800 1
URLIE) o 5FE: BRI IG, BT LR YE > 1 ATk > & G814 AT iE UL 1 v H Secure Client
TCFE ) 18] VPN YFATHE

* ME— NAT ID (Unique NAT ID) - ¥5 & #8175 BB #1410 B h 5 € (] NAT ID.

* HREEE S (Transfer Packets) - 7] ik 2K Sl AL 2 A B0y o A SRAE S e 2k T ik A
TIPS B% Snort i, &S o s G B S A Ps Ak B A R L 3 TR I .
A TN, R FARE BRI R R, HRaBdE A K%,

$IE3 LT EM (Register), , JERfATENRT).

WREN LD, B RS INBIFR A WRE MR, S B RS GR R  nn R g Bl A
R, Ak A LR I

* Ping - V5 i B4 CLL, 2R )5 A H LA R #iv 4 ping & B0 1P Hbbik:
ping system ip_address

2R ping AHEDh, AEH] show network iy &6 A W 28 50 E o n SR o 4 5 5 B D i A L TP 3
fik, ¥4 configure network management-data-inter face fir 4.

o AL NAT ID A BE A0y TP bl - A ORAE AN e 25 A R AH R v 25 AT NAT 1D (il
HAED o Al LAAE P HEAE ] configure manager add #ir4 ¥ E 7 25 411 NAT ID.

R Z R G S, TE 214 https://cisco.com/go/fimc-reg-error.
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Ao EE AT 2RI

ASHR > S A3 QAT A DA 0 B I B A 2 4 SRS -

o PIERIAEE L1 - R 1A R AS TP ik o SRR IR U7 ) BB G T A L A
BEE, BT R H A fogn 2 4 X

* DHCP 454 - f6 e 1 E 24y 7 i {f 1] DHCP i s
* NAT - fEAMHHz 1 EAT A3 11 PAT.

A E 2 I WA =0 N R S P

* SSH - 7R B 25 V5 e 1 15 A SSH.

BcEZO

o AL 1, AL A X I B IP bk . T, LA DI E AN E O A R R RS
Fih AT = R e . T, SEORR AT T n) 90 5 e s m EL I N PR A 1, DL R ZH 2 R 2% 1) — A B
AN, Hrp e AR R “BRES X7 (DMZ), AT BAZE L T sCE A FEYT %,
N Web IR455 2%,

LR PR 0 5 % T A D 2 JE i DHCP M ISP SREUAMER 3 ik, [RIAE Py 3 0 b e CER stk
PLR /R4 H DHCP 7E8: TN EC & T — AN A (S ipaShbtl) , JFERDANBEE T — AN %
FH A

UK

$IE1 %78 & (Devices) > iR & E I (Device Management), )5 siilibi ki idmeE ( £ .
FE2 O (Interfaces).

Overview Analysis Policies JeEMIEEE Objects = AMP  Intelligence Deploy

% System Help v admin v
Device Management NAT VPN ¥ Qos Platform Settings FlexConfig Certificates

10.89.5.20 @ cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing I==m Inline Sets DHCP

, Search by name & Sync Device | | € Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) 1P Address
Ethernet1/2 physical [EE
E Ethernet1/3.1 SublInterface E| y
Ethernet1/4 diagnostic Physical [E] &
Ethernet1/5 Physical E] y

HIE3 T 40-Gb #1105 EalHD A2 4 x 10-Gb 4r 820, i i 3 000 2 B b
RO AR E P T 40-Gb 210, WA 0L gk S 1345 32 2 BN B i 00

SEA AGHEHTAMNEONSRE (£ .
IEmPRE 5 7n— A% (General) 2T F
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Edit Physical Interface ? X

m IPv4 IPv6  Advanced Hardware Configuration
Name: inside Enabled | | Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 (64 - 3000)
QK Cancel

a) EANKJE RN 48 NFRHIBFR (Name).
B, ¥z O 40k insdes

b) %12 (Enabled) & IEHE,

o) ¥R (Mode) {4 4T (None).

d) MZ2 X (Security Zone) FHFIFR S~ NIA MWL AR, s HHHIE (New)
In— B 2 A
i, VRIN—A~4 g inside_zone HI I, AAZULIE REAEE 43 B4 B A ORI e 1AL e
R B T AN A, AR AT LA 2 N AL 40T LU (X S I H 22 4 S . 451
BT, T LK Y AR PO IR, K M A RIS e SRR T DA B 4
o, SCVRRLE A ESEEBISM, (ER STV AN A PO . K2 MOR A SRR 2 A X s fosn
PLAE NAT S Tl €25 SRS FI QoS S Hh A4 FH X el 1 4 .

e) Mty IPv4 /8l 1Pv6 LI .

« IPV4A- )\ Ny ik B E &S 1P (Use Static I P), SR LARIAT e 7-i2:fi A 1P Hodik -1
e,

B, N 192.168.1.1/24

Edit Physical Interface

General ll:. IPvG Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 152.166.1.1/24] L e

B ERTEEER O ERE B
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« IPV6 - IR A Bhiid Bk B S BLE (Autoconfiguration) &L HE .,

f) s#E (OK).
HBS S TN O g (4
BEI K R —B% (General) LTI

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

ez Omic s VeI, Pz O cfad . BHMS k. SN B ST Lt
FEARVEE, UK PR Ss b 5 B O A BIERE . S ATDAR A AR I o e b Dy T I R A e A
R

a) MZE R (Security Zone) FRIFIL A MBS A KB, B 3T (New) V5
AR 2 A KR

filtm, dshn—"4% % outside_zone 11X 1.
b) AUHAZE (OK).
PIR6 mdRTF (Save).

fic & DHCP AR %% 2%
WA R Pl DHCP M g B 1AL SREC TP Huhl, 18 5 H DHCP %545 .

UK

FIE1 %458 & (Devices) > iR & E I (Device Management), RJ5 Sk & HweE ( £ .
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$I2 2 %+% DHCP > DHCP BR%% 28 (DHCP Server).
W3 (AR EE (Server) UL FAidiiwan (Add), SRJEHCE DL ML

Add Server ? X

Interface* inside w7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

OK Cancel

* #%0 (Interface) - I\ FRz ¥R IERE L,

* Hihki (Address Pool) - DHCP [k 455 48 FH (1) 1P ik i) ya il CAABAR R =) o 1P ik
S e O AR I E, HANREGGE O B S 1P Hihik,

* 5 DHCP BR %528 (Enable DHCP Server) - 7 frig 4% 11 1 J5 Ff DHCP AR%5 %%

P4 SHBE (OK).
IS LR TF (Save).

Bc & NAT

Bic & NAT
HLTR () NAT F000) 20 P9 3 oA 3 g A0 482 11 TP Hbohil b (903 11, 33 NAT IR A48 1135 11 ik
i (PAT).

UK

PIE1 EFIRE (Devices) > NAT, AR5 ST HTIE KBS (New Policy) > BUBIFG{E NAT (Threat Defense NAT).
PR 2 N4, LR R %, AR5 il Save.

B ERTEEER O ERE B
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New Policy

Name: interface_PAT

Description:

Targeted Devices
Select devices to which you want to apply this poli
Available Devices elected Devices

i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel

TS RN TSI A0 o SEATY AR FE R SRS VAN IR o
T3 AU (Add Rule).

Add NAT Rule X iFHER: B R .
SUE 4 T E AT I

~ Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic »

Interface Objects m PAT Pool  Advanced

* NAT #10 (NAT Rule) - EF: B3I NAT #0| (Auto NAT Rule).
A (Type) - IEHFFZS (Dynamic).

CEIN |

IE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 3541 [ 4R IX 3545 i 2] Destination

Interface Objects X 1.,
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Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| -}, Search by name | e,i‘outside zone ]
u:—.i-‘inside zone
oi‘outside_zone | Add to |
¥ Source J
Add to |
Destination |
QK | | Cancel
- H » N
IR 6 745 (Trandation) T _EAC & DL R kI
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & ched For Doctingeiog Intg

o EEAIE - RN (D) WA IPv4 MR IS X 4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X5, PO B3 NAT BUUAERT G kR s
NAT, I HIETiEgm i R 508 XI5,

* ¥ H9IR (Translated Source) - £+ B#r#% 0 | P (Destination Interface IP).

B ERTEEER O ERE B
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wirmeammezing ]

PIRT mRTF (Save) LA InFLN]
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

[#] Policy Assianments (1)

8 Fiter by Device

[ N A
#  Direction Type Source Destination original Original original Translated Translated Translated opt
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations services
¥ NAT Rules Before
¥ Auto NAT Rules
O Dynamic @ any % outside_zone (2 all-ipva & Interface @ Dnsifalse P §

¥ NAT Rules After

FIR8 rlili NAT Uil EIRTF (Save) LLORAF B

SR E MR EREEISNER
0 LA L A BRI 0 6 B T A OSSR A SRR SR ) SR IR LA S
VLREAL B o LA A RN A S VP I A 38X S O R IR B i A DI, 35550
L VAL R 24 PR T U
iz

FIE1 LR (Policy) > 71815 B (Access Policy) > 7 [8] 5 #& (Access Policy), 4R/ s i o0 Fedsy Jak i
(K17 45 IS E 1) 4R ( ) .

e . R N =S8 TY S
T2 SR MAMN (Add Rule) JE LT 240
Add Rule 7 X
Mazme |inside_toc_outside Enabled Insert |inte Mandatory ot
Action |+ Allow v g 7
m Networks VLAN Tags & Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones €&

Source Zones (1)

Destination Zones (1)
| }, Search by name

= /i inside_zone lu] =a/i outside_zone ]

Sua/4h Outside_zone

Add to
Source

Add to
Destination

« &R (Name) - A ULELU My 4%, il inside_to_outside.

« JEX 13 (SourceZones) - M\ A] A X 15 (Available Zones) FHk e A ¥ X B, SR )5 sl hn 2 & (Add
to Source).

« B#Rr[X18 (Destination Zones) - M\ AJ X 18 (Available Zones) HEFAMEIX AR, AR5 s didvan
Z| B#R (Add to Destination).
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B =z=samEzn LRE ssH

oAt v B AR B SR
S 3 SR (Add).
HEUER 28 2 Rules 3.

ices Objects

Deploy

, System Helpv

AMP Intelligence

/i, Show Warnings || Analyze Hit Counts | | =] Save || @ cancel

ftd_ac_policy
Enter Descriptio
Prefilter Policy: Default Prefilter Palicy. SSL Policy: None
s I [ poliey s )
[EEE] sccurity IntelligenceHTTP Responses _Logging _ Advanced
Filcer by Device.

Ne... VLAN Tags " n o
HEHEHHHﬂﬂ---------------------
1 Ainside side o Alow 23 o LB
HMﬂMHM'-------------------
=== o

PR 4 mHRTF (Save).

AEEERpEIEZO LA E SSH

AR I (Pl aER D) ER T A E L s ), DA YRR PR A 3% 1 LR T SSH. AT
NG5 Y BB AR AN e S Bl ) SSH M. 2 4 1 EANSCHF SSH.

\)

FR SO FACSH SSH, (HikEEEEAL A I SSH 17 .

EIEE O 5% B A O S B T RE RS IR M R B O . HUREE O SSH 5
FREZ 1Y) SSH AL H P EBFIAMES L 7 7136 o HoAth v B b AT IO B s 1, Ak b e
SSH Ay [ 51125 Fdad 1) SSH Y A8 o K tH G, AN T A % th 370 B & IR CLI
L

STEHED, EECE SSH Vil 413, %25 # Cisco Secure Firewall Threat Defense fir& 22 H ¥
configure ssh-access-list 4. ZACEF A, 12 configure network static-routes fiv 4. BLik
TEULR, FEVIAG VB I B O B

B SSH, MSHASTEEL A VF AL IP HubE A7 B0 . 48 KT 3 A 20 il B SSHL.
165 HURE SSH 2 vl Py [l B2 10 Qi SR SSH LML T-Ahz 1 b, T B4 ) e 1 ke 4 B 2

\}

AR RIS =IREEAMT SSH Bk CLI ARMUG, W42 E SSH iEH%.

FFi6 Z A

* ] LM configureuser add fiv 4. BRIAEUL T, A —MELEWIAA T E W) 0 HC B % A5 1) admin
e @A BB AR 6 IE T ICE MR BB IEIE, (£ LDAP 5 RADIUS LRCEAMEH

. {ERmEEE P OERE BB


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| EREEEEhCHERHE

werz ]

o BT BUE OAVF S B 07 SSH ISR M EHLE M 2% 250 B o S5 mT LIFE IR R AR I 42, (5
D SR AR R R A AR R — AL 1P Hhudik, TR ORI R PR A D Ar A IERERT R > W REIR L
e E X 5

\}

AR ORI RS any MZExT 5. &8 any-ipv4 B any-ipv6.

g1z
W & > FERE , JFEIE s BB SR

PR 2 IM5E (Secure Shell).
FRIRAVE SSHOEFZ (142 LA TP M.

A P P AT DAPR AR L84 LR 132 SSHUIERE, LU SRV It ST IR SRR 1) B )7 i 1) TP Stk S85mT LA
A5 FH A 2% i BT AN 2 PR TP ik

a) KRN (Add) RIS IR, B dmeE (Edit) DLgmiR LA .
b)  C E U Je k-

* |P thtik-H THR IR SR VFEE L HTTPS SR L 2% 1) I 200 5 52 o IR hr bk ¢
—ANKG, B s+ DA IR g 4

« L& [XiF (Security Zones) - ML EK AR VFREAT SSHOEEH: CRIX 3. 0 T ATEX 3
31, TTLATERT %% £ X35 (Selected Security Zones) %13 T 75 7 B R BE N3 11 4 %,
SR RN (Add)o U T LS BT 4 LB, A Sk i e 1 T 15 4%

c) MEHBRE (OK).
Mt fR7F (Save).
ISy, En] LU 2 ERE > FRE IR SR L& B P 0 L e % o EERE e e, el 444

R L A B S B A ARSI TAT S AN AR B B AR

UK

miiti EJ70ERE (Deploy).
9:EE

l Deploy IQ @ & @ adminv

i
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MERE

FIR2 i £EFERE (Deploy All) LLHBE 2T ¥, Bl &40 ERE (Advanced Deploy) LLEEE FIEH (1)

BE.

10: £ERERE

Q Advanced Deploy JEESEYR
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment ot}
node1 I Ready for Deployment [=2)
node2 I Ready for Deployment £
© 5 devices are available for deployment 2 4
1: SREE
1 device selected
[ @ Search using device name, user name, type, group or status I Dopioytine: Estimar
"] Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> node1 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

T3 MORIE ). A T ERE (Deploy) HEHLA I K F R T LA TR

[ 12: ZBE IR

es Objects Integration Deploy Q w& @ adminv Ml cecuRE
Deployments Upgrades @ Health O Tasks .:) Show Notifications

P
0 running 5 success 0 warnings 0 failures | O, Filter
@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s
9 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

B ERTEEER O ERE B
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sriasiampsErorxos cu [l

17 12) B B B {E1 #0FX0S CLI
{247 A0 (CLD) Al %CE RS0 DL ST RGEHTIEA I M HEBR . okl CLI 21 & 5
T LA $ 24 6 i 1 LAV R) CLI.
AT LA ] FXOS CLIVAHEAT ek HE RS

)

AR T LUE SSH RS BB YA A B O, SIS, SSH 2R BRI Bk
B4 CLI, itk nl ] connect fxos iy 4442 5] FXOS CLI. W%k SSH ERAT TP AN Bm 510,
R Ja T CUER R O ik, BOATS DL N, 25 SSH &l #% Ui in) o MEFE P A 44 il 5 3 111 (1)
i CERIMEH FXOS CLD

UK

HIB1 B CLL, i & A LER R G 36 H . Secure Firewall 3100 it 5 — 4% DB-9 # RJ-45 H:47
MR, FTCUE T B = AT He USB LB IHATIE R . MR A I A R G0 e 35 L ) USB Hi 4TI
FIFET (124 Secure Firewall 3100 i {45 19). 451l 15 % [T ERIA ) FXOS CLI. A# ] BA R $3 4T

* 9600 Pk

* 8 M fr

* AR

© LM IRAL
REHF FXOS CLI. {17 admin 7 44 A1) 46 10 B I BB A (BRIVEDY Adminl23) 5% CLI.
il

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

IR 2 Uil Bt CLI.
connect ftd

i

firepower# connect ftd
>

BokJE, WIF T CLL o] Har SRS B, 1A hdp sk 2. HREHEE, 1557 Cisco Secure

Firewall Threat Defense 1y 2 2% .

| EmaegrhonEsmnnE® I


https://cisco.com/go/secure-firewall-3100-install
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

ERnREER LBERMEE |

B isseroroemsEms

Nil

P IEIFTD CLL, i\ exit 2% logout iy 4 o
Iy A 2R S E B T ) 2 FXOS CLI #2718 45 0% FXOS CLI 1 n] iy & ARG B, N 2.

> exit
firepower#

HEBREREIZ O L B IR AR

A P B AT PR U 10 AN A G P A BB LI, e 00 A A B AR mh S U Bl
T R AN 2, DL P IR . WURAERS S B A AN 21 27 B rbCy Ji5 SO B 1 SR
CNEHE 2R, s BB ) W R DRI S BB R IR R, AT A2 25 KA BE L .

A R 5 B A AR B R R R ) L
EEEHERRT

7EEHAF B, 7E %% (Devices) > & &£ &2 (Device Management) > i% #% (Device) > &8
(M anagement) > &R 821719 - BLEi¥4M{5 2 (Manager Access - Configuration Details) > E3Z Ik
# (Connection Status) i [ FA & HIEBLRES

15 BB #E CLI, % sftunnel-status-brief iy 4 LA & & BLE LR A o 7830 7] LU
sftunnel-status & & 5 53 HI15 o

WS LD MR MBER IS sl B s “ERE “FE, BB LEk(E R

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

S LU R T C@ESLER IR RG], o B T AR ETEALLBE B -

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

EE BB MEER
75 BB CLI b, 258 5 BUONAS I 8807 1) Hedi 4 1 P 2% 0

B ERTEEER O ERE B
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show networ k

> show network

[ System Info

Hostname :

DNS Servers

Management port

IPv4 Default route
Gateway

IPv6 Default route
Gateway

[ brl
State :
Link
Channels
Mode
MDI/MDIX
MTU
MAC Address
Configuration
Address
Netmask
Gateway

State
Authentication

[ Proxy Infor

[ System Information -
DNS Servers :
Interfaces

[ GigabitEthe

MTU

MAC Address :
—————————————————————— [ ITPv4
Configuration
Address
Netmask
Gateway

Configuration

WEE EEAOEM BAREE

15 BB CLL A A Bl VS O e i i

i IRAS

show managers

> show managers
Type

Host

Display name

rmation ]
5516X-4
208.67.220.220,208.67.222.222
8305

data-interfaces

data-interfaces

]
Enabled

Up

Management & Events
Non-Autonegotiation
Auto/MDIX

1500
28:6F:7F:D3:CB:8D

10.99.10.4
255.255.255.0
10.99.10.1

Disabled

mation ]
Disabled
Disabled

Data Interfaces

GigabitEthernetl/1
rnetl/1l ]===============
Enabled
Up
outside
1500
28:6F:7F:D3:CB:8F

]
Manual
10.89.5.29
255.255.255.192
10.89.5.1

Disabled

N
ISX)

Manager
10.10.1.4
10.10.1.4

fERTEE

spspen rnemssgs

iy A AN R BB Y

mhonEsmnsEe i
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Identifier f7ffad78-bfl6-1lec-a737-baa2f76e£602
Registration Completed
Management type Configuration

Ping B2 H(»
£E JEPr B CLL b, AT BLE i W32 V0 87 B0y AT ping #4F:
ping fmc_ip
75 B CLL b, A LUT dir & AN B2 L6 5 3oty BT ping $2E, %82 1WIE I B AR
e T B AR 1

ping system fmc _ip

IR BRI REME D EMEREE

7E A CLI b, 3R A AE 1T (nlp _int tap) LS4, DAIEE LT RIE T & B
(op

capture % #x interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

WEABZEORT, FiHEBNIERITE

75 BB CLI |, #5&A 2N 1 nlp_int tap AIfE L
show inter ace detail

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec

(Full-duplex),
Input flow con
MAC address 00
IP address 169
37 packets inp
Received 0 bro
input errors
pause input,

(1000 Mbps)
trol is unsupported,
00.0100.0001, MTU 1500
.254.1.1,
ut, 2822 bytes,
adcasts, 0 runts,
, 0 CRC, 0 frame,
0 resume input

L2 decode drops
packets output, 370 bytes,
pause output, 0 resume output
output errors, 0 collisions,
late collisions, 0 deferred
input reset drops,
input queue (blocks free curr/low):
output queue (blocks free curr/low):
Traffic Statistics for "nlp int tap":
37 packets input, 2304 bytes
5 packets output, 300 bytes
37 packets dropped

1 minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,

5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14

O O O O Ul o o o

[Ca RN ORI i

B ERTEEER O ERE B

output flow control is unsupported

subnet mask 255.255.255.248
0 no buffer
0 giants

0 overrun,

0 ignored, 0 abort

0 underruns
0 interface resets
0 output reset drops

hardware
hardware

(0/0)
(0/0)

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec
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ssurEn roemsays ]

Interface config status is active
Interface state is active

TR B NAT
e BB CLI Hh, Wi 275 Cas InER A B (S *), DASEHLEE I (nlp_int tap) & 757746 A ¥
NAT B0,
show route

wE

> show route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)

1 (nlp int tap) to (outside) source static nlp server O sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service

tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipv6 intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0

HittigE

Z [ LA F i A LR B AR e P Sefh e & . #8058 nT BATE ’”“@IEEP Lo % & (Devices) > & &
= IE (Device Management) > 1% #& (Device) > &I (Management) > & 38 28] - Eﬂﬁﬁfﬁﬂn.u
(Manager Access - Configuration Details) > CLI #jt5 (CLI Output) U [fi_7& #IVF £ 1X Ly

show running-config sftunnel

> show running-config sftunnel

EmaegrhonEsmnnE® I
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sftunnel interface outside
sftunnel port 8305

show running-config ip-client
> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

144 DDNS BFT 2SR Ih

1E BB CLI /7, #67F DDNS 535 & 15 il o«

debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0
DDNS: IDB SB total = 0

I SR EEET R, 143 H] debug http Al debug sl fiy4> o 0 TAEP I UERM, TR AT CAE B
g EARUE

show crypto ca certificates trustpoint_name

T2 DDNS $fff, AT Ll B

show ddns update interface fmc_ijj ] _ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD_DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225

mE EEL BEXH

15215 https://cisco.com/go/fmc-reg-error.

B ERTEEER O ERE B
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wagmhomFss upzRE [

MREEA DM EE, NERECE

D AERE BT R e 1 R B T IR, O N B P P S i R S P (L S, W]
LICRE i B A (O B PR B AR A BC L, UM B R . SRS, T DL A A B b o
MIRCE B, DME R AERIF IO S . RIEBcAT B 0ER:, T MERI IR RE; e AR
TR R T DL .

THZ LR .
o S LAHT 2 v DALE BUPr B i AR At s STV IR ST A A0 ) 5 2
o SCRFIPIR CLSEBL R aT IR, (HANSCRP R A
o R A S mafn] DR A B b0 h BRI E . B, RN 5 R B LR QIR AT
AMIBCE, B AEAE BB A CLI TP O S . TR, WREAE B B 355 1

il configure networ k management-data-interface fir 2 5 o 7 £l fz W &, ARG T MRy
%, NIXEEBEE AN AR R 3 EOGHE I B PO E

* UCAPL/CC F&X ok ImNER
VR b — R 2 30 0] 5B 1 45 4 SCEP IE 15 %5ds .
o FERIEIHE, EE e BT, B i B s .

i

76 B BIE CLL Hr, Rl F 2 A AL

configure policy rollback

IR JG, BSR4 H bl OB e nR . e B b, B R — AR,

i ACE C R .

R WER AR W H A i e B O ST, 152 i https://www.cisco.com/c/en/us/support/docs/
security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html A T fi#
I FE ), RS ST, W R b A T R AR S R AT e R AR
FRREOLE, BRI DU B B0 BCE R, JF N B B L EORE

Tl
XA et 1 A T B U7 1R 1 g s 4

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:

EmaegrhonEsmnnE® I


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html
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IR 2

Following is the rollback summary:

R B P AR BT T

EF LT, 7 %% (Devices) > & & 12 (Device Management) > % % (Device) > E18
(Management) > &8 881719 - BL Hi¥ 40152 (Manager Access - Configuration Details) > ZEIEIR TS
(Connection Status) GU[fil F A &8 FLEHRRES .

76 BB E CLI, % sftunnel-status-brief #ir4- DL & & FEELRA

R TR LE T 10 2200 LLL, WIS HERRE R . T2 DR A 1 1 L B e
, 5536 T,

{52 F & 38 A0 KT B X 8 LR

FE1
PIR2
PIE3
$IRA4
PIES

$IE6

IEROC ARG 2 AP P g2 B FJOT R AT e S B R g™ EHUA . iF e, AT
ZHERE— HAE G BIEAT, R B AL IR AN BE I H DR AT K e o

ferT LU A B oD IR ST R S

UK

HFR & > REEE.

TEBET A B Ve % 500, AU gm i bR @ ).

Mg & (Device) LI .

mLdt G (System) FB 2 FISC T B Bl b ().

BRI, BIAE & R B

RS B KBS ST T 1M G, TR KRR B ERGeR. BORA 2 LU 3Es:

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
WAREA G GIERE, HER KA 3 e IR R OO
TEIUAEPT LA AT FLSTT 90 I A 06 SEINHACT FRLYSTRG Sk DL By BT TTAT LA ) FEL YR o

SIREENCE BRI, 2 B TSI RRAS I SCRS . S RHUERE Firepower SCRY

B ERTEEER O ERE B


https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html

| EREEEEhCHERHE

AR P OIRIER, W2 (Firepower & P LRCE T ) o
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http://www.cisco.com/go/firepower-config
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