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Use Serial Number

Use this method for low-touch

P$IB 5 7E3%E$E (Connection) X1k, A& &F5IS (Device Serial Number) Fli& & & #R (Device Name),
ARG R T —% (Next).

$IR6 EFAIEE (Password Reset) Xk, fidiz, WHIZEMRERNEEEIEE (Yes thisnew device
has never been logged into or configured for a manager) H.ikf24, X5 i T—% (Next).

FERT X THREESEC (Policy Assignment), 3548 T F5i 0 i B 60 Il PR SEms o o SRR T A s
T IE P ERIA I [B)4E HI SR B% (Default Access Control Policy).

128 X 11T FF AT E (Subscription License), ik 2 b HIMAEANIGEVFATIE. il T—4.
$®O (k) MR IARE, LAFBIRHEE (Inventory) T EATHEE AL 3. SAARSE, SRJG kIS

N 4 () o MBSAEW AT CDO I J5 NI B 1 4% o
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f# 5 CDO ZRE M |
B mowEnsnsnios

T—%#ita

TEEEFE (Inventory) U, EPEENINIEGE R4, ARG IERAL T4 M EIE (Management) % k%
N AT A SR I

sz s+ Ek S = t stz
18T 3UE 0 S8R & B A

AT AAATATH] CDO W0 1) R HC B BT kB, DM T 0 -
ZETERG N IERY R 4R

AT A K Secure Firewall 3100 SZE 2GR 4%, LUE T CDO #HT747 # .

11: Secure Firewall 3100 75 %%

WAN Modem

Console port

1 | Cgel)
e V]
o
b e

} console OR Eth1/2 [ Inside -

ther -Data NeiWorks
Management Computer

TERT DUAEAE A B 42 11 A PR 11 BIERE R CDO,  HARHU R T-E A 4h v 301 ) D4 4 B U7 1) B2 Y
. AIRER A AHAMNBIEE

UK

TBN RN TSI e
SE2 Ko D (i, DUKI /1D SEE RIS dids

T DU PR el 11 A PR SR B AR U ) o (ELE, AR LRGN s 1), P
N E RSy SCH U doe nT REIE B (113755

W3 KNI (i, LUK 1/2) JER S AR A Hp LK i3 .
TR LU AR PR AR 4
T4 KA Mg E R IR

I £/ CDO EBE A


https://cisco.com/go/secure-firewall-3100-install
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FIRS K B LE R 2P 6 i B LUK 172 #2110

WAL CLI RPAT IR BEE, W SEERBIPEHI G o 1o T ABEFRRR 0 0, thn] BE s 24
PG AT B BAS ORPATHIAA B A, W BILUR K 1/2 #:0.

FIFE B KI5 IR

ARG LT B K S AT T O . AT R DA F T T St , S PRtk
P AR Gt LA R AR AR ST A B A 1R (AU

\)

AR OB BRI, IR KR 15 2 30 2.

FiaZ |l
s KGR SE R FRE (B, AR AT W H Y (UPS)) ARH 2L, RFSE R Mt i T RE &
BUPERSERGBIR . Ja GG A V2 HEREAEIETT, DI 18 R G R O]

UK

SRR K LIRS R RISy R B R

SR 2 AL THUAG T 1 R IR S5 IR HERE AT TR PR OAT I L

PIR3 AR kBRI Y LED; Wi LED R4t Aig o, FRonpl kil CHam vy
B 12 RGFFIE LED

el
s Q0
3100 Series
o [l
System LED > 8 @
Power LED |£=U_J /] @ [

~

TR A WA K& S LED; HESORE G, R Cildimgizm.

pE BT RMITUIR BT, RGUATRER E LB A o> i O o AEEIYIIR],  ATUAR T i A P
U5 LED H4 RSk (5. /5 I LED 584 0 M2 1T, 5204k H Hdi .
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1% cDo ZRE M |
B srwsnswsss

ERMERSHELE
M3 CDO R i ST CLL Ve BB 8

UK

W1 75 CDO SiEH T, ki &F= (Inventory) , AR5 rilidd (4 5 4241 <) DA SR A o

& PP FTD i

$B®3  ( BEEXT, #iRIEHEFTD .
WP FTD MR, T AR 25 o B3R R8T ATIE 1M 3l 8 ooide & ) F I IAT 3 R e ]
WEe WSRO TR , 25 7 00 LAEE T H BV vl e

$BA4  EFER CLI EMZE (Use CLI Registration Key) 15 ks /7 ik
13:1EH CLI;EM=4A

A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from
CDO after onboarding. Learn more ('

Firepower Threat Defense

$IEE AR Z R (Device Name), X5 i T—4 (Next).

FER6 X THREESEC (Policy Assignment), 3§ AR 7 8k Yo g 1R U 1) SRS o A SRR TIE L SRS
1 PRERIA 77 [8)42 | S B% (Default Access Control Policy).

LT X TITRAIFEE (Subscription License), i st FTD i #% (Physical FTD Device) fikf% 4, X

S P B RN T REVFITE . i R —
S8 AT CLUEMES, CDOLEIEN SRS HOR A S o ST I fr 2 3 (LU
R L o

configure manager add cdo_hostname registration_key nat_id display_name
7t CLI BT H] % 5 BRAS SO I Aa e & «
A CLI BATHIZAICE , 55 21 00 - 58 s A, 75 FTD CLI P & it fir 2

o MRS FRA AT WAL E » 25 25 UL - #4721 cdo_hostname. registration_key ! nat_id 6
Iy 3 E TR G /CDO EH /P #it (Management Center/CDO Hostname/l P Address). &
18 i /CDO SEMZ$H (Management Center/CDO Registration Key) £1 NAT ID 7B,

w15l
CLI & K 27~ :

I £/ CDO EBE A
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configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

GUI W& 1w 2 A4 -
14 REEESRRmMeSHEY
cdo_hostname registration_key
I I

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
I I

nat id

PR AR TP R T =5 (Next), BMEIFARAEM B
W0 (AL AN INEREE, DLAFLAT 8= (Inventory) TUHIBEATHE PRI I8 . SAAREE, SREE PR

N 4 () o MBSTEW AT CDO T Jo N B 1 4% o

T—%Ht4
FEEFE (Inventory) TUT Y, JEFENINIEGG I &, ARG IERA T4 MK EIR (Management) % %

A AT
PATHIRECE

P CLUSARFT 32 6 7 % 0T BRI 68 HOWIBAIE .
£/ CLIITHIIRECE

HERER P A CLI AT WIAR . AEXT AR TE BRI CLI I, A PR B B 1 RV B 5 1) 3t
Ho A B BT IR BRI, WURE IS CDO AT B, BRAE BRI A LA 1)
BOBCEAN, RS AT T O E AR R . EE, AR I ERARC &
B B e £ R SR

Procedure

I ER R G 0 E I B CLI
P54 6 10 iE 2 3 FXOS CLI.

Nij
g
N

T 2 44 admin f12565 Admin123 & 3.
B UCESKFXOSH, RGBSR . LS4 H T SSH 0 JEW 5 18 5%

Note WNRCE O (AREANKNE, W 2 OB e (5B o LUK s T BN BB A7 R0
BREREFIAE R, 1§20 FXOS HbE kR 1EF »

1/ coo i


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
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B =3 cunsunes

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ****kkkx

Confirm new password: ****xkxkxx*
Your password was updated successfully.

[...]

firepower#

R WA CLL
connect ftd

Example:

firepower# connect ftd
>

HUCESRBUBIEIN , REAPR G2 “IRA VRPN (BULA). RJ5, B0RA 205 B
WCE 1 CLI BB A

M s e 2 1 R T B AR U ], B AT e A T B 1 B

Note PRAFTEERECE, WG ES CLI 2238 m S (i, W FHdrmg) o Hig, Tl

)5 1t CLI H i F configurenetwork #ir % 5 T A7 IX L1 . . 1 2[4 Cisco Secure Firewall
Threat Defense iy 2 57% .

BB B AR A I 2 s AEAG 5 R 2 TR A MR, 1544 Enter §.
TS L .

* j#@53 DHCP 5 F#hfit & |Pv4? (Configure|Pv4 via DHCP or manually?)— ##% manual. 4K
AT HAL AL O, (HDAZ0%E TP Mok, #lan kbt . S 8: 13 & 8 DHCP, 1)
TR BRI OO T B, UOVBRA  CJ0E data-interfaces, 152 F— N5 Al RE
23U 1 DHCP RS 2% 1 2% i 78 25 .

WMANEIBIZOR I1Pv4 BLIAM 3k (Enter the | Pv4 default gateway for the management interface)
— KOG E N data-interfaces. b BN AT B B A IR, DR T i b A P AR U
I Bt B o

* K EIRIE? (Managethedevicelocally?) — #ii A\ no LI Al CDO. [M1% yes M K SN
i H s s .

« BoE R AEIER ? (Configurefirewall mode?) — i\ routed. A7 %l 95 K R SRR MA
PRERVTIA]

I £/ CDO EBE A


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
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Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ***xkxkkk*

Confirm new password: **xkkxkkx

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

PS5 ACE M T B U AN
configure networ k management-data-interface

Wa, RGPS TEE O EIAM K R E . 150N A a2 g5 R
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o G SR B B I AT, A R 1 VA ] DHCP. W SRR 4G B W IR e 5
PE TP Hihik, W] LA configure network {ipv4 | ipv6} manual 437 BI¥EE . SR v
KA PR W S B Ol data-interfaces, iy ¥ L B E S .

o KU BE R CDO I, CDO s KILJFAEY #ARCE, AU N EE: B4R IP
kb POCHERARES . DNS le45-#5 F1 DDNS 4545, F7C DNS IR E WA FE R, S
i) F3C. #ECDO 1, Hn] LARH i o 45 B8 U in) 4 11 0 B0 AT BE 05, (H B2 (% B 50N 2 BHL o iy
B e CDO Hg it v o e . WA SR Py, BB 4 K62 7 configurepolicy rollback
i A AL LA (15855

WG E DDNS JIk 45 2 58T URL, W) gBhBi i 25 B shds sk [ Cisco S A5 ATAR CA #HEBEL 11
HEE CAUEH, LUME bt v LA IE A T HTTPS 827 DDNS JRE#8EH . B b 2
Frifi ] DynDNS iZFE API JE (https://help.dyn.com/remote-access-api/) [fJ{F{1] DDNS 45 2% .

o Sbar A RCE SR L 1 DNS g d54% . B E IA (8048 configurenetwork dnsservers#ii4)
WO A B DNS IR%2% FH T8 it . £dl DNS JIR%-#5 T DDNS (Cansf Qe s siE i 1
WA 11 (1 22 4 SRS
£ CDO I, iz 11 DNS R4S 25 A5 184X B b g Wi A (K01 & BB SR h L . M b
Bt nE] CDO I, A B4R R, I H DNS RSB AL N6 BEE g . HIE,
FR N 3 0 SRS 2 R 45 £ 7% DNS R IR b B A, 02 BN 7 o AN e . JRAT T3
WS F A0 E 5w B VCEC Y DNS “Fa i E, LA CDO 1 @i B 725
BEAN, ACYLERILATE N % B0 DNS IR45 4%, CDO A4 23 B A1 DNS R4 %5, #iltur, b fsdd
PP Ve M T 4%, (HFE 5 48T configure networ k management-data-inter face fir 4 it & %1
P, WLZAE CDO W T E T A IX i s (4G DNS IRZS4%) , LML s 1 fc e
VERL

B g B AEE M 2 CDO J&, e DUEZ R R 1 SO B R ek s Bl R
IBAE 238 ) S E ) FQDN I H F bz 0.

T LUE A A T PRI BRI RS St Al BIE T (AT BRI 4G i A
U B

o FAR MR B, %I\ configure networ k management-data-interface disable fir 4.

3

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

I £/ CDO EBE A


https://help.dyn.com/remote-access-api/
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>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>
P$IE6 i CDO A k¥ configure manager add iy 4 fffi i K45 B BWN S5 1) CDO . 1 2 [ Al FH BT 7] 3
PO %, on page 20 LA A 4
Example:
> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E

LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

FREEEESFPITVREE

R VA RS LAARAT SO A POAIAR A . AT A B AT I RO, W R D)
#e3| CDO BEATATBE,  BRA P AN PRERUT W B AL, A5 B AT BEAS 58 AR A4 1) T A s
R TR, A OREAMBOARCE B E, By R4 f s sl X (] CLI N, A7
PNV BRGSO R B (B, ANOR B BRIAFI A B RS ED o

UK

P KIS NER S Ethernet1/2 211,
P2 GRAEIA.
a) FEMYE LU URL: https//192.168.95.1
b) 44 admin FIERIA S Admind23 &k,
©) RESPONEITAEZ CEA VAT PN FE R SO R
WIRI  HUOFF B B LUSE I AG T N, VA B )5 B RT DA R i s o DL IR ) B %

FI®E (Skip device setup) JKBkid 24 [ 7«

| 1/ coo i
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SEICEEE N A, Bk T N EEE ) (Ethernet1/2)FBERINBC B AL, RGBT AN (LUK 1/1) 42111
BU'E, 3D SR YR CDO 4 BELRL LI 3T 4Ed

a) AN ORI BEEE IRLE DL R IET, AR5 S T —3 (Next).
1. SMERIZEOHbLE (Outside Interface Address) - e U F 2 BICM MG, JF H o] AR HL8s Ui

W, EWIGR W B IR, A REIE R AT . 58— AN B LR BN A B
Mo

WER AT S5AME (BRANED AR OR AT E B U, WA 58 i 2238 7 5 5 F5)
Bic B iz

B8 |PvA - 4082 1K) TPv4 Hihik. 7T L] DHCP, W] LLFshf AfA 1P bk, 1M
IR, Bah, WA LLEEEE, AECE IPv4Hbl, 78 IEA0 T 2235% 10 S ic & PPPoE. 15

B &R R DSL. L A0 Hlfg i 5 ISP 1 HiAhdi 42, - HL ISP {1 PPPoE K42 {1t 1P ik,
NA] Be 75 Z4# F] PPPoE. #& 1] DL 58 % 1 3 )5 it & PPPoE.

BLE |pv6 - 1 L1 Tpve Hihk vl LUE A DHCP, 0] LAT-Zh#i NS4S TP Huhil. B2 A
Ko F3hb, WATLUEFER, AFLE IPv6 Hilik.

EEENO
WIRALE CLI T T WA S, WA SE ISR E.

B s e dim i 0 B R TR RS U, B SAEATE B D v B, S ek DA
TR L B R BRSP4 B 11 DNS Jie g5 8T FQDN, 1T AR #edi £ 11 DNS it
554t o

DNS R 88 - R4 B IEY) DNS fkR%5#5. 4\ DNS HR4-2s (10— A2 A~ bk LLUgE T 44
Fro BRINME N OpenDNS A3t DNS IR 4585 . U R4 gnkh 7 BOFARZIR F BONE, 155 H{ER
OpenDNS (Use OpenDNS) UL Hrks 4535 1) TP Mok N 7B .

B A3 M8 (Firewall Hostname) - 22 4¢ 4 B () 0144 .

b) M & BFE&E (NTP) (Time Setting [NTP]) I sili F—4 (Next).

1

X - S PE RS IX .

2. NTP BB AR S5 8% - SR BOA NTP Ik 55 4%, &2 T-ahfA NTP k554t bk v AAs N

MRS ARG

¢) EFEREN 90 HiFEEAM AIEM
ANE [ B BT BT A BV B A s BT AT VERT I AE CDO BT

d) mdisE.
e) ARLGHILREILEEEEIR (Cloud Management) B3t 37 (Standalone). %f T CDO Z A8+ 4 B
L, GEFEMIT (Standalone), AJGIEFERRET (Got It).

= E12 (Cloud Management) i 1iti 1 T-44 48 CDO/FDM g .

vIR4e (9]

N
H

(ayay

2 MUEFE B . WS R E > #0 LR .

I £/ CDO EBE A
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B LA 200 A SRV B A B e BROAIE DL R, 45 B 1 DHCP 500 TP MU IEAT R 5G . o SR £
B A DHCP 2RI WS¢ (i, BBoA 1 IR R R4 WSS ERA i 1, Jf H
TR ARATEMTRCE . W RN DHCP 8 T ¢, U FE ZAE A A s 1P ik B ke 11, IR
EPS» Wk i AN

PIERS  WUCRERCE A 1, QAR T B AR S ] A A A B 1, 1S I FEIR & (Device), R il
&0 (Interfaces) i 2P A HER: .
ARAE PR B A PRCER L 25 R, WS A Wi B P RCE T KA. FE 1 CDO VEMHBE
iy, AN O B U e 2 B AR AL L

R RE > RFIRE > EPEE, R S N E FE.O B
fic & &I F/CDO ¥ 4R15 2 (Management Center/CDO Details).

Qe

Sk
S8 3
~J (-1]
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B srssemsnrones

[ 15: €32 0/CD0 ¥ AIER

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) AT IEENEEIEFL/CDO £HABL P #1EIT (Do you know the Management Center/CDO
hostnameor |P address), Aili (Yes).

Il /=5 CDO EBE A



| 153 cDO EE AR

SIE10

ErRgsersnTmeEs ]

N

CDO 2 E % configure manager add 4. 152 [ Al F U0 ) S I0E & 5 26 20 0T LUAE sl
4.

configure manager add cdo_hostname registration_key nat_id display_name

il

16: BL B EIRR H M LA

cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
I |

nat_id

b) ¥4 % cdo_hostname. registration_key Fil nat_id ;43 5 i £ & 38 fh ., /CDO EH2&/I P itk
(Management Center/CDO Hostname/IP Address). &2 1:(,/CDO ;%48 (Management
Center/CDO Registration Key) f1 NAT ID FBH .

e E IR B E .
a) 1R FTD £#4&.

It FQDN ¥ i F4hakie 1, sk k&3 fhy/CDO i 8)# 0 (Management Center/CDO Access
Interface) L FEMALATE T,

b) f5E DNSARS284H.

EFIAE Mt — N Frdl. 2Rk DNS 4144k CiscoUmbrellaDNSServer Group, LA ufs
OpenDNS JI 5545 -

VR B BOE Ha 12 1 DNS AR 5585 o A 22 2he 1) S B L (0 4 B DNS MR 55 o I T Bl i . s
DNS 55 %11 DDNS (WIR CUECED B I e 1 1) 2 4 Sk . ST e B T 2K
HHTF) DNS 55 #5284 BRONAIGHR At e AR &b 42 11 375 DNS 5545 -

#£ CDO L, #ffs4% 11 DNS JRS5 a3 £ Fods it BBt (-7 5 BCE SR H & . 80k B
B N E] CDO I, A EXORE, I H DNS MRS AU ST 6 1 B SR . HJE,
M JeRe - 5 BB SRS > o gs L% DNS FCE ) BV, W2 Bk e AN B . JRAT T
BEDRCE S IR E LA DNS ~F 5 8E, LUME CDO AT s il 725

BEAN,  DCAFERIAGTE NN AL DNS kg5 25, CDO 4 2 fR B AHl DNS JIi 55 4% .
c) X T-EIAL/CDO a3 A (M anagement Center/CDO AccessInterface), i#i%FE5MER (outside).
T n] DLEREATAT RS & e 1, (AR R e A IR 2 A4 1 .

WERIERE T AN Z A S 2 1, IS AT IR A i

TRER—4HE, SRR AR A BRI th o R AN 1, B Aes
FELHE N RO E T Ob e AR RE T MR O, A R AR CDO 1 T3l AC B AR A
Hio A7RAE WA B By PRCEFSH MM T ZER, WS R B PR b k5

R nEh7S DNS (DDNS) 773% (Add a Dynamic DNS [DDNS] method).
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B esssrzesw

WUR BG4 ) TP Huhik &% 4484k, DDNS w]#fi{# CDO 4321 52 42 fR 5 144 (FQDN) P 1) B9 4 o
ZRRE > BRFIEE > DDNS BRI #5174 DNS.

I SRR BB AV N 2] CDO Z B L& DDNS, i B 25 F 3 4 JRFZ S TR CA gkt

IPTA T2 CAVRINUESS,  LAEE P 015 4 T ASG U ] T~ HTTPS JE4 1K) DDNS 252k 5o g Bis 1
SZFHEH DynDNS S22 API BEYE (https://help.dyn.com/remote-access-api/) FfJ{T{7] DDNS k45 %5 -

PN pili&ERE (Connect). SEMHRZSXIGHE L n U HLE] CDO H APk . ERFEEFL/CDO EMIK
& (Saving M anagement Center/CDO Registration Settings) 5 %2 J5, #3| CDO, )57 INBE Kk .

W BEEGE )3 CDO, i /i BUH T M (Cancel Registration). 750, 7ERFEIEH(/CDO ,‘Iﬂﬂ
®E (Saving Management Center/CDO Reglstratlon Settings) PR HANEEOC A e i HLAS
W WURIEFEAS, Za RRRR S, JF H A AR BT B WA AR N A S AL
WIRAERTFEIRF0L/CDO SEMi& E (Saving Management Center/CDO Registration Settings) 2 % 5
55 WS BAS IRFrdE R, RARSEDS B P03 CDO M INiER (Successful Connection with
Management Center or CDO) X 1&HE, Rt JElks s B i BLas WirdE.

17: BIhiEsE

Registration Status 2]

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

Ao EE AR 2R

ANy S AR A LA e B e B A 22 A SRS -

o PUERFIS L 1 - D R LA RS TP Hbdik . SR BRAR VT 0 B TG E T AR 1 AR A
BEE, EAHT EEG I oy 24 DX

* DHCP fili%s#s - fEN &R0 Foy & il ] DHCP ARS5%% .
* NAT - 7E#/MH##: O BT 3 0 PAT.
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o Yyl - SOVFRE AN BB AL BN
* SSH - 7 F &85 a2 1 L3 ] SSH.

feE1EO
A A 1, A e A X T Y B IP bl . T, A DI E AN O A B E RS
FRidh Ay B I . T, BRI T ) i eh s o LR A AR 1, DL R I 2% ) — A R
ZANEREL . Horp— s L a AR “BREX 7 (DMZ), BA] DUAE s s /] 28 JF 5 ) i1 %8 7, 4
41 Web %5 2%
ML )30 25 % 15 2 Tk DHCP M ISP SRERAMGR4Z bt  [RIIAE R4 10 b SCER A bk

LUR 7R Bi48 ] DHCP 7E8 LN BRICE. 1M Al Crigiasithit) , JFER D AMIBICE T %
i

i

FIB1 k%18 % (Devices) > i & EIE (Device Management), #RJ5 siihibi K5 I44E ( 4 .
$E2 fid:EO (Interfaces).

Overview Analysis Policies JeEMLEEE Objects  AMP  Intelligence Deploy 4 System Helpv admin v

Device Management NAT | VPNv | QoS Platform Settings FlexConfig Certificates

10.89.5.20 @ cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing li:m Inline Sets DHCP

4 Search by name .f:}" Sync Device | | @ Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical EH<
E Ethernet1/3.1 Sublnterface E] &
Ethernet1/4 diagnostic Physical E] y
Ethernet1/5 Physical E] y

PR3 L 40-Gb 1 (HI S BT DD QI 4 x 10-Gb 70 3G H, 3 sl LK 20 S b
AR CAAERE T T 40-Gb #2111, WA ZRAE Gk SE G0 7 S 2 BT BR I

SBA SHEA TR gRE (4 .
B K R —A% (General) ETIF o
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Edit Physical Interface ? X

m IPv4 IPv6  Advanced Hardware Configuration
Name: inside Enabled | | Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 (64 - 3000)
QK Cancel

a) EANKJE RN 48 NFRHIBFR (Name).
B, ¥z O 40k insdes

b) %12 (Enabled) & IEHE,

o) ¥R (Mode) {4 4T (None).

d) MZ2 X (Security Zone) FHFIFR S~ NIA MWL AR, s HHHIE (New)
In— B 2 A
i, VRIN—A~4 g inside_zone HI I, AAZULIE REAEE 43 B4 B A ORI e 1AL e
R B T AN A, AR AT LA 2 N AL 40T LU (X S I H 22 4 S . 451
BT, T LK Y AR PO IR, K M A RIS e SRR T DA B 4
Goug, SCVRRLE M AL RIS, (A SRV MIMIIE A . K SR A R 2 A s
PLAE NAT S Tl €25 SRS FI QoS S Hh A4 FH X el 1 4 .

e) Mty IPv4 /8l 1Pv6 LI .

« IPV4A- )\ Ny ik B E &S 1P (Use Static I P), SR LARIAT e 7-i2:fi A 1P Hodik -1
e,

B, N 192.168.1.1/24

Edit Physical Interface

General ll:. IPvG Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 152.168.1.1/24| fg'z"Dg‘;'?',‘3'51"'255'255'255'_‘28 =i

I £/ CDO EBE A
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« IPV6 - IR A Bhiid Bk B S BLE (Autoconfiguration) &L HE .,

f) s#E (OK).
HBS S TN O g (4
BEI K R —B% (General) LTI

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 5000}

K Cancel

ez Omic s VeI, Pz O cfad . BHMS k. SN B ST Lt
FEARVEE, UK PR Ss b 5 B O A BIERE . S ATDAR A AR I o e b Dy T I R A e A
R

a) MZE R (Security Zone) FRIFIL A MBS A KB, B 3T (New) V5
AR 2 A KR

filtm, dshn—"4% % outside_zone 11X 1.
b) AUHAZE (OK).
PIR6 mdRTF (Save).

fic & DHCP R 5522
LA S S i d ] DHCP M Jg B B AL SR TP Huhl, 17 553 1] DHCP AR45 25 .
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UK

HIB1 %8 % (Devices) > I & E1E (Device Management), R J5 Sk & M%meE ( £ .
$I® 2 % DHCP > DHCP BR %28 (DHCP Server).
$IE3 AERREEE (Server) TUIH F RN (Add), ARJEHELE DL R IE:

Add Server ? X

Interface* inside w7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

OK Cancel

* #0 (Interface) - W\ FHz s &Pk HHE .

* ik (Address Pool) - DHCP g% as A8 H (4 1P Huhl iy il CANBRAR S B i) o TP bl o 4
e g O TAHF 7 L, HANREGEE I B S 1P Hihik

* [ DHCP BR %528 (Enable DHCP Server) - 7£ flrik#2 1 b5 il DHCP 4525 .

PR rEE (OK).
PIR5 mitiRTF (Save).

fc & NAT
HIR ) NAT FU 205 N 0 Hb b 460 S AR 308 11 TP Mkl B (3 110 3X 28 NAT FUFR 42 1135 11 bl
4 (PAT).

UK

HIB1 IR E (Devices) > NAT, RJh sili FiEE 5B (New Policy) > BEUAfBA 1) NAT (Threat Defense NAT).
WIB2 N4, EREEAH R %, 2R AiidiSave.
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CEIN |

New Policy ?
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel

TS RN TSI A0 o SEATY AR FE R SRS VAN IR o
T3 AU (Add Rule).

Add NAT Rule X iFHER: B R .
SUE 4 T E AT I

~ Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic »

Interface Objects m PAT Pool  Advanced

* NAT #10 (NAT Rule) - EF: B3I NAT #0| (Auto NAT Rule).
A (Type) - IEHFFZS (Dynamic).

IE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 3541 [ 4R IX 3545 i 2] Destination
Interface Objects X 1.,

1/ coo i
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Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| -}, Search by name | e,i‘outside zone ]
u:—.i-‘inside zone
oi‘outside_zone | Add to |
¥ Source J
Add to |
Destination |
QK | | Cancel
- H » N
IR 6 745 (Trandation) T _EAC & DL R kI
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & ched For Doctingeiog Intg

o EEAIE - RN (D) WA IPv4 MR IS X 4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X5, PO B3 NAT BUUAERT G kR s
NAT, I HIETiEgm i R 508 XI5,

* ¥ H9IR (Translated Source) - £+ B#r#% 0 | P (Destination Interface IP).

Il /=5 CDO EBE A
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wirmeammezing ]

PIRT mRTF (Save) LA InFLN]
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

You t d chang [EES © cancel
[#] Policy Assianments (1)
#8 Fiter by Device ©  AddRue
r ginal Pa N Translated \
#  Direction Type Source Dastination original original original Transiated Transiated Transiated opti
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations, Services

¥ NAT Rules Before
¥ Auto NAT Rules
F Dynamic &F any & outside_zone 2 all-ipva & Interface & Dnsifalse 7§
¥ NAT Rules After

FIR8 rlili NAT Uil EIRTF (Save) LLORAF B

SV E MR ERFE E SR

U SR AEAEE W Y A I B T IR AS A S SRR B U IR PRI S, U g SRS A I R LA fe v
ViR B AN TS LU ELSC VR A A S DX B S A0 B DX B P e A Al X, 37 55
AN FEVFL 3 3 4 0 45 KR o

UK

FIE1 KRG (Policy) > 7151 % & (Access Policy) > 37 5] % B& (Access Policy), 4R sl Zh o2 i
(V7 Il B s 1) mig () .

P2 SUERMMN (Add Rule) I & LIS S5

Add Rule ? X
Mame inside_te_outside Enabled Insert |into Mandatory w7
Action |« Allow il = A

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments

Available Zones €&

Source Zones (1)

Destination Zones (1)

| |, Se s /b inside_zone ju]

=/4 outside_zone a

san/t outside_zone

Add to
Source

Add to
Destination

* ZFR (Name) - AU Ay 44, #l40 inside_to_outside.

« ;B X 18 (SourceZones) - M\ A] A X 18 (Available Zones) FF ke A #E X 1, SR 5 s ok hn 23R (Add
to Source).
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B =z=samEzn LRE ssH

« BHR[X1E (Destination Zones) - M\ AJF [X 18 (Available Zones) HiEFAMIBIX IR, 4R i iRan
F| B#F (Add to Destination).

A R R B I
nJ“j]u (Add)
FUURI C %8 N 42 Rules 3.

%
Xy
w

[EBSN Devices Objects | AMP Intelligence Deploy = ©, System Help v

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy You have unsaved changes | /& Show Warnings || Analyze Hit Counts | | [=] Save || @ cCancel
Enter Descriptio

Prefilter Policy: Default Prefiltar Palicy. SSL Policy: None Identity Policy: Hone

[EEE sccurity IntelligenceHTTP Responses _Logging _ Advanced

## Filter by Devi " Show Rule Confiicts &) @ Add Category © Add Rule | Search Rules

PR 4 HHRTF (Save).

HEEERIG R HIEEO LACE SSH

BRAEHAE R O CEInANERD) LR T RO Dy R, DA R AR 13 S ) SSHe AT
@Al 5 Y g B A AN S Hds B O SSH M. 2 WnZ R 1 EANSCHF SSH.

)

ER PO FRGACE T SSH, {HI R FEAN S S FE SSH Vi 1h] .

BRI 5 LA 3. T RE WA IR L B B b0 . B 1 SSH 54
FEZ 1) SSH AL AN AN T 1 426 o Hof i B P AEA T S X Eu R O, Al e s
SSH F7ia| #1) 3¢, B O 1 SSH IR & f I U IS &, JEANZ T E B i i 274 ¥ & Il CLI
R E

ST, ZECE SSH Ui 43, 124 Cisco Secure Firewall Threat Defense fir 42 % 1 1)
configure ssh-access-list fiy 7 TCEFSE ., 20 configure network static-routes ﬁﬁ/% LININ
TEOUT , FEAIGR e I ek A # e C 2 BRI P o

PAER SSH, B AT ARVEENL IP bk Fv5 N 58 75 2 AR 45 1 & SSH.
18 LR SSH R m Vs i) 5 10 an St SSH MU T-AMaR4e O b, WL fE B m) A4 D kR HEE %

\)

AR ERES R SSH Bt CLI R, a2k SSH #E#.

Il /=5 CDO EBE A
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FiaZ /i
« T LA ] configureuser add 4. SRUREIL T, A ANMELER) AV E 111 g FL00E % 1 ) admin
Mo den] Ll & W E H R E MRS IEIE, F LDAP 5 RADIUS LECESNMTH .
o T ELE Y AVF S WA E T SSHIE B LB M 48 M2 % o 48 mT DAE bR FE P s e %,
L SR A 6 S AR 4] TP ki, iE AU BT A B A e . IR R > I RETELL
P B

ERORBEEH RGN any Mg S . 2 fH any-ipv4 5% any-ipv6.

B G RE > FARE , JFQIEagmiE BB S .
PR 2 EHFREIN5E (Secure Shell).
FIE3 bR SCVF SSH ERE I #E AT TP Hulik,

A PP mT DAPR MR 64 LR 132 SSHUIERE, DU SRV I ST IR SRR 1K) B )7 g 1) TP Stk #5m] LA
AP A 22 i BT AN 2 PR TP ik

a) KRN (Add) RIS, B dmeE (Edit) DL BLA .
b) HC B Je k-

 |P fbhib-FH FAR IR oV S, HTTPS JEFE M ENLE M2 (1 I 256t % 82 o AR b 3R ik
— NG, B s+ LRI 2556 %

* B2 X1 (Security Zones) - U INEL EK S VFEAT SSH EE R 1045 LT X 38 6 T ANE X S rh
0, W LA/EERIRER £ X 18 (Selected Security Zones) 413~ 77 )7 B i N5 1 47K,
SRJG ST (Add) e 024840 B BITaE e I Bk IX 3N, A 2 K a8 FH T 0% % o

¢) R (OK).
TR A SR TF (Save).
SRIN, T U 2808 > BRE A SR 8 B P A e AEARE 2 e, SO B

R C L B A B I A AR T, T T SN A B R

UK

P11 il B ERE (Deploy).
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[& 18: FRE

Q ¢ # @ adminv Wl secuRe

T2 Kl £EBERE (Deploy All) LLESE 2IPTAT i, Bl S 2RERE (Advanced Deploy) LLESE 2L S 1)
B

19: 2 FERE

Q Advanced Deploy JEESEYR
1010-2 I Ready for Deployment [=2)
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment [=2)
nodel I Ready for Deployment [=2)
node2 I Ready for Deployment £

© 5 devices are available for deployment 2 9

20: SR ERE

1 device selected

[ Q_ Search using device name, user name, type, group or status I Deploy time: Estimate Deploy

Device Modified by Inspect Interruption  Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM = I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM = I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

TR MOREE ). sl T ERE (Deploy) TLHIA K E bR T LAA TR

Il /=5 CDO EBE A
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21: FPEBARTS

es Objects Integration Deploy Q © adminv  luth cee Ry

Deployments Upgrades @ Health O Tasks () Show Notifications

m 0 running 5 success 0 warnings 0 failures Filter

@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s

© 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

WU R HEBRFALE SR

7 18] B B B fE1 #0FXO0S CLI
{F Ay 247 A4 (CLI) W] ¥ B R G LA RGBT A R b FE R . Gyl CLI 2 1R TC SR
AT LR B 4t H LT ) CL
AT L ] FXOS CLIAEAT MR HER -

\}

AR tnr DUl SSH SRR BB WA A B . HEHIE SR, SSH iR ERAEH B
B4 CLI, PHETT {8 connect fxos i A4 3] FXOS CLI. W14 8 SSH 3647 FF AN S 11,
o TS Bz i O bk, BOARSSCT, A5 SSH AW U5 0. LR A 2845 & iy 111
vilm CBRUEH FXOS CLD .

i

$I S5 5E CLL, WP S F N LER: B & 55 H . Secure Firewall 3100 fit 7 —4% DB-9 # RJ-45 H:47
HAE, FTDUE T A — 5 B T8 USB HLZR AT IE R . MR A I A R G e LK) USB H 470K
ZFEF (32 4 Secure Firewall 3100 B F¥5F9). % H] & u K ERIA S FXOS CLI. AT ERATH S

* 9600 WEFH
« 8 ML
I WAk i L L

o 1AM AT

1/ coo i
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IR FXOS CLI. f# [ admin 7 Z AW 63 E I 3 E B3 08 . (BRIAECY Admind23) &3 CLI.
w15l

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

Vi 1) JE 9 78 CLI
connect ftd
w5l

firepower# connect ftd
>

GxJE, W TR CLITh ] Han & A E B, iR help 8?2, A AH{E R, 12 Cisco Secure

Firewall Threat Defense iy 227 ,
TR BB AIFTD CLI, %\ exit 5% logout #iv4> .

Ay A S B H 3 M 2 FXOS CLI &7k, A7 X FXOS CLI Ha] Hdn & IIAHCAE B, WA 2.
w5l

> exit
firepower#

HERRBUE R O L B IR e

i P B T HEA T RS U 1) 10 A2 4 5 P P2 L0, AT i AE CDO 5B Jg BB 4 (%)
PO GBS, Db WiiZie. WERAEK By A 2] CDO J& S ol & Bz 1 2R NS 2
ERL, oNEBLEIESD , WURBE ORI ERIEFECE, WA GEa B RS IER.,

A 2 R 5 B A o A L 4 T ORI ) L

EEEEEERS

1t CDO ', {rig# (Devices) > & EIE (Device Management) > & £ (Device) > &I
(Management) > &3228 i710) - L Ei¥ 4152 (Manager Access- Configuration Details) > &1
% (Connection Status) ﬁﬁt%ﬁﬁ%ﬁ‘ﬁ%ﬁ(*o

15 BB #E CLI, % sftunnel-status-brief iy 4 LA & & BRIE LR A . 73 1] LU
sftunnel-status & 5 56 3 1145 B
SR LN R HER R oG WA Won “IEEE “HR, WEH R OBEE:

I £/ CDO EBE A
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https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| 153 cDO EE AR
spspen rnemssgs

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

WS LR T IR R s ], L R 7O SR (E TE AL B E B -

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

EE BB WEES
75 BB CLI b, A7 8 BNV BA% Uy [n) B0 1 11 10 2%

show networ k

> show network
=============== System Information ]===============

Hostname : 5516X-4
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6e Default route

Gateway : data-interfaces

[ brl ]

State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— [ IPv4 J-—————————— - —————
Configuration : Manual
Address : 10.99.10.4
Netmask : 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 J-—————————————————————
Configuration : Disabled

===============[ Proxy Information ]

State : Disabled

Authentication : Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces : GigabitEthernetl/1
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===============[ GigabitEthernetl/l ]===============
State : Enabled

Link : Up

Name : outside

MTU : 1500

MAC Address : 28:06F:7F:D3:CB:8F
—————————————————————— [ IPV4 J-——mm—mmm e
Configuration : Manual

Address : 10.89.5.29

Netmask : 255.255.255.192

Gateway : 10.89.5.1
—————————————————————— [ IPV6 |]—————————————————————
Configuration : Disabled

W2 [ CDO ST/ BLABHTE
7E BT CLI H, M Ay CDO FEMHE & B 5. 15, S A SR8 BLEREN 2157 R

=K
/BN o

show managers

> show managers

Type : Manager

Host : accountl.app.us.cdo.cisco.com
Display name : accountl.app.us.cdo.cisco.com
Identifier : f7ffad78-bfle-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

*F CDO #1T ping #21E
7E BT CLI b, A8 LAF dir 4 A EE 3% 116 CDO 44T ping B 1E:
ping cdo_hostname

75 BB CLI b, A HIELF dir4 W BILEZ LU0 CDO $0AT ping #4235 11 A 1 B
BRI eIz ANE

ping system cdo_hostname
3k BB AEMED EREIES

75 BB A CLL I, #liZK N EBE R L (nlp_int_tap) FREAR G, DLEH AL T8 B
(ae

capture % %% interface nlp_int_tap trace detail match ip any any
show capturename tr ace detail

KWERBEORT, FitESNHESITE
15 BB CLI E, &H AT KA FRE % nlp_int_tap {5 &

show inter ace detail

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec

I £/ CDO EBE A
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(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, 0 frame, O overrun, 0 ignored, 0 abort
pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions, 0 interface resets

late collisions, 0 deferred

input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

O O O O U o o o

1 minute

input rate 0 pkts/sec,

0 bytes/sec

1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec

&

5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

R EF0 NAT

e BB CLI Hh, WA 275 O InERIA Mt (S *), DASEHEE I (nlp_int tap) & 754746 A ¥
NAT B0,

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat
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Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipvé6_intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 _intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client O ipvé6 intf3 interface ipvé

translate hits = 0, untranslate hits = 0
>
HitgE

B LA A R B A BT Hofh BB . #8367 LUIZE CDO 1) &% (Devices) > R & & I8
(DevlceManagement)>1Q% (Device) > EIE (Management) > &2 881/ 0] - BL B 4H{5 2 (M anager
Access - Configuration Details) > CL1 #iH (CLI Output) Wi & FIVF 2 X i 4,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

&% DDNS EF 2GR I

1E B BAE CLI H, KA DDNS S5 5 2 -
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

AR BRI, 1516 debug http A1 debug ssl dir 4o X THAERRAERM, TSk &2 77 CAE s
g AR
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show crypto ca certificates trustpoint_name
LRI A DDNS #8245, 1 AT LU R A4E:

show ddns update interface fmc_1jjin)_ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225

& CDO BEXH

15215 https://cisco.com/go/fmc-reg-error.

gnSR CDO B FF &N B RECE

DO ACRE B B AT AR O TR LR VT, IR CDO B SN P 4 E B A IO E S e, AT DCKE
JEEN A B C B PR B BB R, DM B R . KA, AT LU CDO H (¥ 1E B B
B DMERFF M GGERIF TS . RS ZR1ERE, ] DMEIRRRIRE: S AR T il
HERRAE UL o

THZ L HEN
o S LUHT R v DALE BB EACHAR Ut R8TV PR B A AL 2
o (AR A MR LIAE CDO B E I E . B, [PRRA S5 & A B L SC AR f A

MR, S HREAE B CLL P TR S . 1R, WARETLE I CDO 68 5487 H configure
network management-data-inter face iy 450 00 T Hdin 5z O s, ARSI T R 4, jix s
WERHASRE; TATERE R LJGRE R CDO W .

* JCVAIIR b URHR IR BB K 47 A SCEP A5 % -
* FERRWIE, ERREF, b 257 BRI B

75 BB CLL Hh,  [RIVR 22 B ECE
configure policy rollback

15, BB 23l %0 CDO Ul 58 IalE . /£ CDO Y, FE B dets s — 4R, Il E
AP
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bk o3 R R R H CDO BB, 155 Mhttps://www.cisco.com/c/en/us/support/docs/
security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.htm1 L T fi#
HILIFE . RS UL, R CDO R L I AU PR R T e 2 R IRy
GUT, BEATLUiR ¥k CDO BCE R, JF A CDO B gl .

-
O T8 Bt 1 R T A BRAS U B ) SIS 480 -

> configure policy rollback

The last deployment to this FTD was on June 1, 2022 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

R BOERGE & QBT 7.

fECDOH, 7Fi%#% (Devices) > X &FEIE (DeviceManagement) > i% & (Device) > &EIE (M anagement) >
EIBEZi 0 - L Ei¥MI5E (Manager Access- Configuration Details) > #E#£1K7S (Connection Status)
YU A A BE RS .

76 P # CLL, i\ sftunnel-status-brief #r 4 LLEF & & HEBRRE .

AR E R IE T 10 /0B A L, W N HERRIER R . 15 S R B B O LA A P i
, 42 i,

{£ F CDO < A1 B K 3

T

W2

$IE3

PIR4

IEROC IR GEAR T 2 AP LI g2 F T R AT e S EOCHF R g™ EHUA . iFietE, AT
ZHERE— HAE G BI8AT, PRI BRI A IR BE LR H DR AT K e o
&I LS CDO IE#fIR I R %%

UK

HFR & > REEE.

TEZEFA 51, g bs ).
il #& (Device) LI~ .

st B4 (System) B3 H 195G B % bR ().
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FERS IR, SRR .
FER6 WORE S KA TGS ER, WEPT KRN R G, R A 2L N K.

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

WEARBA R G, WKL 3 B AR IR RS Lok
PR EIAE T LASC AT FL T S AL 00 EE I 35T WA Sk AP BE 7 5 T LA PR HL

[REEIRIE

B H] CDO GRSENCE BB, 152 b RN P o5 5L
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