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o WRE D
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ASA 11— 6 Wk TRt R ZOR A K VPN L 83 T BE -
T LU DU AR — 8 B HE ASA:
* ASDM (AFEH TG - PO E MRS g s,
* CLI
* CDOf - =AML ST 21 2 WA HLE
o R R PSS - AT BRI RS 4% LK 2 B A FL

1T ASA 5500-X i &

AT LK ASA 5500-X i ' 52 il H K 1] Cisco Secure Firewall 3100 oo {HJ2&, EHEE AL E . J)
THER G Z I — 21T 4 % 5.

1. EHEFINCE, WE ASA 5500-X i\ more system:running-config iy % .
2. WIEFEGERE GFSH F30) .
3. #EHZ Cisco Secure Firewall 3100 FI4E 5 G5 H, RGN 4R BRI

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **kx%%%

Repeat Password: **%*xkx

ciscoasa# configure terminal

ciscoasa (confiqg) #

4. {§iff] clear configureall fir 45 5 4 AT HC & o

5. 7 ASA CLI RN B SUmBc & .

AR BRI ) BRABCE, Rk, WERZEBAECE PRI, AT 5 i LR el AN H 1
11 ASA.

ASA 5500-X fic &

Cisco Secure Firewall 3100 fit &

PAK V1] 4iF

B REVFRTIE

SRR GG E I, AN PAK VFA . ZRINTG L NI
VRSV IR o 2 RE VA W] BRI 2 21 REVF T IR 45 7% LASK
U] E . R AT IE 2 520 ASDM 5% SSH Vilnl G &1
IO .
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ASA 5500-X fic &

Cisco Secure Firewall 3100 fit &

¥1iE ASDM i )

Wi Ik E R ASDM B B BEVE ] IS #siE M, T MBRAT
] VPN st HoAh 5 n & shaeic & CRIEA I T 99 %) .

0] LUAE SR E S8 %% (3DES) ¥l ik o B8 e X SE T fig

BER IR R A2, ASA BRIANG O T OB & F T8 25 v 1)
3DES Thfig. anifjs Mo ohae, W RS« ASDM
HTTPS yiife (Filn, SEaerT kRG22 s - ik
TR PR 9 A S S R B PR A PR A2 11, B B 1/1. SSH

ANBEF o

P20 1D

fif R B8 2z 11 1D US55 58 s ID DURC . 101, ASA 5525-X
BFEEFEL 0/0 FIFIK LA 0/0 2 0/5. Firepower 1120 fl45
B 1/1 FILLKM 1/1 3 1/8.

boot system commands

ASA 5500-X iz % eV PU/ boot system iy F8 & BAE I 11 )5
I .

Cisco Secure Firewall 3100 1¥ f2¥F—™ boot system i %>,
BEAERE G 1 R 2 R a2, W — s SEbr b
FEIC B A TR EAFAEAT A boot system 4>, KA A B A
S E K A S . B E A E s Gk i A A
BN 21T .

It boot system iy & S AE I AN PATERAE . RGIUFFFE
FE4pes, JRILE SR 20 E (FXOS B H disk0 k-
MR ED o FOFNE ASA I, RGokn#sa B

i £l i F2 7

HS I L MMESS AAENUAR L3 B R & ASA.
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B 1:3m 2 imiE
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\
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4\ e ¥\
T 1 )install the (2 ) Review the (3 cable the
Configuration firewall network and firewall
default config —»
v
ASA CLI 5 ) (optional)
Change the IP
Address
¥ =\ l £
ASDM (6 ) Log into (9 ) configure
ASDM feature
licenses
l A
|/-_ |
Cisco \Z/' Obtain
Commerce Standard
Workspace license and
feature
licenses
Smart ::\__8_,:3 Generate a
Software license token
Manager for the chassis

./._ _-\\
4 ) Power on the
firewall
—>

iy

0) Configure the

S

~ ASA

{£F ASDM #3.E ASA |

(1) | A T A

TR KGR WS T 2 keda .

(_} P B AT HE S AR HHE MR ENERABCE , 26 5 00,
( _3. P BRI AR AP KRR L, 5 7 I
(4) |FCERTHES TAE FIOTRI KB g, 5 8 Uit

ASA CLI

CnfE) SO IP Hihik , 2 9 Ui,
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(6) |ASDM %5 ASDM , %5 10 Ti.

:_./;-\_. Cisco Commerce SRICRRAEVE T ER T DRV IE (RO . 4 11 50,
"/ | Workspace

g | B RERAFE A RIWIAEAE /P AT IEA R (BC B VPRl , 28 11 ).

(9) |ASDM WEE DD AEVFATIE (REE VT, 40 11 50).

(10) |ASPM WUE ASA , % 16 1.

EEMFZIZIEOANELE

N R T AR BOARCE ) ASA FIBRIN M 2852

T SR AR ) B B e 5 R A 2% B DSL I e 2, FRATT R DA K R e T
P, DU ASA BRI IS I 24 S0 AT BT 6 FE R NAT o G0 48 75 B0 A1 B2 LI id & PPPOE DL
BRI ISP, 1T LLZE ASDM J2 2 ) 5 AT b A .

A\
ER WURASREAE ] ERIA P 1P Huhlk3E4 T ASDM i 1n), W DAYE ASA CLI _E¥EE WK IP Hubk. W& (]
WE) TEMCIP Hihk , 559 UL, B, AERLRIELLT, RENTRE TR EE N LN R TP Huhk e

o QIR AN 2R 192.168.1.0 M4% (X2 — ANl BN S ) i 1P Huti:, DHCP HLH¥;
R, AMBEEOASIRAGIP Huht . H UL ) 8 SR R E T ASA FE R — M 4% EANRE R AN
PSS RN o T N VAT A R U ol | < T G S

© WACKE ASAUSINBIELAT AR & e, T 20K T TP Mtk BE SR AT P 45 L

{5/ ASDM ZBE ASA
|



. Secure Firewall 3100 ZIABL &

( Outside

outside
Etherneti/
DHCP from outside nw

Management 1/1
DHCP from
management nw
inside
Ethernet1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x

Secure Firewall 3100 EI\BC B

Management |~

Secure Firewall 3100 FJERIAH) HC & FRCE DL N2

s NER—SMERIRE - LUK 1/1 CAMEBY , LUK 172 (D

« 5MER 1P itk H DHCP, MEB 1P H#iiit—192.168.1.1
o B /1 CGERD , TP HilibK [ DHCP

* DHCP BR&5 8840 I
« BHIABEH K A 40 DHCP, & ¥ DHCP

« ASDM Vjia] - RVFEFRM NI M. NEEEHREIY 192.168.1.0/24 M4 .
* NAT - M\ FBBIAMNEB BT A it i 42 1 PAT .,

* DNS I 45 % - OpenDNS Ji 45 2% O Pl Ac '
T DA iy A 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

. {1 ASDM #3E ASA
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pamnes 1l

interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside

I

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

R KIS B BB 4

2: Secure Firewall 3100 975 %%

( Outside

(Optional)
Console port

Ethernet 11

(Alt.) Management 1/1
management,
DHCP from mgmt nw

Ethernet 1/2
inside, 192.168.1.1

|
SN

Management Computer Other Data Networks
DHCP from inside ifc: 192.168.1.x

LEE T 1/1 BELIUKK 1/2 F4 3 Secure Firewall 3100, BRIABCE B2 LUK 1/1 BB AN R .
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| BTy

UK

HB N . S P 225 .
P2 KB E I HEYERE S M0

 EEL /1 - E 11 B SR N AS, IR BV LA T BRI 4% E, B AT LA IR
TEIRRLE . I /1 TR0 SFP MDA 0. B 1/1 B0 N M 2% Y DHCP R4 7%
IRELIP Mol an A Az O, DA Z0H S eSSy ASA 1 1P hhit, DS A] DU B H S HLE
B3] 1P Huhl,
DLRI 1/2 - B S S E RS 2 LUK M 172 DTN E . B8 LUK 172 &3
BRI, TERRORE B AU TR L% L, TR R e LK% i A BEVT i) ASA. DLK
W 12 BATEGA TP Hhhik (192.168.1.1), Jf HiE 41247 DHCP MR45#s LA & 5 i CRL45 BT 5
HL) 4L 1P Huhl, BRIk, M ARIX S5 A2 ST I N R 2451 B s G2 1R Secure
Firewall 3100 BRAFCE , 2/ 6 T0) .
T EOR AR I 1/2 TP ki BRI B SOk SEA A, I8 A 200K 5 BV S LR R il & i 1 o
WS (k) T IP bk, 559 T,

3

AT UARH JE WAt BR CTRC . ASA B ELT ) 152 P ASA O HRAFIC B4R M

L3 FGHMNE S IERBILLRM 1/1 #:0 .
X R REAFVF AT, ASA TFEEH BN,  LMEE AT LAY [RIF r] R A AL -

g R N AR S I R P

. NI
FTHBE AN IS B IR
S R T R HS R R I 6Pl MRS LB A T B S, S R PR 36
FH 25,45 B W6 25 S T R B 1 S

iz
TR K IR S R BB K, 5y R B R

PER2 AL T HUR TS th AL PR 2k 55 12 1 bR AF R AL YO ORFT T L
SIE3 KA P TS T YR LED: W121% LED R4 tafeis saild, RonBi Kal O Ham i
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https://cisco.com/go/secure-firewall-3100-install
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) mHp s

3 REgFNRIR LED

el E:j[:j[:j
S g
3100 Series
o (e
1.3 :
System LED > 8 @
Power LED | » 0 @ @ [

T4 KPS I RS LED; HREGORCEZ G, ROl Bz,

pE BEIFRMITUHRBISCHS, RETAT RERT 2 LR P A S e 5GP o AECIUIE],  HUAR AT 1 H
J5 LED H5INREE (5. F IR LED 584 R M2 i, 204k H Hjit o

(A[iE) BT IP ik

A G A FHBRIA TP Huhl3E4 T ASDM Vi), W] LAZE ASA CLI % & inside 4% 111/ 1P il

)

AR R BN B I BRSO R 1P ik, DT A R AL AT AR B ) ASA FUE DK, A AT
JIERESF .

UK

PR ERS| ASA WG, RFHEARRICESN . ARIENER, 52 M U ASARIFXOS CLI ,
%518 1L,

IR 2 YA BOATC EAEERE Y TP k.
configure factory-default [ip_address [mask]]

i

ciscoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

{#F3 ASDM #1E ASA .“
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Begin to apply factory-default configuration:
Clear all configuration

Executing command:
Executing command:

interface ethernetl/2
nameif inside

INFO: Security level for "inside" set to 100 by default.

Executing
Executing
Executing
Executing
Executing
Executing
Executing
Executing
Executing

command:
command:
command:
command:
command:
command:
command:
command:
command:

ip address 10.1.1.151 255.255.255.0
security-level 100

no shutdown

exit

http server enable

http 10.1.1.0 255.255.255.0 management

dhcpd address 10.1.1.152-10.1.1.254 management
dhcpd enable management

logging asdm informational

Factory-default configuration is completed
ciscoasa(config) #

HIR 3 K ERANC B ORAF BN A

write memory

=3k ASDM

J3 ) ASDM DUF L & ASA.

ASA BN N 3DES hfiE, AH TV, KU nT DO B8 ek B8, JE AT AT
Bi{di ] ASDM. IR J57E ASA FRCE T SSH Vi, W alLAEH] SSH 1 SCP. HiAth 75 il hinss
(It VPND [T AE 05 P amin s, 3 sk f 2% ) 2 B 000E 5 P 280 0T o

\)

AR WURESAETE N 2 A2 e EAR T AT A A S A R S RE (R IIC 2 198D, S HTTPS M4k
SARIZIE N EWOT, JF A TCRERER . RN ] S0 S 12 3 RS BRI 10, e B

1/1. SSH A

SR WARBE TR T HTTPS 3E#:, W DOERE IR & o 1 LLEDRTIC . ASA, L)

DR B, B R BB o e D e T B A

FFi6 Z A

* 12 Cisco.com _ff] ASDM KATULIH T f#ia4T ASDM HIESK .

UK

T WAL URL.
* https://192.168.1.1- PN354% 1 TP Huht.

* https://management_ip - M\ DHCP ) Fict ({15 B2 11 1P Hhuhik
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iR fitRdRE https/l, 1MEAEYR & http:// BULFR 2 1P #ihk CERIAH HTTP) 5 ASA A& H3)
$ HTTP i K # k%) HTTPS.

LU 7R CiscoASDM WL, #E AT RES A RN W % 22 8, R ASA A 2235 uE 10 ; 1T bhez
Aty 220 % X A T 7 ) [ T
P2 P L AR - %% ASDM B 18§ (Install ASDM Launcher) (34T ASDM (Run ASDM).
LB 3 MR LR MED, MR L3 ) 3 ASDM.
Y% ok Cisco ASDM-IDM Launcher .
S 4 INEEN S S, RGAEmE (0K).
A% 5o~ ASDM 5 .

ASA RV REVFRT o R80T LAE TR U REVFR], XA ZEHRR N B X TRy A B, ] LAE
LK AV AIE I B B H A B AR CZRTRR ) DRSS A8) o« A RIZEEE VPl JE R
ZEE, WS AR ASA RATIREVEFAlE: AfE a5 R Bevrnl .

B SERHF A O E PEANMER , 15751 cisco.com/go/licensingguide

FENIHLAGIN B BERIH A BHAs 2 J I KSR RE P Bt 18] AR IEAS AUA ID IEAS o "B 20K K
73 WO B AH . 0 READR 77 o BRARSS ) B BB PRV E N, R Iob AT IO E S, A A A
DI BRIV AT, AHILAR DS T K3 E A 25 M. VRl I D) REAL TS :

o SLa
o AN
* &% T4 - Diameter. GTP/GPRS. M3UA. SCTP

* RN (3DES/AES) - Ui AU 1A BEMK ) ARSRAF 58I AL, H Cisco CUAfE SLVFIEAL T 20 %,
T AT SR nim s VE RS I B RS gk

* Cisco Secure %% ' ¥iij - Secure Client Advantage. Secure Client Premier 8¢ Secure Client VPN Only

ASA BN N 3DES Bhfg, SUHTEHE ViR, KT UG R Re R AF & B, v BAST
BI{fi ] ASDM. HIR 2 54 ASA LRCE T SSH Vi), thw]LI{#i ] SSH Al SCP. Hoft 75 2 am in %
(il 4n VPND [ ZhREDAZI A F 5 I 2, 3 SR A8 50 ) 5 B AR AR 4 B 283

\)

AR R IEAE N A AT AT R N A SR (RN E TSN, I HTTPS i&EH:
e EWT, I BTGV SR IR (R A e B SR A BB 1, 49 i B
/1. SSH ASZ5mi. WM R T HTTPS &4z, Al LUk He 240 & v L AEHTC & ASA. 1543
DU BRI, B B A A N 2 D) RE L R4 1

{5/ ASDM ZBE ASA
|


http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
https://cisco.com/go/licensingguide
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R ) B BRI PR SR ASA IR A R, ik EE Rt SRR E MBI = L R S ISR
I1&E (Allow export-controlled functionaility on the products registered with thistoken) S i%4E, LUE
I 58 BE (R BN 2 VF e CREIR P 20855 HAT R AT o HITENLAE B F 2 R, 5 T
AR, RS2 A8 s vraliuE, RIS T e W R aemk - &
SRAFERINEAZRL, AH Cisco T SR VFIAE P BN, 4880] DATE ks o I 10 ol Uk s n 2 85wk -
FIAZHI

s PE R AR K.

R BOR AN, UE Rl R ABC R IR o Tl I REPH A S, T LON A 20—
A FMR S

o TRIE BEMCIE R BB IK P AT S5 NEs (3DES/AES) VE R E I ESR, A REA ] TR (2
S AR E R D .

UK

TR EE ORI ARV RS T R VRRTE, AR AR PR R R BRIV AT

0 M JEVRR IR A 7 0 L SR A B, B IR TR I 2% LB B B A O B AR A BRI . HUE,
TR T QASINVERTIE, & A Cisco Commerce Workspace =[] Find Products and Solutions
R 7B RN FATHIE PID:

4R R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

o JEREVFATHIE — L-FPR3110-BSE=. JEREVF al i1 A& 04 75 FVF AT HIE
o JEREVFA]HIE — L-FPR3120-BSE=. JEAiliiZF il iF 2 4 75 147l E
o JLREVFAHIE — L-FPR3130-BSE=. FEAiliiZF nl iF 2 24 75 147 v E
o JLRBYFATIE — L-FPR3140-BSE=. JEAfF A IE 42 06 75 [0V AT AIE o
* 5 1 S VFATIE - L-FPR3K-ASASC-5=, i St VF A UESE BN s 350 3 22 00V ]k DA A2 S5 10 75

2

* 10 5501 AJHIE - L-FPR3K-ASASC-10=. 1 S VFl U B I0mTs  80A S 2 40V vl ik DA A 28 11 77
HH
2z o

* 1272 [ (Diameter, GTP/GPRS, M3UA, SCTP) — L-FPR3K-ASA-CAR=
* BRJN2% (3DES/AES) VFAJF - L-FPR3K-ENC-K9=. X241k /" SR FR A2 AUA FH 8 o 85 I 5 2
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* Cisco Secure % /7 Uify - 1 2 i) lORH 22 2% i 1T WAFR T« 185

raiT [

TEABE L BAE ASA S H VAl .

HIE 2 7F Cisco Smart Software Manager 1, A BRI 15 45 75 N 21 1) R FOUK P 1 SR 1 52 0 k2 Bkt

c) & CreateRegistration Token X[ ifHEH, A LLF#E, #R)5 it Create Token:

a) s Inventory.

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) 1 General LI~ I, siili New Token.

General Licenses Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1MzY 1MZEtZJ]NmOS00MjF.. @ 2018-Jul-06 14:20:13 (in 354 days) FTD-5506

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description

* Expire After - JUBHEUGZIN ] 4 30 K.

FERR .

ROCH AR B et

* Allow export-controlled functionaility on the productsregistered with thistoken - 3 1 5 H &

{7 ASDM #3:E ASA .“
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BLEFA

d) sl A A O AR Sk BB R AFT T Token XFEAE, ] EUMHCRE& 8 ID S B3I . 45 2%
WEASAI, USHES L A, DAFEIZRE Y Ja 1 e

. Py
B 5:EESH
General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJMSZ]IhYTnZGOAOSGOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions

& 6: EH|<She

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

$IE3 7 ASDM H, {KIki%E$E Configuration > Device Management > Licensing > Smart Licensing.
$IR4 Al Register,

. {7 ASDM #BE ASA
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$IES

SIE6

raiT [

Configuration > Device Management > Licensing > Smart Licensing

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for
smart licensing.

[[] Enable Smart license configuration
Feature Tier: —MNone —

Throughput Level: | —None -

Privacy Host Mame Version

Transport Call Home Smart Transport
Configure Transport URL -
Default URL
Registration
Utility
Proxy URL
Proxy Port
Configure Utility Mode
Enable Standard Utility Mode
Custom ID
Customer Company Identifier
Customer Company MName
Customer Street
Customer City
Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register Renew ID Certificate Renew Authorization

Effective Running Licenses -

License Feature License Value

Maximum YLANs 200

Inside Hosts Unlimited
Failover Active fActive
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 2

Carrier Disabled v

Apply Reset

7£ 1D Token Bt ANy M2t
[ ] @

Smart License Registration

ID Token: 'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

Force registration

Cancel

Help

10T LUa) ik 58l E AR (Forceregistration) SEHE, 730 CLid HE W] 68 54 BRI 8 BEZR AN [ 22 1)
ASA. fltn, AN e A E B TR R AMNER T ASA, 15EH 32 %1E M (Forceregistration).

riti Register .
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ASA T TRSE I B (0 AAHE 11 1) 8 B SRR B AR Y, iR SRS SR A B A A T B2 A .
A FEVE, R BRI BEARIA £ N T N (3DES/AES) VF il . 4P IR HAT, ASDM
SHT O . AT UL PEREE (Monitoring) > 14 (Properties) > £ 8814 AIE (Smart License) LA
AVFRNRRAS,  JCH M RO

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

]| WELU TS

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration
Feature Tier: standard a

Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) %7 Enable Smart license configuration.
b) MINEER (FeatureTier) gk, EHEM (Essentials).
AHERT T H
c) (A XT1EE (Context) VFAJiE, AN SMI%H .
T AEBCA VFATIE RGO M 2 s 5. 1 S K8 H B T i 2
* Cisco Secure Firewall 3100 — 100 ™55

B, XFF Cisco Secure Firewall 3110 115, B A 5 KAH - 25 R st, W M5 23; Ik
EDKs 55 BRI 2 AH

S8 i Apply.

LB A THEAM Save Ekr.
S0 EHIFEH B3 ASDM.

M VP ANIER, T DR ) ASDM A E s BB A o

A& ASA

HIH ASDM,  fml LU 1) SR AC EFEA DI REN s e . ROE T LTS & 1) 5 PR IS I ThRE .

. {1 ASDM #3E ASA



& ASDM #3E ASA

mEasa

I AKIIEFE Wizards > Startup Wizard, 285 siidi Modify existing configuration %4 .

@& Launcher File View Tools m Window Help

Startup Wizard...
VPN Wizdrds
- ) High Availability and Scalability Wizard...
~Device List- iipiatiay | Unified Communication Wizard...
000 Device List ASDM Identity Certificate Wizard...
% Add [ Delete ¥ Connect { Packet Capture Wizard...
I

Cisco

@ X . 1 -
(’»’ Configuration @ Monltot _ard‘ ? Help ‘T\fpe topid Go

Find: Co

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

' Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

Subnet Mask: 255.0.0.0

<

i
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fn'.n.'.izard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:

New Password:

Confirm New Password:

$I8 2 Startup Wizard 35| S 458 AL & «
A
© e, QUFE SN ERIA I 1 TP Mk OB R R
* WA
* DHCP 55 4%
o JiA...

PE®I (W) {F Wizards S, a7 Al T,
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&/ ASDM %38 ASA |
B 5 iaasasrxos cu

WA FARLLACE ASA, WS IEEE ASA FR VI SOR HOE A IS IR RSUAS IR SCRY

177 [5]ASAFOFX0S CLI

AT LU ASA CLI (i dlE ASDM) Xt ASA HEAT WbHERR sk AL E . vl LUERE R0 1 & oty 1 LAYG 1)
CLI. &0 ARG (AT 8 0 F R BT ASA 19 SSH T i) EER NN T, SSH Vi 28 1. A%
HEZEE, ES0 ASA —BEERER B IR .

7] LLAASA CLI 5 [8)FXOS CLI, LAE AT SR .

UK

S CKBEHENLE RS G T . Secure Firewall 3100 Bt G —2% DB-9 #% RJ-45 H47H 45, FrliE
B =7 BATHE USB BRI TIE B . ORI N B R G0 2235 0 1K) USB H AT UK FE /7 Secure
Firewall 3100 fili {4575 A8 H LA AR AT 608 :

* 9600 R
« 8 N
« LA
B O EHIR YA
EHH] ASA CLI. BRAEHT, Vi3 H & BAS TR 24t P AEiE.

PSIB 2 ViR EXEC $ix,

enable
FH—MiN enable iy &, RESFRNE TR,
w5l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x**

Repeat Password: *****x

ciscoasa#

W ASA TeikA ), I HEIEAN FXOS Mibs iy i, WEE ASA L & 15 H #0572 FXOS
BRG],

ERFR EXEC A, Frg JEfe & 23 nT H . 18 i WEF EXEC A CEEN B B A,

PR AR EXEC #5X, EHIA disable. exit 5k quit iy 4.

PR3 Uy 4 e e B
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http://www.cisco.com/go/asadocs
https://www.cisco.com/go/asa-config
https://cisco.com/go/secure-firewall-3100-install

| 15 ASDM %32 ASA

R R

configure terminal

T

ciscoasa# configure terminal
ciscoasa (config) #

o] AR ER A GRS ASA. EEH AR/ ERA, EFA exit. quit 8 end @4
(A% %3 FXOS CLI.

connect fxos [admin]

- admin- SR0TF B GV TBURL. WA RRILIEIT, IS A O BURL . WRERE, )
(AR BT, A AEFTRLE fr 4 T 1.

AGASIRERA P ARIE. METH ASA Hl P B3 ATFX0S, T g, ZiR[H 2] ASA
CLI, &EfiA exit sigE A Ctrl-Shift-6. X

7E FXOS 1, &0l Ui scope security/show audit-logs iy 4 & & 1 155

Tl

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

© BARSNCE ASA, ES N IR ASA R STR @ A B AT RRCAS R SCRY
o HORHBEHRR, WS (FXOS #FFERIEm ) .
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https://www.cisco.com/c/en/us/td/docs/security/asa/fxos/troubleshoot/asa-fxos-troubleshoot.html
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