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* RHEL 7.1. 7.3 i1 7.5 ) KVM

* Microsoft Windows Server 2012 R2 & T S hit A& I A Microsoft Hyper-V

23


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

ol

AR VMware PRI T 0RAF VM LSS E N 0] S RPRES, BRI RVRE ISE ANSZHFAE ] VMware TR 64 ISE #8722 9 14
MARHSE FE R, AT s (A -5 2 A B A B ORRE R 2D o IR PR I RT e 2 3 SO 122 SRR 7] 20 il R

AU A H R ISE L5 1 45 13 Th e SRAT RS AR &2 $d
] VMware I 44 ISE Bl - S 805 1FJERNISE RS . 58 5 A4 B iis ISE 715 2.

£2I0IERY Cisco 3 F L M 4822 D AR 7R

R 11: R Cisco £EIF LM BEM L RRA

2263 K9 Cisco DNA il B A 22 63F K9 Cisco | SE MRS
1.2.12.0 Cisco ISE 2.7

1.3.0.0 Cisco ISE 2.7

1.3.0.6 Cisco ISE 3.0

1.3.1.0 Cisco ISE2.4 %M T 9. %M T 11

Cisco ISE 2.6 #8712
Cisco ISE 2.7

1.3.1.4 Cisco ISE2.4 #p T 12
Cisco ISE2.6 8T 6

Cisco ISE2.7 %8 T 2
Cisco ISE 3.0

1.3.2.0 CiscoISE 2.4 #M] 10 #MT 11
Cisco ISE 2.7
1.3.3.0 CiscoISE2.7 %M T 1

Cisco ISE 3.0

13.3.4 Cisco ISE 2.6 #M T 6

1.3.3.5 Cisco ISE 2.4 %M T 13
Cisco ISE 2.7 %+ 1" 2

2.1.1.0 Cisco ISE 2.4 7 12

Cisco ISE 2.6 ¥+ T 6. %7 7

CiscoISE2.7 %M T 1. T2
Cisco ISE 3.0

24



42153 BY Cisco DNA AR 4Z2I53FBY Cisco | SE kAR

2.1.1.1 Cisco ISE 3.0

2.1.2.0 Cisco ISE 2.4 ¥+ 12, 4+ 7713
Cisco ISE 2.6 ¥ T 6. M T°8

CiscoISE2.7 4 T'1. #h T3
Cisco ISE 3.0

2.12.4 Cisco ISE 3.0 %~ T 1
2.1.2.5 CiscoISE3.0 #h T 1. #hT 2
2.1.2.6 CiscoISE2.4 #p] 14

Cisco ISE 2.7 M1 4

2.2.1.0 Cisco ISE 2.4 4 T 13, #hT'14

Cisco ISE2.6 M T 7. #MT 8. #MT° 9
Cisco ISE 2.7 4+ 2

CiscoISE3.0 %M " 1. %] 3

222.0 Cisco ISE2.4 %] 14

CiscoISE 2.6 4T 8. #MT 9

Cisco ISE2.7 4T 2. #MT 3. %hT 4
Cisco ISE 3.0 ¢+ ] 1

45 5% Cisco ISE 5 Cisco A M8 2+ b0y (Cisco DNA HH0y) HIFEATERFELNE B, 1527 Cisco SD-Access A1
I
#2186 FBY Cisco Mobility Services Engine ii A<

Cisco ISE 4 Cisco Mobility Services Engine (MSE) FHEE K, JRA 8.0.110.0 LASAILA B k45 (WA “IE s miiss” O .
B IR 45 AP R ER T e 1 2% TR

T 4 R AL ISE 5 RN MSE 1945 8, 1S LA NN %
* Mobility Services Engine (MSE) Fl1 5 {73 /Il 5551 %8 (ISE) 2.0 124 107 B (42 4L
o JURFEH O IR 55 5 | 45 B 51 4R

£Z2I5FBY Cisco Prime E A& FR A
Cisco Prime JERE WA 3.6 BE T B A 1] 5 Cisco ISE 2.6 £24k, LLFIH Cisco ISE [ 458 FHR 25 Th g

25


https://www.cisco.com/c/en/us/solutions/enterprise-networks/software-defined-access/compatibility-matrix.html
https://www.cisco.com/c/en/us/solutions/enterprise-networks/software-defined-access/compatibility-matrix.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/200196-Location-based-authorization-with-Mobili.html

2216 4FAY Cisco Stealthwatch B Z<
Cisco ISE i i B} Stealthwatch iAS 6.9 %3iF

X B H 0B NAC
Cisco ISE T LA N i e s 3547 46 11E -
* Sourcefire FireAMP
* JEENEP T HT (CTA) IERCAS
* Rapid7 Nexpose
* Tenable %4> 10y

* Qualys ( TC-NAC ¥ H 8N 3Z ¥ Qualys Mk

ZUNERE Pimtll S RIERG. 1I5KEIRE

PEALA T SRR PONLERAE RS W B8 SRR A P LB AR RCAS o 0 T T AT e e, I A Z0AE Web I b 25
Ji Hi Cookies. Cisco AnyConnect-ISE £ 3 22 2 PEAL S F7 A7 T https://www.cisco.com/c/en/us/support/security/
identity-services-engine/products-device-support-tables-list.html

Cisco ISE WA 2.3 e FE = hR AN 32 FF Cisco AnyConnect f1 Cisco IS L EE,

BB bRrAE 802.1X 1R F 3 0I 5 Cisco ISE fRAS 2.4 FIE b ERN = g ThREFA LA, R EATISCHF Cisco ISE SR bR
S BAEE LRI A] o X H T ICZR B 1 VLAN B INRE, 15 KRE DA RN VLAN AR AT 1P bk ksl 5

Lty VAR A5 1 & (BYOD) YiiFEZ Cisco ISE UT H 41 H 45/ R Ge il H T FH PR RRAS (3T S50 28 22 A VAl B
B RS H . AP MIBYODV A AT 7E Cisco ISE UL F1 %1 W (KR i macOS fRASH 8 . fl4n, W54 Cisco
ISE UI 1141 T macOS 12 Beta (£ER) , M AVl AT A7 5 25 il 1] BEIG A T macOS 12 Beta %% S JFEHE 3,
DT A7 A VE 22 G WA T8 5 2= AT 46 FRAS R FH WA 22 TR) R4 7 T K R

THERL ARRERIERS (0S) HHOPAN, ] Re2 BRI} Posture Feed Server 7 HUFT AU FRAT R GEACA I SCRFANE
HISEIR LN E—RD A DL.

Google Android
1+ Android S AEE i B B IFICUT L, Cisco ISE nJ BEAN S FFH4E Android 8 4F RGRAFI R & 414
LA Google Android hitAs CLid it Cisco ISE %iiF -

* Google Android 10.x

* Google Android 9.x

* Google Android 8.x

* Google Android 7.x

PLF Android ¥4 CLiliid Cisco ISE BiiF . 5 9¢7E Cisco ISE H 324 BYOD WAL &5%, iEZH #55.

26


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-device-support-tables-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-device-support-tables-list.html

R 12: Z5ERY Android 1% &

WEES Android gz
Google Pixel 3 10

OnePlus 6 10

Samsung S9 9

Google Nexus 6P 8.1

4£°4 Mate Pro 10 8

R BRI MEC S (SPW) 201, 1E#{RAE Android 9.x A1 10.x W& FJE T4 B RS .

Android NEAFFH A4 (CN) o EHLALJLE subjectAltName (SAN) #JEZ T, THIMMEAT2r M. n S48 F 2 B
BEZAETS, MR SAN Ry 4136 ik #eil 4% 5 1P ke IR (78 BIR > R4 > iEH > RFIEB) K EHiA Cisco
ISE HAZUEP.

I R )2 Android 9.x, WI2AZR 53381 Cisco ISE H ) %3 22 A PEAL U5 L3R EL Android 9 ) NSA.
Apple i0OS

S Apple 10S B AT IR} ISE 5 802. 1x A H 2 /47 (14 J& £ 4 S ik 1 (PEAP), (HASLIEF0H5 10S ¥t 7a 250 Uk
(1] CRL 4340 i, A Un B AT Mg Uil WIJCEPATRAE . sidi i0S W& i) “Eﬁu\/ﬁfw (confirm/accept) FJ Kl 4
2%,

PL R Apple iOShiUA Cliffl it Cisco ISE%IE :
* Apple iOS 13.x
* Apple iOS 12.x

* Apple iOS 11.x

PLF iPhone / iPad % £ CLili 1 Cisco ISE iiF . F J<7F Cisco ISE H 3 ¥ BYOD Wi w43, HZM #0.

% 13: 28R iPhone/iPad % %

BEEe iOS KA

iPhone X i0S 13

iPhone 8 i0S 12.3

iPhone 7 i0S 13.2

iPhone 6 i0S 12.6

iPhone 5s i0S 12, i0S 10.3
iPad iPad OS 13.1

27




A\

iR o QRS I JE Apple iOS 12. 280 5 i fiAS, W2 T8y 222k R B UE /B0 E S0 . AT ILERAE, T {EApple
iOST ATk FE BB (Settings) >E# (General) >EEIH (Profile) , AR5 tidik#E (nsal) .

o WHIEAT K2 Apple i0S 12.280 5 kA, TIRSA B KN N 20480 B FE my o I, ST e 1E e
BYOD it & SCAF I I 1%

o GBI JE Apple i0S 1385 S hCAS, 5l S II<FQDN>ZEDNS 7 Bf. {H/2E, XFF Cisco ISE 2.6 M 5
AT, AN LHAT ML, ROMIEFRRT SAN {EK: DNS &R & A BOAME.

o WRIEAT K2 Apple i0S 1385 m AN, IEITRIZEE SHA-256 (Bl FE mliiA) 1A% 5%

Apple mac0S

% 14: Apple mac0S

ZPHIRIE RS AnyConnect

Apple macOS 11 4.9.04043 55 5 IRAS
Apple macOS 10.15 4.8.01090 B 5 i A
Apple macOS 10.14 4.8.01090 k5 15 R A
Apple macOS 10.13 4.8.01090 B 5 i A

Cisco ISE 1] L5 HHARA ) AnyConnect 4.x AL &5 A (HJE, HATHOBHNI) AnyConnect WA SCRFESHT I DI fg
A

AR 4T ApplemacOS 11, #4701 F] Cisco AnyConnect 4.9.04043 55 5 = ilAS LA K MAC OSX £ B AR Ek 4.3.1466.4353
B A

SRS A L2 Apple macOS 11, T fib 275 2228 Cisco 45 ¥t B BY T W5 130 20 Bl B SCPHIRARAR . ERCRMTL T,
ST DL T 1

1 e TSk,

2. Xk cisco802dotlxconfiguration.mobileconfig 3 44,

3. W R4 > HiZW.
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