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Firepower /ssa # show app-instance
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ftd 1 Enabled Online 7.2.0.65 7.2.0.65
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A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from

CDO after onboarding. Learn more (&'
Firepower Threat Defense
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ARFA-F U F CDO 3% 7] Skl & 55 kB, DSR4 T30
EIERF A ISR B g

A A A Firepower 2100 ZEHZ RIS 4%, DT w5 6 2o o dbA T4 B
10; Firepower 2100 £975 4%

WAN Modem

H- am aaa@i{j‘ e
aaaaaaaaaaaaaaaa

555 ot ot e

l—outside

aaEeeAREEARE®
i i ]
RESEwS}

\\ %%mzx\

~ Inside

aED
e X e |
{E Jo [ |

)

console OR
Etherneti1/2

Other Data Networks
Management Computer

TmT DIAEAT A B 12 1 o8 B 1 EIERE R CDO,  HAREUHR T-AE A1) 4h v B 31 ) D4 4 B8 U7 1) BB Y
B ARER A MR

UK

SR N WS BRI R
T2 KoM D (i, LUK 1/1) BRI SMEES dids o

T DU ] et 4 1) A PR R IEAT A BRG] o HE, AR ol A A 1 D7 )
N E IR 7 STHUR 3 T REIE 2 (K137 5¢

HII BN (B, DOKM 1/2) 88 3] N EBAC Hep L ek i s
TS LUA W R RRAT Ee

HIR 4 F A Mg R xR,
LIRS R PV LE B B0 & v D B BRI 172 B2,
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https://cisco.com/go/firepower2100-install

1% cDo ZRE M |
| BTy

URRAE T CLIRPATHIAGBEE, WG SO BIPEH G o T s HERR F R, mT RERE 2 A%
PG e W RAEH B B ORPATHIAA VA, IR RILURK 1/2 #20.

FTFE B KI5 IR

HIR T O, AL TS T s 1 @2, 2—MEshXTF6, M TR G at . L gy o¢
KT “%H” (Standby) A7 E, FIFFHEHEA S H 3.3V & HE, 12V ERIENA T CHPIRES . 4T
FKMETF “FTIF” (ON) Ar &I, 12V EHERITE, HRGKEE,

\)

AR OB BRI, IR KR 15 2 30 2.

FiaZ |l

B ARG S HE (B, SRR (UPS)) AR ERE. AR R MR T & 5 2K
RN RGN . 5 B IEATFZ R IsTT, DR i S R G TVA IEH KM .

UK

p7- 3 R R R/ ES T3 O ol o S R b 25232 R ERV/E G L8

FIR2 4P a B BT

PR3 W ABRAHIINN PWD LED: 415i% LED R4t(fe ill, Roniesk D i,
SYS LED

mememmEeE -,
’_‘"_‘"_‘!_‘l_||_|l_|_r ™ ™ ™.
PEEEEREEEPEREE®

= E L E

T ==
PWR LED

T4 KA BRI N SYS LED; LT H 5, Ron KRG LI HZZH.

P23 TEXG R T IS IHe2) “ 5G] (OFF) AL & 207, 1 shutdown iy 4>, LIMERGLHENS 11
TR MR RE R LB TR A RESE . IEW KM G, ¥ G 4 WoR st iy blae 4 e
Wike A AR B (U8 ML 245 A8 LED S, $R/n RA CHES I OCHI MR nT LUK IT DG
F) “KMA” (OFF) {7 & . A PWR LED 2] [N 4R JF4 K . 76 PWD LED 584 % 2
A, WE204R

WS FXOS BCEAR M, T AT %M shutdown iy HITEAA1E S
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https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
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ERMERSHELE
M3 CDO R i ST CLL Ve BB 8

UK

P 16 CDO FAUERE T, siddi B (Inventory) , SR stk i (o 5 4% 411 <) DRE Sra &

67 P FTD .

PR3 BEENXT, WL FTD.
HEPE FTD MR ER S, Sl LB S B IR E R ATIE v M a8 o 4% nl AT 4 RV n)
WEe WSRO TE , 25 6 0L LAEA T F IV vl E

$E4  EFEMA CLISEMESA (Use CLI Registration Key) 1A%,
11: (£ 3 CLIEME S

A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from
CDO after onboarding. Learn more ('

Firepower Threat Defense

-

=]
Use Serial

se this method

$IEE AR Z R (Device Name), X5 i T—4 (Next).

FE6 X THREESEC (Policy Assignment), 3§ R 7 50k YA IR U7 1) PSRN o A SRR TIE L SRS
1k PRERIA 77 i8] 42 | 5K B% (Default Access Control Policy).

HET X TITRIFEE (Subscription License), i s FTD i #% (Physical FTD Device) it 4, X

JE R SR IR DI RE VT, MR —%.
S8 A TCLIUEMES, CDOLMMEN RIS HORE R4 LA Btk fr & 3 E BB
AL T b

configure manager add cdo_hostname registration_key nat_id display_name
7t CLI BT H] a8 i BRAS SO I Aa e & «
{1 CLI BATHIZAICE » 55 20 01 - S8 s A, 75 FTD CLI & it fir 2

o ATH] B B BRAS PATHILATCE » 25 24 0L - ¥4 21 cdo_hostname. registration_key 1 nat_id
BB 2 B IR B /CDO £ 4148/ P ik (Management Center/CDO Hostname/l P Address).
E18F/CDO SFMZE A (Management Center/CDO Registration Key) £1 NAT ID 7B,

w15l
CLI & H i 27~ -
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1% cDo ZRE M |
B

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

GUI & & Wi 2 44711 -
122 REEESRRmMeSHEHY
cdo_hostname registration_key
I I

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
I I

nat id

LB ARG ST T —% (Next), DMEFFGREM %o
FHEI0 (k) FERARINARES, LIFEBINERE (Inventory) GO THEF AL 38 . MAFREE, RGeS

N 4 () o MBSTEW AT CDO T J5 N B 1 4 o

T—$Htta
(e (Inventory) T, MEFRASHIRIALA I B, SRR MR R T41 0 1) E32 (M anagement) ik

A AT
PATHIRECE

P CLUSARFT 38 6 57 % 0T BRGS0 KWV .
£/ CLIITHIIRECE

HERER Y A CLI AT WIAR . AEXTHIARTE B CLI I, A PR B B 1 RV B 75 1) 3t
o AREH] RO A JUTHILGBCE R, ARG R CDO MEATAYBE, B B L R BEAR
W D BRCE AN, TE BRI TP U AT B E AR B TR, AR BN S
BEE, By i P S .

Procedure

I ER R G im0 E i B CLI
P54 6 10 iE 2 3 FXOS CLI.

N
g
N

1 2 4 admin F12565 Admin123 & 3%
— G FXOS I, RGSHUNET NS, gt 1 SSH ) g bhf &k .

Note WRCE O (AREANKNE, W 25 OB e (5B o LUK s T BN BB A7 R0
BREREFIAE R, 1§20 FXOS HbE kR »

I £/ CDO EBE A


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
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Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ****xkk*x

Confirm new password: ****xkxxx%
Your password was updated successfully.

[...]

firepower#

R WP CLL
connect ftd

Example:

firepower# connect ftd
>

BG5BT, RESPOREES CEREH VPP (EULA). R)E, RORE 2

FIBEE I CLI & A

R e Sl 0 B H T s e vy in), A S Al A B A

Note FRAEVEPRIECE, AWCEES CLIE S (Flh, @i g rmg) o [, nb
)5 4E CLI FP A% ] configurenetwork fir & 58 T A7 IX 281 B . 152 [ Cisco Secure Firewall
Threat Defense iy % 2% .

BB B AR A I 2 s FEAG 5 SRR 2 TR A MR, 1544 Enter §.

TS L .

* j#@53 DHCP 5 F#hfit & |Pv4? (ConfigurelPv4 via DHCP or manually?)— #% manual. 4K
AT HAL AL O, (HDAZ00E TP Mok, Blan bt . S 8E 13 % 8 DHCP, 1)
TR BRI OO TR, UOVBRAG  CLJ0E data-interfaces, 152 F— N3 5D Al RE
23U 1 DHCP RS 2% 1 2% i 78 25 .

 INEIRIZOHY 1Pv4 BIAR X (Enter the | Pv4 default gateway for the management inter face)
— KOG E N data-interfaces. I BN AT B B A PR, DR T i b A P AR U
I e B o

* K EIRE? (Managethedevicelocally?) — #ii A\ no LI Al CDO. [M1% yes M K N
i H s s .

« BoERFAEIER? (Configurefirewall mode?) — i\ routed. A7 fi s KRR S RN
PRERVTIA]

1/ coo i


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
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B =3 cunsunes

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ***xkxkkk*

Confirm new password: **kkkxkkx

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

PS5 ACE M T BRI AN
configure networ k management-data-interface

Wa, RGP ENINTEE O EIAM K R E . 15 0L A a2 S R -
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o G SR B B I AT E, A R 1 VA ] DHCP. W SRR 4G v B W IR e T3
PE TP Hihik, W] LA configure network {ipv4 | ipv6} manual 437 BIEE . W SR v
KA PR W S Bl data-interfaces, iy ¥ r B E S .

« YK RIDTE FR NS CDO Y, CDO RKBUIFAEY % MIRCE, HGLL F BB : HeD4HA P
MU, FISGHI AR, DNS MRS 2 A1 DDNS MR%528. 4756 DNS R4S BALEIOVEANS B, 1%
BT 3. E CDO s, 60T LRI AV EFFIRR V) 14 L RO BT, {8 R S L
W5 Sk CDO TERTAL AT B B . ISR BLERE P, BRI 4563 45 configure policy
rollback fir4 LUK AL AT I35

* WIRBCE DDNS 55 % 58T URL, W Bl il < B 8hds ok B Cisco S5 EAHR CA THFREL I iy
HEECAUET, L P oy LSS UE ] T HTTPS 142 (%) DDNS k45 #iuk{. @i B 2
F#{# H DynDNS 2 API #i3t (https://help.dyn.com/remote-access-api/) [FJ/L/] DDNS AR 4525 .

o Sbry A E A 1 DNS w854k . 5B A (848 configurenetwork dnsservers#ii4)
WO R B DNS R4S 2% FH T B . $dls DNS JIR% %5 T DDNS (4R Cfid s siE i 1
WG VIR 22 A SRS

76 CDO I, #dihz 11 DNS R4 280168 0 Fe s bt g A 107 6 ¥ i Sms e . 40806 8k
JUr A A8 N2 CDO W, AR B AR R, T H DNS R4 25 AN 2F 6 % B R . (HE,
WY 5B 7 6 B SRS 0l 2h 60 25 DNS e & (1 g B, A SR s A B . AT
AP F AL E S B E VLA DNS P& s, LUE CDO F i [F 20

WA, SCHAEYIERTE M L DNS %545, CDO A 2> {f B Axih DNS k4545 . B, sl
FHAS PR M T %4, {HB# 518 1 configure networ k management-data-inter face iy 4 it & %1
PR, WAL ZRAE CDO Tl B T A X E CELHE DNS JIRgs4ds) » DUES ol e e &
VCT o

o KBNS M 2] CDO J&, R8T DLRE 2 B 11 B O B R 1 i ) R

o AR VCE 0 3 A 1) FQDN K H Tk

o ST DU I dr ST RN RO IICE s AR b A R I, A RATA SRR G B
BUEE AR P AT

o AR FE, % configure network management-data-inter face disable 4> .

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://deanwinchester:pa$$w0rdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

1/ coo i
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>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

{f1H CDO 4 ) configure manager add iy 4 s 145 BRI BB £ (1) CDO. 1 2 A FH 0% ) 5
PG 7%, on page 19LUAEplAiT 2.

Example:

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E

LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

EH & EESR PUTHRER

SN

%

PRV T RY ]

qlﬁi

X g

N -

R VA RS LAARAT SO PTG A . AT A B AT I RO, W R D)
#e3| CDO BEATABE,  BRAE A AN PR VT W B AL, A5 B AT BEAS 58 U A4 1) T A A
R TR, A ORE MM BOARCE B E, By R4 f s sl X . (] CLI R, A7
PNV BRGSO R B (B, ANOR B BRIAFI A B RS ED o

UK

W BN LEH: E) Ethernet1/2 £211.

R B

a) FEMYEE AN LL N URL: https//192.168.95.1

b) R P 4 admin FIERIA S Adminl23 5.

©) RESPONEITAEZ CEA VAT PN R SO R

T O B BEAS LS IO T BN, 1A B )3 8 RT LA Rad o s o D IR S ) B A %
#FIRE (Skip device setup) Kb v 1] F

I £/ CDO EBE A
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SEICEEE R A, Bk T N EEE ) (Ethernet1/2)FBRINBC B AL, RGBT AN (KK 1/1) 42111
BUE, 3 DS AR YR CDO 4 BELRL LI 34T SR8

a) OAANEREE ORI EE OIS L R IET, R JE AT —5.
1. SMERIZEOHbLE (Outside Interface Address) - e U F 2 BICM MG, JF H o] FHAEE 88 Ui

3% o FEFIAR Yo B ), AN RRIE PR LA AN R 1 20— D H e LR BOA K b i
Ho

WER AT 5N (BRNED) AR OR AT E B U, WA AR S i B W 5 5 T3
fic B %z

L& |PvA - 482 1K) TPv4 Hihik. 7T LMEH] DHCP, W] LLFshf AfA 1P kb, 1M
ORI G, WA, AT LUEREE, AECE IPv4 b, &I % B 10 S0 & PPPoE. 1R

B &R DSL. L A0 Hilfd o % 5 ISP 1 HiAdodi 42, - HL ISP i 1] PPPoE K42 £t 1P ik,
)R] Be 75 Z4# F] PPPoE. &) DL 5¢ % 1 3 )5 It & PPPoE.

BLE |pv6 - S L1 Tpve Huhk vl LUE A DHCP, 0] LAT-Zh#i NS IP Huhil. B8R
Ko F3hb, WATLUEFER, AELE IPv6 Hilik.

EEENO
WIRALE CLI AT T WA E, WA SE IS KE.

B s e tidm i 0 B R TR AR U, BB AR B D v B, S ek DA
TR L B ) BRI A B 11 DNS kg5 s 8T FQDN, 1T AR I #edi £ 11 DNS it
554t o

DNS R 88 - R4 B hEY) DNS fkR%5#5. 4\ DNS HR4-2s 11— A2 A~ bk LUE T 44
Fro BRINE N OpenDNS A3t DNS IR 4585 U B4 gnkh 7 BOFARZR F BONE, 155 H{ER
OpenDNS (Use OpenDNS) UL Hks 43 1) TP Mok N 7B .

B A3 M8 (Firewall Hostname) - 22 ¢4 B () 0144 .

b) M & BFE&E (NTP) (Time Setting [NTP]) I sili F—4 (Next).

1

X - S PE RS X .

2. NTP BB AR S5 2% - LR BOA NTP Ik 55 4%, &2 T-ahfA NTP k5% bk, vy AN

MRS RIS

c) BTN 90 HiTfGEAmAS ;£ M.
ANTE ) B BE AR BRSSO B AR BT AT 4E CDO BT .
d) AHdisER.

e) ALGHILUREILEPEEEIR (Cloud Management) Bt 3T (Standalone). % T CDO ZAZ A} 45 #rf
L, EFEEMIT (Standalone), AJGIEFERRET (Got It).

= E12 (Cloud Management) £ 1iti 1 T-44 45 CDO/FDM g .

vIR4e (9]

N
H

(ayay

2 MUEE B . WS R E > #0 LR .
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B LA 200 A SRV B A B e BROAEOLR 45 B 1 DHCP 5L TP MU IEAT R 5G . o SR £
A A DHCP 2RI WS¢ (it SBoA i IR R k48D WSS ERA B 1, Jf H
R ARATAEMTRCE . W RN DHCP 2 8) T 5C,  FE ZAE A A s 1P Mk B ke 11, IR
EPS» WAk i AN

PERS  WURERCE A 1, QAR T B AR5 ] A A A B 1, 1S I FEIR & (Device), R il
&0 (Interfaces) i 2P HES: .
A RAE A B A PRCER L 25 R, WS W B P RCE R KA. FE R CDO VE M
i, AN O B U e 2 B AR AL L

R RE > RFIRE > EPEE, R BE N E FEO B
fic & &I F/CDO #4815 2 (Management Center/CDO Details).

Qe

Sk
NG
~J (-1]
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Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X TEENEEIEFL/CDO EHABL P 1T (Do you know the Management Center/CDO
hostnameor |P address), Ailiz (Yes).

| 1/ coo i
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N

CDO 2% configure manager add 4. 152 [ Al F U0 ) S HOE & 2 19 DL LB sl
4.
configure manager add cdo_hostname registration_key nat_id display_name
il
14: B EEEERMGSAG
cdo_hostname registration_key
I I

I Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
I |

nat_id

b) ¥4 1 cdo_hostname. registration_key Fil nat_id 543 5 i £ & 38 fh ., /CDO E 42/ P ik
(Management Center/CDO Hostname/IP Address). &I 1:(,/CDO ;i Z 48 (Management
Center/CDO Registration Key) f1 NAT ID 7B .

T8 NLEEREERE.
a) f7E FTD £HAE.

It FQDN ¥ i F4hakie 1, sk k&3 fhy/CDO i8] 0 (M anagement Center/CDO Access
Interface) L FEMALATE T,

b) f5E DNSARS284H.

EFIAE At — N Frdl. BRk DNS 41444 CiscoUmbrellaDNSServer Group, LA fufs
OpenDNS JI 5545 o

VBB BOE Ba 12 1 DNS AR 5545 o S BEE 1) B B0 B DNS iR 55 s T Bl i . Kodls
DNS 55 %11 DDNS (WIR CUECED s I3 e 1 1) 2 A sk . 8] e IE 6 T BN
HHTF) DNS 55 28, A4 8 BROMAIGHR At fe AR &b 42 11 37K DNS 5545 -

£ CDO I, ¥i: 10 DNS IR e /e a3 Begh b o it o1 4 % B S i e & . 40808 g
Bt 42| CDO I, AHEEE WA, J£H DNS RS 2SI BT 4 BEE M. (HIE, W
TR 5T 6 BB RIS ) B ZS 60 7 DNS BCE (10 BB B A, U2 B B 2 A B B . FRATTAEI
B EAEE S EITE Y DNS P& & &, LU CDO 1 g it 725 .

BEAN,  DCAFERIAGTE NN AL DNS k45 &5, CDO 4 2 fR B AHl DNS JIi 55 4% .
c) X T-EIEAL/CDO 1813 A (M anagement Center/CDO AccessInterface), i#i%FE5MER (outside).
T n] DLEREATAT RS & e 1, (AR R e A IR A4 1 o

PR WURBESE TAMBZANR b BRI ATE AN ER A o

TRER—4HE, ZORER AR A BRI th o U RIGEHE AN 1, A es
FEBE 1) RO E T ob e SRR T MR O, A R AR CDO 1 T-3h e B AR A
Hio A7RAE WA B By PRCEFSH MM T ZER, WS A B BLas bR b ks

$£IE10 SR hnEh7Zs DNS (DDNS) /3% (Add a Dynamic DNS[DDNS] method).

I £/ CDO EBE A
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magrzezn JJj

WUR BG4 (1) TP Huhik &% 4484k, DDNS w]#fi{# CDO 431 52 42 fR 5 1844 (FQDN) P 1) B9 4 o
ZRRE > BRFIEE > DDNS BRI # 54 DNS.

R SEAERS OB A 5 INE] CDO Z By iC & DDNS, W g Bl 2 B 2 4 IRZ /S AEAR CA Hgh 6

TR T CA S INIESS, LA B w] LASGUE ] T HTTPS 3E#2 1) DDNS JI g5 #siE . B
518 37 58 H DynDNS 32 F2 API#EYE (https://help.dyn.com/remote-access-api/) FI{T47] DDNS k45 %5

FEENM  pli&ERE (Connect). SEMHRZSXIGHE L m U HLE] CDO K4 FPRE . AERFEEFL/CDO EMIK
& (Saving M anagement Center/CDO Registration Settings) S %2 J5, #3] CDO, )57 INBH k5% .

AR ERE V)] CDO, i m i BUE M (Cancel Registration). 7710, 7ER#FEEEH1/CDO ,‘Iﬂf}
®E (Saving M anagement Center/CDO Reglstratlon Settings) P PR HANEEIC A e i HLAS
W WURIEFEAS, Za RRRR S, JF HRUA A BT B WA AR I A S AL

WIRAERTFEIRF0/CDO SEMi& E (Saving Management Center/CDO Registration Settings) 2 % 5
55 B BIAS DRGSR, RARSEDS €183 CDO X INi%E# (Successful Connection with
Management Center or CDO) X 1&HE, Rt JEks s B i BLas WirdE.

15: i Ih i

Registration Status 2]

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

Ao EE AR 2R

ARGy S AR A LA e B e B A 22 4 SRS -

o PIERFIS L 1 - D R LA R AS TP Hbdik . SR BRAR VS 0 B TG E T AR 1A
BEE, EAT EER oy 24 D

* DHCP fili%s#s - fEN &R0 Foy & i ) DHCP ARS5%% .
* NAT - 7E4/MH#$: O BT 3 0 PAT.
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1% cDo ZRE M |
B =s:0

o Yyl - SOVFRE AN BB AL BN
* SSH - 7 F#s 15 02 1 L3 ] SSH.

feE1EO
FE A 1, A e A X T Y B IP k. T, A DI E AN O A BEE RS
FRid Ay B I . T, BRI T 1) i eh 2 o LR AR AR 1, DU R I 2% ) — A R
ZANEREL . Horp— s I a AR “BREX 7 (DMZ), B8A] DUAE i scE /] 28 JF5 1) i %8 7, 4
41 Web %5 2%
ML )30 25 % 15 2 T L DHCP M ISP SRERAMGR4Z bt  [RIIAE R4 10 o SCER A bk .

LUR7Ri48 ] DHCP 7E8 L N BRICE. 1M Al Crisiasithit) , JFER D AMIBICE 1%
i

B2

$H

% & (Devices) > & EIB (Device Management), RJ fidilhi kb mEE ( )
MO (Interfaces).

S %
>
N =

Overview Analysis Policies JeEMLEEE Objects  AMP  Intelligence Deploy 4 System Helpv admin v

Device Management NAT | VPNv | QoS Platform Settings FlexConfig Certificates

10.89.5.20 @ cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing li:m Inline Sets DHCP

4 Search by name .f:}" Sync Device | | @ Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical EH<
E Ethernet1/3.1 Sublnterface E] &
Ethernet1/4 diagnostic Physical E] y
Ethernet1/5 Physical E] y

SE3 AHENTARNEONRE (£ .
PEIRE 7R — A% (General) 21

I £/ CDO EBE A
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maz0 ||
Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration
Name: inside Enabled | | Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 (64 - 5000}
QK Cancel
a) HIANKIER KN 48 TR Name.

b)

d)

wlhn, KR4k insides

& Enabled 5 iEHE .

4 Mode f& 7 4 None.

ME 2 X (Security Zone) 74l R Pk —ANBIA AT LA X, s AT HE (New) i
In—N B ) 2 4 X 4

B, @44 inside_zone (11X 38, AZUREREAN 1 70 HU 4 22 A SR/ o i L4 . RE A%
MR BEIE T A2, (HR] AR & T2 AN A f0nT DUHR S DSl ZH v ] 2 4x 5 o 1)
i, AT LICRE YRR 113 MO P AR X iR A B 1 20 BC B AN DCask e AR R ARG L Uy 1] 4% 1
i, SCVRUR N AR BIANE, EASRVF AN AR . K2 BORIS DO RF 2 e X ST
PATE NAT 50 FiU o a5 S0 A1 QoS HEms rh I D skl L4

R 1Pv4 F1/D8, I Pv6 TR o

« IPV4A- )\ Ny R bk B E &S 1P (Use Static I P), 4R LARIAT -2 A 1P Hbdik -1
e,

B, N 192.168.1.1/24

Edit Physical Interface

General m IPvG Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 152.168.1.1/24| ‘igif‘;'?',‘3'51"'255'255'255'_‘28 o

1/ coo i
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B = oncemss

« IPV6 - IR A Bhiid Bk B S BLE (Autoconfiguration) &L HE

f) s#E (OK).
FBA S ETANE O g (S
B K R —B% (General) LTI

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 5000}

K Cancel

ez O Wi s VeI, Pz O e g RISk BN B ST Lt
FEARVEE, BRUIX RS b 5 O A B RE . S ATDAR A AR I o e b Dy T I R A e A
R

a) MZR2 X (Security Zone) FRAIE HkHE AN ILA MSNBLAKIL, BH MR (New) 7
B AN 22 A I

fltm, dhn—"4 % outside_zone X 1.
b) AUlHAZE (OK).
PIRS iR TF (Save).

fic & DHCP R 5522
LA S S i d ] DHCP M Jg B B AL SR TP Huhl, 17 53 1] DHCP AR45 25 .

I £/ CDO EBE A
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UK

HIB1 %8 % (Devices) > i & E1E (Device Management), R J5 Sk & M%meE ( £ .
$I® 2 % DHCP > DHCP BR %28 (DHCP Server).
P 3 AERREEE (Server) TUIH LA iRAN (Add), ARJEHELE DL RIEI:

Add Server ? X
Interface* inside 7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server
0K Cancel

* #0 (Interface) - W\ F s & Pk HHE .

* ikt (Address Pool) - DHCP g% A8 H (4 1P Huhl v il CANBRAR S Ber) o TP bl vos 4
e g O AR I L, HANREGLAGEE D B S 1P Hihik

* J2F DHCP BR %528 (Enable DHCP Server) - 7£ frik#2 1 b5 il DHCP 4545 .

P4 LGHBE (OK).
PIR5 iR TF (Save).

fc & NAT
HIR ) NAT FU 205 N 0 Hb b 460 S AR 30 11 TP bkl B (3 110 3X 28 NAT FUFR 42 1135 11 kil
4 (PAT).
pUK ]

HIB1 IR E (Devices) > NAT, RJq il FiEE 5B (New Policy) > EiifBA 1) NAT (Threat Defense NAT).
W2 N4, EREEAH R %, AR5 AiidiSave.

| 1/ coo i
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B e=nar

MNew Policy ?
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
= 192.168.0.16 @

4, Search by name or value |

192.168.

| Add to Policy |

| Save | | Cancel

TS RN TSI A0 o SEATY AR TE R SRS VAN IR o
T3 LGN (Add Rule).

Add NAT Rule X iFHER: BoR .
SUE 4 T E I AT I

* Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic hd

Interface Objects m PAT Pool  Advanced
* NAT #0] (NAT Rule) - E$:E 3h NAT #0 (Auto NAT Rule).
A (Type) - EFENZS (Dynamic).

HIE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 341 [ 4T IX 3545 i £ Destination
Interface Objects [X 1.

Il /=5 CDO EBE A
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Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| -}, Search by name | e,i‘outside zone ]
u:—.i-‘inside zone
oi‘outside_zone | Add to
¥ Source
Add to |
Destination |
QK | | Cancel
- H » N
IR 6 745 (Trandation) T _FAC & DL kI
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & ched For Doctingeiog Intg

o EEAIE - SR (D) WA IPv4 MRS X4 (0.0.0.0/0)

New Network Object ? %
Name all-ipvd
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

EAREAE ] R G0E X any-ipva X5, [0 B3l NAT BUUAER 5 € SCERE s
NAT, JfHETEG ARG E LRxT 5.

R R

* ¥ A9IR (Translated Source) - £ B#r#% 0 | P (Destination Interface IP).
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1% cDo ZRE M |
B cinEsmmezsig

PIRT R TF (Save) LA InFLN
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

You t d chang [EES © cancel
[#] Policy Assianments (1)
#8 Fiter by Device ©  AddRue
r Pa N lated \
#  Direction Type Source Dastination original original original Transiated Transiated Transiated opti
Interface Objects  Interface Objects  Sources Destinations Services Sources Destinations, Services

¥ NAT Rules Before
¥ Auto NAT Rules
F Dynamic &F any & outside_zone 2 all-ipva & Interface & Dnsifalse 7§

¥ NAT Rules After

FIR8 rlili NAT Uil EIRTF (Save) LLORAF B P

SV E MR ERFE E SR

U SR AEAEE W Y A I B T AR A E SRR B VT IR R, U ) SRS A I R LA fe v
ViR B AN R TS LU LA SC VR A A S DX S A0 B DX B PR e A Al X, 37 55
AN FEVF 3 I 24 0 45 KR o

UK
FIE1 LSRRG (Policy) > 7151 % & (Access Policy) > 37 18] % B& (Access Policy), 4R sl Zh o2 i

7 I PSRN I 4R (4D
TIR2 LUl (Add Rule) JFi%E LR S

Add Rule

Mame inside_te_outside Enabled Insert |into Mandatory
Action |« Allow il = A

m Networks  VLAN Tags (. Users Applications Ports URLs  SGT/ISE Attributes

Inspection  Logging  Comments
Available Zones €&

Source Zones (1)

Destination Zones (1)
| }, Search by name s /b inside_zone ]

san /4 outside_zone jw]

san/t outside_zone

Add to
Source

Add to
Destination

* ZFR (Name) - AUy 44, #l40 inside_to_outside.

« ;B X 18 (SourceZones) - M A] F X 18 (Available Zones) FR ke A #E X B, SR 5 sk hn 23R (Add
to Source).

I £/ CDO EBE A
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wemsragEznrREssH

+ B#R[Xig (Destination Zones) - MR A [X 13 (Available Zones) HiEFEAMHEIX Ik, K5 w5 n
F| B#F (Add to Destination).

A R R B I
nJ“j]u (Add)
FUURI C %8 N 42 Rules 3.

%
Xy
w

[EBSN Devices Objects | AMP Intelligence Deploy = ©, System Help v

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy You have unsaved changes | /& Show Warnings || Analyze Hit Counts | | [=] Save || @ cCancel
Enter Descriptio

Prefilter Policy: Default Prefiltar Palicy. SSL Policy: None Identity Policy: Hone

[EEE sccurity IntelligenceHTTP Responses _Logging _ Advanced

## Filter by Devi " Show Rule Confiicts &) @ Add Category © Add Rule | Search Rules

PR 4 HHRTF (Save).

AEEMERIF R HIEED LACE SSH

BRAEHAE R O CEInANERD LR T RO Dy R, AR R AR 1% S ) SSHe AT
@Al 5 Y g B A AN S Hds B O SSH M. 2 WnZ R 1 EANSCHF SSH.

)

ER O PO FBGACE T SSH, {HI R FEAN S S FE SSH Vi 1a] .

BRI SR LA 3. T RE WA IR R B B b0 . B 1 SSH 54
FEZ 1) SSH AL BRI AN ] 426 o Hof e B P AEA T S X Eu e O, Al e s
SSH F7ia| #1) 3¢, B 1) SSH IR & I U IS &, JEAZ T E B i i 24 ¥ & Il CLI
R E

ST, ZECE SSH Ui 413, 124 Cisco Secure Firewall Threat Defense fir 42 % 1 1)
configure ssh-access-list fiy 7 TCEFSE ., 20 configure network static-routes ﬁﬁ/% LININ
TEOUT , FEAIGR e I ek A # R C BRI i o

PAER SSH, AT ARVEENL IP Hubik f v N 18 75 42 AR 4 il & SSH.
1 RE SSH R M Vs i) 5 10 a3 SSH LML T-AMaR4z O b, I g B m) A4z O kS HEE 4%

\)

IR S ESE =GR SSH &5t CLI Kk WMn, W fr4ax2 ik SSH i,

| 1/ coo i
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1% cDo ZRE M |

B s=m=
FiaZ /i
« T LA ] configureuser add 4. BRAREIL T, A ANMELER) UV E 111 g FL00E % A ) admin
Mo v Ll & W E HERCE MRS IEIE, F LDAP 5 RADIUS LECESMTH .
o T ELE Y AVF S WA T SSHIE B LB M 48 M2 % o AT DAE bR FE P s e %,
L SR A 6 S AR 4L TP ki, iE AU BT AL B A e, IR R > I RETELL
P B T
A
AR ORI RGN any M5, T any-ipv4 5 any-ipv6.
pUE ]
T KPGER &RE > FAIRE , Ol skigmis Wb sk .
$IR2 EFEREINE.
$IB 3 FriR AVF SSH 214 AT 1P ik,
A4 FH e my DA PR RIS e I ¥ 452 SSH i, DA ARV G ST SR 10 & i 1) TP Mk o 8 m) L
A P 090 4 Mt 1l i AS A BN TP bk
a) SR LA I, B R DL AR A )
b) HCE ) JE
 |P fbhib-FH AR IR oV S, HTTPS JEFE T ENLE M2 (1 I 256t % 802« A b 3R ik 4
— AR, B A 7 IR RS
« REXI - NI SR RV T SSH IERMI#: L IX . X T ATEX S 410, #&a L
fE “Prikw X" 5I1FR T TFB PN DL, ARG 80N (Add). (B E
Fride e OB XAy, A b I SR U S T %% 4
¢) mMiiffE (OK),
R4 LEHRTF (Save).
PEI, fEn] DI S ERE > ERE IR RIS E BT A R % ERSE M JE, A A
EREERLE

R C T B A B S RIS AN AR B R AR

UK

P11 st EJ7EBRBE (Deploy).
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werz ]

[& 16: 3R E

Q ¢ # @ adminv Wl secuRe

T2 Kl £EBERE (Deploy All) LLESE 2IPTAT i, Bl i S 2RERE (Advanced Deploy) LLESE RIS 1)
B

17: £3RE0E

Q Advanced Deploy JEESEYR
1010-2 I Ready for Deployment [=2)
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment [=2)
nodel I Ready for Deployment [=2)
node2 I Ready for Deployment £

© 5 devices are available for deployment 2 9

18: SRFE

1 device selected

[ Q_ Search using device name, user name, type, group or status I Deploy time: Estimate Deploy

Device Modified by Inspect Interruption  Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM = I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM = I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

PR3 MORABE ). s ERE (Deploy) 4% HH A K bR i LA B AS

| 1/ coo i



|

19: FE KT

es Objects Integration Deploy
Deployments Upgrades @ Health O Tasks
P
m 0 running 5 success 0 warnings 0 failures

@ 1010-2 Deployment to device successful.
@ 1010-3 Deployment to device successful.
© 1120-4 Deployment to device successful.
@ nodel Deployment to device successful.
© node2 Deployment to device successful.

WU R HEBRFALE SR

AV Y A

17 (3] B A B #ED #A FXOS CLI

1% cDo ZRE M |

sl oo o g
casco SECURLE

O\ o admin
() Show Notifications

Filter

2m 13s
2m 4s

1m 45s
1m 46s

1m 45s

A8 d AT A (CLL) AT BE RSSO RGEAT A s E B . il CLI 23 15T B 5K -

AT LR B 4t E LT ) CLL
AT AT [ FXOS CLIAHEAT Mk HERS

\}

ER AT DUE R SSH RS B WA BRI . SiEHESIE AR, SSH £ iGER A B
748 CLI, H itk m] {8 FH connect fxos i 244 %) FXOS CLI. 415454 SSH IE#:4T FF RN S 11,
FHJG AT AR 2Z 4% 0 bk, BRSSO, 25H SSH B #2105 i) o BERE P A 2R 6 i 1 )
Pil) CBRU#E A FXOS CLD &

pUK -]

HIE EESCLL, P A HLE R B H S50 . Firepower 2100 fit 7 —4% DB-9 ¥4 RJ-45 #1474k 45,
FIT CASES 5 L5 — 7 HR AT USB 2R 8500782 . IR 18 IR A R 40 2002 A B () USB R AT IR BN 7

il 6 3 FTERIA R FXOS CLL. AT B R H AT B

* 9600 JHHFH
* 8 ML
* LA
© 1 AME A
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ssurEn roemsays ]

IR FXOS CLI. f# [ admin 7 Z AW 63 E I 3 E B3 08 . (BRIAECY Admind23) &5 CLI,
w15l

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

Vi 1) JE B A8 CLL
connect ftd
w5

firepower# connect ftd
>

GxJE, W TR CLIh ] Han & HAHAE B, iR hep 8?2, A E R, 2 Cisco Secure

Firewall Threat Defense iy 227 ,
TR P AIFTD CLI, 4\ exit 5% logout 4> .

AT A S B HH 3 M 2 FXOS CLI 7. A7 X FXOS CLI Ha] Hdn & A GG B, WA 2.
w5l

> exit
firepower#

HERRBUE R O L R B IR i e

4 P B T HEA T P RS U 1) 10 AN 24 5 P P2 L0, AT i AE CDO 5 B Jg BB 4 1)
PO GBS, Db Widie. WERAEK B g A 2] CDO J& ol & Bz 1 2R AR 2
ERL, oNEBEEIESD , WURBE ORI ERIEFECE, WA GEa B RS ER,

A 2 R s B A o A B 4 T ORI ) L

EEEEEERS

1t CDO ', {rig# (Devices) > & EIE (Device Management) > 1% £ (Device) > &2
(Management) > &3228 i710) - BL Ei¥ 4152 (Manager Access- Configuration Details) > &1
% (Connection Status) ﬁﬁt%ﬁﬁ%ﬁ‘ﬁ%ﬁ(*o

15 BB #E CLI, % sftunnel-status-brief iy 4 LA & & BRIE LR A . 130 1] LU F
sftunnel-status & 5 56 3 115 .
SR LN RO HIER M oG WA B “IEER “HE, BEEERLBE R

1/ coo i
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1% cDo ZRE M |
B isseroroemsEms

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

WS LR T IR R s ], L R 7O SRl TE A B B

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

BE BB WEER
75 BB CLI b, A7 8 BNV B8 Uy [n) B0 4 11 10 2%

show networ k

> show network
===============| System Information ]===============

Hostname : 5516X-4
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6e Default route

Gateway : data-interfaces

[ brl ]

State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— [ TPV === —————
Configuration : Manual
Address : 10.99.10.4
Netmask : 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 J-—=———————————————————
Configuration : Disabled

===============[ Proxy Information ]

State : Disabled

Authentication : Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces : GigabitEthernetl/1

I £/ CDO EBE A
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===============[ GigabitEthernetl/l ]===============
State : Enabled

Link : Up

Name : outside

MTU : 1500

MAC Address : 28:06F:7F:D3:CB:8F
—————————————————————— [ IPV4 J-——mm—mmm e
Configuration : Manual

Address : 10.89.5.29

Netmask : 255.255.255.192

Gateway : 10.89.5.1
—————————————————————— [ IPV6 ]—————————————————————
Configuration : Disabled

W2 [ CDO SEM BLABHTE
76 B CLI 1, KA CDO VEMHE & g . iR, i AE BoR B HER N 47 Ik

/N o

show managers

> show managers

Type : Manager

Host : accountl.app.us.cdo.cisco.com
Display name : accountl.app.us.cdo.cisco.com
Identifier : f7ffad78-bfle-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

*F CDO 1T ping #21E
7E BT CLL b, A8 LA dir 4 A EE 3% 16 CDO 44T ping B 4E:
ping cdo_hostname

75 BB CLI b, A HIBLF dir4 W BILEZ LU0 CDO $0AT ping #4235 1 A 5 B
BRI eIz ANE

ping system cdo_hostname
3k BB REMED EREEIES

75 BB CLL b, ik AT A% 1 (nlp_int_tap) LAEMAL, DAATA &5 K% T4 P4
fil:

capture % %% interface nlp_int_tap trace detail match ip any any
show capturename tr ace detail

KWERBEORT, FitESNHESITE
15 BB B8 CLI |, A RN AR [ nlp_int_tap ({5 &.:

show inter ace detail

> show interface detail

[...]
Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec

1/ coo i
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(Full-duplex), (1000 Mbps)

Input flow control is unsupported,
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248
37 packets input, 2822 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, 0 frame, O
pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns
pause output, 0 resume output
output errors, 0 collisions,
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware
output queue (blocks free curr/low): hardware
Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

overrun, 0 ignored,

0 interface resets

0
0
0
5
0
0
0
0

(0/0)
(0/0)

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

Control Point Interface States:
Interface number is 14

Interface config status is active
Interface state is active

TR BE NAT

1% cDo ZRE M |

output flow control is unsupported

0 abort

FE I BAE CLL b, A 215 SN INERIARS (S *), DA EREZI (nlp_int tap) A& 75 A7 £E N0

NAT Fi.,

show route

> show route
Codes: L - local, C - connected, S - static,
D - EIGRP, EX - EIGRP external,
N1 - OSPF NSSA external type 1,
E1 - OSPF external type 1,

R - RIP, M -
O - OSPF,

E2 - OSPF external type

Is-1s, IS-IS summary, L1 IS-IS level-1,

IS-IS inter area, * - candidate default,
o - ODR, P - periodic downloaded static route,
SI - Static InterVRF

Gateway of last resort is 10.89.5.1 to network 0.0.0.0

i - su - -
ia -

+ -

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected,
L 10.89.5.29 255.255.255.255 is directly connected,
>

show nat

> show nat

I £/ CDO EBE A

mobile, B - BGP

IA - OSPF inter area
N2 - OSPF NSSA external type 2

2,
L2

VvV - VPN
IS-IS level-2

U - per-user static route

replicated route

outside
outside
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Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipvé6 _intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client O ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0

HitigE

A A LUK B A e TG oA i B . #83E 1T LAZE CDO 1) 1% % (Devices) > ¥ £ EIE
(DellceManagement)NQ% (Device) > EIE (Management) > &2 881/ 0] - BL B 4H{5 2 (M anager
Access - Configuration Details) > CL1 #iH (CLI Output) Wi & FF £ X i 4,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

&% DDNS EF 2 E I

1E B BAE CLI 4, KA DDNS S5 5 2 -
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

W EOE R, 151 H] debug http #1 debug ssl fir% . % RS UERI, iR A2 T OAE R &
g AR

1/ coo i
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show crypto ca certificates trustpoint_name
LRI A DDNS #8245, 1 AT LU R AE:

show ddns update interface fmc_1jjin)_ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225

& CDO BEXH

15215 https://cisco.com/go/fmc-reg-error.

gn2R CDO AN B REC &

DO ACRE B B AT AR O TR LA VT, IR CDO BEE SN A 4 E B A IO E S e, AT DCRE
JEH A B RC B PR B BB R, DM B R . A, AT LU CDO H (1 1E B B
o DMERFF M GGERIF TS . RS ZR0ER, thrl DMEI PR IRE: S AR T il
HERRAE UL o

THZ L HE
o S LUHT I v DALE BB EACHAR it R8T PR B A AL RS2

o IR A & g m s ] LIAE CDO I B AL E . B, [RNRAS S5 5 4 FH A B VA DG AT ) A
HOFCE, S UREAE U CLT AT E . W, WA Bk CDO # % 5 1£H] configure
networ k management-data-interface #ir 4 5 0 T4l E2 D &, AR T IR 4, )it
WEBASREY; eI R ERGEE T CDO W .

* JCVAIIR b URHR IR BB K 47 A SCEP A5 4 -
© FERERWIE, ERREF, PN 2R BRI B

UK

P AE BB CLL Y, [RIR B i RS .
configure policy rollback

15, B S 233l %0 CDO U5 IalR . /£ CDO Y, F3E Bt s — 4R, i WIid s
AP

I £/ CDO EBE A
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bk o3 R R R H CDO BB, 155 https://www.cisco.com/c/en/us/support/docs/
security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.htm1 L T fi#
S ILFE . RS UL, R CDO L I AP R T g2 R IRy
GUT, BEATLUiE ¥k CDO BCE L, JF A CDO B g .

T
O T8 Bl e 1 R T A BRI B £ SIS 480 -

> configure policy rollback

The last deployment to this FTD was on June 1, 2022 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

R BOERGE I QBT T

fECDOH, Fi%#% (Devices) > X &FEIE (DeviceManagement) > i% & (Device) > EIE (M anagement) >
EIBZRi0) - iL Ei¥M{5E (Manager Access- Configuration Details) > #E#£1K7S (Connection Status)
YU A A BE RS .

70 P # CLL, i\ sftunnel-status-brief #r 4 LLEF & & HEBRRE .

AR E R SE T 10 /0B A L, WIS HERRIER R . 155 R B B O L A A P i
, a1 v,

{£ F CDO < A1 B A 3

T

W2

$IE3

PIR4

IEROC IR GEAR T 2 A I g2 N FIOT R AT e S EOCHF R 0™ IR . iFictE, AT
ZHERE— HAE G BI81T, R s P LIRS BE LR R DR AT K e o
&I LME ] CDO IE#fIR I R %%

UK

HFR & > REEE.

TEZEA 51, g bs ).
il #& (Device) LI~ .

R BRGEH Th IR A B EAR (9)

1/ coo i


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html
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SRS IR, SRR
FER6 WEORE S KA TGS ER, WEPT KRN R G ie . R A B LU N K.

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

WEARBA R G, WESEERA 3 B IR RS Lok
PR TEHALE T LASC AT FL T 50 I AL 00 EEIN 35T WA Sk AP BE T 5 T LA PR HL

[REEIRIE

SO RO T ARSENCE B, WS 0 SR g

I £/ CDO EBE A
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