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PR CLL. AR VEAIE B, 15 S50 7 ) b B 48R FXOS CLL, %5 34 5L, % o i 1 &
#m D {[:['T/J\‘@Tu{fﬂ% SSHo

A 4 admin FIZRIA S Adminl23 &%,

IRIEFER] FXOS CLIL, 55—k, RESTRETE NN, WA+ SSH K giirhfE

k.

TR WA S, HEARIE, W ZHAT ) B DU A E OB AR )
EERETRELS, HS0 FX0S MbEHERTRrE -

w5l

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkxx

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

£ FXOS CLI 1, WoR IEAEIBATIIRCAS .
scope ssa

show app-instance

il

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup

Version Cluster Oper State

Not Applicable
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0L, & EE UE{E ] DHCP.
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ECE |Pv4 - ShEEE 11 IPv4 Huhl. AL DHCP, A DL FshE NS A 1P Mk, TR
TERIR G, 4N, Wnf DUk HEE, AECE IPvaA bl 748070 H % & 17 S50 % PPPoE. %
FEIVERE S DSL. W45 il 9 25 5 ISP () HoAth 3% 42, I HL ISP {4 /| PPPoE k42t 1P Hudik,
] e 75 2 H PPPoE. #7] LL{ESE In] 3 J5 il & PPPoE.

BLE | pv6 - AM 3% 1 (1 Tpve Huhiknl LU DHCP, ] LAF-ahii NER2s 1P Huhk. i

. EEEO

WRAE CLIM AT THIMG S, TORASH B B DR E . THEE, BOE 5 P O 1P Huhk
ARG R 5. WS D3, 5 11 T DURE L TP M.

DNS AR %588 - 7 KH% (155 BB 11 1¥) DNS JIR%5- 25 %\ DNS JIR45 28 1A~ 2 A ik A#AT
ZFR. BRIMEA OpenDNS 2235 DNS JIR45#% . a8 4 7 BOF RS BRI, 10 sl
FJ OpenDNS (Use OpenDNS) PLEH1HF 4 i) TP sk g N 7B o

B K E M2 - B K 0 B L LA

Jic & B 83 B (NTP) (Time Setting [NTP]) I Aiii F—% (Next).
1 X - RGN X
2. NTP Bf[E]AR 55 28 - L HRAE FHERIA NTP Il454%, &2 T3l A NTP RS54k . wl LA N

AR5 A ORI -

EFE R 90 BT R A ER .

ANEE I BRI B MU B s AV R AE R R G AT
RN R = & (Cloud Management) St 37 (Standalone). X & Fi L B H, ik
FIhar (Standalone), AR FIEFREIET (Got It).

FIE3 (ATAETRE) N H OB E — N 1P Ml P& & (Device), RGN i RSEi&E (System
Settings) > EI24% [0 (Management Interface) 4444 .

WIS B AR TP Mok, VSRR DR BRI O B ME I, AN R B 1 i R A Al A
DHCP, NG FHFHHATA AL &

L4 WIREEE AR O, BFEINT BN AN O, TEIERE % (Device), #AJ5 sii#EO (Interfaces)
A B
FHRAE WAERS PIREZOMEZER, ESE RSB R E R KBS . 76 m) & B L
W &I, ANS PR A & PRSI E

SIS R IRE > RGIRE > EREE, K5 Al gk WE SR AR
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Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP Hutik, B A LLEH 1P ks M4 U 1) g
L, i 2, W S A1 T NAT 2 5 s A 35 1P bkek B84, i AT & .

B EREEOEE M
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WIRAR DA — A% CRFBERAL B0 UG 1 2% HATm Ui ml (1) IP Huhk, A REEP N/
() 23 N7 X ] SSL 2% f i £ 3

b) WHEER 2, WHA BIBA.L/CDO E£H A/ P Hitlt.

¢) 18 EMF/CDO EMEA.
sk 72 Pl ISV (0 R/ G e ool s | ok 2 IS 1 04 A 115l IR LA S A oad = L B Wl W = DTS A o o2
A 37 MEFF. ARCTE RIS TE AT (A-Z. a-z. 0-9) AUEFFR (). LID WTHT
$ 2 G WA EM R B E L.

d) #5% NAT ID.
LU ID LR ME— M7 i, AR EH .0 BiREE. mRMNELP—5&& L
feE 1P Huht, Wb Beoh s (H GRS RIAELE s P 5 W & 10 TP shb i, {396 %2 NATID. NAT
ID A 37 M. AR REIEARET (A-Z, a-z. 0-9) AUEFFF (). ML ID AN
FH T AT AT oAt 4 473 M 2] 4 by . NAT ID 5 1P Ml 45 540, B TR e 5ok A I
W HAZERT TP Hihik/NAT ID 34T B 565, A SR EE M %5 .

$IBT NEEERE.
a) 1R FTD £H&.
b) f5:¢ DNSBR%284H.
TEPRINAT 4B — 4l BRiA DNS 41444 CiscoUmbrellaDNSServer Group, H: A%
OpenDNS k%5 2%

c) X TE&IB/CDO y7iaiE M (Management Center/CDO Access Interface), 1k #F & I8
(management).

PR 8 SiliER (Connect). SEMHRZS X IHHE Bon U3 & BP0 S 0PRES . 78 REFEEEFL/CDO E
Mg E LDBRE, R AL, RS k.
WU B D)4 2 A, W s BUEEM. S0, 5 RESEFO/ICDO EMEE PE L
Ja KM WA RS AR L WX, ol R, O A S I B A B
WA S .
WORIEAE RFFEE S O/CDO JEMIRE DB R R s B Bl , BmREKED 5EEH O
BIRTEES, CDO XHFHE. BAGIMIIT 5 Wi BLAR IE#2
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Registration Status

<

Successful Connection with the

Management Center or CDO
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

{£F CLI 52 BB AN BE il ¥ 35 B &

EERER) BUPBTE CLI DARATRIAGBEE, AR B 1) 3 BB 1P btk ORI LAt R A 9 2%
BOE. THEBE LR -MAAA A QM MEBERRRE L. 1E 6.7 M mAT : U RAE
EEEE VTR LSS, wTDMEH] CLI RCE B 1. BOLK I E B RO AEWE . I %
FE G (7.0 M R JATHIRBCE R, RO e s B D BEATA B, BRAY BERE ORI
BRAS VS 4 BB AN, 7R B PR T og M P A D I B R B . TR, A ORI ILARERIA
BB, R T 428 1 SR

Procedure

SRR B G 5 CER R BB CLL sl A e B Mg 2 SSH, BRAT L 1A DHCP 3R TP
Mok CRBEITH SN BE, RATEBUE RS S, DR WITER .

PG 3% 3] FXOS CLI. SSH 25 if HI%E 23] Bt CLI.
$H1B2 i HH M 4 admin 12465 Adminl23 &5,

FEFE G ), P DUESR R FXOS CLL. 55— 8% FXOS I, R iin i sist . Ihd
WHT SSH [ BB 8%

Note WA O (AREANKNIE, W 250 TR (5 B o LUK s i T BN BB A7 R 0T
WA IE B, WS 0 FXOS ks ERR A5 i o

Example:

firepower login: admin

B EREEOEE M
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Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ****kk*x

Confirm new password: ****xkxxx%
Your password was updated successfully.

[...]

firepower#

R G 0 RS FXOS, R3] gt CLI.
connect ftd

Example:

firepower# connect ftd
>

F— U PR I, R SPOREESZ (BRI ) (EULAYHL, 4 SR8 H] SSHIE#L,
W2 b 7n B TR admin #6%. SR)5, RGO 2R CLI BCE A

Note FRAETEBRACE, SWCVAESR CLI WE W (B, i S mg) o B2, nlbh
)5 4E CLI FPAE ] configurenetwork fir & 5 Ui 7 IX 281 B . 152 [ Cisco Secure Firewall
Threat Defense iy 25 7% .

BB B AR A A 2 s AEAG 5 B2 2T A MR, 1594 Enter 8.

THZ LR .
* MNEIRIEORY IPv4 BOARI X - BRI O BCE DGEH] iz e & B bl o B P A B, 72
BB EAE I B I, NONE R 11 BCE O TP k. AE R ZEEEE AR 20 s FIA S
FonBlb, SRR A B G, AEIXFPIG D0, NCRE R 5C TP il ise B0 i i) P9 B2 1 TP
Huhiks JE W2 T A B L BEE A ER TP Hdik.
c MREBHMBESEEYN, FEEMEE - WK CEY SSHIER, HAYMBEN TN T IP
Huhit, JERCREWOIT . A HDET 1P HUREAN S 6 BRI TIE R . I G EEA R I

« AHEIRIEE? - A & DM BBITuL. B2 yes BRI B0 SO AT B & BEAS .
* BRERAOERR? - USRI UATE BN BB KR AR AR BB S o KBS B R 2
R IEAEIBAT FIRC .

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:
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System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkkk*

Confirm new password: **kkkxkkx

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

WIRS R BRI U o R A B
configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} regkey [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - &5 & #0 1) FQDN HY IP #
Hko T BEARL ANBETE TG0, 51T DONTRESOLVE Jf4&7€ nat_id. 204 /bAg ANk
2% CERErboCy B B BA A AT RTU7 [ 1P bk, A fEAE B S B4 2 1) 57 X0 SSL &5 1)
W5 . BAE Ay 452 DONTRESOLVE, U gl B 480 2545 7T 15 0] ) TP Myl k3
WA

* reg_key - $8E BIEFER)— PRI M B, B O A IR A B D BRI
AFFHIL 37 M PR AT U TR (A-Zy a-zo 0-9) HIETAF ().
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* nat_id-Fi IR PR ME— 1) — MR B, TR AR B — T A HR e nT U IR 1) TP bk sk
FHLA, WARZEAE E R Bfeee. Wil FEd.0 i) DONTRESOLVE, NI Z4E
SE'E . NAT ID AMHEEE 37 NMERF. AMAMAaE AR (A-Z. a-z. 0-9) FEFSF

() Uk ID ANGEF FHe AT Ao T Aty 152 A v A 1) A5 B o

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

LR FPOAT T NAT W2 05, A ME—F NAT ID DL F M4, 514552 DONTRESOLVE
mAEENLA, Bl

Example:

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

AR PSR A7 T NAT Weas 2 5, i AME—K) NAT ID BLK 8 B rboe 1P sk sl 0144, filtn:

Example:

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

What to do next
B K E v A 2 B E A

Varlan \
BEEEEA
A FE 5 B O P I W R 7460

FiaZ Hl

AR SCFR AR RS, WS R AT I (Z Fhttps://www.cisco.com/go/
firepower-notes)

UK

PR AT SCFR 0 g A LA URL.
https.//fmc_ip_address

FE2 A B E,
T3 EXR.

| ERgEhomERmyE [


https://www.cisco.com/go/firepower-notes
https://www.cisco.com/go/firepower-notes

EREEROBERMBE |
B smemsowirTi

3R BVE TR FP DAY T RTE
JITATVE RTUEHS ER A B b R L2 UM 9 A o 45T LA SR BUVF AT E
* IPS- 4G AT A IPS
o BRI BB EAT B
« URL - URL 3§

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2% Secure Client VPN Only

* IBET - Diameter. GTP/GPRS. M3UA. SCTP
A REEHF A B EEGIER, 155 ) cisco.com/go/licensingguide

FHIa Z |l
* PR R B g R

WG IEEAT I,V 5 S BERE DA BRI o TR BRI ELAY, T DO AL
ANEKF

o BRI BRI AFVRRTIR P 2T G iR N 25 (3DES/AES) VPRI TEIEESK, A REAE FH HLeThe (Ol
M AR SE R D .

g2

SR VG AT ST R T VT

2148 DRI R 20 A 1 S LI S VE A B, SR F AT HIE I 1% O B 2 S I R e SR VF T ER o (HE,
R G S INVERTIE, W R R 45 TAE =% 1R i Find Products and Solutions 8%
Bt. KLU FYFATE PID:

7 RER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

P2 WA FLT PID, & n] LLFE04 PID S ELT B,

* IPS. SEEIKAE BifHF URL VFr Uk &
* L-FPR2110T-TMC=
* L-FPR2120T-TMC=
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* L-FPR2130T-TMC=
* L-FPR2140T-TMC=
S0 Lk PID 2 W MFISA T 00, AL 5 LT PID 2 —XHRE 0 AT

* L-FPR2110T-TMC-1Y
* L-FPR2110T-TMC-3Y
* L-FPR2110T-TMC-5Y
* L-FPR2120T-TMC-1Y
* L-FPR2120T-TMC-3Y
* L-FPR2120T-TMC-5Y
* L-FPR2130T-TMC-1Y
* L-FPR2130T-TMC-3Y
* L-FPR2130T-TMC-5Y
* L-FPR2140T-TMC-1Y
* L-FPR2140T-TMC-3Y

* L-FPR2140T-TMC-5Y
* Cisco Secure % /' Uii-15 2 1 R} 4% i 1] WA TR 7
* @ﬁﬁﬁl@ﬁflﬂ:

P2 WER AR T IR, 15 A BEVE IR S5 A M B L

M T B AR R A B A v AR R A M . A ORTVEAN U, 1S (Cisco Secure Firewall
Management Center /5 FL{EF)

() & 3 FR O S A B A B
AP B TP Stk el 3 L4 46 S Bl A T ST 80 B e

Fi&Z 8
o WCAEREAE SN A D UATC B LU AR
o BT P IP Mk L4, LA NAT ID
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o RO )

g2

FE 7 EHPL b, EHEE (Devices) > & B (Device Management).
T2 R T RAE S, EEERImEE.

Add Device (]

Host:+

ftd-1.cisco.com

Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

BE LN 2L

o EH (Host) - %y NG BUPrBatE () 1P Huht sk EHLA% . WRAE B8 WA & b R 1R
BT AU TP HibE A NAT ID, 1] DBt B B 25,

iR 7E HA FREE R, P9 ANE B LA, T NAT Z Ja I, DU A) RAAE 245 B A v s i
BT TG EHL TP SRR (HAE, ARG B B B L MmO, 25
St P B K TP Mkl LA

* BB (Display Name) - i A\ A A0 A S s PR S 91 1 K 42 K o

B EREEOEE M



| EREERLEHE R
mgzhL e [

* JEME A (Registration Key) - fi A\ S 7E BT B AT 40 C L P 45 52 VR0 3 91
* 13 (Domain) - WIERAT ZIIAEE, TRRF B 73 BLs 70 HHe
* 48 (Group) - WARAEAE AL, WK Bogs v 2

* 7 Ia¥EHI SR EE (Access Control Policy) - IEFWI UG TG . FRAE DA & aE B AW 2 B
JE SUSRME, IR REFTER H%(Createnew policy), #AJait#EBELIEFTE R E (Block all traffic).
ZJE T DU U R B DA R I 1S R v A SR RSN, 5 31 T

[ 8 #IZ KRR
New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

* EEEIF AT (Smart Licensing) - 4 ZE5E K Dh g 4 B T 75 R BBV A HE: Malware (I SRS 4T 574
SRR A « Threat CUnREFTHAFHANRZBIE) « URL  Cln A8 FT 5 S 12200 1
URL I8 o FE: fERMREE, Bl AR > 1F 8l > & 881F 81 UL (i i H Secure Client
TEFEVF ] VPN VFA[HE

* HE— NAT ID (Unique NAT ID) - 5 & 45 oo il HI4aTc & H 4 22 (1) NAT ID.

c BBAREE (Transfer Packets) - AR R s AR A R L. WERAE R e I kA
TIPS 5 Snort 254, B oo ST En (5 S EUE C AdE SOk 2 A A O AT R . 2
REE LI, A FHE e ki3] gD, BB A kL.

LB 3 i EM (Register), B R ERMS — B W&, G AT EMFFRMEM (Register and Add
Another), FERIA MRS,

WEREM L, AR AN RIFN . WARE N R, S B AR SRR . WA B O A
ORI, iR A DA 0

* Ping - Uj [0 GBS 8 CLI, SRS FH LR fir 4 ping & 20 TP bl
ping system ip_address

| ERgEhomERmyE [
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gt ping AR, i show network iy 26 75 W0 25 4 B SR T 8 B 50 b o5 i A B TP 3
bk, 1 configure network {ipv4 | ipv6} manual #iy4 .

 VENFESEH . NAT ID R B0 TP Ml - B {78 99N & A8 R A [R] 3 2% B NAT ID - (i
HAED o Al LA FE R ] configure manager add i 4 ¥E T 41 NAT 1D,

A Z ARG S, TE 21 https://cisco.com/go/fimc-reg-error.

LB ZE AL EREE

ASHR G LA A FH DL 18 T AR 2 4 S
© NEBFISNIEE - N DA IO A TP ik, JF¥% DHCP FESMHE E
* DHCP %54 - 7638 1 F 24 % 7 i ] DHCP JIR%5-4% -
o BRONEK - Tk AR B LIS IR 2% HH o
* NAT - ZEAMHEZ 11 B 211 PAT.
I E 2 I WA = 0 N R S P

FCEIEA LA, e P RS

(1) |RE#EH, 522 5

(o)) |FLE DHCP Jli554s , 45 26 UL

::'/3\) {}ﬁj]ﬂgj(U\E%EE ’ ;ﬁ 27 ﬁo

(4) |FCHE NAT, 528 5L,

(5) |SRVFSLE AR 2SN, 55 31 1L,

‘6\ —ELB%@EEE{ ’ % 32 ﬁo

BcEi&EO

J H U Az ﬁﬁi"@ﬂﬁi\[ﬂé%‘uﬁlpﬂﬂiﬁ W, mUamE R ENMEOAREERS
FEish A = XMt T, SRR T R 3 ph 2 R IE MY R A 11, LS ZH 2R 24 1 — A B
ZANHEZEO, Hp— M%DT@“E' “REEX” (DMZ), 0] AAESLrb s T o FF 05 W) R 8 =, 49l
1 Web fIlz45 %% .

B EREEOEE M
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maz0 ||

ST IR0 Gt R 0023 DHCP A ISP SRHXANAHE LIl ]I A e 11 P O s st
LUR 7R i48 ] DHCP 7E82 LN ARG E. 17— d il CGisiasttit) , JF/ER DAMMICE. 17— %

i

UK

FIE1 %518 % (Devices) > IR & E I (Device Management), R J5 sSiilibi ki i4weE ( £ .

FE2 O (Interfaces).

Overview Analysis Policies JeEMEER Objects  AMP  Intelligence Deploy , System Help v admin v
Device Management NAT VPN ¥ QoS Platform Settings FlexConfig Certificates
10.89.5.20 (M RN
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing Iﬂ:m Inline Sets DHCP
4 Search by name & Sync Device | | € Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical E <: &
E Ethernet1/3.1 SublInterface E| y
Ethernet1/4 diagnostic Physical Lzl &
Ethernet1/5 Physical E] y
1 =;): 54 %] Y =) r
ST Ml EM T AR OKRE (£
| == [ /1§ N
BB B R —% (General) 3ET0 <.
? X

Edit Physical Interface

m IPv4 IPv6 Advanced Hardware Configuration

MName: inside

Description:

Enabled | | Management Only

a) FWIAKERAN 48

Mode: None
Security Zone: inside_zone
MTU: 1500 |2 = L)

2 Sofy

FXFH Name.

Blhn, K3k a4k insides

QK Cancel

ERgmtoBEEmyE i
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b) ¥t Enabled & ikHE.

¢) ¥ Mode {4 & None,

d) ARLXE (Security Zone) FHIFIL P IEPE—ANBAT KA AXEL, 804 S HE (New) i
In—N W 22 4 X
B, V44 inside_zone (KR, AU L4 ALY 2R BRI S 1AL, 54
DR AR T AN A K, AT DRI R T2 A L1 AL, 6T LR R R 4R FH 24 S o 1)
01, T PR A LB BRI B, DK SN 11 4 BRI B 45 T LA U s
Felg, SV R EAL BN, RS RV M AE NS K2 BRSNS RF 22 X 3 fan]
DAZE NAT S, Tk i Sm Al QoS 4w o I sl M 41,

e) iy IPv4 RI/E IPv6 JETI R .

* IPv4- )\ RRHE TPk P E FER7S |P (Use Static I P), SR )5 ARMT k4 A TP Mkt A1 k4
HEfid

ilhm, i\ 192.168.1.1/24

Edit Physical Interface

General l|=. IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.168.1.1/24| Tgﬁ;?Lﬂgil?.*z‘?lE:-QES.stl255';28 ar

* IPV6 - IR I Bhiid Bk B S BLE (Autoconfiguration) & EHE .,

) Mdi#E (OK).
FEA SN TAMBMR O wmiE ()
I s — % (General) ZETI .

B EREEOEE M
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maz0 ||
Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration
Mame: outside Enabled Management Only
Description:
Mode: None R
Security Zone: putside_zone i
MTU: 1500 (64 - 3000)
K Cancel
iR IR e DR T AR, W Dk & dn A IS . AN N B

AEATIZEEIEABEE,, RO AR Al 7 7 PR b0 4 B . AR W] AR B o0
T SRS P 2 4 DX

a) WA KJERAH 48 N FHFH Name.
i, %44k outside.

b) ¥ Enabled &4z

c) ¥ Mode f* % None.

d) MZRL£X1E (Security Zone) My kst MNILA MAME 22X, B TEE (New)
T—N 91 22 A X 4

Blhn, a-—44 A outside_zone X 5 .
e) it IPv4 Fil/ok 1Pv6 i< .
* |Pv4 - £ DHCP (Use DHCP), #RJ5lic & LA Ntz $.

« {¥F§ DHCP FXEXEA A (Obtain default route using DHCP) - )\ DHCP fil245 £ 3k H 2k
VNI

* DHCP #&H#E#%% (DHCP route metric) - 43 Bi 2 3k itk 104 BREE Y, AT 1 F1 255
Z [l BRI H BN EE 20 1.

ERgEhomERmyE [
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Edit Physical Interface

General ll:. IPvG Advanced Hardware Configuration

IP Type: Use DHCP >

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

* IPv6 - IR H el B ik BEBELE (Autoconfiguration) & iEHE .,

f) M E (OK).
PSIBS HiHRTFE (Save).

fic & DHCP PR 5588
WA B P i DHCP M gl B A AL SR 5 TP ik, 17 )5 FH DHCP Ik %545
itz
$IE1 P& (Devices) > % ZE IR (Device Management), SR s ili & 4ReE ( #) .

122 %% DHCP > DHCP BR %28 (DHCP Server).
HIB3 (EARSSEE (Server) IR LSRN (Add), SRJEMHECE LR IET:

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* 0 (Interface) - W Fhz g Rk FHE M.

* bkt (Address Pool) - DHCP AR 4525 F i 1P ik iva Bl (AR S e ) o TP Hiuhik Y il
Gk e AL TR R E, HASBEM R 0 E 5 1) 1P Hulilk.

* J2F DHCP Rk %588 (Enable DHCP Server) - 7£ T2 1 L | DHCP 45 %% .

$E4 THHBE (OK).
PIR5 iR TF (Save).
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A INERIABE

BRI EH I 45 1) ] AN U5 ) () B3 B 8 . WK DHCP FAEAN 3T, WIS IR 5 2% )
RECLAWCE T BOIARE o W SR THEF-I Nk b, WL FE P 3T an R0 2k 11 DHCP IR %545
MIERIA M B, oK B R 7018 & (Devices) > % & & 18 (Device Management) > 2 (Routing) > 8% 75 8%
i (Static Route) 1 L1 1Pv4 #&H (1Pv4 Routes) 5k |Pv6 #&H (IPv6 Routes) % 1.

UK

FIE1 LRI & (Devices) > % & &R (Device Management), SR i & (K4REE ( #) .
$182 I E (Route) > 33758 M (Static Route), iR EH (Add Route), #RJ5 BEE LL R

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
| = Search =2 any-ipva &

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: v @

OK Cancel

FA (Intrusion) - HRHEZLASINEASEE HIK2EAY, 558 1Pv4 55 IPv6 HLiE T4 .
« ##0 (Interface) - W 10, H AT,

* A M 4% (AvailableNetwork) - 2y IPv4 ERIA 6 % any-ipv4, & IPv6 BRIA K HHi%+E any-ipv6,
SRIG RGN (Add) FILHE IR E M 4% (Selected Network) 413

* W% (Gateway) =k |Pv6 F3% (1Pv6 Gateway) - il A\ s F A1 4y stk ) 1 — M 9394 K 8 o
Bo ST LU 1P At B4 LN 4

* 38R (Metric) - B ZI H AR 2 (R ER i B AEVEEDY 131 255, BUAMEDY 1.

PR3 RE (OK).
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B S N A A R AR

Deploy , System Help v admin v

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence
FlexConfig Certificates

Device Management NAT VPN » QoS Flatform Settings
10.89.5.20 ¥ou have unsaved changes | [ Save €3 cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing Interfaces Inline Sets DHCP
OSPF (&) Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

T4 LR TF (Save).

fc & NAT
BB () NAT B0 20 P9 28 M 4% 3 kg AR 82 11 TP Mol b (o 11, 33626 NAT FUFR A8 13 11 kit
i (PAT).

UK

PIE1 EPIRE (Devices) > NAT, AR5 i HTIE KBS (New Policy) > BUBIFA{E NAT (Threat Defense NAT).
PR 2 REME a4, LRI RIS %, SRS it Save.
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New Policy

Name: interface_PAT

Description:

Targeted Devices
Select devices to which you want to apply this poli
Available Devices elected Devices

i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel

TS RN TSI A0 o SEATY AR FE R SRS VAN IR o
T3 AU (Add Rule).

Add NAT Rule X iFHER: B R .
SUE 4 T E AT I

~ Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic »

Interface Objects m PAT Pool  Advanced

* NAT #10 (NAT Rule) - EF: B3I NAT #0| (Auto NAT Rule).
A (Type) - IEHFFZS (Dynamic).

CEIN |

IE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 3541 [ 4R IX 3545 i 2] Destination

Interface Objects X 1.,

ERgmtoBEEmyE i
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Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| -}, Search by name | e,i‘outside zone ]
u:—.i-‘inside zone
oi‘outside_zone | Add to |
¥ Source J
Add to |
Destination |
QK | | Cancel
- H » N
IR 6 745 (Trandation) T _EAC & DL R kI
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & ched For Doctingeiog Intg

o EEAIE - RN (D) WA IPv4 MR IS X 4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X5, PO B3 NAT BUUAERT G kR s
NAT, I HIETiEgm i R 508 XI5,

* ¥ H9IR (Translated Source) - £+ B#r#% 0 | P (Destination Interface IP).
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wirmeammezing ]

PIRT mRTF (Save) LA InFLN]
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

You t d chang [EES © cancel
[#] Policy Assianments (1)
#8 Fiter by Device ©  AddRue
r ginal Pa N Translated \
#  Direction Type Source Dastination original original original Transiated Transiated Transiated opti
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations, Services

¥ NAT Rules Before
¥ Auto NAT Rules
F Dynamic &F any & outside_zone 2 all-ipva & Interface & Dnsifalse 7§
¥ NAT Rules After

FIR8 rlili NAT Uil EIRTF (Save) LLORAF B

SV E MR ERFE E SR

U SR AEAEE W Y A I B T IR AS A S SRR B U IR PRI S, U g SRS A I R LA fe v
ViR B AN TS LU ELSC VR A A S DX B S A0 B DX B P e A Al X, 37 55
AN FEVFL 3 3 4 0 45 KR o

UK

FIE1 KRG (Policy) > 7151 % & (Access Policy) > 37 5] % B& (Access Policy), 4R sl Zh o2 i
(V7 Il B s 1) mig () .

P2 SUERMMN (Add Rule) I & LIS S5

Add Rule ? X
Mame inside_te_outside Enabled Insert |into Mandatory w7
Action |« Allow il = A

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments

Available Zones €&

Source Zones (1)

Destination Zones (1)

| |, Se s /b inside_zone ju]

=/4 outside_zone a

san/t outside_zone

Add to
Source

Add to
Destination

* ZFR (Name) - AU Ay 44, #l40 inside_to_outside.

« ;B X 18 (SourceZones) - M\ A] A X 18 (Available Zones) FF ke A #E X 1, SR 5 s ok hn 23R (Add
to Source).

ERgEhomERmyE [
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HERE

$TIE4

=

+ B#Rr[X15 (Destination Zones) - AT X 18 (Available Zones) ik fFAMEIX L, R i
F| B#F (Add to Destination).

FCAh e R P JURE

HIE3 LR (Add).
FEUED AR N2 Rules 3.

Overview Analysis [LLITACTl Devices Objects | AMP Intelligence Deploy , System Help v
Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

ftd ac policy You have unsaved changes | /Ay Show Warnings | | Analyze Hit Counts || [=] save || €3 cancel
Enter Description

Prefilter Policy: Default Prefiltar Palicy ssL Policy: None Identity Policy: Nenz

Tz Inheritance Settings | [F] Policy Assignments {1)

m Security Intelligence  HTTP Responses  Logging  Advanced

8 Filter by Device.

" Show Rule Conflicts &) @ Add Category © Add Rule | Search Rules

v Mandatory - ftd_ac_policy (1-1)
o Allow atg e LB

1 Avinside to outside o inside_zone i outside_zone

There are no rules in this section. Add Rule or Add Category
Accass Control: Black All Traffic vu

M idifR7F (Save).

o P S AP 8 B I AR PR E T, I S SR A AR B R

{‘-_:l:
Mo

it EJ7ERE (Deploy).
& 9: 582

Q ¢ # @ adminv Wl secuRe

ri 2 ERERZE (Deploy All) LLESE RIPT A 8%, BinidimZkaRE (Advanced Deploy) LAHSE 2L PR

Bk

B EREEOEE M
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werz ]
[ 10: £EBERE
Q Advanced Deploy [JEEGYEA
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment )
1120-4 I Ready for Deployment £
node1 I Ready for Deployment i)
node2 I Ready for Deployment =)
© 5 devices are available for deployment iz
B 11: S REBE
1 device selected
[ @ Search using device name, user name, type, group o status ] Deploy time: Estimate
\:\ Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (]  1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> [} node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
¥ L 1120-4 System FTD May 23, 2022 6:49 PM E I Ready for Deployment

TR 3 MORIEE ) . sl T ERE (Deploy) HEHLA K E T LA R RS

[ 12: BBE IR

Bes

Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks ‘:) Show Notifications
0 running 5 success 0 warnings 0 failures | . Filter
@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s
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EREEROBERMBE |
B 5 amm s pxos cu

5 18] B R BA {E0 A0 FXOS CLI
i FH iy 24T L TH (CLI) "% B R G LA RGATIEAR W MO HE bR . JoikiE i CLI 2 TR T B SRS .
AJ LR B 5 i 1 LAYT ) CLL
9, 7] LAY 8] FXOS CLIVAHEAT #i b FE R

\}

R Rl DO SSH SRR UM A A RO . HEHIE SR, SSH 2 ihERIAE ] B
B4 CLI, PRI connect fxos i A% 3] FXOS CLI. W% K SSH & #2647 TR AN S 11,
FHJE AT CUE Bz e 1 bk, BOARG SO, A5 SSH AR U5 0o LR A28 45 1 6 ity 1)
i CERAEH FXOS CLD

i

I TE R CLL K E S UE R B H] 4 K o Firepower 2100 Fit 5 — 4% DB-9 4% RJ-45 S 17445,
BB TR B8 — 7 AT 4 USB R R T R . MR W IS I ERAE RG22 U B USB HAT IS AR )P .
P40 6 3 1 ERIA ) FXOS CLI. i LA R 8474 E

* 9600 P52
* 8 MY
* AR
o 1 AMEIEAL
TOERERIFXOS CLL. AH ] admin A1 44 A aa B IN BB S (BRAE N Adminl23) ¥k CLL

IR

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

W2 Uil Bt CLIL.
connect ftd
w15l

firepower# connect ftd
>

B EREEOEE M |
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gremaoxapEer 1

GxJe, W TR CLI ] a2 A S R, iHMIA hep B2, A XATH{E R, 152 Cisco Secure
Firewall Threat Defense iy &% ,

FIEH E B #IFTD CLI, &% exit 5k logout 4.
iy 22K B FH 5 17 42 FXOS CLI #278. A 5% FXOS CLI Ha] iy & HIAH A5 B, IiEHIA 2.

Tl

> exit
firepower#

{52 F & 38 A0 X B A R R

i |
,{Iz'ﬁ

il

FE1
PIE2
$E3
PIRA4
pZ 4]

IR

TIE1

2

IEFRH R GRS AR RS T T R e SEOUE R EHIR . Wictl:, AV
LR BAE G G187, RO HLYEAN BE IE R G B K
Ry U A5 B ARy IERROC A R S

UK

WRIRE > REEIE,

BRI, AR @ ).

Hilii% & (Device) ML

s RGO R AR (9.

HIFERI,  AA S AT A % o

WA S5 KB TG &R, G KRN R RS R, A BILL IR,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
WOREAER G IER, WA KA 3 B LU R RS C KM .
TEINAE PT LA AT RIS O T A 06 IR PSR Sk LAY B 7 =BT THAT LA F) PR o

TEARAENCE B, V5 S 08 T IS AR SR s TSR Firepower SCRY
HRAFH FHPOMEE, 152 (Firepower & B HPOALETEH) ©
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https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/go/firepower-config
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