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(ANE) MERGHF L RZHAEA

SR A AT RA T AL L ZEIN 2 AR RRRAS, WEHATEL R D3R B T DU AR LB Bl K S5 2 iy 225
HARRA . B, R AR R s FHsiT R AT T, (ATHg0 (BREARCED W RE 2Lk bR
FE 2l A (R I ]

HIIZIEITIH ARRA?

SR BGEAT A NI F I RRA S 55 bR A7 4 (455 18 Gold Star fRAS . f&IE 0] DLZ 2%
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178 html * frid i &
AsEng; B, A SRR IR 5 CES O IEe)  KIHRAS 5 CRHCIN 8] iR 4E3 oA
AT B M ICA S 5 G4 A RIAN T, T BUMFAIED .

UK

PSIB ERR| CLL, ARG R, S5 @B FXOS CLL, 222 7. SeFEF Bk E
s 1, HE& WA LAEH] SSH.

1 P 4 admin FIELIA %00 Admin123 &%,

1IEFER FXOS CLI. 25— AN B, RSN, b3 H T SSH 1) Ja bt

B

TR WA C G, (HEARRIE, WZHAT ) B DU A B BRI AR
EEEFNGER, S0 FXOS MbsEHES R .

w5l

firepower login: admin

Password: Adminl23

Successful login attempts for user 'admin' : 1
[...]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ****xkxkk*
Your password was updated successfully.

[...]

firepower#

S 2 7F FXOS CLI /1, WoRIEfFIZITHIRAS
scope ssa

show app-instance

i

Firepower# scope ssa
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() weunEnernscs [

Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.2.0.65 7.2.0.65
Not Applicable

PR3 WEREZHGHIA, IHHATIXLP IR
a) WUREONAE P OB RS [P Mk, TS0 (W3E) /E CLI P U B AR BEE . 2 9 TT.
EROATFOLT, B B 48 DHCP.,

SR AT A B 0 ) P IR 55 T OB AR
b) AT (FXOS HebaflErear) oI E PRIy .

(AIik) 7£ CLl P E N EEMRIRE

WSAE T BN E BEIP Huht, v LS 245t & o R AE CLI R ATHIGR W &, Wisw E s i
IP Huhb, PSCHIHABFEA W 2% 15 B . 8 R B BB s s M CyARCE i alsh iz 0, ffE
AJE GUI AL E e,

\}

AR RRARERRECE, TIEEESR CLI BE A (i, @il EErdrmg) o HiE, ATLIFEE7E CLI
4 H configure network iy 2 58 T A7 X 24152 H . 152 Cisco Secure Firewall Threat Defense iy 4>
2%,

UK

W EER I G . A IRVEAE R, TS )R FXOS CLIL, 5 22 1.
1 4 admin FERA IS Adminl23 &%,

BB ZERS] FXOS CLI. 35— RN RN, RAESTRNEHESEN ., ST SSH 1) gk
iR

pE s IRCEI O (HREAENE, W U BT e (580 2% LUK B BN BB A7 R EDHT
BRAEREFIIAE B, 120 FXOS Wb ER TR

Tl

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

| ERgggEsnsamnyE 1


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_n5q_3v1_hbb
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

ERgEEEENERMEH |

B o zcssngensgs

Hello admin. You must change your password.
Enter new password: **kkkkk*

Confirm new password: **kkkxkkx

Your password was updated successfully.

[...1]

firepower#

R A CLI
connect ftd

i

firepower# connect ftd
>

HUCESRBBPI AN, RERPRERZ BNV L7 (EULA) Jf. SRJ5, RE0K s CLI
BCEIAS .

BB B AR B 2 s AEAR 5 o SRR 2 W N MR, 15 4% Enter .
THZ I LL .

< EINEIRIZ O |Pv4A BOIARI K - W R & T2 1P Huhik, 0] DU N I DG 4% 2 10 BR300
oy, IP Mtk . data-interfaces ¥ Bl Il T M &2 o/ B &, DB A 1. R
AT LA v LI D P ER M B %, DU R R o YR AR PR e T U In) LT
W 2 T E R SR B PR BE 7 . S48 ] datainterfaces, 7 H 423 42 31485 3 2% S 00
TEATY AT LR B2 10 A ) WA AP B (B SSHD fHJE, BN 2 4% ol Lk T s A B,
MR iZAd ] configure network static-routes iy 2 s DA . F =, BRI L s
FES FHAZ MW E M. T DHCP, W RS FH DHCP $24E 19 5¢, 1% DHCP A
FEHER G, UM R IR O E N [R5k

MRMEER BN EEENESR - (R Ol SSHERSBOA IP Huhil, (HAEHIIR T E N
T P, W Wi TR A RT 1P M b MR A SR AT I B . S B IE A S R S .

ERMERIEE? - AR (ves) LM WA M. P (no) 4R IEHT SEAL I A MY 1 Bk
FHAN B R B

i

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.
You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:
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A

snggres ]

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

WIR A BT B IP Mkl g sl HLgs

I

R Ve A A B LAC B B B 18 o

FaZ B
* {§ Ff] Firefox. Chrome. Safari. Edge &Y Internet Explorer i) 4RI R A

i

TR AN AT A LR URL.
o (7.0 M EARASD A (LUK 1/2) —https://192.168.95.1.
o (6.7 FIEESRAS) P (LK 1/2) —https://192.168.1.1,

o (6.6 M A & H - https://management_ip. & % )& DHCP % /i, A TP Mk Bk
T DHCP JIR55#% . WURAE CLI B S ke 1 B IP huhik,  W4m A iz bk,

o (6.5 FITEARARA) 452 - https//192.168.45.45, WIHLAE CLI ¥ & o o 17 &7 HL IP Hubik, TSN
ZHtE .

S 2 i 4 admin FIERIA 269 Adminl23 5.

T—%Hft4
MR WA B R FIBAT; WSS INYIGICE B 12 UL,
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SRR EC B

YOS SRR AR LS AT B, A RCE S e E P, SRS B
TAEFF RS E TR BIHEA RN

* 4N (Ethernetl/1) MR (Ethernetl/2)

o TBANSN R R e A X I

o AR AT A B M 1 U 1) R

« B2 NAT B, F-F5 AT o 2 A0 d i e B 4082 11 TP Mtk (o —3i 11

* fEWEE I _FIZ4T (1) DHCP JIR45#%

N\

AR WREPATT iR E CLIhHESUEFIMKUEE . 50 R, MK EMTSS T N %A A

258 Rt S P admin SRS LA RC B AR PR

UK

TR RESPRE B A VFRT P IF SO B0

HATERX LR, A Redkst.

W2 AR DR I O E LN IE I, RS T —

P & M T—%E, BRREESERST. 0k m4 Nl “outside” , FHINE
“outside_zone” AXX . IHMAIRIE B E R IC IR

a) HMERIED - W 21 0 OC 4 b #s B it o ZERIUR A B B I, AN REIE BRI AN R 11
BN DS BRI A R O .
BLE |PvA - SR 1116 TPv4 Hudik . AT LU DHCP, thr] DL TS0 A IP duhik . 7 W H i Al
M. Sk, WATLLEREE, AHCE IPv4 Hilik, B ICEEE S 1 S PPPoE. 0 54 1%
$:3| DSL. HL g5 flfg w5k ISP (LAt +z, I H. ISP fi | PPPoE K42t IP Hubk, WrIHETF
Bl PPPoE. #&n] LAfESE R ] T /5 BiL & PPPoE.
BLE |pv6 - ZhE4% L1 Ipve sl v LU F DHCP, -t n] LLTsh% N i 1P k. A8 AR ¢,
JiAh, Wl LLERER, ANECE IPve ik,

b) EIEQ

DNSAR 28 - R4 Pl ff) DNS IR%5 %8 . %1 N\ DNS JIRSS 21— A ek Z ANk DUENT 2 FR . ZR
M4 OpenDNS /A3t DNS [l 45 %% o 40 FL A8 g 7 BT AWK L BRAE, 15 A {E B OpenDNS
(Use OpenDNS) LLHLHHE G 3d 1 TP Mk 2N 7B o

Bi XIEEM B - RGE B R4
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$B3 WERAMARE, R5aET—%.

BL & VFA]

a) BT[X - EFERGNIX.
b) NTP BB ARSS 88 - £ BRIN NTP JIR55 2%, 82 Fahi A\ NTP RS 2 ik, wf LA i 4
k55 a8 KA o

(ATHE) ARG B BEVF T
WS SR BIT AE Vet2x B BB SEAVFRTAE . HAB A VF ATIE R ATRE 1 o

SUATRATRIEVEOAEIK S, A RESRIURISEF R VEATRE. e, T LAGEF Iy 390 R VP
AE, DU R T

LTI, T ARG SR BRI BRI S, JESICE VR, B 13 DL
B FHVEAG R RTEIE, ii%#% Start 90 day evaluation period without registration.
M FERL .

o TR AT DR PR e A RS OB B WS WA i P R BT KRG L 2R 19 T

FEYM S A A BE ARV AT, XA A A R A g ST BV R R

FEMHLAGIN, R REP P Hias S U LR A B AR H A BRA 2 I RS AU IDAE . eI ML 70
e AR I 14 R AU

R BRI T VEAIEA , 1515 1) cisco.com/go/licensingguide

BEmtihi VERTUE Sy HENEE AN o BREVE AT AN S BT Y R I SR 77 i D g . A 1) Y R
RS EAT TEM, BRI SEBIOHGAE VR AT AE, IR DS SV rlIE . XA RENS & B AN AL 2
RE, IR b TR S G E IR . W2 LR VF AT

* IPS- 45 R —AL IPS
o B BHE-S R ARAY: B
* URL - URL j1J&

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2% Secure Client VPN Only

FHia Z |l
PR BRI B K
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R BGE AR, U R R ABC BT IR o Tl IR RERIH A S, T LON A2 —
ALK

o ST BRI AFVR AT P 2T G iR N 25 (3DES/AES) VPR TR EESK, A REAE FH HLeThe (CAf
A AR SE R D .

g2

SR VR AT ST R T VT

2148 D SERE R 20 A 1 S LI S VLA B, SR R F AT HIE I 1% O B 2 8 I B e SRV T e R o (B,
R G S INVERTIE, W R R 45 TAE =% 1R i Find Products and Solutions 8%
Bt. KLU FYFATE PID:

2RISR

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

iR WA H] PID, 0] LLF-3h4s PID Vs N2 Hrh
* IPS. R HAE BifE Al URL VA UEZH 75

* L-FPR2110T-TMC=

* L-FPR2120T-TMC=

* L-FPR2130T-TMC=

* L-FPR2140T-TMC=

MK IR PID 2 — IR ]T Hy, nTLUESE S LR PID 22— X R ST H

* L-FPR2110T-TMC-1Y
* L-FPR2110T-TMC-3Y
* L-FPR2110T-TMC-5Y
* L-FPR2120T-TMC-1Y
* L-FPR2120T-TMC-3Y
* L-FPR2120T-TMC-5Y
* L-FPR2130T-TMC-1Y

* L-FPR2130T-TMC-3Y

B ERgEEEENE M


https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

AR EEERZEE BB

raiT [

* L-FPR2130T-TMC-5Y
* L-FPR2140T-TMC-1Y
* L-FPR2140T-TMC-3Y

* L-FPR2140T-TMC-5Y
* Cisco Secure & /7 Uij-15 24 B A% P i TR Fe

P2 AE BRI RS b, D SR I R AN N 38 1) R FUADK P 35 SR O SR N4 R
a) il Inventory.

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Notification Satellites Activity

b) 7£ General &K I, i New Token.

General Licenses Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) ft CreateRegistration Token XfiftEH, A LL N E, #R)5 ritdh Create Token:

Create Registration Token .
This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days

Enter the value between 1 and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description

ERgggEsnsamnyE 1


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://software.cisco.com/#module/SmartLicensing
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BLEFA

* Expire After - JARHE BLZIN E] R 30 K.

s EERARSEEIMESRERIFSHIESIBITIEE (Allow export-controlled functionaility on
the productsregistered with this token — 7E& I 7E 1 B Z/H0 X e VFREAT 2800 2 148 O~ )3
A A RS WA ST b hRE, WIZZ R E Pz IR . an AN 5 0 FH ks ag, )
T B BT i B E A A IR B R N R e . W ARV B Bk, ARk AN
SRR DT fE

ARG A I BN 587

d) sl A A O A K BB RT AFT T Token XFGRAE, T LU H R4 ID S BB 45 20%
BRI, T HE G G R, DAAE AR i i (1 A

IBEESH

General Licenses Product Instances Event Log

Virtual Account
Deseription:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJMSZ]IhYTIrZGOAOSGOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions =

B 4 E5<he

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press cirl + ¢ to copy selected text to clipboard.

SRS AL WAEHAT, A k&, A5E SREIFRNLE MY, Al ERERE.
o B8 BEVF RATE DU

$18 4 5l Register Device.

[ EREERE AR T
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Device Summary

Smart License

SER

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

REGISTER DEVICE
69/90 .nie

42 W B BEVF RTIIEIE AR TEATE FP AR 0 DR DU 4 het -

Smart License Registration

()

.:: ..4._
l_.

Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
to create token.

Copy the token and paste it here:

Select Region

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v

Cisco Success Network

Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware
of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

$IE 5 il Register Device.

>

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.

s
IR

[ 2 & REVFRTIE ULIfT o AEBEA M, B FRILUR A

You can check the task status in Task List. Refresh this page to see the updated status.

FEVC & M IR TG, S BILUR A

raiT [
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Device Summary

Smart License

CONNECTED
SUFFICIENT LICENSE

FIR6 M2, miiRR ATV IR B R R

‘SUBSCRIPTION LICENSES INCLUDED

IPS ENABLE

This License allows you to perform intrusion detection and prevention and file control. You
must have this license to apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: T Intrusion Policy
URL ENABLE
Disabled by

This license allows you to control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and reputation.

Includes: URL Reputation

Last sync: 10 Jul 2019 11:39 AM
Next sync: 10 Jul 2019 11:49 AM

i

ENABLE

Malware Defense

This license lets you perform malware defense. You must have this license to apply file policies
that detect and block malware in files transmitted over your netwaork.

Includes: Uy File Policy

Type Advantage ¥ ENABLE

Please select the license type that you purchased to enable remote access VPN, Note that
Secure Firewall device manager does not support any of the advanced features covered by the
Advantage license.

Cisco Secure Client

Includes: RA-VPN

* BR - RVEREIE A S0 00 BRPE RER A B AR IK T, TR SRR DhRE . DUAE, & ARG E

HESSEAZVF I A R SRS T

« B - BOHVFATE A AP RE B BRSO R, IR AR WIS EE . OB skt OCTARC A,

KL, ASRER A A X D RE X SRS .

VPN Onlyik Premier ¥0Advantage.

VPN Only
y of the by the
Premier

Premier and Advantage

QIR T CiscoSecure & P VT ik, T IEEEEATH VAT uES$4Y: Advantage. Premier.

JRHIDIRENE AR FRBCAVR AL, WAERDET IS, B m BN AT E

Device Summary

Smart License

Last sync: 10 Jul 2019 11:47 AM
Next sync: 10 Jul 2019 11:57 AM

LICENSE ISSUE
OUT OF COMPLIANCE

There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

[ EREERE AR T



| ERREEEEBERME
zagerstnancE ]

)l

T NN T Hra & ik ResyncConnection (Ff[AIPERE) , KVF Al IEfE B 5 UBHE BE I B2
2o

Go to Cloud Services

Resync connection

N

Unregister Device

SIL Vo a) oo =y 1=
EREEIEEREE G AE
DL S5 BRAEAR T 1] A 7 T LA T A 38 A SUIE L A BRI (2), BRI AR S B 4
{5 5.

UK

TR WASER T HARE O, EIERE, KA RO .
RN O i A (@), LABEE B TP Hukl FICAl

PUR -0k — N O RL B FAE “Fa X7 (DMZ), o] LU A A FF U5 [ %7 (i Web IR %5 8%
BAEZIX S . SE )R R TR TE (Save).

[ 5: 4iEE O

Edit Physical Interface

Interface Name Status
i ®©
Description

IPvd Address IPvE Address Advanced Opticns

Type

Static e

IP Address and Subnet Mask

192.168.6.1 24

HIE2 RO E L, HIEFITR (Objects), RJ5 M H Pk £ X8 (Security Zones).

| ERgggEsnsamnyE 1
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7 Q& E TR BB RS A

R i 2 20 4 B BT DAk RN I AR 28 TS, DR AR AR 2 4 DTy AN 4 11 oK
PO W o IO BB VN AN BE FUBE X I, DRI 2 Gl e B SO B DG 2 5,
AT R DI R

LUR 7= B s i i DMZ 4 LB — Bk DMZ [X 35
B 6 R RExg

Add Security Zone

Name

dmz-zone

Description

Interfaces

(@) dmz

HIB3 MR TP il H DHCP M B4 3 TP Hhlik, ik #i& & (Device) > RAIRE (System
Settings) > DHCP R $5 8% (DHCP Server), #XJ5ik+¥DHCP BR$52% (DHCP Server) iEJi .

P TR T DHCP IRgs#%, HA] LG bbb it 5L o JOMIR . G i & 7 JoAth 4 11,
WUFERX L4 11 E YA DHCP g5 g R0 IR ik miili +, DB PR LG B0 25 s A ik
it

Ak, AT LLZEELE (Configuration) B35 otk 2% F o4 41E () WINS F1 DNS %1% HE1 7R 40 14
# DU R oI £F inside2 211 (Huhilit k) 192.168.4.50-192.168.4.240) % DHCP It % %%

7: DHCP AR %5 %=

Add Server

Enabled DHCP Server o

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

FIB 4 k3R & (Device), #RJ5 & H (Routing) 41 (M EEEE (View Configuration) (i gEE—4
#7508 A (Create First Static Route)) , Ft & 2R\ .

B ERgEEEENE M
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BRI FE I 45 1AL TN 2 10 2 A BB ISP i 8% . BRIN IPv4 % 3% FH T any-ipv4
(0.0.0.0/0), T ERINF IPV6 i H13E FH - T- any-ipv6 (::0/0). Sk FITAE FH AEEA TP RRAS B8 % o un SR
DHCP SREXAMH L L [kl AT #8 40 T 5 BRI i .

i PRI g R i AUE ] TR 1, A R B D RE > RRIRE>F
RO EREE MK,

PUR 7] B TPva HIERIAS . EUER 7, isp-gateway A& H THr 1 ISP B3 TP Huhk ) P 2% 5 4
CUZBM ISP kI lE) o nTLLIE I 255 P % (Gateway) v S5 1 B B # M 4% (Create New
Network), >KOIHIZT% .

[ 8: BRIARE

Protocol

@ Pwe O v
Gateway

isp-gateway

Interface

outside

Metric

1

MNetworks

:.L-TJ any-ipvd

HIR 5 EPEREG (Policies), J£4 WL & 20 4> 5 o

B 2 () T B E SR VE N AR IX S AR XS TR AR R i), IR T AT 5 3 g 0 B4 1 R
SR T I e (NAT) . RIAERCE T8 O, SRR LA 21 P A Do e ey, Dy ) 42 iR )
B BB I .

HOE, WERAT 2 AN PRREE O, DI 2 25 U7 1) 22 AR UK SC VA B X S ) (R 3 o A 228 i oAt
AR, DURE AN R SR VIR S X (A AR o KA 5 o B EA T 1) i I B R 1 B

PEAb, S v A SN DAS AL IR S5, I NAT R [ LW BEAT RS 40 4, DLSEIl A 245 2
I3 T ARG E LR S .

* SSL f#% (SSL Decryption) - 4n JEEAG A % & H: (FIWIHTTPS) R B FAENR . BRI,
T DA 20 fif s B2 o A SSL i3 SR W A o 75 BEAR A MR . R EOERL S, KL EHT N

IrRe
.

* 517 (Identity) - WA LR 285 BN 15 25N TP A ORI, R 49 FH ™ s 4Lk g 5 473 47 1 ) 245
Vi, TEEH] B SRS A 0 L 2 2 U TP Ml SRR AT

ERgggEsnsamnyE 1



ERgEEEENERMEH |
B 55 im0 exos cu

* R2F#R (Security Intelligence) - A1 22 41 i S g Peidt T 7k H 71 N BE 42 L) TP Hbhik 5 URL
iz F O R RPN TR S, ARV o) 42 5 S b BT o5 25 X sl i R At
ST AR CADE R M T URL YR, n Al 22 4R PR 4 s Bl A s (IS 4RIE, o id
ok e 66 SR RS N NI R 44 B PR I

* NAT (Network Address Translation) - i F} NAT 50K Py 55 TP btk 445 g #0358 ] i e Hohik .

* i ial= il (Access Control) - 488 U7 i) 4 il S Aff o I 4 1 A vriidedle . ST DU 224X 8k, 1P
bl Bl wi . N URLS F B AT I 98 o f80ds mr DAASE FH U 1) 4 R0 D0 R B
MNZ RSSO CBRREAT) Sng . f L SRng St URL i 8.

* N2 (Intrusion) - {ff FIAAZ Sems il O mi o B U ) 42000 0 TN AR Sk, g ]
DAZhw N1 R, DA B b FH sl 4 P AR s (R AR U

PLR 7 b 7 el 6 U 1) 28 1 SR oSSR N S IX I DMZ X2 ] i & . AESbon i, AR fr 3L
fle T EI AR B EATAET, BRERIERE (Logaing) K4t, Hob#EiE$ELE R AT (At End of Connection)
I .

9: 5 B35 I SR B

Add Access Rule

Order Title Action
2 b Inside_DMZ
Source/Destination Applications URLs Users: Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones Ly Metworlks + Ports + Zones
@ inside_zone B dmez-zone

$IB6 PR E (Device), RJn A E# (Updates) 4l EFELE (View Configuration), kRS HiEE
[N TR7 S
WA IR S, WA RN R0 “VDB” Edls PR E e R, W R A e AR, W M
W7 F“VDB” BEEERCE IR . WA AR AR e A SR AT M AT BN UL LA, E O R
> F1“VDB” Fdhi e e 5 R

v )\

ey [

BIET A ((ERE (Deploy) Hil, SRR ek S BT (), DR B T L
RABFE BT R %, BilA Sk,

5 18] B R BA %0 FXO0S CLI
1 F A 247 FHH (CLI) 7 W RS DL KRG HATRAS P e . ol CLI &b fie & SR
] DL R 5 6w 1 AT 1] CLI.

B ERgEEEENE M
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g s rxos cu [l

AT LLYT M FXOS CLIVAHEAT i HE

\}

ER e DUl SSH R BB B A L . 5EEIa SRR, SSH 21 ERAMEH Hb

B CLI, kol {8 ] connect fxos i 4% 3 FXOS CLI. #0545 4 SSH BT FF R Fdi % 0,
FHJG AT AR B Z4% 0 bl BRIATEOCT, 25H SSH Bin 2 1005 i) o BERE P A 2R 5 i 1Y)
vill CBRUEH FXOS CLD .

it
B S CLL, W BRSNS B4 H) & 3 1. Firepower 2100 it 45— 4% DB-9 #% RJ-45 HR4T445,

BT DA 5 50 = 7 M AT, USB 2R 4G BT3B . R M I IR A R 48 2225 b ¥ USB i AT UK BN FE 7
P4 0 TTER A FXOS CLI. LA R SPAT R :

* 9600 JHFFH
* 8 M AL
o d
© 1AM LRpL
TIEH B FXOS CLI. ff H] admin FI F 44 R 4A 1 5 A 1300 CBRIME A Admind23) 5% CLI.

IR

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Ui 1] JE 97 48 CLL
connect ftd

Tl

firepower# connect ftd
>

B A, WE T CLI ] a2 MIA S R B, I hdp 2. A AEH{E R, 15Z 0 Cisco Secure
Firewall Threat Defense 172 %%

PR BB EFTD CLI, 54\ exit 5 logout fir4 .

My & 2K B FH 5 17 42 FXOS CLI #278. 4 9% FXOS CLI Haf iy & HIAH A B, I 2.

TP
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https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
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> exit
firepower#

£ g & S 2 KA B A S R

TerT LUEH] e s BLas IERA R ) R 58 .

UK

i A TR S B it
iR T 6.4 KB LA, THAE &R EEAS CLI i Ashutdown iy 4
a) A& & (Device), RJa i RGI&RE (System Settings) > E# /B 5/ A (Reboot/Shutdown) 4

.
b) miliKH.
AR 5 5 KBS TG R, THAER KB SC N B R G R . BR R BILL T K.
System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

WERBATIE R G R, WKL) 3 e U IR R GE 2 OCH]
SEIRAE AT DL AT FLYET SR AR i EEIN 14 Yt Sk AP B 7 SO LA 1 L

SIREENCE BB, S R TR ARAS SOk SHTULRE Firepower SCRY

HIRAF S EHBRGEE, B30 GEMT Firepower ¥ &5 #2310 AR} Firepower J& i B fHITiC &
R o
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



