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* %3k ASDM , 522

s FCEVFAT, 220

* Ml E ASA, 528 T

o (AR EFEE O LAECE X FXOS A E ViR , 25 29 1T
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o JRERERE, B 32

s FERRT Firepower 2100 (77 id5% , 45 33 1T
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ASA 1 BB PR Bt PR KA VPN ZErh 33 DR -

Firepower 2100 /1G4 T- ASA [ — N ¥ %o 1R F AR B &1 (BIA) FigfT ASA.
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* CLI
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ASA F1 FX0S &18
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rxiwme

HLE TR ZAE FXOS LT InAE, 1 HART RE N 07E ASA EbAT 4%, [RIG 55 2R F X A
BAE RGATRR YD . X T FXOS EMAIAARL S, %n] DUE A SSH. Bl i) i) i 28
(https://192.168.45.45) iE4L 2R IA T 192.168.45.45 1P Hidik.

X1 ASA FIRTAENRC S, % a] LL# ] ASDM %82 3 https://192.168.45.1/admin. {E ASDM 1, f&u] LA
DL MAT AR 32 L1 BC B SSH 7 i) o

PN ERAE RG] NS & o 1 3RAS . WIARERR i i) FXOS CLI. #&n] LA#H] connect asa iy 4
KiJi ] ASA CLI.

RIETT L VE M ASA HidiEdE O 3ET FXOS BH,; ' SSH. HTTPS 1 SNMP Vjia]. M IhREN TR
EHAEEA M.

A SHFRI TN RE

X F5HY ASA T ¢
Firepower 2100 A3 #7LL N ASA Jifig:
o AR B FONIT
* JURFEN
< SR
* L% P SSL VPN 5 KCD
+ ASA REST API
* ASA FirePOWER #st
o M 2 A I R RS
* UMK
* SCTP ks (SCRHEEH] ACL (1) SCTP IR 7D
* Diameter

* GTP/GPRS

LY FXOS ThAE
Firepower 2100 A KFLL R FXOS Lig:
* %A 5IEJR FXOS it &
{45 0] LI# ] show configuration iy ik~ 4 B sk 38 20 Bl & o

\}

R show M AN EIREE] CEI B, BT LLUGn SE BRI RS I 25T () 3 &
i, B I show FirHH DAALHE SE R AT 250
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* FXOS RN AAA B 435631

IR, U FXOS (connect asa) i8] ASA FEifil Gy, 2 R T461 6 Vi) 1) ASA
AAA il % (aaa authentication serial console).

i £l i F2 F

S LTS AEN AR 3 B A & ASA.
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Pre-
Configuration

ASA CLI

FXOS CLI

Chassis
Manager

ASDM

Cisco
Commerce
Workspace

Smart
Software
Manager

@ Install the

@ Review the

@ Cable the

wainir |

@ Power on

firewall network firewall the firewall
—» and default —» —»
config
Y preay
5 )Enable 6 ) (Optional)
platform Change the
mode —p Management
IP: ASA
|
v
@(Optional)
Change the
Management
IP: FXOS
. (Optional) @ (Optional) ‘ (Optional)
Loginto Enable Add access
Chassis —p interfaces lists for
Manager mgmt;
enable SNMP
| !
v
10/ Loginto 13)configure 14)configure the ' 15) (Optional)
ASDM feature ASA Enable FXOS
licenses —> —p remote
management

@ Obtain feature

licenses

@ Generate a

license token
for the chassis

&/ ASDM Fnilfa e anE ASA Fa [}



{7 ASDM FALFEE IR RS ASA T Ak |
B esmsnzanins

(7) | PR T4 SRR B R e
/ 5\ e 5 H v T AE G M4 R E BN E , 26 6 Ui,
é;. e A AR B AR, 9 T,
{ 4/ W B i A AR FITFBT K s, 28 10 0L

5 |ASACLI ERiERASY S W R T

6 |ASACLI (n[3E) T FXOS Al ASA 7 E TP Huhls i o¢ , 25 13 T B B IP: ASA.
7 FXOS CLI (A[3%) T3 FXOS il ASA 4551 1P Mok sk 5% , %5 13 5. S S H IP: FXOS.
Ol (AT BESEBLATEFELSE . 419 L.
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@ RRER 25 AR =31 FCEVFR], 5522 00 SREXCDIREVE T

12 | RN BB VER L 55 22 U0 WAL B RTUE2 .
13) |ASDM BUEVFRT . 322 00 BCEINASVFTE.

1a) |ASDM Mt B ASA , 4 28 T,

(15) |ASDM CATHE) ZERCEdei FRCE A FXOS (O EIYTI , 4520 . i FXOS RS 8, o
YF FXOS M ASA 211 )3 8h & B #% .

16 |WUAE S Cafik) RSl 1 ERCE X FXOS IR EL VA, 4 29 1. Wil i M 512 LA AR VRS 1K
— B ERMLAEJE ] SNMP CERINGS 5L F 5 HTTPS Al SSH)

EEMEHMEMIANLE

T P o Ad FERIABC & ) Firepower 2100 7 ASA 1> S 1T BRI M 453505 .

I &/ ASDM FnHLFE E IR AR E ASA F AR


https://cisco.com/go/firepower2100-install

| 155 ASDM F#liE BT EEBE ASA T AR
Firepower 2100 & X BN & .

TSR AR AR T L R B L 28 VA A R 2% ok DSL U R 2, FRATTER USRI U 2 BT
Mo, DA ASA g 8810 3 I 25 30 AT BT 6 FB R NAT . G SR 468 75 B0 Al 2 I id ' PPPOE DL
BRI ISP, AT LLZE ASDM 2 2 7] 5 AT b A .

\}

AR WURBTICIEM BRI FXOS F ASA B IP Hihl, i5Z 0 (Alik) ik FXOS Al ASA 4 F IP ih
BEEERIOC , B 13 Bt
WA T ZET A S IP ki, w7 LUEA ASDM JA 2 [l RHATICERAE. #ldn, ELL AT, f&n
Al 22 S0 LA TP Ml

o WIS AN 23R 192.168.1.0 W44 (X — ANl BN ES) i 1P Hbti:, DHCP ALK
P, AN ORSIRIGIP bl B i ) S R AE T ASA ZE R — M 2% R BE AN
FERXFIIGOL R, S Z50Ks P30 TP kb B e 2108 X 4% L

© WIACKE ASA UNINBIELA A B4 b, EORE YR TP bk BE B BT 4% L

1: BB L& By Firepower 2100

QOutside

k\..

outside
Ethernet1/1
DHCP from outside nw

e _@_ management  FXOS: 192.168.45.45
& Management 1/1  ASA: 192.168.45.1

inside
Ethernet1/2
192.168.1.1

UE ! Management Computer

DHCP from management ifc

Firepower 2100 & =30 BN EL &
AT LUK Firepower 2100 B¢ E A 71V G B N @47 B & AU BRABE
Y

AR 0T 9.13(1) ZHTIIRRAS, P SRR BOA L IUNIME — L. WER M GBI, W R B A
o

| &/ ASDM Fnilfa e anE ASA Fa [}



{7 ASDM FALFEE IR RS ASA T Ak |
. Firepower 2100 F &1 BINELE

ASA fiL &
Firepower 2100 _[[f] ASA i) BRIABLE (3 DL R AL & -
© NER—SMERIE - ORI 1/1 (AR, BLKIM 172 ()
* )\ DHCP [1J5MEB | P #thtib, A IP $idik - 192.168.1.1
* DHCP RRSS8R/E N HHZ 1 |
* >k H #hi% DHCP (12 IA 3% BB
< B - EEN 11 GEHED , IP Mk 192.168.45.1
* ASDM Vi) - FRVFE EE L.
* NAT - A BRI SR BT A i K% 1 PAT
* FXOS B3t it 1 8)) - FXOS HUAR AT DLYERE AN ASA 1) 8l B & .
* DNS 245 #% - OpenDNS IR 55 2% CLHilic & .

P E 1 BLT iy 4k

interface Managementl/1
management-only
nameif management
security-level 100
ip address 192.168.45.1 255.255.255.0
no shutdown
|
interface Ethernetl/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 192.168.45.0 255.255.255.0 management
|
dhcpd auto _config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

ip-client outside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside
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waezny

FX0S Bt &
Firepower 2100 F[f] FXOS (1)) BROIARCE (0 & DL R AL E :
o EIR 1/1- 1P Hihik 192.168.45.45

* ZRIAMI X - ASA HdlEz 0

* HIFEEEREE A0 SSH i) - AU B R 45

* BHAR P& - admin, ZRIAZRS Adminl23

* DHCP BR£588 - & )ity IP Huhikvi[H 192.168.45.10-192.168.45.12

* NTP BR%588 - AR} NTP lR45%5: 0.sourcefire.pool.ntp.org. 1.sourcefire.pool.ntp.org+
2.sourcefire.pool.ntp.org

* DNSBRZ5 8% - OpenDNS: 208.67.222.222. 208.67.220.220
« BAKM V1FIAKR 12 - 28

EEFRIR L

Outside
Management 1/1
management —
FX0S:192.168.45.45 Ethernet 1/1

r outside, DHCP from outside nw

PP e |

N ] e @) @res ___eee®
L L === T= T [ Hggg,—[—"—]— [=]-]
JOLIL)| 588 CI-T—T1838 (@) 22 T T T 28
— N mEEE _\. A =
Console Port
For CLI access
to enable
Platform mode Ethernet 1/2
inside, 192.168.1.1
inside - _
Management Computer Other Data Networks
DHCP from management ifc
192.168.45.x

FEAFH 1/1 01 1453 Firepower 21000 Z5TTLIXS FXOS I ASA {8l — 45 B H-EHL. BRALT 2
LUK 11 LB SN
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UK

SR N WSR2 R R .
PR 2 HERE I ENE RGOSR R P 11 DT VARG R, SRS B 1/1 R R B 4%

TR B SRR BRI 2% b, RO A M 4 % 7 it il LAV Ia) ASA B FXOS. &R 1/1 A
FHEAN FXOS IP il (192.168.45.45) F1 ASA BRIA IP Mkl (192.168.45.1). FXOS itiz1T DHCP il
Sl 2 P (RS P END AL P bk, DR, 5K e B AN ST LA & P Y 4R
5 (2 H Firepower 2100°1- S HIUEOANLE , 257 00D o

WA EE N FXOS A1 ASA B TP Hubik (9 BRI B SO HARAE, 1620 (nfik) ik FXOS #
ASA FH P HhEEE M e, 13 T,

Mifa, TN EEE#: OiC & FXOS F1 ASA BRI . AXRFXOS Ui fE R, ESH (k) 3
PR EECE X FXOS WAL YI R , 55 29 1l. K ASA Vi BIfE R, S0 ASA — R /Fd &
AP

SR 3 K B SN B G 5

BT BV ASA CLL, DL & U SO P 64550, Firepower 2100 Bl A7 4% DB-9 # RJ-45 H14T
i, PTUMETREI =7 AT USB BT e . IR N A E RGLBATAT L E (Y USB #3147 K
HFET

TR A MBI BOERZ LUK 1/1 #10 (FRid ) WAND .

XFRBEBAFVFAT, ASA SRR, LAE &l LAYs R VF T UM LR o

FERS KNI AL R LUK 1/2.
ez L RSN TS CE RS AR

FTF B AR IR

HLR T O, AL TS T A AR 1 @2, 2 —MEshATF o6, M TR G st . R B¢
AT “%H” (Standby) 7 E, FIFFEHEA S H 3.3V &, 12V ERIENAE TS PR . 4T
ML “FTIF” (ON) Pr &I, 12V EHERITE, HRGHKEE),

i

TR RO LL R R e, i SRR B LY A
TR 2 4 F B A H BT
SR 3 KA BRI PWD LED: W14% LED R4tfiesaild, RN OBl hik.
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raTanx I

SYS LED

mememmEeE -,
’_‘"_‘"_‘!_‘l_||_|l_|_r elululalal
PEEEEREEEPEREE®

= E L E
T ==
PWR LED
FIA RARK LMK SYS LED; fEHLRITH E)E, FoxRA O A 32w,

iR FER T SO B “ G (OFF) 1 B 21, 151l shutdown 4, LMERFERER IE
WMo IR TR LA B T A BE S . IEH MG, EHIE 4 BN AT Ll e 4
Wi T TRIBR S (8 A7 4515 A% LED S3id, 4878 R CHER I OCH FIE . m] LK TG D4
B “5&H]” (OFF) AL . HUTIAR PWR LED 23 8] INRFEAE Ko £E PWD LED 584K M2
BT 204 YA

152 FXOS Ml 'E 55, T A R H shutdown v & FIFELIME B

RATA#R

BRAMEOL T, Firepower 2100 fE B R8T BERE P4 & A i S o T 5 8, BLR A
g FL B Al e A (T

ORI, S THBRACE, DL ZEHE AR gE. BRI 2 N BOABC .

UK

T B B SN B HI 4 % 1 . Firepower 2100 Bt 5 — 4 DB-9 % RI-45 #4744, PrUlish2iss
=7 HRATH USB SRS TR . W iR N3 R G 2 RAT AT 2L USB H AT KB RE . LA R &
ITHCE

* 9600 PR
o 8 N
s TR

o A

HERER) ASA CLL, BRNEOL T, Vs #2500 & AN ZHR A Rk,

R E R FEER G, BHGEREY M FXOS CLL, MAZ ASA CLI. {Hi&, 1] LLZEF
BN IS & U7 W ASA CLI; 38 23 42 2145 1l & o 1 LA ] FXOS AT ASA CLI,
30 T,
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B =rzaus

PHIB2 Vi FFA EXEC Bix,

enable
BN enable A, RGN EENEL,
w5l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*x*

Repeat Password: *****x*

ciscoasa#

FERFA EXEC B, FrA ARG E 3w H o i8] WRFAL EXEC AR (HE N Pl B AR
TR HRFRU, N disable. exit Ik quit fir 4.

PR3 Vjinl A RR ERE.
configureterminal

T

ciscoasa# configure terminal
ciscoasa (config) #

PR PR E N A B,
no fxos mode appliance
write memory
reload
BRI S, ORI E IR INBR A . AEEURT N, P LA ANIE AT e W A LR R
B BEE [ AR -
il
ciscoasa(config)# no fxos mode appliance
Mode set to platform mode
WARNING: This command will take effect after the running-config is saved and the system has
been rebooted. Command accepted.
ciscoasa(config) # write memory

Building configuration...
Cryptochecksum: c0532471 648dc7c2 4£f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload
Proceed with reload? [confirm]

SRS WHRA, BE A LI

show fxos mode

Tl
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(ATit) Ea xos FiasA &3 P s [

ciscoasa(config)# show fxos mode
Mode is currently set to platform

CRre) RS A e m ] g e A 5
fxos mode appliance
write memory
reload

BEEMGUS, @ EORAARCEIFEOF N B & . AEFFT I AT,  nT LAFEANIE AT A BT AR 175 0 T Ke
S a AR G

T

ciscoasa (config)# fxos mode appliance

Mode set to appliance mode

WARNING: This command will take effect after the running-config is saved and the system has
been rebooted. Command accepted.

ciscoasa(config)# write memory

Building configuration...

Cryptochecksum: c0532471 648dc7c2 4f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload

Proceed with reload? [confirm]

(A[1%&) B4 FX0S 70 ASA 2312 IP it a5 W %

# T LA FXOS CLI 5524 Firepower 2100 AL (1) FXOS 4522 1P Huhik. BRiAHbhEYy 192.168.45.45.
RIL VT LA FXOS & OB M 0% . BRI G 1 1 280.0.0.0, B 4384 FXOS it s it #5 4
RILF] ASA B HE 1o RS ALDRE R e B R 11 s Bk A, AT DLSE SR G TP Ml
BEAR, A8 I 200 B A S 2 (1) 7 (7] 51 3R CAVC O BT X 4% o SR B ESCBRIA I G 0.0.0.0 CASA B #2
1), D7 M B % 0 B FXOS, 1 FXOS W EEddE 0 EEshis GE&m (]
W) AEECHE R EECE X FXOS AV , 5529 1D .

W, FXOS 3 1/1 IP HuliK 5 ASA 455 1/1 1P #ibib7E [F]— 2% b DR biZeoct et S 7 i 5 2%
ASA F[1 ASA 1P Hudil.
Fri&Z 8l

* FEE M FXOS BB 1P bk j, 468 55 B BT (i shohk 08 e Sr AT A ALAE R B 2% R SSH & .

s I TERBEM TS 1/1 51T DHCP JIRESS, BRI 7E TH A B 1P Bl 2 A 24 25 2%
DHCP.
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oK

E

{7 ASDM FALFEE IR RS ASA T Ak |

ERERIE R G 1 (S0 20404 5 1 LLUT ) FXOS A ASA CLI, 530 1) o FeAlTai i

R R PEH G 5w

LASRE G 3 H2 T

25 ] DHCP 4545 o

scope system

scope services

disable dhcp-server

commit-buffer

T TP Huhk s, nT LU R v TP Mkl S B DHCP.  #id n] LU i S & 1% & (Platform
Settings) > DHCP 7 HLAAFE EL %S i3 F sk 2% H DHCP fiR %5 %5

T

firepower-2110# scope system

firepower-2110 /system # scope services
firepower-2110 /system/services # disable dhcp-server
firepower-2110 /system/services* # commit-buffer

flid & IPv4 B R IP Mudik, @BrfDAECERISE (RJ3E) .

a)

b)

T A R [ HLIEE a (150
scope fabric-interconnect a

i

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect #

TFE MuTH S IP Hudik,

show

i

firepower-2110 /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr
Prefix Operability

OOB Gateway OOB Netmask

A 192.168.45.45
64 Operable

W BB PR TP ik, B RT DRSS EDRT I ERIA KOG (WTIE) .

OOB IPv6 Address OOB IPv6 Gateway

set out-of-band static ip ip_address netmask network_mask gw gateway ip_address
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(ATit) Ea xos FiasA &3 P s [

LORE AT BCE MO, IO gw. [AIRE, AR O SN CR B LA A B IP Sk,
B A ip and netmask .

FOR MG E N ASA HdlE Rz 1, TR gw BB 050.0.0.0. IXREERINBEE

T

firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.4.1 netmask
255.255.255.0

Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* #

SR 4 FUE IPv6 & HE 1P Huhb AT 5.

a)

b)

BCE AR FI a (RG], AR5 BCE IPve FiL & 1YElH .
scope fabric-interconnect a
scope ipv6-config

5

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # scope ipvé6-config
firepower-2110 /fabric-interconnect/ipvé-config #

A AT B IPve Mk,
show ipv6-if

51

firepower-2110 /fabric-interconnect/ipvé6-config # show ipvé6-if
Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway

TiC B 3BT [/ R TPv6 Hbuil FH R 56«

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band staticipv6 ipv6_addressipv6-pr efix
prefix_length ipv6-gw gateway address

BB TR E R, AT ipve-gw. [AIRE, R B 500 S N B LA TR PR TP 3
bk, E A S ipv6 and ipv6-prefix.

LR MR E N ASA Bl 1, TR gw BRI 2 o REEVARE
i

firepower-2110 /fabric-interconnect/ipvé6-config # set out-of-band static ipvé 2001:DB8::34
ipvée-prefix 64 ipvé6-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé-config* #

LB S5 MKk HTTPS. SSH Al SNMP [¥) 5 i) FI R FFA E HI2, LA SRRk 1F08T 9 25 (1) 4 B 2
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B %) =20 rxos foasa & P s s X

a)

b)

<)

a)

H ARG MRS B E T
scope system
scope services

i

firepower-2110# scope system
firepower-2110 /system # scope services

BEYHV M PR

show ip-block

A5

firepower-2110 /system/services # show ip-block

Permitted IP Block:

IP Address Prefix Length Protocol
192.168.45.0 24 https
192.168.45.0 24 ssh

firepower-2140 /system/services #

VNI AU 10) 41 3

IPv4:

enter ip-block ip_address prefix[http | shmp | ssh]
IPv6:

enter ipv6-block ipv6_address prefix[https | snmp | ssh]

X 1Pv4, T 0.0.0.0 RITTZE O LASRVERT AT 45 . T IPve, A = AITTZE O LASVRIT A
Rz, ] LU E AR E (Platform Settings) > i 181513 (Access List) 76 HUARAEY 1 8% rhfs i
(P78

i

firepower-2110 /system/services # enter ip-block 192.168.4.0 24 https
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ip-block 192.168.4.0 24 ssh
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ip-block 192.168.4.0 24 snmp
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ipv6-block 2001:DB8:: 64 https
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ipvé6-block 2001:DB8:: 64 ssh
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ipvé6-block 2001:DB8:: 64 snmp
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* #

T3 T FR) 5 1) 471 3
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IPv4:

deleteip-block ip_address prefix[http | snmp | ssh]
IPv6:

deleteipv6-block ipv6_address prefix[https | snmp | ssh]

i

firepower-2110 /system/services # delete ip-block 192.168.45.0 24 https
firepower-2110 /system/services* # delete ip-block 192.168.45.0 24 ssh
firepower-2110 /system/services* #

PE6 (Wik) FHEH IPv4 DHCP [lR554% .
scope system
scope services

enable dhcp-server start_ip _addressend ip_address
AT LU T &1 E (Platform Settings) > DHCP £E HUARE FE8S v 3 F ok 25 ] DHCP 45 2%

T

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services # enable dhcp-server 192.168.4.10 192.168.4.20

ST RAFIE

commit-buffer

i

firepower-2110 /system/services* # commit-buffer

IR 8 Kt ASA MBS /R IEHM LS o BRIN ASA FFEIF: I 1/1 1P Hihky 192.168.45.1.
a) MIEHI GRS ASA CLI JF il 4 Rl A
connect asa
enable
configureterminal
7 ASA A 9.12(1) KB HIA T, RELIRIEREBHEL. EONRRAE, B
A A
il
firepower-2110# connect asa
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
ciscoasa> enable

Password:
The enable password is not set. Please set it now.

| &/ ASDM Fnilfa e anE ASA Fa [}
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Enter Password: ****x*%
Repeat Password: *****xx
ciscoasa# configure terminal
ciscoasa (confiqg) #

b) FESCEER 1/1 1P Hihik,
interface management1/1

ip addressip_address mask

5

ciscoasa(config)# interface managementl/1
ciscoasa(config-ifc)# ip address 10.86.118.4 255.255.255.0

c) HEA Ui ASDM [fI 4% .
no http 192.168.45.0 255.255.255.0 management
http ip_address mask management

-

ciscoasa(config)# no http 192.168.45.0 255.255.255.0 management
ciscoasa(config)# http 10.86.118.0 255.255.255.0 management

d) RAFACE

write memory

e) ER[F[F| FXOS =il &, iEHA Ctri+a, d.

Gt

PUR /s e B TPv4 45 B R 5%

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.168.2.112 192.168.2.1 255.255.255.0 2001:DB8::2 2001:DB8::1
64 Operable
firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.2.111 netmask
255.255.255.0 gw 192.168.2.1
Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* # commit-buffer
firepower-2110 /fabric-interconnect #

PUR /s e B TPv6 5 B3 R 56

5 ASDM FnHl S EIZREDE ASA AR
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firepower-2110# scope fabric-interconnect a

firepower-2110 /fabric-interconnect # scope ipv6-config
firepower-2110 /fabric-interconnect/ipvé6-config # show ipvé6-if
Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway

2001:DB8::2 64 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé-config # set out-of-band static ipv6 2001:DB8::2
ipvé-prefix 64 ipvé-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé-config* # commit-buffer
firepower-2110 /fabric-interconnect/ipvé6-config #

(AMIR) B RVEEER

fEH MUAR S P A S MR B, L9655 FH 4% R 2 EtherChannel.

FHIa Z |l
© ARZESCFFMMEA IE R, WS EA A RA N RAT RN G

http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list. html) .

o G RFFETE I FXOS A1 ASA &R IP Hulk, WS (nJ#E) ¥ FXOS F1 ASA & B 1P Huhikuk
Mo, 213 7.

B2

SER AEEERE B 11 3 R R SALE, Yy R PUR URL JH 3 HURTE R4S .
https://192.168.45.45

2 AU A 4: admin. BRSSP TS,

(AIIR) EFEEESR PREAEMED

OO, BH /1. DOKH 1/1 FICUKR 172 #1005 DBy oM B, IR CL& 7 XA
ASA EEEEPF')EH A AT A O, il LR M HLRE S e, SRS AE ASA BCE A A
o HIERET LS N EtherChannel CRR A i HlE )

| &/ ASDM Fnilfa e anE ASA Fa [}
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(FME) £ HMAEEESS P RAEMED

\)

iR

\}

QT SAE e OB e B ek 184 i sl o3 9 4 ik, il i B 24 EtherChannel fit'®) & % 0, i
TE4 % FIY FXOS F s o2 11, ARG 78 E %4 AT A0 5 5 04

WAL FXOS R — AN (i, anRIEFEBR M 4 i, #%£5% EtherChannel, B0 AN
BT BC 3 EtherChannel) , NI ASA Bl & 2SR B 5G4, DMEE ] AREATATA] Do B2 )R 2, M &
PRI &7 A I I s . AT LLAE ASA OS W Fah B e IH 1082 L &

iR

KT 2 show fir %, EATIEM ASA i, AR EHNGIHE R . EuiaifiH]
FXOS fir & & A LR % L5 R

* /eth-uplink/fabric# show interface

* /eth-uplink/fabric# show port-channel

* /eth-uplink/fabric/interface# show stats

* (local-mgmt)# show portmanager counters
* (local-mgmt)# show lacp

* (local-mgmt)# show portchannel

ARG R, TS0 FXOS g baHEbRfa -

FHia Z |l

Ok

E

o BRMAHE . ESM (IR FRMARE R, 519 0.
* Firepower 2100 7E 4 27T Z 4 Hil 11 (LACP) 3 3 8T JA #5820 T 3 #F EtherChannel.  ERIATEHL T,

LACP B E N “U55) (Active)” 5 A LLLE CLI B iZAR B Bl “TF )8 (On)” o FRATTEIY
B WA i I RE ) “WE3) (Active)” B, DLSEUER LA .

o BENERIME T SO T 1P bk, S (Alik) T FXOS Al ASA & F 1P #hikei M e, 45 13

i

~

W HUARE EA T, %O (Interfaces).
BT 43 O 00T IO S s A 0 O 26 L MU s B, 78 PR O e ek 1313

S®2 B HAEED, ety (IR maspry (OFLD)

pE

BN BOEZRT ER A MGMT,

I &/ ASDM FnHLFE E IR AR E ASA F AR |
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i) = smges reRtezn

HIE3  (a]ik) ¥shn EtherChannel.

ERE EtherChannel % 513 I /E ASA _Er] L, (B R GEAE FXOS HC & EtherChannels F1¥ 17 3%
DAECE/

a) s EJ7I g O i85E (Add Port Channel).

b)

d)

e)

2

Add Port Channel 7)(x
Port Channel ID: |1 Enable

Type: Data v

Admin Speed: 10gbps v

Admin Duplex: Full Duplex v

Auto Negatiation: @ Yes No

Available Interface Member ID

[E3 Ethernet1/3 @
[E3 Ethernet1/1 [Ed Ethernet1/4 ]
[ Ethernet1/2
Ethernetl/3
Ethernetl/4
[E3 Ethernet1/s
[ Ethernet1/6
[E3 Ethernet1/7
[ Ethernet1/8
[E3 Ethernet1/9
[E3 Ethemet1/10

Add Interface

Fl Etharmatt (11

1t Hi8i& |1D (Port Channel ID) “FBtH, %A HIHIER ID. ARUEN T 1 5 47 Z I,

¥ R (Enable) SIEHE L) i 1 iEiE .

RIS (Type) FRiFIE: ME—n A2 R (Data).

WEIRRE (Admin Speed) FHigirl, EEEHTA AL VT .
}ﬂﬁ%@iﬁ%ﬁ@%u?ﬁ&iﬁﬂ%ﬁﬁﬁ CULR S PRI SUABE D T4 F 3l I FH RS AT R e PRk

T R 1 i B 31 (Auto Negotiation) 2 (Yes) 57 (No) Bk 44 .
AEEIEW T (Admin Duplex) FHiFIERF, KT TR T,

{ER A0 (Available Interface) 4113, LRSS INAGHEE I, AR5 midiiRmiED (Add
Interface).

Rt 22 W] AN AN 16 AN[R]— SR BRUNI S8 R4 11 o 9500 8100 TE AL 10 55— 4 1 2 LE 0 PO S R
.

RN KA I AN . FIEREZAMMSLIE L, W RGEPTR R, [AIRHZAE Crl B
FOEFE A RIVEH, RSP NN, R, FEIRAE Shift BRI,
AR I E — MR

&/ ASDM Fnilfa e anE ASA Fa [}
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h) MM E (OK).

=3k ASDM

BCEIVFA]

J35) ASDM LIFFECE ASA.

BEN%E (3DES/AES) RJ 7E R4 BV nIE MU AU B PR RS 4% < BT T %R,  DMERRE o
3l ASDM. I#HIERE, ASDM o5 N AE HE RV RS L O Lol . AEGOE R IFRER n s
VFRJIEZ R, AN SOV 2% BV &

FaZ B

152 Cisco.com _[¥) ASDM KATULHH T #1217 ASDM HIE K,

iz
EPH SR (30 S A5 A LA R URL.

https.//management_ip/admin
* management_ip - Fri ASA B BEEE [ (192.168.45.1) 1) 1P ikl B4
BB # i 7s Cisco ASDM M 0. B8 AT e B 028 2 8y, PR ASA AT b5, bl
A 1 2 T A A IR U 1) Y 0T
MU R AT 2 2 Install ASDM Launcher 5 Run ASDM .
R Rk PRk I, B DRk LI W] JH ) ASDM.
#4006 B~ Cisco ASDM-IDM Launcher .
BH P ZEA, MANELETE ASA I¥E S H %5, SR 5 i OK.
AREK Bor ASDM E% M.

ASA R REVFT] . AT LU RT R BEVF T, X MR s TR A B, ST LA
LK AVEATIE TR SR BRI F Y B AR AR CZRiARoy AR IRSS 48D o A RIXEEE VPl Tk o
ZfE R, ESIIUR ASA RYITIREVFATIE; AR R H] T H U gEVF T .

H R BRI S VELIEE , 155 1) cisco.com/go/licensingguide

5 ASDM FnHl S EIZREDE ASA AR
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https://cisco.com/go/licensingguide
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raiT [

TEMHLARINS, BRI AE FI 2 b B K BRI g P B 2 1) FR T8 A5 UK IDIEAS o &I 245 17 2K
B2 O AR N B RE R /o BRARSE ) B REARAE T AR, A WK IR AT IO S, A
D RE s SERFPRVE AT, H A 5 THT R 3RAE AN S50 o VAT D) Re (4 -

o SEAiil

2

* SRIN% (3DES/AES) - Wl RS R ek 1 ARG5S AL, {H Cisco UL E A VFIEAE R 2 n 2%,

& R] LTSI o0 2 V0 nl e ds n 22 0k f

* Cisco Secure % /™ Jify - Secure Client Advantage. Secure Client Premier 5¥ Secure Client VPN Only
SN2 (3DES/AES) W {ESGERBIVE A UEMUR AL 5 A IS5 4% 2 m T8 BBz, DM RS )
3 ASDM. 1EVER, ASDM j XA R ATERA NS R4 B L FH 4 0 EnT T AR eI F R I s in 2%
VFRIUEZ T, AN S vFal i & (1 i &
IR R PR SR ASA VRS N, T R rh 7R F It 2 R AR Y P @ b 1 S AR FIAY
I15E (Allow export-controlled functionaility on the products registered with thistoken) Ei%4E, LAME
IS e ) 5N 26 VAT UE - CREFIMR 7 205 FAE T 45 A1) o A REAENLAE LS R 2 R, T
FFEE&MMH P, R A BBV, PGSR T AR . DR Bk = &
ARAFIRIN AL, {H Cisco CUAfE VR SR, S8mT AT S st I 88 Vi Al Uk s in 2 1k r

N\

% 4 Firepower 4100/9300 HUAG A, #4E ASA FEHATHIAVIATRCE , M ASEAE FXOS Bl E H AT

FHIa Z |l
PR BERAE A B R
R BGRRATIK s UE Rl R AR IR o Tl IR RERIH A S, T LON A2 —
ALK

o SEIR BRI PH T BEER IR 25T 5 3N 25 (3DES/AES) VFRIEI SR, A Reff R Lefie (2
AR SR AD

g2
TR EE ORI REVF R RS T R VR RATIE, AR AR PR R (R SRV T
2T SR R M LW SR I, S VF TR Y 12 LU B S O B e AP BRIk o (HLE,

R A S INERIE,  WE A R R 45 TAE =518 i Find Products and Solutions 8%
Bro #RLUNAHE PID:
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https://software.cisco.com/smartaccounts/setup#accountcreation-account
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B 2: AT R

Find Products and Solutions
L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

o JEREFATIE — L-FPR2100-ASA=., FLAEVEATE A& S 20 1, (HIBA8R B4 L

FL I B R R
VR

o 5 15 54 AHIE - L-FPR2K-ASASC-5=. & S014F Al iE & M 18 MW S8 2 00 vl Uk Pl 2 18 1 75
5,

* 10 5551 AT HIE - L-FPR2K-ASASC-10=. 1 S VFlUES2E B I s 0 S 2 40 V5 v ik DA A 28 11 77
5,

* #N% (3DES/AES) VF A IE - L-FPR2K-ENC-K9=. X 241K J* A SRAZHUAL FH it s i o7 22

o

* Cisco Secure 7 ' iy - 1E S [ DR 4% P i il WWHEFT o 1EANRE ELIEAE ASA 3 H BB al e,

TIR2

7E Cisco Smart Software Manager H,  h B0Rs G 5 25 75 I 21 149 R H0LK 7 97 SR - 52 3033 2 Bt
a) &iili Inventory.

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing
Alerts License Conversion Reports Email Motification Satellites Activity

b) 7t General &K~ |, ritfi New Token.

General Licenses

Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

he registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) ft Create Registration Token X iFHEH, FIALL N E, )5 il Create Token:

I &/ ASDM FnHLFE E IR AR E ASA F AR


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
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Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days

Enter the vaiue between 1 and 365,but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description
* Expire After - JARHEBUXIN R 30 K.
« Allow export-controlled functionaility on the productsregistered with thistoken - j5 i S &
kbR
RGN A B I BN I 3t v

d) e FRAT O R 3 Sk RS T AT OT Token SEEHE, T UM HCRE4h 1D S B BTGB . 45 2E
WEASAIS, UEHER L IR, DAAEIZAR e Ja 1 A B

ExEFSH

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The regisiration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJM3Z]IhYTIEGQ4OSDOYJk2L@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions -
. Py
[E 4 S5
Token @ X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

$IE3 £ ASDM ', KIS Configuration > Device Management > Licensing > Smart Licensing.
FIR4 il Register .

7 ASDM A4 3235 408 ASA F AT
|
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Configuration > Device Management > Licensing > Smart Licensing

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for
smart licensing.

[[] Enable Smart license configuration
Feature Tier: —MNone —

Throughput Level: | —None -

Privacy Host Name Version
Transport Call Home Smart Transport
Configure Transport URL
Default URL
Registration
Utility
Proxy URL
Proxy Port
Configure Utility Mode
Enable Standard Utility Mode
Custom ID
Customer Company Identifier
Customer Company MName
Customer Street
Customer City
Customer State
Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register Renew ID Certificate Renew Authorization

Effective Running Licenses -

License Feature License Value
Maximum YLANs 200

Inside Hosts Unlimited
Failover Active fActive
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 2

Carrier Disabled v

Apply Reset

HIRS 7 |D Token 7B P Ny 4 Fdt

[ JoN ] Smart License Registration

ID Token: 'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

Force registration

Help Cancel _

] LUa) ik 58 E AR (Forceregistration) SEHE, 730 CLid HE W] B8 54 BREIH 8 BEZR AN [ 22 1)
ASA. fltn, N e A E B TR R AMNER T ASA, 15 H 32 %1E M (Forceregistration).

PIR6  pldiEM.

I &/ ASDM FnHLFE E IR AR E ASA F AR
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ASA SIS OB (1 /1504 11 ) 4 e AR SRR A, R RO TG & VP UE R A A TR,
Rt Eﬁm&ﬂﬁzﬁ TR B P E A B BRI 2 1 F 58 2% (3DES/AES) VF il k. HVFnRA i, ASDM
SR LI Rk T LA FR BE R (Monitoring) > JE 14 (Properties) > £ BEVF AT IE (Smart License) LA
%ﬁfF—hIHk,w JCH R IR

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

FET WELU TS

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a

Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) %7 Enable Smart license configuration.
b) MINEER (FeatureTier) gk, EHEM (Essentials).

AR T H
c) (A XTI (Context) VFAJiE, AN S H .
FET LAZE A VP ATE IR0 AR 2 Pl st IR s K3 H I s I 2 5
* Firepower 2110 - 25 B 5%
* Firepower 2120 - 25 Ffi 5
* Firepower 2130 - 30 i1 5%

* Firepower 2140 - 40 Fili 5

a0, Xf T Firepower 2110 17, ZAE I A - 25 M5, T SO 235 IR S5 3R

IE 2 Ao
SIB8  fiidi Apply.
$IE9 kT AT Save Elbr.
$IE10 B HIFEH A 5 ASDM.

RS P AR, AR EEDRT N 5 ASDM A fiE S8 BB B A o

&/ ASDM Fnilfa e anE ASA Fa [}
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B ==zas

BcE ASA

HIH ASDM,  mT LU 1] SR O EFEA DI REN i R D fie . LT LTS HC & 1) 5 PR h A

P KIIEF: Wizards > Startup Wizard, #R)5 s Modify existing configuration HLiE %4l .

@& Launcher File View Tools m Window Help
ece Startup Wizard...
VPN Wizlrds
) High Availability and Scalability Wizard...
7~ Device List- hookatksy | Unified Communication Wizard...

Cisco

& e F 7 T
(’-’ Configuration @ MonltoT _ard‘ ? Help ‘T\fpe topid Go

000 Device List _ ASDM Identity Certificate Wizard... [
% Add [ Delete ¥ Connect { Packet Capture Wizard...
e o BRibere > bl s e

_ Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

<

Subnet Mask: 255.0.0.0

e N
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:

New Password:

Confirm New Password:

$1® 2 Startup Wizard ¥ 5| S 058 KA E :
© JH
« B0, GRS RIS R O TP Mk RS B
© BHASER

I &/ ASDM FnHLFE E IR AR E ASA F AR
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(i) RO LR E Fxos e ]

* DHCP fAR%5#%

* Fifd...

$E3 (k) 7 Wizards g, a47HAb R 5.
PHIB 4 FEALALTLE ASA, SR ASA ZR B SRS RS S (R A RRAS [ SR

(AJi2) EHEEEEO LECE X FX0S B E1E i 0]

W M 2 1 B Firepower 2100 ) FXOS, WA PARCE SSH. HTTPS F1 SNMP Vil . Wi
SRR A, (A BRI 1/1 (X270 FXOS IASHL T ) A Az g e, Nk ohRg e
WA W IR, WA AT LAk A A B 1/1 ST ASH T ). (ER, BN RELE A kTl g

I AV G L FXOS B 1/1 BEA TR FE Vs ) . b ThAE T Zl ol 1 SOB I B4 & 31 ASA Fids % 1

CERWO I B A& HEFR & — > FXOS # BLM ¢,

ASA FH AEFRAE S D JBEAT FXOS Vi in)s A U8 OR B DAE Rl —82 100 B ASAfEH . 4 ASA
TR R B FXOS I, B 5 MR SCR AR PR AE H A 1 409 FXOS i1 (A2 3 FXOS
[\ HTTPS %ii 1) o #e¥atl HAx IP Hudik CHD ASA 410 1P Huhk) &l )y tihl, it FXOS

o PR . TR, ASA il A L E s B b 2 R e im0 H D2 0. M A&7 )
ERLN FH I ASA $cd 1P Huhb s, 2548 FXOS B 448 5% ASA H P 44 FUdE R T ASA & Fiy

I .

ST DLEE ASA B4z 10 1R F FXOS & Hi & 8 8, X /& SNMP FEEFEEES T NTP A1 DNS R 55 %%
SERTTE . BONEOL R, Bk ASA AMEEE DS ] EXOS B HIE S5, LIHE4T DNS Ml NTP R4 5%
HAE XL HAT R RESA /T Tl AS T b 510D
FFi&Z wiI

o PR i AR

o NUFE ASA VBB,

o N H M VPN BEIEIE S ASA Bz 1, WARREE BV W) FXOS. E24 SSH [ Fh 7zl
Jivk, WTLAIEIT VPN 3] ASA, 17k ASACLI, X J51# 1] connect fxos 417 in) FXOS CLI.
VHVER, SSH. HTTPS M1 SNMPv3 T4 z5/ml LUINEE, K E %5 3 B 122 1 /2 224511

 fffR FXOS W5CE iR B B B8 K3 ASA B0 (BRMED « WRFEX TME, 1ESN
(A%) T FXOS M1 ASA &2 IP Huhbei®oe , 25 13 71 .
pUk
B /£ ASDM ', EHFEE > XEEIE > E1EiHE > FXOSZiEEE.

$£1B2 3 H FXOS .,
a) MSENiGEH TS HTTPS, SNMP 5 SSH.

| &/ ASDM Fnilfa e anE ASA Fa [}
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{7 ASDM FALFEE IR RS ASA T Ak |
B 59 asasrxos cu

b) SdiRin (Add), JFEEEAVFEFRIED (Interface), W& L& |P #idik (1P Address) ,
R JE M E (OK).

AT LI AR AN 2 AN H o R LT ERCAE, 5% & O (Port):
* HTTPS BRilkd [ - 3443
* SNMP BRikui [ - 3061

* SSH ERIAGR 1T - 3022

HIE3 AV FXOS M ASA £ 1 3h 4 Bl .
a) MEHLEIE T IER FXOSRE B3N (FXOS Traffic Initiation).
b) iR (Add), JFfEH K FXOS & HM ST 1) ASA #:0 . BRUELLT, AN 04T A

R

FIE 4 Ll Apply.

FIBE R MU TS CBRIAKSOL R MR https://192.168.45.45, /744 % admin, 5565 4] 8 sk I
WEIE) .

$IE6 i FAIRE (Platform Settings) i3, )5/ H SSH. HTTPS &, SNMP.

RSO, SSH 1 HTTPS &b T8 HPR A

P KTEEIRE (Platform Settings) L1~ 178515k (AccessList) FL &4 R VFEME M bk, BOATE
LR, SSH A HTTPS H AV EE 1/1 192.168.45.0 M4, #7545 oV /e ASA L) FXOS iEf2 &8
(FXOS Remote M anagement) Fit & H 45 i (AT (] Hhhik

if715] ASA FOFXOS CLI

AT UHTZEE R FXOS F1 ASA #5ifil&, LU H SSH i%#:3] FXOS.

EIZE3T ] & um O LA a] FX0S #0 ASA CLI
Firepower 2100 21§ £ 3fii 1 2005 4483 8% 8 FXOS CLI. %8 7] LLA FXOS CLI H &S F] ASA #5714, A
Je PRI A

R — MBI G B2 1 I FXOS F I & MR 8] ASA B HIA I, B i —AMFF A
SR, AR Telnet 5% SSH XEHEISHE.

i

J\\‘_J'_

LI K FR RN B 5 . Firepower 2100 Fi i — 4 DB-9 # RI-45 HiAT44, Tl
— 7 AT USB RGBT . W DR MR AE R RATAT L B USB SR ATIRENFE 7. HH BAE o

N

W :

Y
an

5 ASDM FnHl S EIZREDE ASA AR



| 155 ASDM F#liE BT EEBE ASA T AR
zfm ssh 12z ixos [l

* 9600 JHHFH

* 8 ML

© 1AM RpE
18I R3] FXOS CLL. A F81IE: BRAMEUL R, &) LAEAT ) admin FIBRIA %S Adminl23
ke MUCEFNT, RESPRETE S admin %,

PR 2 EHF] ASA:
connect asa

i

firepower-2110# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
ciscoasa>

$IE 3 T[N F] FXOS ¥4, it Ctrl+a, d.

{ /] SSH %#£%! FX0S

fas ] LA FHERIA TP 3hhik 192.168.45.45 SR FE 1/1 1/ FXOS. W0 ic B FEET B ( (afik) 76
el 11 ERCE X FXOS AT ELYT ), 5 29 T1), i n] DUERE B AbrdE 1 CERIATE L T2 3022)
R 1 1P Motk

PG ] SSH IEFE I ASA, IMZ0 e Bt ASA T $8AFIC H 5 re i & SSH. 7 )
BRI LU FXOS i#E#H:2) ASA CLI, RZIMR.
FXOS §& % ftF 8 4 SSH %%,

FHia Z |l

S O TP Hihl, 1ES M (ATIE) T FXOS F1 ASA F5 8 [P Mkl sl M oG, 8513 7.
bUE ]

LB FERDER /1 BRI ENL L, # SSHZER R IP Mk (BRIATE I T8 https://192.168.45.45,
fEH M 44: admin F1#500: Adminl23) .

WERAE FXOS s hin 7 H P, WInT DUAE AT F 7 4085k . WERFC B FE R 2, %% SSH 52 31 iy
3022 1) ASA Hdlsf 0 1P Mol CBRi ) .

HIE2 %3 ASA CLI.

&/ ASDM Fnilfa e anE ASA Fa [}
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connect asa
iR ]3] FXOS CLI, i&#iA Ctrl+a, d.

i

firepower-2110# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
ciscoasa>

3 WA SSH % H:38 ASA (FF ASA WCE SSH Uiinl &) , ifi%#:5] FXOS CLI.
connect fxos
ARG AR X FXOS HAT SO ik s AEHIER] % admin Ml S: Admin123. 25K [F 5] ASA
CLI, i exit mif A\ Ctrl-Shift-6, X.

Tl

ciscoasa# connect fxos
Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FX0S 2.2(2.32) kp2110

firepower-2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1

Successful login attempts for user 'admin' : 4
Cisco Firepower Extensible Operating System (FX-0S) Software

[***]

firepower-21104#

firepower-21104# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.

ciscoasa#

[REEIR1E

o PGRSELE ASA, 155 RN ERE ASA BRSOt d A 1 IR AR RRCAS R SCRY o
« B E FXOS WA &, 1HSM (FXOS L& e -
o HIRMEEHERR, 1S (FXOS MbEHEbRIER ) -

I &/ ASDM FnHLFE E IR AR E ASA F AR
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| 155 ASDM F#liE BT EEBE ASA T AR

F &% T Firepower 2100 &9/ 52125 .

T &1 T Firepower 2100 B[ £ 12 FE

Ihie AR WA | ThEefE R
BB SO B | 9-13(0) | SIAN B #E0Us, BB OO O B, e IcAH, BT F S 0. an
(L5 RIEEF R H] 9.13(1), B IREE T SR,
B AE )y 4. fxos mode appliance. show fxos mode
PR ESHE A |9 130D | HUCOSFNFEE HARN, RASTONEREE L%, AT, BRIA%L N Adminl2s,

&/ ASDM Fnilfa e anE ASA Fa [}
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B 2t Firepower 2100 5 12 2
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