11 ASDM #RE ASA ig &R

AEXIREHG?
Firepower 2100 2312474 A FXOS WK)ZHAE RS . v LATECL F LT 414 ASA 3247 Firepower
2100:
o WARIE (BN -/ B RV E ASA H IR RE . FXOS CLI AL H At & 2 b B
. ARENEE, 1S FXOS WbEHRiar . A3 MUAEE .
s PR - T AR, EAZITE FXOS HHNLESE AR R E S R s . X
BASEHH#O. #57 EtherChannel. NTP. WG HISE . 80T UEH] HLAG & HL45 Web Sk
FXOS CLI. #RJ5, #&nT LA ASDM 5§ ASA CLI 7E ASA #:4F R 48P ic & & 4 5 .

AN AUWTLE ASA WA N 7E M 45 3528 Firepower 2100 ERINTEUL T, Firepower 2100 27
BB RTS8, 1ES 50 H ASDM FIHLFE & LA EEE ASA o, AR
MULTHRE, 152% (ASABLEIRM) TIFRFHCH 2

o WBE

s CLI i &

ARFE AR QA P B AR 22 2 TR W S S SR K, TE SR E R
Firepower 2100 fifi 1] LLZAT ASA #AF S b Ak . #5 ASA FI BBy A 2 0] U] e i 2448 5% 15
HRATE UG . TES TS DR ASA 5% Firepower B 71 ¥ % o
FaFAUL EEFE PR - Firepower 2100 AN ZER 8 EAEE N N G005 B A, & DIERCE NN G
5, BT 4. fEIXFGOT, &3 AAERATEC & Bl SNMP ] e & F b E &
s KT ASA, 2
o U B|EG AT, 5 4 L
s BE M ENBOAE , 561
o LSS, 8L
o FTIFB KSR , 25 9 TL
o (Wi M IP HhhE, 510 G
o B3 ASDM , 11 1L
s MEEVFA, 121

AT ASDM #1:E ASA g &Z1E .


https://www.cisco.com/c/en/us/td/docs/security/asa/fxos/troubleshoot/asa-fxos-troubleshoot.html
firepower-2100-gsg_chapter7.pdf#nameddest=unique_11
https://www.cisco.com/go/asa-config
http://www.cisco.com/go/asa-ftd-reimage

&3t ASDM #3E ASA g &5 |
B o=7ssa

o Ml'E ASA , 518 7l
* Jj A ASAFIFXOS CLI , % 19 1T
o JEEBIER, 20 1L

*T ASA

ASA 1 BB PR Bt ZRIRA T KA VPN 2 b 33 DR -
AT LRI L ME A BEAR 5 P ASA:
* ASDM CARFEETHENED - Bt PSRBT B g .
* CLI
* HREEAREL - AR, BT R R
o JURMR A P - A0 T IR R 25 4 I 2 et i B

AT LA ) FXOS CLI LAE 47 o HE G

N FFRIThEE
Firepower 2100 ASZFFLL R ASA Thfig:
o SR B NI
* JURIEN
* JE% ¥ SSL VPN 5 KCD
* ASA REST API
* ASA FirePOWER ##
o fE 7 M E I e
* UK
* SCTP K Al (ZRFIH ACL (1) SCTP IRAAL )

* Diameter
* GTP/GPRS
iT#% ASA 5500-X fic &

T LK ASA 5500-X i & & I R 3 Firepower 2100 (44 HI) ho HAE, HTHEENACE .
IRV 6 2 2T 2 R

. i@id ASDM #1E ASA R &



iid ASDM #3Z ASA iR &8

4,

5.

iT % ASA 5500-X B & .

B HIRCE, 17E ASA 5500-X % A more system:running-config iy 4
PRI T5 BRI E GES M F 30 .
LR Firepower 2100 (RAHEAD G o, SRJGHEAA ARG & B

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: *****x

Repeat Password: **x*x*

ciscoasa# configure terminal

ciscoasa (confiqg) #

i i} clear configureall fir &35 53 4 AT A & o
7 ASA CLI ARSI B B &

AYgra R ) BOARCE, B, R AECE NRI, AR e ) R R e AN E H
B 1) ASA.

ASA 5500-X fic &

Firepower 2100 (I§&#EX) ME

PAK VFR]IE

BV
SUBRURIAIC BT, R0 PAK VFAl . BRAER F AT
CLSHRVFITE . 9 VT SR 1 B0 RV T I 5B DA 3R
BUYFITIE. FAEVFITIE 230 ASDM ok SSH Vi (i1
T30 .

Y145 ASDM i ]

R TGV IER: ASDM B B Re 14 n] AR &5 28 vE A, TEMHIBRAT:
] VPN 2 HoAh s n s shaeic & (R & T 59

& ] AZEAR I IN 25 (3DES) VI ik Jm T I HX LE D e

Wb R R R, ASA BRIME O R AL S F T8 505 ) 11
3DES Jifig. s Hamn ohge, MRS 2 1 ASDM I
HTTPS it (Flln, S5RaeVrnikgsds 2 s o i
U A0 o e B PR B2 11, BN B 1/1. SSH

B o

B:0 1D

PR T ez O ID DT 508l 2F ID [T #5041, ASA5525-X
AR T 0/0 AIT-JELLAIM 0/0 % 0/5. Firepower 1120 135
B /1 ALK 1/1 & 1/8,

AT ASDM #1:E ASA g &Z1E .



B sases

&3t ASDM #3E ASA g &5 |

ASA 5500-X fic &

Firepower 2100 (IZ&1EX) BE

boot system commands

ASA 5500-X #x % L FIU/ boot system iy 245 i 48 1 3
G

Firepower2100 (£ #) {XARVF—> boot system fir 4,
LRGSR 2 R i 4, KR —AN 4. SEbr
AERCE AT EAFAEAT A boot system fiy4, RN Bl
ASEHCE R E JHWHR . 5 INZE A B EUG R IR 244
HOF BN 1817,

It boot system iy & TR AN I PATERAE:  RGEIE I
Fedimdg, JRRILEHIRIG P ACE (FXOS A HLK disko F
FINEBALED o FLHT N ASA I, RG0K InaaHr K5 .

i £l i F2 F

ES R LA MME S AAENUAR L3 5 R & ASA.

. i@id ASDM #1E ASA R &
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Pre-
Configuration

ASA CLI 5

ASDM

Cisco
Commerce
Workspace

Smart
Software
Manager

L
1) install the

-
"\.ﬁ/
N

\7 ) (optional)

8 ) Generate a

wainir |

N\ 2N N
'\2 _/ Review the '\3 /) Cable the ‘\‘_‘-,' Power on the

firewall ~ network and ~ firewall firewall
—p defaultconfig —p —

v
(Optional)
Change the IP
Address
\ l £ o )
Log into (.9 ) configure \10) coniigure the
ASDM feature ASA

licenses —>

l A

Obtain feature
licenses

}

license token
for the chassis

\/1_: e A AR LAWK WS PR R
( é). i i A% LA e R ELTHIE SIE SN AT
l( :j T i A% AR ERR R, 8 T,

.;i';_j:'_:;l P iV A% A FIFRB KA s, 5 9 UL

5 |ASACLI CATi%) S IP Mkl , %5 10 Wi

&5t ASDM #BE ASA &5 ]


https://cisco.com/go/firepower2100-install

&3t ASDM #3E ASA g &5 |
B esmsnzanins

:;j:éj; ASDM %5 ASDM , % 11 7.

(7) [BAHS T AE BCEVETT , 412 B0: SRIIHS VT

g | B REAHE A BUEVRFRT, 5512 0 AN AR R il e AR
;;:.'g_"‘; ASDM MCEVFRT , 5512 0. PCEDhREVFATIE.

;;jj'@; ASDM M5 ASA , 5518 Wi,

EEMFZIZIEOANLE

FEZIRTE ASA BT AT H BRIARL & 1Y Firepower 2100 [F1ER A M 45 5855

U AR S 1 BT R B VL R A T 4% DSL R IR R A, BRATT I DL A R O T
PR, DUE ASA SR N 8 R 25 AT BT AT I FORT NAT . A SRR 20 A T C . PPPOE DL
FeRE¥ ISP, W LLYE ASDM Ji 2 ) 5 h AT e 44

\}

AR WIRANEESE FHERA NS TP bk REA T ASDM Vi), W LAYE ASA CLI L& W3 1P Huhk, 15S 5 (]
VB EMCIP HihE , 55 10 UT. B, fELUTELCR, SSTTRERT EE T SN S 1P Huhk-
o QR AN O 2R 192.168.1.0 W45 (X2 — ANl BN ZS) LR 1P Hoti:, DHCP LA ¥
P, AR ARSI IP skl . BLIE ) 8 1 S R AE T ASA FE[R]— W48 EARRE A AN
TERXFE DU, SO Z00K 0 TP Mkl BE S B0 2% |

© WIACKE ASA URINBIBLA A BRI LS, EORE PR TP stk B R BT 4% L

. i@id ASDM #1E ASA R & I



| &3 ASDM 52 ASA g &4&5
Firepower 2100 ig & 1EX BN & .

( Outside

outside
Etherneti/
DHCP from outside nw

Management 1/1 Management
DHCP from
management nw

inside
Ethernet1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x

Firepower 2100 1% & 155 BIABL B
BN T, Firepower 2100 £E B4 10 N84T .
~

AR 0T 9.13(1) ZHITHIARAS, S A BEAUR BRI IEIUNIME 2610, MR AP S BTH, WS R BPG R
o

WA HUT Firepower 2100 [ H ] BRIAHC &AL & DL R L :
© NER—SMERTE - LUKM 11 (AR, BLKIM 172 ()
*« SMER IP Hbhib >k [ DHCP, MIEB IP Hbhib—192.168.1.1
* DHCP H &R |P bl - 498 1/1 (G5 HD
* DHCP BRSZ &R N ML M L
* BRIAB&E >k B 4N DHCP, 43 DHCP
* ASDM i) - SRV ERFI N ML, PR =L S 192.168.1.0/24 M 45,
* NAT - NN BRI SR A7 it 1 4% 11 PAT
* DNS 245 %% - OpenDNS 25 % LU & o

FCE t BL T iy 4k

&3t ASDM 25 ASA iz &1 I}



| e

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 management
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|
dns domain-lookup outside
dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

RIS B A

Outside
(Alternative) Management 1/‘i

management
DHCP from mgmt nw

Ethernet 1/1

outside, DHCP from outside nw
ﬂﬂﬂﬁddﬂdﬁmnnm

i®1J ASDM #BE ASA g &1 |

: i SR EEEL S SEEE EEETE
aEEAEEEERERRR A [ [ ia = hamer =
eammsmmmmsans AAE L JE] mEEeepepeenanEnns (200D -

T T T T (Ll s BEME (=S = ==

-- 2z B : ~111\WT
(Optional) Console porlj T _ :
Ethernet 1/2
inside, 192.168.1.1
Management Computer g
DHCP from inside ifc: 192.168.1.x Other Data Networks

. i@id ASDM #1E ASA R &



1833 ASDM ERE ASA & HER,
DELPOT N |

ERFHE 1/1 B LUK 172 4B Firepower 2100, BRIAFC B A 206 LUK 1/1 B & oAb .

g2

HE N SR .
FTIE2 BEMEHEVERE U MME—80:
o FHL1/1 (Bridh MGMT) - B R 1/1 5 DRI PGS, JER R BV SN T8 PRI 2%
b, BEETTLLYT R R . B 1/1 BRI S PR Z% E K DHCP R4S 253500 1P Huhl; 4 SR A
FHEEE O, D)5 2500 5 S0 BiC 2 ASA [P 1P Hiuhil, DU AT DL BN LERE2) IP Huhl .

PUAC I 172 - B PRV SN B BB LUK 172 DI THIEABCE . BB LUK 1/2 S5 N
HERL s VRO B AU T N 4 b, RO U A R i A BE VT ) ASA. BAK
M 172 HA RN TP Hutik (192.168.1.1), Jf HiE 21217 DHCP i 454 LA % F o CRLFG A B U5
B $EAEIP ik, Kk, WS ORX S E A S AT A M 45 & 58 (152 7 Firepower
2100 WABBARLE , 27 00 .

QSR T DR AR I 1/2 TP Ml BRI S 5Ok SEA A, IE A 00K 45 BEVH S LR 2 4t S i 1 o
WS (k) #H 1P bk, 28 10 1L,

A LR JE WAt TG & ASA BBV, 1520 ASA B IE/ERC & e .

T3 KM A ER R UM 1/1 #:0 (bridh WAND .
TR RERAFVFAT, ASA FFZEIRRFEN, LU E AT LAY (R VE T HEAUA LR o

PR A R AL M SOE R B R .

. i N
FTFBA N Im ERIE
FLE T A, AL T T A YA 1 @02, 2 —NRahXTF 6, T RG M. R B¢
AT “4 M7 (Standby) A7 &, FIFELHUAUS FH 3.3V & M, 12V E AL TR A . 24T
FRET “FTIF” (ON) P, 12V EHERITE, HRSHEE,

iz
TR K BIRA e B B, oy I B ALY A R

TR 2 4B A H BT,
WIE3 KA BRI PWD LED; Wi LED 24 AR e ol Rt CHam k.

AT ASDM #1:E ASA g &Z1E .


https://cisco.com/go/firepower2100-install
https://www.cisco.com/go/asa-config

(A[E) ERIP iyt

i®1J ASDM #BE ASA g &1 |

SYS LED

mEEEEEEr D
PERERPEREEEREE®
mEEEEEEREEEEE®m
E

i, LI
* = =

|
PWR LED

S A KABK LI SYS LED; ML 5E)n, R ARGl mahiz.

iR FER T SO B “ G (OFF) 1 & 21, 151 shutdown 4, LMERFEREW IE
WMo IR LA B I A BE e . IEH MG, FEHIE 2 BN AT Ll e 4
Wi T TRIBR S (8 A7 4515 A% LED S3id, 4878 R CHER IO FIE . n] LK IF G D4
B “5&H]” (OFF) AL . HUTAR PWR LED 238 INERFEAE Ko £E PWD LED 584K M2
HIS 204 YR

152 FXOS Ml 'E 55, T A R H shutdown v & FIFELIME B

(AJiE) BT IP ik

IR GEA FHBRIA TP HuhlkE4 T ASDM Vi), W DAE ASA CLI % & inside 4% 111/ 1P il

)

AR R BN B BCE R 1P ik, DT A R AL AT AR B 1) ASA FCE K, A AT

JIERESF .

UK

LR ASA PRI G I, RGNS R AR ARG R, 1ES0 U W ASAFIFXO0S CLI,
19 i,

P ST ERINTC B AR IE R TP Hudik
configure factory-default [ip_address [mask]]
IR P AN IE R Firepower 2100 [F 2 a e B0 (BATFE)

i

ciscoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.
The first image found in diskO:/ will be used to boot the

. i@id ASDM #1E ASA R & I


https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html

| @it ASDM #1E ASA R &5

zxasom [Jj

system on the next reload.
Verify there is a valid image on disk0O:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface ethernetl/2

Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed
ciscoasa(config) #

R BRI B ORAF BN AT

write memory

=k ASDM

Ja5) ASDM DUFC & ASA.

ASA BRINTER N 3DES hfiE, AH TR, KU aT DO R 38 GRS B8, JE Rl AT
Bi{di ] ASDM. IR J57E ASA FRCE T SSH Vi, W o] LAEH] SSH 1 SCP. HiAth 75 i hinas
(It VPND [T AE 05 PSRN s, 3 sk 0% ) 2 e 001E 5 P 280 0T o

\)

AR RSN AR AL E AT AT AT s I ThEE (RN E T 55N , A HTTPS EE#2

SAEZE A EWIT, I H S IR ERE . SR A0 S B BN SR A BB L, o Gn i B
1/1. SSH AZZ5gm, UG£ 7 HTTPS &R, nf LUEREF|#H] & 5 1 DLUEDHTAC S ASA. &3]
PUEH R, sl F ERREA N Th el & 48 1 .

FiaZ mi

* {2 % Cisco.com |"ff] ASDM KATUiH T #fiz4T ASDM HIE R,
UK
T ENERF A LT URL.

* https://192.168.1.1- 35 (LXK 1/2) #5211 1P Hiudiko

AT ASDM #1:E ASA g &Z1E .


http://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html

B ==4v

BLEVFA

i®1J ASDM #BE ASA g &1 |

* https://management_ip - )\ DHCP 73t )5 B 4% 11 TP kit

iR fifRFa € https//, TAESRE http:// BT € 1P Hihk (BRIACH HTTP) ; ASA A& H3)
# HTTP i K4 K 2 HTTPS.

LU 7R CiscoASDM W L. #E AT RES A 20 VI % 22 80y, [Ah ASA AT 2235 uE10; 1T bhez
Aty 220 % X S 75 7 ) [ T

AE U AT &2 —: Install ASDM Launcher 588 Run ASDM .

R IR R PaE 0, 42 e bE e L1 B )3 ) ASDM.

Z550% B~ Cisco ASDM-IDM Launcher .

B P 4 R0 7 B R A5 BB R R 350, AR5 i E (OK).

A5 B~ ASDM T4 M.

ASA I REVER] o AT LUME W R VAT, X S TR R R N sl TR 2 B, ST BARS
FLR AV ARSI SR BRI E Y BE RS AR CZRiAR o TARIRSS 48D o A RIXLE VPl Tk 3
ZER, SR ASA RYIDIREVF A UE; AHE R H] T 5 R Ge VAT .

AR BRI SE VEIEE , 1515 1) cisco.com/go/licensingguide

VENIHLAGIN B eI B 2 D I KBS AR RE S8 Bt 2 18] R AS AR IDAIEAS o B 2RI K
S5 TG B AH N Y REAEAK o BR ARG ) B RECP A BRI, T R iR AT I B o, PO A2
D ERF IRV AT, AHILAR TS T (K3 A 25 VRl I D) REEL TS .

o JAitt
s ARG

* RN (3DES/AES) - Ui AU 1A BEMK ) ARSRAF SN AL, H Cisco CUfE SLVFIEAL T 20,
T LA Bl Re nim g VRS I B RS gk

* Cisco Secure %% ¥y - Secure Client Advantage. Secure Client Premier 8¢ Secure Client VPN Only
ASA BRINE UL N5 3DES Dhfg, AUN TR i, KT DOE R R e B B3, IEnT BLSE

B ASDM. #R 2 J5# ASA LRCE T SSH Vi), ] LI{#i ] SSH Al SCP. Hoft 75 2 am in %
(5l 4n VPND [ ZhRELAZI A F 5 N2, 3K SR A8 50 ) B A A B 283

\)

iR

WAL AL AT T 25 (o e (RN L T390, S HTTPS i&EH:
SR EWIT, I BEOCVEE NG . IR () A e e B SR A B B 1, 9 B
/1. SSH ASZi%mi. WM LR T HTTPS 4z, Al LUk #e 240 & v L AIHC & ASA, 1543
DU BRI, B 2 B A A N 2 T R R4 1

. i@id ASDM #1E ASA R & I


http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
https://cisco.com/go/licensingguide

i id ASDM EPE ASA g &1ERN

raiT [

Li’l@ﬁ*“éi”# §IRAS T SR ASA R4 RAUNE, 38 i Hh 22188 A it S RBIE AR B = M | 1T S I RY
18E (Allow export-controlled functionaility on the products registered with thistoken) & i%HE, LT
Fﬂ% ARSI RN A VE R UE CREIMR R 2T G HAT 45D o SIBAENIAR BN A2 R, 0T
FFEAAER T, &G0 A3 AN & vreliuE, BRI s AT I . W R R ek ok
AT FAZRL, A Cisco T VAR ssin g, 0] LAl s in 2 VF nl uE s in 2k -

FHia Z |l
PR BRI B R
R BOR AN, UE Rl R ABC R IR o Tl I REPH A AR, T LON A2 —
AR

o PRI BEMCIE R BB IK P L R AT S5 NEs (3DES/AES) VE R E I EESR, A REf ] e ThRE (2
FH S H AR E B HD S

UK

PE U ORE R REVF AT IR S T AR IV RTIE, 5 SR (I PR P AR R Al P IE

Y1 DR B2 A 7 S B SV A I, JA FRF RTHIE I 1% O B B 8 I B Re S i s sk ) o (L
R AT B AR E, F'\Ui%aﬁﬁﬁmﬂﬁﬁkiﬁi =[a] k% Find Products and Solutions 3% ‘& =
Bt. #Z LU YFATHIE PID:

1L RHER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

o BERHVFATHIE — L-FPR2100-ASA=. FERMVF Al b2 % 2 (1, (H R SR 75 20K FLA8 I 21 5 10 8 e 4K

R R
5 TSV ATHIE - L-FPR2K-ASASC-5=. & StVFAESE BN 15 W8 2 00 VFnl Uk Ll 2 8 1 75
* 10 5501 ATHIE - L-FPR2K-ASASC-10=. 1 St VF T UESE BN s 18 0 % 22 434 m iE DA A 25 1) 7
o,

o SRHN%5 (3DES/AES) VF A - L-FPR2K-ENC-K9=. X 241k /" K SR BZ A FH s i s I 7522

* Cisco Secure % Fiity - 152 [ BIBH 22 2% F i 1T WATE 1« TSANBE ELHEAE ASA ) FH LV mTiE

2  {F Cisco Smart Software Manager 11, A BRI £V N 21 1 SEFUNK P 1 =K I T 8 73 02 ht
a) i Inventory.

&3t ASDM 25 ASA iz &1 I}


https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home
http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://software.cisco.com/#module/SmartLicensing

@it ASDM ZBE ASA g &8 |
B ==4v

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) 7F General &K I, i New Token.

General Licenses Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) 7r Create Registration Token XJiHHEH, AL N&'E, #R)5 it Create Token:

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between 1 and 365,but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

* Description

* Expire After - BUBHEUGZIN ]2 30 K.

* Allow export-controlled functionaility on the productsregistered with thistoken - j& ] 5 H &
MPEAR &

ARG A A I BN 58
d) i A A O AR 7 Sk BB RT LAFT JT Token X EAE, AT UM HURE i ID R BIBTNGH . 24 2E0%
MEASARY, THAERAF ISR, LAAE TR th i 7 2

[ iEi2 ASDM #38 ASA g &R
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raiT [
. Py
E22EETHE
General Licenses Product Instances Event Log
Virtual Account
Deseription:
Default Virtual Account: No
Product Instance Registration Tokens
The registration tokens below can be used to register new product instances to this virtual account.
New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJMSZ]IhYTIrZGOAOSGOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions ~

B 3 &5 She

Token

@ X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%

NAMDOANSTN%ANNA

Press cfrl + ¢ fo copy selected text to clipboard.

$IE3 7 ASDM H, {KIki%E#$E Configuration > Device Management > Licensing > Smart Licensing.

L4 fiili Register.

&5t ASDM #BE ASA &5 ]
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Configuration > Device Management > Licensing > Smart Licensing

smart licensing.

[[] Enable Smart license configuration
Feature Tier: —MNone —

Throughput Level: | —None -

Privacy Host Mame Version

Transport Call Home Smart Transport
Configure Transport URL -
Default URL
Registration
Utility
Proxy URL
Proxy Port
Configure Utility Mode
Enable Standard Utility Mode
Custom ID
Customer Company Identifier
Customer Company MName
Customer Street
Customer City
Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register Renew ID Certificate

Effective Running Licenses -

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for

Renew Authorization

License Feature
Maximum YLANs
Inside Hosts

Failover
Encryption-DES
Encryption-3DES-AES
Security Contexts
Carrier

License Value
200

Unlimited
Active fActive
Enabled
Enabled

2

Disabled v

Apply Reset

PHIR5 1L ID Token 7By NVEMHhi
[ JoN ] Smart License Registration
ID Token: !MZVBEHpWDSEMGgZaDRYakOymeNVnRaSWSsbmSXVXVIZkaRTdGTWJE%UAZVmTU‘%BD%UAI
Force registration
Help Cancel _

] LLa) % sa &l E A (Forceregistration) SEHE, V34t O HE A] it 5 2 AE R FEER AN [R5 11

ASA. fltn, N e A E B TR R AMNER T ASA, 15 H 32 %1E M (Forceregistration).
L6 pidEM.

. i@id ASDM #1E ASA R &



i id ASDM EPE ASA g &1ERN

raiT [

ASA SIS OB (1 /1504 11 ) 4 e AR SRR A, R RO TG & VP UE R A A TR,
Rt Eﬁm&ﬂﬁzﬁ TR B P E A B BRI 2 1 F 58 2% (3DES/AES) VF il k. HVFnRA i, ASDM
SR LI Rk T LA FR BE R (Monitoring) > JE 14 (Properties) > £ BEVF AT IE (Smart License) LA
%ﬁfF—hIHk,w JCH R IR

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

FET WELU TS

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a

Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) %7 Enable Smart license configuration.
b) MINEER (FeatureTier) gk, EHEM (Essentials).

AR T H
c) (A XTI (Context) VFAJiE, AN S H .
FET LAZE A VP ATE IR0 AR 2 Pl st IR s K3 H I s I 2 5
* Firepower 2110 - 25 B 5%
* Firepower 2120 - 25 Ffi 5
* Firepower 2130 - 30 i1 5%
* Firepower 2140 - 40 Ffi% 5%

fi4n, XFF Firepower 2110 11 5, BB AMH - 25 Pl 5, & AT S8 23, EH S5 ER
NHE 2 A0

i Apply.

s THEHEF R Save Eir.
0 Bt IFEH)HS) ASDM.

RS P AR, AR EEDRT N 5 ASDM A fiE S8 BB B A o

g X3
= © oo

AT ASDM #1:E ASA g &Z1E .
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B ==zas

BcE ASA

HIH ASDM, S mT LU 1] SR AC EFEA DI REN s D fie . LT LT SHC & 1) 5 PR S I hRE -

P KIIEF: Wizards > Startup Wizard, #R)5 s Modify existing configuration HLiE %4l .

@& Launcher File View Tools m Window Help
ece ’ Startup Wizard... " Cisco
@ (= VPN Wizlirds ‘ ) ‘ id co
@ Configuration |*7] Monitor ard Help | Type topic Co
_ B E ' High Availability and Scalability Wizard... | - & "
7~ Device List- hookatksy | Unified Communication Wizard... |
000 Device List | ASDM Identity Certificate Wizard... [
% Add [ Delete & Connect { Packet Capture Wizard...

_ Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup W ard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

<

Subnet Mask: 255.0.0.0

5 w M
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard

Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

$1® 2 Startup Wizard ¥ 5| S 058 KA E :
© JH
« B0, GRS RIS R O TP Mk RS B
© BHASER

[ iEi2 ASDM #38 ASA g &R
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iiaasafarxos cu ]

* DHCP fAR%5#%

* Fifd...

$E3 (k) 7 Wizards g, a47HAb R 5.
PHIB 4 FEALALTLE ASA, SR ASA ZR B SRS RS S (R A RRAS [ SR

177 [5]ASAFOFX0S CLI

AT LU ASA CLI (1 ASDM) Xt ASA HEAT HebHE R sk Bl & . vl DUEFE 204 1 & oty 1 LAYG 1)
CLI. AT AR JGAEAT e 10 FRCE ST ASA 1 SSH Vi 1al; fEBGATE LR, SSH Vil 225 . 3%
HEEE, S0 ASA — R B IR .

H AT L MASA CLI 5 i FXOS CLI, DMEE4T iR HER .

UK

HIE N WS B E B G35 . Firepower 2100 Bt f5—4 DB-9 %% RJ-45 HRAT4:40, FrllE 2
7 AT USB R4S TR . W RN B IR RS 2B L B USB SR ATIRsh R . I LR H
T

* 9600 PR
o 8 MNMEHERAL
o AR

o 1AM AT
JEHER ASA CLI. BRIANIEBUT, Uy i #3506 A T 244 H P AT IE.

HIE 2 U5 A EXEC #i3.

enable
F—WHiN enable fiy &I, RESTIRNEEREE,
w5l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x**

Repeat Password: *****x

ciscoasa#

W ASA TLikA ), I HEHEAN FXOS b fry i, W ASA L &1 H H #6552 FXOS
EIR G,

AT ASDM #1:E ASA g &Z1E .
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i |
l{lz.l.bl-

il

2

&3t ASDM #3E ASA g &5 |

FERFA EXEC B, Iy dERC B a2 3w o 38 n] ARFBL EXEC AREUHE N Pl B A
PR AR EXEC #E5X, iEHi disable. exit 5% quit iy 4.

U7 1) 4 Jr M B AR

configureterminal

Tl

ciscoasa# configure terminal
ciscoasa(config) #

AN A R AR T A TIC . ASA. BB H 4RI B, TERI exit. quit 2% end fir 4.
(A% %43 FXOS CLI.

connect fxos [admin]

* admin- $ AL IR IIVT AR o A SRANRFEREIETI, P A R By AR . TR, B
A B BT, B ETIC B a2 T

RBEANSHENEREH P AEIE . MATH ASA F 7 2oL 845 FXOS, o b g 5. ZR[A 3] ASA
CLI, i\ exit B\ Ctrl-Shift-6. X.

7E FXOS 1, #n] LU ] scope security/show audit-logs fir 4 & & 1 /7 i 50

i

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

© BHRLNCE ASA, ES N NER ASA R SCRYHE S B IR AT RSUAS IR SCRY
s fRiREHERR, WS (FXOS kst IER) o

. i@id ASDM #1E ASA R &
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