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CDO after onboarding. Learn more &
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10: Firepower 1100 £975 4%

WAN Modem

(Alt.) management

—— outside
Console ports —

console OR
Ethernet1/2 |

0-1.her”Data Nefﬁrorks
Management Computer

TR CLAEATR AT B8 0 1 B B 1 B3B3 CDO,  HARE P R4 Uh v 3 D) 4 5 28 U ) 0 11
B AIRRR A AAMBE

UK

T A ES P kedim .

TE2 AR (B, LUK 1/1) RIS i as .
ST DA AT et 2 10 ol PR ORI T A B AR VT ) o (EU, ATE T LEA SN D U7 1), A
N BRI AR ) SCHUR 5 v REIB B (K137 5

PRI KAEE D (B, LUK 1/2) 830 A HAZ B LEEs ok .
AT LU A B FRAT T4 1

PR A R AL M SOE R BRI .

SRS K B SR 2P 6 i 1 B LUK 172 #2111

WAL CLIKRIAT WA BCE, Wiy SRR BIPEHI G e - sba bR 1 0, thn] el 240 4
Pl GRAEH] B BAS ORPATHIAA B A, I BILURK 1/2 #:0.
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#7% CDO & BT E |
| BTy

FT B K IE iR

ARG A T B e SRR AT P ISOT O . TR AHGE AT XRIE NS, SR PRt o 1A
ARG AR AR ST AT S A A (AU

)

AR OB BT, AR 15 2] 30 2.

FHIa Z |l
AR BTSRRI (i, AN TRIET R (UPS)) AR . RASEICHAT T s T g2 3
PP RGN . 5 G INAATVFZRRAEIAT, DRI A (A B i R G eI IE R A

UK

B B S R/ ES T CE 3 o P S R b 25 £ | L ER/E L
SER2 AL T HURTS th A P2k 5534 (R BRERE A2 F 5T ORAT T L
PIR3 WA BT MR LED: % LED B4rdfie ild, Roniis Ok,

Nslewwwt E
PowerLEDgT

Status LED
PB4 KARST RS LED; AHEZORE SR, R i i2 k.

pE s B IFRMITUHRBISCS, RETATRERT 2 LR Ph A S e 8 OGP o AE LI, LR i H
J8 LED #5INREE (A, 5 IR LED 584 CHIZ 1, 5204k H Hdi .

FERHEENSHELE
i3 CDO KT i T CLI VAT M

UK

Qe

76 CDO S @, fidi B (Inventory) , RJa sl 85 (i S444H () DM R %o
&P FTD Wil .
7 BEERXT, ML FTD .

Al

Sk Sk Sk
S N M
W N =
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| #% coo o EiEHRSH BB
Eamsnsses |

e FTD M BRG] AR f o B ERE BT RATE VM a8 oot & o) HI RO BLAT B e v )
Ee TSRO E , 55 6 T LLEE v I AVF AT

HIR4  EPER CLISEMZA (Use CLI Registration Key) /5 4 30% 772 .
11:4EF CLISEM S

A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device

manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from

CDO after onboarding. Learn more &
Firepower Threat Defense

B ro0] @ romo - -

Use CLI Registration Key Use Serial Number

Manage Smart License

$EBS  HNIREZHER (DeviceName), AR i T —4 (Next).
ik
w

6 X TREESTEC (Policy Assignment), i IR i 0 BEA 16 il 12 1 SROMS o SRR G L SRS
TP BRI 355 5k B (Default Access Control Policy).

PERT X TITAVFATIE (Subscription License), i s di#)¥2 FTD 1% & (Physical FTD Device) L% 4], &
Jik A FI A DIREVFANIE. i T —2

WIR8 X CLIEMEER, CDO &l HvE A g A LA SOk A i & S il dy 2 915 b
T IRIAA G A e
configure manager add cdo_hostname registration_key nat_id display_name
76 CLI B ] 45 FA S8 W) URTIL B
* fEH] CLI $UATHIARCE , 55 20 01 - SE A sIA)S, 78 FTD CLI h & Hiltdr 4.
o IR BT R PUTPILAELE , 2 24 71 - #1411 cdo_hostname. registration_key Fll nat_id
By 2 B &R l/CDO EH142/IP #idik (Management Center/CDO Hostname/l P Address).
EIEh(,/CDO EMZE4A (Management Center/CDO Registration Key) #ll NAT ID 7B,
il
CLI W & 1 iy 2 7151«

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

GUI B & iy & A F 7 -
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| G

122 REEESR M SHY
cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5Sha2qSRf8pKFX9E
LzmIHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

|

nat id

PRI AP T AT =5 (Next), DAMETFHATEM B % .
PRI (AR AR INEREE, DLAEBIXTEFE (Inventory) TUHIMEATHEF R IE . SAARSE, SREIEPEIE

N5 () o MBSAER AT CDO T Ja N B 1 4% o

T—5#ft4

FEZETE (Inventory) DU, SRR NIRIEGE )% &, ARG T4 &2 (Management) i %
A H AT AR I

PATHIRECE
HEFIT CLT SRAEHT 447098 BUAT BB 0 IR

£/ CLI ITHIRECE

HERE R MBI CLI LATWIAR VR . AR RIARTC EAL ] CLUIN,  COR B B 1 A0S B 2 U5 1) B
B AR BRI PUTHILGBCE I, W RETIHE] CDO MEATA B, BRAE FIE NS B U
W BB AN, TE BRI TP U T B E AR B . R, AR AR R
B, B i 2 SR

Procedure

SR BRI EH G 0 8P CLL
P & o %4 2 FXOS CLI.
HIE2 i 4 admin f1I#05 Admin123 25,
B Gk FXOS I, RGSIREE S . AW H T SSH 1Y) BUBI 8 85k

Note DR RS LR, (HIEANTITE, W) a2 BT B o5 LIORE S A 3 B N B A7 R HHr
BREREI PR, 1§20 FXOS HbaH R

Example:

firepower login: admin
Password: Adminl23
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| #% coo & EiRHESH HE

Ea cupirmens [

Successful login attempts for user 'admin' : 1
[...]

Hello admin. You must change your password.
Enter new password: ***kkkk*

Confirm new password: **xkkxkk*

Your password was updated successfully.

[...1]

firepower#

R A CLI,
connect ftd

Example:

firepower# connect ftd
>

O TN, RESPOREER CREH PPN (BULA). ARG, G P& MR
1% & 1 CLI % B BIA.,

RIS AE B 10 R T A BESS VT i), Al F A F R D e

Note BRAEvs PRt e, ANCEESE CLI BE S (B, @il FraErmg) o Hig, mLd

F#J £ CLI ] configurenetwork fir 4 8 T A X 251 F . 1152 Cisco Secure Firewall
Threat Defense 7422 % o

BB B AR B 2 s AEAE 5 o SR Z W N MR, 1544 Enter .
HZ I LL .

* @33 DHCP s F#hBLE |Pv4? (Configure |Pv4 via DHCP or manually?)— i manual. 4%
TEAFT AT B 0, HAAZ0E TP Mk, ol R kb o 0 SR 3% 11 & 9 DHCP, U
TOIENC B T TR, RO BRIAES 1 (6202 data-interfaces, 15 F— 24D AlfE
SRR DHCP IR 55 35 1) 1 HH 78 5

< MINEIBIEOHY IPv4 BRIAM 3£ (Enter the | Pv4 default gateway for the management interface)
— WG E A data-interfaces. I BN AT B RE FRR A, DRI T S b E e A P A Uy
I 4 1

- K EIRIF? (Managethedevicelocally?) — #i A no LI A CDO. [M1% yes BMH Rl
il BB HA .

s BB AIERER ? (Configurefirewall mode?) — #ii A\ routed. F A % 1 B kB AR 2 S 5 A
PRASVT ) o

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement
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#7% CDO & BT E |
B =3 cunsunes

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkkk*

Confirm new password: **kkkxkk*

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

WIS WA T AR ] SRR
configure networ k management-data-interface
WG, REAPRENANREE D EIEA MU . THS P U A A e fir & PR {5 -

o BT B e AT B, 0 B G ] DHCP. W R AE w46 e B IR %A F-3))
BEE TP Huhk, AT LLd ] configure network {ipv4 | ipv6} manual iy 4RI B E S . WHRE
KN BB 1 M SC U E N data-interfaces, i 4K B ¥ B E
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| #% coo & EiRHESH HE
Ea cupirmens [

o SRR B AN E] CDO I, CDO 23 R ILIFYEd #: RS, ORI N IRE: 4P 1P
Huhik, MOCHEASER B DNS 55 &5 H1 DDNS Jluds+s. £k DNS RSB MG R, S
[ F3Co A1 CDO o, AT LURS J5 0 BAS U5 fn) 35 G B UEAT S0 (R ZERA DR BT AN 23 BHLE
JMB A 5% CDO FHT L4 PR . an S B T W, BB 1 K505 configure policy
rollback iy 4 LAVK & LAHT (1365 .

WA E DDNS AR5 #% 58 URL, W s f8 B 20 ok B Cisco S2 45 LA CA HHZE L iy
HEECAUET, VMW g o LA UEH - HTTPS iE£2(1) DDNS AR5 Sk o, @i =2
FEii ] DynDNS ZFE API J5 (https://help.dyn.com/remote-access-api/) [#)4T-{1] DDNS Hi 45 2% .

ey A B B HOR 2 1 DNS RS54 . TR EIA (5 ] configurenetwor k dnsserversfiy %)
WE N B DNS R4 8% FH T By s . %0l DNS /R4 45 H T DDNS (4R 2t s sii
B VI 22 A SR

#£ CDO I, %4811 DNS R4 2 £ Feeh Uk BBt 1R°F- & 3 B SRS P L E . I8
B 5 N2 CDO I, AL EWG AR, Jf H DNS IR SA SN BT & % & A . H2,

WURFY J5 57 6 B RIS 20 B 2h A0 7 DNS BCE (1) g B,  WHZRC SR s A . AT
A T E S IR B UCEC Y DNS SFA WE, LU CDO A g i i 725

BEAL, ACULERIERTE M & B DNS JRk454%, CDO A4 & {# B A DNS R4S 2%, Hltun, 4n Rl
FHA bz R T % 4%, 1ERE)S 1 configure networ k management-data-inter face iy 4 it F 1
P, WZiAE CDO W TR BCE T A X L3 s (45 DNS JIRS54%) , LU s B i &
NI

B B A FEMT R CDO S, SERT DR Z A B 1 S SO A B 1 B — e .
o AEWE M S E I FQDN B H T,

o BT DUE R A T PR A BRI R R S Al BIE T, (A IRAIASE USRI 4G B A
BUEH B A E .

o AR MR B, %I\ configure networ k management-data-interface disable fir 4.

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface
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Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

f /] CDO A=) configure manager add iy 4 f i 44 & BRI PB4 (1) CDO. 1 25 [ A7 U0 1]
S UG 4%, on page 18LAE R4 .

Example:

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E

LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

EH & EESR PUTHRER

SkSk

Qe

Qe

X g

N -

R VA RS LARAT MU IOAIAR BOE . AT A B AT I BRI, W R D)
#e3| CDO AT BE,  RAE A AN PRER VT W B AL, A8 B A BAS 58 B BT A4 11 T A s
R TR, A OREIMBOARCE B E, Bl vy e d s sl X . (/] CLI N, A7
BNV BEERU M B R SR B (B, ANOR B BRIARI A AR B ED o

UK

Wi BN LZE B 2 Ethernet1/2 #2111,

R BAS .

a) FEWYER AN LL N URL: https//192.168.95.1

b) R4 admin FIERIA S Adminl23 &,

©) RESPONEITAEZ CEAM VAT PN R SO R

T A LAY UGS IR L B I, WA U 1) e RT DA PR IE Je o TS 1 Bk 1
#i&E (Skip device setup) KBk B & 7] F .

SERCRE TS, BT A L (Ethernet1/2) I BRIAECE AL, BIEHKHA M (LKW 1/1) #2111
Fo'E, 1% D3] CDO & #4: I BT 4E .

a) ONANEREE ORI EE OIS LR IR, R E T —5.
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1. SMERIEOMLE (Outside Interface Address) - It I H 2 BRI R SC, JF Lol /R #8815
) Hz 1o FERIURBE £ BB ], R BEILARAN L 1 o 35— AN Ein 4 LU BRIA M A%
T,

WUR A S AN (BN AR D ORSH TR EL A Vs In),  ILAZIAE 5 0 1) 5 )5 T30
BCE %L

L& |Pv4 - SNEE 1) TPv4 Huhl. AT LU DHCP, o n] DLFshi NS A 1P Mk, TR
TR e, ShAh, WATLAEEESE, ANECE IPvA Hihk. 40040 F 55 17 S i & PPPoE. 1
FEER: 2 DSL. FLAE I HIfR R 45 5 ISP 1 dLAhi%E$z,  JF H ISP {4 ] PPPoE K42 it 1P Hutil:,
W] e 75 2 H PPPoE. #&W] LAZESE iln] 7 J5 Bt & PPPoE.

BLE | pv6 - AM4% 1) Tpve Huhiknf LU DHCP, ] AF-ahii A58 TP Huhk. §rgimmix
Ko Sphb, WaTLLEFEX, ABCE IPv6 Hilk.

2. EEENO
WURAE CLI AT T WA E, EEBASE ISR E.

B A im0 B T B AR U, A AT B L i i, i R iR A
TR AR B A R A B T DNS iR 55 23 ATt FQDN, 1y {4 ] #da 4% 1 DNS i
G o

DNS BR 5588 - R4 H PEHLIE ) DNS k5545 . %\ DNS 4545 16— A8 2 AN Huhik LLig AT 44
Fro BRIME N OpenDNS 223k DNS fegs#. W R 4 7 BT AR B S BRNE, 1 i {E A
OpenDNS (Use OpenDNS) LA Hrfs 453 1) 1P HihkZ N 7B .

B kI EH 2 (Firewall Hostname) - R4 BB AE B4

b) MACEREIZE (NTP) (Time Setting [NTP]) Jf i T —# (Next).
1 HX - EFERGEHNX.
2. NTP BB AR S5 85 - LR BOA NTP k5545, &2 TahfmA NTP ko4 bk, w] AN
EMNITE RS ST S
c) EFEEN 90 BiTfhEAT A iE M.
ANEE I RE R BRASVE N BB BT A VT FE CDO BT

d) miliFER.
e) RGN EIEF ZEIE (Cloud Management) Bk J# 37 (Standalone). XI- CDO =44} 4 Hih
Ly, HEFIIL (Standalone), ARJFIEFRBET (Got It).

= &1 (Cloud Management) 1% 1i& H 1144 CDO/FDM ifig .

P4 (REFRED MEEHED. WSHIRE > B0 LE RO,
B LA 2B A SR B A A e BRSO, 45 BERZ 1 DHCP 50 TP MU IEAT R 5G . SR £
BT A DHCP 2RI M5C (i, SBcA it IR R R4 ) WM SSRERA B 11, Jf H
R RRATEMTRCE . W R DHCP #2150, I FE A AT A TP Mk e Bk 1, JFHs %
WS BB Bt
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#7 CDO & BiA 1 2 |
B =msseesnrorrs

PERS  WCRERCE A 1, AR R T B AR UG ] A A A B 1, I PRIR & (Device), R i
&0 (Interfaces) i 2P A HES: .

ARAE VO B PRCERE D AEZE R, WS R By B h S B k. AE1R CDO VE M3
i, A ORE I B B A BE.

HIB6 P IRE > RYORE > EhEE, W5l gkEE WE AL L
$£E7  EEEZEHO/CDO EMIEE (Management Center/CDO Details).

%% cDo & B A0S
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| #% cpo & EAHBsH EBE

e/ rages nrees

[ 13: €32 0/CD0 ¥ ARIER

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X TEENEEIEFL/CDO EHABL P 1T (Do you know the Management Center/CDO
hostnameor |P address), Ailiz (Yes).
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N

CDO 2% configure manager add 4. 152 [ Al U0 ) S ROE &, 2 18 DL LA i
4.
configure manager add cdo_hostname registration_key nat_id display_name
il
14: B EEEERMGSAG
cdo_hostname registration_key
I I

I Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
I |

nat_id

b) ¥4 1 cdo_hostname. registration_key Fil nat_id 543 5 i £ & 38 fh ., /CDO E 42/ P ik
(Management Center/CDO Hostname/IP Address). &I 1:(,/CDO ;i Z 48 (Management
Center/CDO Registration Key) f1 NAT ID 7B .

T8 NLEEREERE.
a) f7E FTD £HAE.

It FQDN ¥ i F4hakie 1, sk k&3 fhy/CDO i8] 0 (M anagement Center/CDO Access
Interface) L FEMALATE T,

b) f5E DNSARS284H.

EFIAE At — N Frdl. BRk DNS 41444 CiscoUmbrellaDNSServer Group, LA fufs
OpenDNS JI 5545 o

VBB BOE Ba 12 1 DNS AR 5545 o S BEE 1) B B0 B DNS iR 55 s T Bl i . Kodls
DNS 55 %11 DDNS (WIR CUECED s I3 e 1 1) 2 A sk . 8] e IE 6 T BN
HHTF) DNS 55 28, A4 8 BROMAIGHR At fe AR &b 42 11 37K DNS 5545 -

£ CDO I, ¥i: 10 DNS IR e /e a3 Begh b o it o1 4 % B S i e & . 40808 g
Bt 42| CDO I, AHEEE WA, J£H DNS RS 2SI BT 4 BEE M. (HIE, W
TR 5T 6 BB RIS ) B ZS 60 7 DNS BCE (10 BB B A, U2 B B 2 A B B . FRATTAEI
B EAEE S EITE Y DNS P& & &, LU CDO 1 g it 725 .

BEAN,  DCAFERIAGTE NN AL DNS k45 &5, CDO 4 2 fR B AHl DNS JIi 55 4% .
c) X T-EIEAL/CDO 1813 A (M anagement Center/CDO AccessInterface), i#i%FE5MER (outside).
T n] DLEREATAT RS & e 1, (AR R e A IR A4 1 o

PR WURBESE TAMBZANR b BRI ATE AN ER A o

TRER—4HE, ZORER AR A BRI th o U RIGEHE AN 1, A es
FEBE 1) RO E T ob e SRR T MR O, A R AR CDO 1 T-3h e B AR A
Hio A7RAE WA B By PRCEFSH MM T ZER, WS A B BLas bR b ks

$£IE10 SR hnEh7Zs DNS (DDNS) /3% (Add a Dynamic DNS[DDNS] method).
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| #% cDo i ELANES 1 BB

magrzezn JJj

WUR BG4 (1) TP Huhik &% 4484k, DDNS w]#fi{# CDO 431 52 42 fR 5 1844 (FQDN) P 1) B9 4 o
ZRRE > BRFIEE > DDNS BRI # 54 DNS.

R SEAERS OB A 5 INE] CDO Z By iC & DDNS, W g Bl 2 B 2 4 IRZ /S AEAR CA Hgh 6

TR T CA S INIESS, LA B w] LASGUE ] T HTTPS 3E#2 1) DDNS JI g5 #siE . B
518 37 58 H DynDNS 32 F2 API#EYE (https://help.dyn.com/remote-access-api/) FI{T47] DDNS k45 %5

FEENM  pli&ERE (Connect). SEMHRZSXIGHE L m U HLE] CDO K4 FPRE . AERFEEFL/CDO EMIK
& (Saving M anagement Center/CDO Registration Settings) S %2 J5, #3] CDO, )57 INBH k5% .

AR ERE V)] CDO, i m i BUE M (Cancel Registration). 7710, 7ER#FEEEH1/CDO ,‘Iﬂf}
®E (Saving M anagement Center/CDO Reglstratlon Settings) P PR HANEEIC A e i HLAS
W WURIEFEAS, Za RRRR S, JF HRUA A BT B WA AR I A S AL

WIRAERTFEIRF0/CDO SEMi& E (Saving Management Center/CDO Registration Settings) 2 % 5
55 B BIAS DRGSR, RARSEDS €183 CDO X INi%E# (Successful Connection with
Management Center or CDO) X 1&HE, Rt JEks s B i BLas WirdE.

15: i Ih i

Registration Status 2]

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

Ao EE AR 2R

ARGy S AR A LA e B e B A 22 4 SRS -

o PIERFIS L 1 - D R LA R AS TP Hbdik . SR BRAR VS 0 B TG E T AR 1A
BEE, EAT EER oy 24 D

* DHCP fili%s#s - fEN &R0 Foy & i ) DHCP ARS5%% .
* NAT - 7E4/MH#$: O BT 3 0 PAT.
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https://help.dyn.com/remote-access-api/

#7% CDO & BT E |
B =s:0

o Yyl - SOVFRE AN BB AL BN
* SSH - 7 F#s 15 02 1 L3 ] SSH.

feE1EO
FE A 1, A e A X T Y B IP k. T, A DI E AN O A BEE RS
FRid Ay B I . T, BRI T 1) i eh 2 o LR AR AR 1, DU R I 2% ) — A R
ZANEREL . Horp— s I a AR “BREX 7 (DMZ), B8A] DUAE i scE /] 28 JF5 1) i %8 7, 4
41 Web %5 2%
ML )30 25 % 15 2 T L DHCP M ISP SRERAMGR4Z bt  [RIIAE R4 10 o SCER A bk .

LUR7Ri48 ] DHCP 7E8 L N BRICE. 1M Al Crisiasithit) , JFER D AMIBICE 1%
i

B2

B

% & (Devices) > & EIB (Device Management), RJ fidilhi kb mEE ( )
MO (Interfaces).

S %
>
N =

Overview Analysis Policies JeEMLEEE Objects  AMP  Intelligence Deploy 4 System Helpv admin v

Device Management NAT | VPNv | QoS Platform Settings FlexConfig Certificates

10.89.5.20 @ cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing li:m Inline Sets DHCP

4 Search by name .f:}" Sync Device | | @ Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical EH<
E Ethernet1/3.1 Sublnterface E] &
Ethernet1/4 diagnostic Physical E] y
Ethernet1/5 Physical E] y

SE3 AHENTARNEONRE (£ .
PEIRE 7R — A% (General) 21

%% cDo & B A0S



| #% coo o EiEHRSH BB

maz0 ||

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

Name: inside Enabled | | Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 (64 - 5000}

QK Cancel

a) EANKJE RN 48 NFRHIBFR (Name).
B, ¥z O 40k insdes
b) B (Enabled) &AL,

c) K& (Mode) ¥ 4Tt (None).

d) MZ£XE (Security Zone) T AR PIESE DNIA NI X, B0 mdiEiE (New) ¥
I B i 2 A X

B, @44 inside_zone (11X 38, AZUREREAN 1 70 HU 4 22 A SR/ o i L4 . RE A%
MR BEIE T A2, (HR] AR & T2 AN A f0nT DUHR S DSl ZH v ] 2 4x 5 o 1)
i, AT LICRE YRR 113 MO P AR X iR A B 1 20 BC B AN DCask e AR R ARG L Uy 1] 4% 1
i, SCVRUR N AR BIANE, EASRVF AN AR . K2 BORIS DO RF 2 e X ST
PATE NAT 50 FiU o a5 S0 A1 QoS HEms rh I D skl L4

e) Hiili IPv4 /8l 1Pv6 LI .

« IPV4A- )\ Ny R bk B E &S 1P (Use Static I P), 4R LARIAT -2 A 1P Hbdik -1
e,

B, N 192.168.1.1/24

Edit Physical Interface

General m IPvG Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 152.168.1.1/24| fg'z"Dg‘;'?',‘3'51"'255'255'255'_‘28 =i
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#7% CDO & BT E |
B ==oncemss

« IPV6 - IR A Bhiid Bk B S BLE (Autoconfiguration) &L HE

f) s#E (OK).
FBA S ETANE O g (S
B K R —B% (General) LTI

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 5000}

K Cancel

ez O Wi s VeI, Pz O e g RISk BN B ST Lt
FEARVEE, BRUIX RS b 5 O A B RE . S ATDAR A AR I o e b Dy T I R A e A
R

a) MZR2 X (Security Zone) FRAIE HkHE AN ILA MSNBLAKIL, BH MR (New) 7
B AN 22 A I

fltm, dhn—"4 % outside_zone X 1.
b) riEE (OK).
FES SR E.

fic & DHCP R 5522
LA S S i d ] DHCP M Jg B B AL SR TP Huhl, 17 53 1] DHCP AR45 25 .
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mENAT ]

UK

HIB1 %8 % (Devices) > i & E1E (Device Management), R J5 Sk & M%meE ( £ .
$I® 2 % DHCP > DHCP BR %28 (DHCP Server).
P 3 AERREEE (Server) TUIH LA iRAN (Add), ARJEHELE DL RIEI:

Add Server ? X
Interface* inside 7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server
0K Cancel

* #0 (Interface) - W\ F s & Pk HHE .

* ikt (Address Pool) - DHCP g% A8 H (4 1P Huhl v il CANBRAR S Ber) o TP bl vos 4
e g O AR I L, HANREGLAGEE D B S 1P Hihik

* J2F DHCP BR %528 (Enable DHCP Server) - 7£ frik#2 1 b5 il DHCP 4545 .

T4 HERAE (OK).
FIES R

fc & NAT
HIR ) NAT FU 205 N 0 Hb b 460 S AR 30 11 TP bkl B (3 110 3X 28 NAT FUFR 42 1135 11 kil
4 (PAT).
pUK ]

HIB1 IR E (Devices) > NAT, AR5 il Fi 5k (New Policy) > BEiEA 1 NAT (Threat Defense NAT).
W2 N4, EREEAH R %, AR5 HidiSave.
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#7 CDO & BiA 1 2 |
B e=nar

MNew Policy ?
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
= 192.168.0.16 @

4, Search by name or value |

192.168.

| Add to Policy |

| Save | | Cancel

TS RN TSI A0 o SEATY AR TE R SRS VAN IR o
P33 RN (Add Rule).

Add NAT Rule X iFHER: BoR .
SUE 4 T E I AT I

* Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic hd

Interface Objects m PAT Pool  Advanced
* NAT #0] (NAT Rule) - E$:E 3h NAT #0 (Auto NAT Rule).
A (Type) - EFENZS (Dynamic).

HIE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 341 [ 4T IX 3545 i £ Destination
Interface Objects [X 1.

Il %5 oo BN BBE




A CDO By BN RH T A2
CEIN |

. Add NAT Rule
MAT Rule: Auto NAT Rule b
Type: Dynamic hd
Translation PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)

| -4, Search by name | ei‘outside zone @
B
san /by inside_zone

— —_————

m outside_zone | SAdd to |
ource

Add to |

Destination |

0K | | Cancel
$IB6 7EfEdh (Trandation) T g & LL R
. Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic it

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & = or Doctiogeiog Into

o EEAIE - RN (D) WA IPv4 VRIS X4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X%, PO B3 NAT BUUAERT o kR ids
NAT, I HIE Tk R 508 XI5,

* ¥ A9IR (Translated Source) - £ B#r#% 0 | P (Destination Interface IP).

#% cno & bt 52




#7% CDO & BT E |
B cinEsmmezsig

PR T PR TF (Save) LA InFLN]
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [5] Save

[#] Policy Assianments (1)

8 Fiter by Device

©  AddRule
r Fa N1 ated \
# Direction  Type Source Destination original Original Original Transiated Transiated Transiated options
Interface Objects Interface Objects ‘Sources Destinations Services Sources Destinations Services
¥ NAT Rules Before
¥ Auto NAT Rules
i Dynamic @ any <% outside_zone 2 all-ipva o Interface @ Dnsifalse P §

¥ NAT Rules After

HIR8 il NAT Uil EIRTF (Save) LORAF B

SV E MR ERFE E SR

U SR AEAEE W Y A I B T AR A E SRR B VT IR R, U ) SRS A I R LA fe v
ViR B AN R TS LU LA SC VR A A S DX S A0 B DX B PR e A Al X, 37 55
AN FEVF 3 I 24 0 45 KR o

g
HIR1 ELFRBE (Policy) > 78] 5K #& (Access Policy) > 7 18] 5K & (Access Policy), #RJ5 Bii ey B

(U i s s 1 SR () .
PR 2 PR (Add Rule) JF 8 DL N 240

Add Rule ? X
Mame inside_te_outside Enabled Insert |into Mandatory w7
Action |« Allow il = A

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)

| 4, Search by name s /b inside_zone @ san /4 outside_zone i}

san/t outside_zone

Add to
Source

Add to
Destination

* ZFR (Name) - AUy 44, #l40 inside_to_outside.

« ;B X 13 (SourceZones) - M A] A X 18 (Available Zones) FR ke A #E X B, SR )5 ik hn 23R (Add
to Source).

%% cDo & B A0S




| #% cDo i ELANES 1 BB

wemsragEznrREssH

+ B#R[Xig (Destination Zones) - MR A [X 13 (Available Zones) HiEFEAMHBIX Ik, SR )5 H.d5 0
F| B#F (Add to Destination).

FCAh e R P JURE

ﬂ?—qgﬁa 3 $l:_|-:lu]\\j]u (Add)
FUUEP 278 N 42 Rules .

[EBSN Devices Objects | AMP Intelligence Deploy = ©, System Help v

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy You have unsaved changes | /& Show Warnings || Analyze Hit Counts | | [=] Save || @ cCancel
Enter Descriptio

Prefilter Policy: Default Prefiltar Palicy. SSL Policy: None Identity Policy: Hone

[EEE sccurity IntelligenceHTTP Responses _Logging _ Advanced

## Filter by Devi " Show Rule Confiicts &) @ Add Category © Add Rule | Search Rules

TR R E.

AEEMERIF R HIEED LACE SSH

BRAEHAE R O CEInANERD LR T RO Dy R, AR R AR 1% S ) SSHe AT
@Al 5 Y g B A AN S Hds B O SSH M. 2 WnZ R 1 EANSCHF SSH.

)

ER O PO FBGACE T SSH, {HI R FEAN S S FE SSH Vi 1a] .

BRI 5 LA 3w T REE WA IR L ) A B L . B2 1 SSH 54
FEZ 1) SSH AL BRI AN ] 426 o Hof e B P AEA T S X Eu e O, Al e s
SSH F7ia| #1) 3¢, B 1) SSH IR & I U IS &, JEAZ T E B i i 24 ¥ & Il CLI
R E

ST, ZECE SSH Ui 413, 124 Cisco Secure Firewall Threat Defense fir 42 % 1 1)
configure ssh-access-list fiy 7 TCEFSE ., 20 configure network static-routes ﬁﬁ/% LININ
TEOUT , FEAIGR e I ek A # R C BRI i o

PAER SSH, AT ARVEENL IP Hubik f v N 18 75 42 AR 4 il & SSH.
1 RE SSH R M Vs i) 5 10 a3 SSH LML T-AMaR4z O b, I g B m) A4z O kS HEE 4%

\)

IR S ESE =GR SSH &5t CLI Kk WMn, W fr4ax2 ik SSH i,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

#7 CDO & BiA 1 2 |

B s=m=
FiaZ /i
« nfUM#H configureuser add fy4. BRIANEOL T, A —ANEAERI UG v & I ] 9 LG & %55 ) admin
Mo v Ll & W E HERCE MRS IEIE, F LDAP 5 RADIUS LECESMTH .
o BT e X ACVR S A T SSH I RZ Y E LBk M 4% 48 06t % o 8 n] DIZE R FE TP s it %, =
L SR A 6 S AR 4L TP ki, iE AU BT AL B A e, IR R > I RETELL
P B T
A
AR OANREH RGHER any MRS, T2 H any-ipv4 B any-ipv6.
pUE ]
T RKER &> FEIRE , HOIE gl wu b g .
TIB2 ERRELIIFE.
$IB 3 FriR AVF SSH 214 AT 1P ik,
A5 FH e m LR SRR e bz LK 4552 SSH a8z, DA SO VR S X S 2 10 25 g 1) TP Hbhik . ST DA
A% FH 0 28 S Rk T AN 2 S TP ikt
a) AR LA I, Bl e DL AR A )
b) TCE ) ek -
 |P fbhib-FH AR IR oV S, HTTPS JEFE T ENLE M2 (1 I 256t % 802« A b 3R ik 4
—ANG, B 4 ISR 2R B
« REXI - NI SR RV T SSH IERMI#: L IX . X T ATEX S 410, #&a L
Pl 5V, o P8 ] ol N R = oL NG - O /N Tl B oy ) PO Ve R v S WU Y, 7
H e X3, 2R e ) T 54
c) MiifAE.
YR 4 PEHRTF (Save).
BEEF, EATLLEE R ERE > ERE K SRR BT AL Bt o ESE R 5, B A 2ERL
MEACE

R C T B A B S RIS AN AR B R AR

UK

P11 kit EJERE (Deploy).
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werz ]

[& 16: 3R E

Q ¢ # @ adminv Wl secuRe

T2 Kl £EBERE (Deploy All) LLESE 2IPTAT i, Bl i S 2RERE (Advanced Deploy) LLESE RIS 1)
B

17: £3RE0E

Q Advanced Deploy JEESEYR
1010-2 I Ready for Deployment [=2)
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment [=2)
nodel I Ready for Deployment [=2)
node2 I Ready for Deployment £

© 5 devices are available for deployment 2 9

18: SRFE

1 device selected

[ Q_ Search using device name, user name, type, group or status I Deploy time: Estimate Deploy

Device Modified by Inspect Interruption  Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM = I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM = I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

TR 3 MORIE ). SR ERE (Deploy) TEHIA K bR T LA TR
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|

19: FE KT

es Objects Integration Deploy
Deployments Upgrades @ Health @ Tasks
P
m 0 running 5 success 0 warnings 0 failures

@ 1010-2 Deployment to device successful.
@ 1010-3 Deployment to device successful.
© 1120-4 Deployment to device successful.
@ nodel Deployment to device successful.
© node2 Deployment to device successful.

WU R HEBRFALE SR

AV Y A

if7 (5] BB 1E 0 FXOS CLI

#7% CDO & BT E |

sl oo o .
csco SELURE

O\ o admin
() Show Notifications

Filter

2m 13s
2m 4s

1m 45s
1m 46s

1m 45s

A8 d AT A (CLL) AT BE RSSO RGEAT A s E B . il CLI 23 15T B 5K -

AT LR B 4t E LT ) CLL
AT AT i) FXOS CLI PAHEAT Mk HER

\}

ER AT DUE R SSH RS B WA BRI . SiEHESIE AR, SSH £ iGER A B
748 CLI, H itk m] {8 FH connect fxos i 244 %) FXOS CLI. 415454 SSH IE#:4T FF RN S 11,
FHJG AT AR 2Z 4% 0 bk, BRSSO, 25H SSH B #2105 i) o BERE P A 2R 6 i 1 )
Pil) CBRU#E A FXOS CLD &

pUK -]

PR LR CLL S A NUE R B H G 0 . B8 B HEAE RG22 L USB 1T IR SIFE
J¥ (i 2[4 Firepower 1100 i F451d). #iil &u HERIA S FXOS CLI. A LA R AT

* 9600 JHFHE
« 8 MR
« TCEHAL

1 O AT YA

IEERRFXOS CLI. 1§/ admin F 7 2 A0 46 B B N 5 B R30S CBRIAMEA Admind23) &% CLI.

%A CDO K BLANBLTD AR E



https://www.cisco.com/c/en/us/td/docs/security/firepower/1100/hw/guide/hw-install-1100/console.html

| #% coo & EiRHESH HE
ssurEn roemsays ]

TP

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

W2 Vil @i CLIL.
connect ftd

TP

firepower# connect ftd
>

GG, W T CLIP a2 0IAHAF B, R hdp 2. HIXATHE R, 152 Cisco Secure
Firewall Threat Defense iy 227 .

I3 SR BT HFTD CLL, %4 exit 5¢ logout 74>,
M A2 B TR S 17 % FXOS CLI #2758, 5% FXOS CLI H ] H &y A A5 B, BN 2.

i

> exit
firepower#

HEBREEIZ O LB IR MR

A P B AT PR U I 1 AN A A B VI, A0 B AE CDO R SE 5 i B 1 1)
PN SR, DL P IRER . WERAERE BB A AN 2] CDO Ja S BERE 267 O HH 21
EEL, BNERLEIEE) W R M BB R IEARRCE, W) R TR IR

A BT S B A R B 5 2R A T
EREEERKT

{F CDO H1, 1ri&#% (Devices) > i& & &3 (Device Management) > i& & (Device) > &I
(Management) > &8 8817 19] - BL Bi¥4M{5 2 (Manager Access - Configuration Details) > ZE3E Ik
% (Connection Status) Ui FAG A FUERIRES .

15 B B#E CLI, % sftunnel-status-brief iy 4 LA & & BLIEBLIR A« 0 7] LU
sftunnel-status £ & 5 5¢ B 15 B

WS UL MRS N R ] B Bs “EEE YRR, B B DBk e

> sftunnel-status-brief
PEER:10.10.17.202
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#7% CDO & BT E |
B isseroroemsEms

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

WS LR T S IR R s ], L R 7O SRl TE A B B

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'eth0O', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

EE BB WEES
75 BB CLI b, A7 8 BNV B8 Uy [ B0 1 11 10 2%

show networ k

> show network
===============| System Information ]===============

Hostname : 5516X-4
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6e Default route

Gateway : data-interfaces

[ brl ]

State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— [ IPV4 === —————
Configuration : Manual
Address : 10.99.10.4
Netmask : 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6G J=——=———————————————————
Configuration : Disabled

===============[ Proxy Information ]

State : Disabled

Authentication : Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces : GigabitEthernetl/1
===============[ GigabitEthernetl/l ]===============
State : Enabled

%% cDo & B A0S
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Link : Up

Name : outside

MTU : 1500

MAC Address : 28:6F:7F:D3:CB:8F
—————————————————————— [ IPV4 J-——mm——mmm e
Configuration : Manual

Address : 10.89.5.29

Netmask : 255.255.255.192

Gateway : 10.89.5.1
—————————————————————— [ IPV6 |]—————————————————————
Configuration : Disabled

W2 [ CDO ST/ BLABHTE
76 B CLI /1, KA CDO VEMHE & g . iHE R, i AE BoR B HERN 47 Ik

/N o

show managers

> show managers

Type : Manager

Host : accountl.app.us.cdo.cisco.com
Display name : accountl.app.us.cdo.cisco.com
Identifier : f7ffad78-bfle-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

it CDO 1T ping #21E

E B CLL 1=, A3 LA fir 4 MBI B2 1% CDO $0UT ping #:44::
ping cdo_hostname

5 JJBMBIAE CLL L, AT LT iy A BERZ L6 CDO #RAT ping #24F, 1245 1 N 1L
ERlfe iz ANE

ping system cdo_hostname

IR BB MARE O ERYEE &

75 BUMBT A CLI L, ik AR A% 1 (nlp_int_tap) EIEHE, UAEFRRERIET
fil:

capture % #x interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

BEABEORT, FiIHESNEEEITE

6 MBI CLI ., #5747 6 A% 1 nlp_int_tap (145 5:

show inter ace detail

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

RS

Ceitie
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IP address 169.254.1.1,
37 packets input,
Received 0 broadcasts,
input errors,
pause input,
L2 decode drops
packets output,
pause output,
output errors,
late collisions,

O O O O Ul o o o

input reset
input queue
output queue

2822 bytes,
0 runts,
0 CRC, 0 frame,
0 resume input

370 bytes, 0
0 resume output
0 collisions,

0 deferred
drops,

hardware

#7% CDO & BT E |

subnet mask 255.255.255.248
0 no buffer
0 giants

0 overrun,

0 ignored, 0 abort

underruns
0 interface resets
0 output reset drops

(blocks free curr/low) :
(blocks free curr/low) :

(0/0)

hardware (0/0)

Traffic Statistics for "nlp int tap":

37 packets input,
5 packets output,

2304 bytes
300 bytes

37 packets dropped

1 minute
minute
minute
minute
minute
5 minute

(G2 O I i

input rate 0 pkts/sec,
output rate 0 pkts/sec,
drop rate, 0 pkts/sec
input rate 0 pkts/sec,
output rate 0 pkts/sec,
drop rate, 0 pkts/sec

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

Control Point Interface States:
Interface number is 14

Interface config status is active
Interface state is active

TR B NAT

e BB CLI Hh, WA 75 O InER A B (S *), DASEHEE I (nlp_int tap) & 757746 A ¥
NAT B0,

show route

> show route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
Is-1sS, IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

i - su -

ia -

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface
tcp 8305 8305

service
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translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipvé6_intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 _intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé intf3 interface ipvé
translate hits = 0, untranslate hits = 0

HitigE

i M AR AR R T HAL R E . Bk n] LAfE CDO 1) %% (Devices) > K& EIE
(DellceManagement)NQ% (Device) > &I (Management) > &2 881/ 0] - BL B 4H{5 2 (M anager
Access - Configuration Details) > CL 1 #ijH (CLI Output) Wi _FF FVF £ X ey 4

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

&% DDNS EF 2GR I

1E BB A CLI 4, KA DDNS S5 5 i -
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

W EOE R, 1541 H] debug http #1 debug ssl fir% . % TR SRR, iFf A2 1T OAE R &
g AR

show crypto ca certificates trustpoint_name
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#7% CDO & BT E |
B oz coowrEpnmzrE

kA DDNS 84F, BT UR R 4E:

show ddns update interface fmc_1jjin)_ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FQODN : domain.example.org
IP addresses : 209.165.200.225

#& CDO HEX 4

1521 https://cisco.com/go/fme-reg-error.

gnZR CDO AN B RECE

WIRCRE BB L EE B R T B AR U1, JF AN CDO #82E M o 453 E L IO S, AT LA
K BB IR E IR R EOGRE IR, DMEWR R HIER . W5, & LU CDO NS
FWCE, DMEORRF A ERI PR . RIS 2%, W LMEARRDhRE: AR T it
W AERR G DL o

2 LT
AT DT OB T LA OB | ARGt TR BB R

o AR N RT DAYE CDO H s B I RL E . B, [PIVRAS 2 52 55 1 A 32 LUAH DG IR AR
AL, EOLRETE BB A CLI R EATIC . 1R, WiRETE Bk CDO #1385 f# ] configure
network management-data-interface fiy & # o 7 s i, ARJEMH TR G4, Xt
WEBASRE: AT RRS] EXEE T CDO B .

* JCVAIRIR b U EE YA S K41 4h SCEP GIEA5 44 -
© FEIRRIIE], ERCRBETE, PO TR B RS

UK

S A EPIE CLLh, [VR R J iR .

configure policy rollback

[R5, BUPM B 23l %0 CDO U5 IR . /£ CDO ™, 8 b s — 4, U WICE
AT
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B

e coo xims sk ]

bk o3 R R R H CDO BB, 155 https://www.cisco.com/c/en/us/support/docs/
security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.htm1 L T fi#
S ILFE . RS UL, R CDO L I AP R T g2 R IRy
GUT, BEATLUiE ¥k CDO BCE L, JF A CDO B g .

T
O T8 Bl e 1 R T A BRI B £ SIS 480 -

> configure policy rollback

The last deployment to this FTD was on June 1, 2022 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

R PHIE R R AT CE T .

fECDOH, Fi%#% (Devices) > X &FEIE (DeviceManagement) > i% & (Device) > EIE (M anagement) >
EIBZRi0) - iL Ei¥M{5E (Manager Access- Configuration Details) > #E#£1K7S (Connection Status)
YU A A BE RS .

76 BB E CLI, % sftunnel-status-brief #ir4- DL & & FLERLRA

AR E R SE T 10 /0B A L, WIS HERRIER R . 155 R B B O L A A P i
, a1 v,

{£ F CDO < A1 B A 3

IEROC IR GEAR T 2 A I g2 N FIOT R AT e S EOCHF R 0™ IR . iFictE, AT
ZHERE— HAE G BI81T, R s P LIRS BE LR R DR AT K e o

&I LME ] CDO IE#fIR I R %%

UK

TR EHRE > REEE.

T2 EEEH BRI, BgREERR @ ).
PR3 il & (Device) LTI

TR A PRGBS R (),
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SRS IR, SRR
FER6 WEORE S KA TGS ER, WEPT KRN R G ie . R A B LU N K.

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

WEARBA R G, WESEERA 3 B IR RS Lok
PR TEHALE T LASC AT FL T 50 I AL 00 EEIN 35T WA Sk AP BE T 5 T LA PR HL

[REEIRIE

SO RO T ARSENCE B, WS 0 SR g
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