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pE s IR O (AREAKEE, WAL ZPAT ) DU s i BN BOAME. 7R )
HEBFPHEL, HS0 FXOS #kEHEREH -

-

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***kxkki*

Confirm new password: **kkkxkkx
Your password was updated successfully.

[...]

firepower#

$IB2 7F FXOS CLI 1, BIRIEFEIEATIRRA .
scope ssa

show app-instance

i

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.2.0.65 7.2.0.65
Not Applicable

PR3 WIRZZHGHIAS, IHRATIXLP IR
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TOLR, B PHZ LR ] DHCP.

o T A B IR ) £ R 55 OB (AR
b) AT (FXOS #ibaflbrenr) oA E PR IEF .
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fic & B )3 B (NTP) (Time Setting [NTP]) Jf fiii T—# (Next).
. BX - EHERFERX.
2. NTPEFEIARSS 88 - ML BAL I BRIA NTP R454%, i82 Fahf N\ NTP s s bt . o] LAZS N

AN AR o

LFEEEN 90 BT HEAm A EM .
ANEL [ B B AR BT A B B A s T AT VAT AR B R0 BT
M FERL

RGN EIE R ETR (Cloud Management) 53 37 (Standalone). X T~ & L0 A8, I5iE
I IL (Standalone), ARJEIEFEEIE T (Got It).
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Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP #utk, B A LS 1P ks M4 U 1) g
L, s 2, W S A1 T NAT 2 s A3t 1P bk ek B84, i AT & .
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IR DA — AN g% CRFBERAL B0 UG A 2% HATm Ui ml (1) IP Huhk, A REEP N/
() 23 N7 X ] SSL 2 f i £ 3

b) WHEER 2, WHA BIBFL/CDO £/ A/ P Hitlt.

c) 18 EMFL/CDO EMEA.
DL S IR PR IR BB, S U SR B A A % I R A A B0 BFR e e . TR
A 37 MEFF. ARCTE RIS F AT (A-Z. a-z. 0-9) AUEFFR (). LID WTHT
$ 2 G WA EM R B E L.

d) 453 NAT ID.
LU ID LR ME— M7, TR .0 BT, mRNELP—5&& L
feE P Huht, Wb Beoh s (H U RIAELE s P 5 W & 10 TP suhk iy, {396 %2 NATID. NAT
ID A 37 M. AR REIEARET (A-Z, a-z. 0-9) AUEFFF (). M ID AN
FH T AT AT oAt i 473 M 2] 4 b, . NAT ID 5 1P Ml &5 540, B TR 5ok A IF
W HAZER TP Hihik/NAT ID 3T B 565, A SR a5 .

TR WEEERE.
a) 1R FTD £#.4&.
b) fHi DNSARE#4H.
HEPEIA 2 sl g — Bl BRA DNS 41444 CiscoumbrellaDNSServer Group, L0 fE
OpenDNS k%5 2%

¢) XTEIEA0/CDO ifiEiEN (Management Center/CDO Access I nterface), ik e IE
(management).

PR 8 riiliEHE (Connect). EMMRZS XFIEHE Wos I 2] A B LY DRSS . 76 REFEEEHL/CDO iE
MIRE L]G, R ERpLO, JRRNPI k.
WER DR Rt 15T BUEEM. B0, iEE REEIESO/CDO EEE PR
JE KM WA EIAS AR o WX, il R, O B H S G B A B
I A 2R
HURIEAE RIFEE D O/CDO EMEE L BRG IR FFIER R W ig By, BRAKED 5EEP O
BIRTEES, CDO XFHE. BAGIMITT 5 Wi BLAR iE#2
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Registration Status

Successful Connection with

<

Management Center or CDO
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

{£F CLI 52 BB AR BE il ¥ 35 B &

EERER) BUPBTE CLI DARATRIAGBEE, AR B 1) 3 BB L 1P btk ORI L At R A 9 2%
BOE. THEBE LR MG A QM MEBEE R L. 1E 6.7 M mAH : WA
BRI OV A, rTRMEH CLINC B AR E O . BOef e & oD AR . A Bk
G UM SR PATHIABCE R, W R D 20 B DA T A B, SR PR AN PGS
Vil VBB AL, FEBCR T B A P S U T AT B LG B DR B o R, A ORI A BROARL &
BEE, By i P 5 .

Procedure

SRR B G 5 CER R BB CLL sl A B g 2 SSH, BRATS L 1 H A DHCP 3R TP
Mok CRBEITH SN BE, RATEBUE RS S, DR WITER .

PG %3 3] FXOS CLI. SSH 25 i HI&E 3] Bt CLI.
$H1B2 i HH M 4 admin 1265 Adminl23 &%,

FEFE G, P DUESR R FXOS CLL. 55— I8k FXOS I, R iin B sis . Hhd
WHT SSH [ B b %

Note WA O (AREANRNIE, W 250 BT A B o LUK s i T BN BB A7 R 0T
WA IR B, 1S I FXOS Wb fERR A o

Example:

firepower login: admin
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Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ****xkkxx

Confirm new password: ****xkxxx%
Your password was updated successfully.

[...1]

firepower#

R G 0 RS FXOS, R3] gt CLI.
connect ftd

Example:

firepower# connect ftd
>

S — OGS BB B, RPN RZ (REH PFTEM) (EULAYFL, Wi 58 H SSHEHz,

WP m Y admin %0, R)5, RGUK WoR CLL I E A,

Note FRAFVEBRACE, SWDGEESR CLI & e (B, sk Fgdarmsg) o (H, wTL
5 1t CLI H A H configurenetwork i 5 e T A IX £ 1 . 16 21 Cisco Secure Firewall
Threat Defense it 2%,

BB B AR A A 2 s FEAh 5 B Z T A MR, 1544 Enter §.
THZ LR .

* FNEIRIEORY IPv4 BOARI X - BRI O BCE DG g e & B b0 o B P A B, A2
BB EAE ] B I, NONE R 11 BCE O TP k. AE R ZEEEE R 20 s KA S
FonBlb, SRR A B G, AEIXFPIG DU, NCRE R 5% TP il ise B i i) P9 B2 1 TP
Hudiks JE W2 T A B PG BEE A ER TP Hudik.

s MRIBMMEBEECEN, TEFIMEE - WK SSH %, (HAEWMK ENTENRT IP
Huhil, FERE W, A8 R 1P bR S 6 BT AT I R . I BB

o REIBIFE? - WA B LUEH ST, B yes BRSSO W45 1 gs

c BEERFAIRAER? - @IS LEW) AR TC B I B B KB AR . EWIUR S B Sy K K 23
BRIEAEIZITI I & .

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:
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System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ***kkkk*

Confirm new password: **xkkxkk*

You must configure the network to continue.

You must configure at least one of IPv4 or IPve6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

WIS A B B O
configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} regkey [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - &5 & #0 1) FQDN EY IP #
Hko T BEARL ANBETE TG0, 5] DONTRESOLVE Jf4&7€ nat_id. 4204 /b5 ANk
2% CEPRErbLCy B BB BA D AT AT U7 [ 1P bk, A fEAE B S B4 2 1A 57 X0 SSL &5 1)
W5 . BAE A4 52 DONTRESOLVE, U b B 480 2545 7T 15 0] () TP Myl k-
WA

* reg_key - $5E RIEFER)— PRI MY A B, B O A R A B D BRI
AFFHIL 37 NP AT U TR (A-Zy a-zo 0-9) HIETAF ().
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* nat_id-Fi @ IR PR ME— 1) — MR B TR AR B — T A R wT U IR 1) TP bk sk
FHLA, WABZEAE E e Beee. Wil FEd.0 i) DONTRESOLVE, NI Z4E
SE'E . NAT ID AMHEEE 37 NMERF. AMAMAaIE AR (A-Z. a-2z. 0-9) FEFSF

() Uk ID ANGEF T W AT Ao T Aty 152 £ v A 1) 5P R o

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

LR FPOT T NAT W2 05, 1A ME—F NAT ID DL AF M4, 14552 DONTRESOLVE
mAEENLA, Bl

Example:

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

AR PSR A7 T NAT Weas 2 5, i AME—K) NAT ID BLK 8 B rbo 1P sihik s 0144, filtn:

Example:

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

What to do next
A B K a2 B E A

SR

A8 A PR RO AR U 4

FrIAZ Al
AR SCFR AR RS, WS R AT I (2 Fhttps://www.cisco.com/go/

firepower-notes)

UK

TR AR WA A LR URL.

https.//fmc_ip_address

FE2 A B E,
T3 EXR.
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A B AL IREUFATIE
PV UEAS A SO SR AR SS BT . B AT LAWK H VR AT E
* | P-4 A~ 4L IPS
o BRI BB AT B
* URL - URL il 3§

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2% Secure Client VPN Only
* IBET - Diameter. GTP/GPRS. M3UA. SCTP
B I SURHF A Y E PEANMEIR , 157517 cisco.com/go/licensingguide

FHIa Z |l
P BB B AR R .

R BGERATIR™ U R R AR IR o Gl IR REIH A S, T LON A2 —
ALK

o SIS BRI AFVR AT P AT G iR N 25 (3DES/AES) VPR TEIEESK, A REAE FH HLeThe (CAf
M AR SE R D .

g2

SR VG AT ST R T VT

2148 D SERE R 20 A 1 S LI S E A B, SR F AT HIE I 1% O B 2 5 I 8 e SRV TR o (HE,
R G S INVERTIE, W R R 45 TAE =% 1R i) Find Products and Solutions 8%
Bt. #RKRLLFYFATE PID:

7 RER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

TR WIRAK T PID, & n] LLF204 PID B ELT B,

* IPS. SEREIKAE BifEF URL VFr Uk & -
* L-FPR1120T-TMC=
* L-FPR1140T-TMC=
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B = smmmine emb

* L-FPR1150T-TMC=
MK L8 PID 22— ISR AT U, T RAEFES BUT PID X B (52 T -
* L-FPR1120T-TMC-1Y
* L-FPR1120T-TMC-3Y
* L-FPR1120T-TMC-5Y
* L-FPR1140T-TMC-1Y
* L-FPR1140T-TMC-3Y
* L-FPR1140T-TMC-5Y
* L-FPR1150T-TMC-1Y
* L-FPR1150T-TMC-3Y

* L-FPR1150T-TMC-5Y
* Cisco Secure 2 /7 Uig-15 2 (%] JRF22 4% 7 i 1T W46 B

SER2 WOREARIAT IR, 15 R BEVE TR S5 S A B

AT B AR RR A B AR T AR B M. AOCTEA UL, 152 (Cisco Secure Firewall
Management Center {5 ) o

1% BUA BT AR EEE AL
B TP MR B LA K Ul G 48 T Zhid 0 2 A B AL
Fr & Z Al
o WCEEIETE BUB B RIAARCE B I A R
o JBUBITAEE B TP HuhEECENL44, LA NAT ID
o EELL VR
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FE /4 FHApL b, IR E (Devices) > i & EIE (Device Management).
P2 AR RAE S, EEERImgE.

Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unique NAT ID:+
[ natidse

Transfer Packets

BEE LN 2L

o E41 (Host) - B NSZZ NI WS4 (1) 1P Mok sk EWL4 o W RAE BB 18 A A e & R i 48
ET B0 P ik NAT ID, 7] LI B B 2.

i 75 HA SREEH, AN S0 #3007 T NAT 2 5 I, D0 n) DR 3 A B oty g i
ST AE TGS EALIP B RR . AEE, AR RO rhya i P, )4
AR BB 1) TP Huhk s A4
* Display Name - it NZE7E & By th IR IR BUbr B A 1R 44 R o
* Registration Key - i NEAE BV 1A TC E 48 52 IOVE A 5
* 13 (Domain) - WIAAT 2 RS, 1K B g 2 A

| R grho BE wmyE i



£/ gEhL BE B |
B = smmmine emb

* 4B (Group) - IR AEAFFHAL, WP H A BOL B4 4o

* i [a1EHI SR B (Access Control Policy) - RV HNE . BrAE DA B anE B OFHEME A A
52 S, 15 %L H Create new policy, 2R Jik#¢ Block all traffic. 2 )i f n] DA ot s ' DA
RVFR BRI HS 0 R VR E NN L RIANE 5 32 T,

8: New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

 EBEVF AT (Smart Licensing) - i 2455038 1 D RE 4l o w5 B A BEVE vl HIE: Malware (iR 4T 5 AL
FIS B « Threat CHSREFTHAE I AZBIfED « URL (o 3T 5 St 5L 128000 1)
URLIZJE) o iFE: Elmikes)a, o] LLNERYE > 1 ATk > & 881 AT E UL (i1 Y A Secure Client
TEFEVT ] VPN VEATE

* Iff— NAT ID (Unique NAT ID) - 45 & S48 BB W) & rh 8 %2 /1) NAT ID.

* BRBUIREE (Transfer Packets) - Al k&K Hdln (R4 22 B BP0 o WIARAE 5 I SUE 00 I figh
TIPS 5 Snort S, Bt ok AR SR At Bt AR 21 A B AL RE TR I .
RERIMIETT, AT SHE R i 2] E L, Bt AL,

PR3 midiiEM (Register), SCE WIRZLRIN S — G W&, W adnEMARMEM (Register and Add
Ancther), JfAEM ).

WIREN ST, PR IMBIFR o WRE MR S 2 RS GRE  nR U Bl A 0
ORI, e AR

* Ping - Vi i) BB IICLL, 2R )5 A H LT iy ping B B0 1P bk
ping system ip_address

W ping AL, A show networ ki 44 25 W9 25 Be ' U B 7 BT o Jgu D o 480 B 2R 1P M
bk, 1§ H configure network {ipv4 | ipv6} manual fiy4> .

B &R EEh BE B
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magrzezn JJj

« WA D], NAT ID Al AE BEAGCP LAk - B O/ A5 P A e g EAT AR ] 73 3 PR NAT ID - (it

AR LA R, 3

Ao EE AR 2 RS

AR A A G A P LA 18 L A o 4 S
* BRI 1 - S R 11 73 LS TP dudik, JF¥s DHCP FIAESMBEE 1.
* DHCP fiR45#5 - £ N4 1 E 2% P i F DHCP IR 45445
o BRIARK - 380 AR AR IS I ER U 1
* NAT - 7EAMTHE O AT 1 PAT,
o Vil - Fo VR A P A S SR
TR EIEAR ARG, SR TS

2[5 https://cisco.com/go/fme-reg-error.

HAEHD o nf LA &t B4 configure manager add i 4 ¥ & VE M £ F] NAT ID.

BOEBEL, 523 0L,

) |MUFE DHCP 554 » 5 27 UL

ININERIAS 56 28 T,

N | BCE NAT, 3529 TL.

FOVFUL A R AR BISNEE . 26 32 1L,

HRETCE . 5 33 WL,

o P A 1, A e A X R B TP b . B, SRR ERANE O A R RS
FRIE AT TR SR W, SRR T 1) L b A El R IR Y A 1, DA R AL SR 4% ) — AN R
ZAWEED . Hrh—S Ol L “FRES X7 (DMZ), #a] LUZE b JgcsE nf A JF07 il (% 72, 4
1 Web 45 %% .

ST PR G PR L

Sk DHCP M\ ISP $REX A4 bl  [RIREAE P3R4 11 b e A il

R grho BE wmyE i


https://cisco.com/go/fmc-reg-error

£/ gEhL BE B |
B =s:0

LA F/R 4 DHCP {45 W HBREES T — M B CArifpalhl) o SF2Es I SMpRLE Tt
L.

$IE1 %458 % (Devices) > iR & E I (Device Management), R )5 sk kb iidmeE ( £ .
$&2 5H4EO (Interfaces).

Overview Analysis Policies JeEMIEEE Objects = AMP  Intelligence Deploy ,, System Help v admin v

Device Management NAT | VPN¥ | QoS Platform Settings FlexConfig Certificates

10.89.5.20 [ @ cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing I==m Inline Sets DHCP
4 Search by name & Sync Device | | ) Add Interfaces -

Interface Logical Name Type Security Zones MAC Address {Active/Standby) 1P Address
Ethernetl/2 Physical G &
E Ethernet1/3.1 SubInterface B &
Ethernet1/4 diagnostic Physical & p
Ethernet1/5 Physical E] y

SE3 AHEHTAMNEANSRE (£ .
EIHE i — A (General) JETHF

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration
Mame: inside Enabled | Management Only

Description:

Mode: None 7
Security Zone: inside_zone ™
MTU: 1500 |2 = L)

QK Cancel

a) K E RN 48 N FFRFK) Name.
B, KO 4k insides
b) % Enabled 5 IEHE
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c) # Mode{# 4 None.
d) N\ZR£X1F (Security Zone) FHFIERFIEFE—MIRNA RN 2K, B33 SHHE (New) iR
AN 1 22 4= X 4

i, A4 % inside_zone MBI, A ALK REANEE 11 4MiL4 2 X SR/l 20, AN
AR T A2 AR, (E T AR R T2 /M2 L. 07 DU X SRol ] I 22 4 ek . 91
11, T LK R AR P PREC R, TSN 1 A R SUSN DI 4 LAl )
W, SRR M AL BN, (ER ACVE SN A 3. K% B (S P 2 A s ]
LI7E NAT S0 T A8 S50 FI QoS W tp Af 1 K sk 11 41

e) Aiii IPv4 FI/Eg I Pv6 BT .

« IPv4- )\ FHHE TP kB E FEE7S |P (Use Static I P), SR )5 ARMT - iE4m A TP bk A -1~ k4
HErL

W, i\ 192.168.1.1/24

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.168.1.1/24| Tgﬁ;?Lﬂgil?.*z‘?lE:-QES.stl255';28 ar

* IPV6 - TR A B L E ik B 3hEC & (Autoconfiguration) 52 1EHE .

f) i zE (OK).
FEA SLENTAMBME O wiE () .
IR R — A% (General) IE3 K.
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Edit Physical Interface 7 X

m IPv4 IPv6 Advanced Hardware Configuration

Mame: outside Enabled Management Only
Description:
Mode: None R
Security Zone: putside_zone i
MTU: 1500 (64 - 3000)
K Cancel
ST S M TR T AR, W C A A R Tk, AR

FEAT IR LA BEE,, RO Ales 7 A PR b0 4 B . AR W] AR B o0
T SRS P 2 4 DX

a) MAKJERAH 48 N FHH Name.
i, %44k outside.

b) ¥ Enabled &4z

c) ¥ Mode &% None.

d) MZRLX1H (Security Zone) My PiksE —MNIA MAIMT 22X, B dEE (New)
T—N 81 22 A X

Blhn, a-—44 A outside_zone X ..
e) it IPv4 Fil/ok 1Pv6 i1 .
* |Pv4 - % DHCP (Use DHCP), #RJ5lic & LA Ntz 5.

« {¥F§ DHCP FXEXEAIA# R (Obtain default route using DHCP) - )\ DHCP filz45 £ 3k B 2k
VNI

* DHCP #&H#E#%% (DHCP route metric) - 43 Bi 2 3k itk 14 BREE Y, AT 1 F1 255
Z [l SRR HI BN EE 20 1.
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Edit Physical Interface

General m IPvG Advanced Hardware Configuration

IP Type: Use DHCP >

Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)

* IPv6 - IR H Bl Bk B E1BELE (Autoconfiguration) & iEHE .,

f) M E (OK).
HIEBS SRR

fic & DHCP PR 5588
WA B P i DHCP M gl B A AL SR 5 TP ik, 17 )5 FH DHCP Ik %545
itz
$IE1 PRI E (Devices) > % Z &I (Device Management), SR sl & 4ReE ( #) .

122 %% DHCP > DHCP BR %28 (DHCP Server).
HIB3 (EARSSEE (Server) IR LSRN (Add), SRJEMHECE LR IET:

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* #0 (Interface) - W Fhz g Rk HHE M.

* b1kt (Address Pool) - DHCP AR 45254 F i 1P ik iva Bl (AR S i) o TP Hiuhik Y il
Gk e AL TR E, HASBEM G 0 E 5 1) 1P Hulilk.

* [2F DHCP Rk %588 (Enable DHCP Server) - 7£ T2 1 L3 | DHCP 45 2% .

HIE 4 SE (OK).
HIES R TE.
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A INERIABE

BRI EH I 45 1) ] AN U5 ) () B3 8 . WK DHCP FAEANE3E 1T, WA IR 15 2% )
RECLAUCEN T BOIABE o W SRR EF-I Nk i, WL FE P 3T an 025k 11 DHCP IR %545
MIERIA M, o R 7018 & (Devices) > % & & 18 (Device Management) > 2 (Routing) > 8% 75 8%
i (Static Route) 1 L1 1Pv4 #&E (1Pv4 Routes) 5k IPv6 #H (IPv6 Routes) % 1.

UK

HIB1 %8 % (Devices) > I & E1E (Device Management), R J5 k& %mEE ( £ .
IR 2 PRI E (Route) > B4 75 H (Static Route), i in#E e (Add Route), #RJ5¥% & LL R I

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
L, Search = any-ipva &l

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: v @

0K Cancel
ZA (Intrusion) - AR ZLA INERAS B K2R, ki 1Pv4 5 1Pv6 Bk 44
« ##0 (Interface) - W 1, WH MR,

* Available Network - >4 IPv4 BRil % ik $% any-ipv4, 4 IPv6 ZRIAEE ik $E any-ipv6, SR )5 Hidi
Add #H:% £ Selected Network 413 .

* W% (Gateway) =k |Pv6 F3% (1Pv6 Gateway) - il A\ s F A1 4y stk ) 1 — MR 9394 X 8 o
Bo ST LU 1P At 4%/ LN 4

* 3B (Metric) - BN ZI H AR 2 (R ER i B AEVEEDY 151 255, BRAMEDY 1.

F$IE3 BEE (OK).
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e rh B S N A A R AR

Deploy , System Help v admin v

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence

Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates
10.89.5.20 ¥ou have unsaved changes | [ Save €3 cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Interfaces Inline Sets DHCP
0SPF © Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

T4 LR E

Bc & NAT

BB () NAT B0 20 P9 2 M4 3 kg A2 11 TP Mol b (o 11, 33626 NAT KUK A8 113 11 ik
i (PAT).

UK

FIB1 LR (Devices) > NAT, AR5 Huili #iskB& (New Policy) > BB B NAT (Threat Defense NAT).
P2 NG A4, IERREATHISERG B, RS i Save,
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MNew Policy ?
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
= 192.168.0.16 @

4, Search by name or value |

192.168.

| Add to Policy |

| Save | | Cancel

TS RN TSI A0 o SEATY AR TE R SRS VAN IR o
P33 RN (Add Rule).

Add NAT Rule X iFHER: BoR .
SUE 4 T E I AT I

* Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic hd

Interface Objects m PAT Pool  Advanced
* NAT #0] (NAT Rule) - E$:E 3h NAT #0 (Auto NAT Rule).
A (Type) - EFENZS (Dynamic).

HIE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 341 [ 4T IX 3545 i £ Destination
Interface Objects [X 1.
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. Add NAT Rule
MAT Rule: Auto NAT Rule b
Type: Dynamic hd
Translation PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)

| -4, Search by name | ei‘outside zone @
B
san /by inside_zone

— —_————

m outside_zone | SAdd to |
ource

Add to |

Destination |

0K | | Cancel
$IB6 7EfEdh (Trandation) T g & LL R
. Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic it

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & = or Doctiogeiog Into

o EEAIE - RN (D) WA IPv4 VRIS X4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X%, PO B3 NAT BUUAERT o kR ids
NAT, I HIE Tk R 508 XI5,

* ¥ A9IR (Translated Source) - £ B#r#% 0 | P (Destination Interface IP).
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PR T PR TF (Save) LA InFLN]
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [5] Save

[#] Policy Assianments (1)

8 Fiter by Device

@  AddRule
r Pa \ 1 anslated Y
#  Direction Type Source Destination original Original original Translated Translated Translated opt
Interface Objects  Interface Objects  Sources Destinations Services Sources Destinations services
¥ NAT Rules Before
¥ Auto NAT Rules
O Dynamic @ any % outside_zone (2 all-ipva & Interface @ Dnsifalse P §

¥ NAT Rules After

HIR8 il NAT Uil EIRTF (Save) LORAF B

SV E MR ERFE E SR

U SR AEAEE W Y A I B T AR A E SRR B VT IR R, U ) SRS A I R LA fe v
ViR B AN R TS LU LA SC VR A A S DX S A0 B DX B PR e A Al X, 37 55
AN FEVF 3 I 24 0 45 KR o

g
HIR1 ELFRBE (Policy) > 78] 5K #& (Access Policy) > 7 18] 5K & (Access Policy), #RJ5 Bii ey B

(U i s s 1 SR () .
PR 2 PR (Add Rule) JF 8 DL N 240

Add Rule ? X
Mame inside_te_outside Enabled Insert |into Mandatory w7
Action |« Allow il = A

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)

| 4, Search by name s /b inside_zone @ san /4 outside_zone i}

san/t outside_zone

Add to
Source

Add to
Destination

* ZFR (Name) - AUy 44, #l40 inside_to_outside.

« ;B X 13 (SourceZones) - M A] A X 18 (Available Zones) FR ke A #E X B, SR )5 ik hn 23R (Add
to Source).
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okl

RZ Be

IR 4

R

werz ]

+ B#r[X15 (Destination Zones) - M\ AT X183 (Available Zones) ik fAMEIX L, R )5 AR
Z| B#R (Add to Destination).

FCAh e R P JURE

L3 R0 (Add).
FUED AR N2 Rules 3.

Overview Analysis [ Devices Objects | AMP Intelligence Deploy @, System Help v
Access Control » Access Control  Network Discovery  Application Detectors | Correlation | Actions v
ftd_ac_policy Yeu have unsaved changes | /i Show Wamings | | Analyze kit Counts | [ [ save | [ @ cancel
Enter Description

SSLPolicy: None Identity Palicy: Hone

Prefilter Policy: Default Prefilter Palicy.
Tg Inheritance Settings | [F] Policy Assignments (1)

m Security Intelligence  HTTP Responses  Logging  Advanced

8 Filter by Device.

" Show Rule Conflicts &) @ Add Category © Add Rule | Search Rules

v Mandatory - ftd_ac_policy (1-1)
o Allow atg e LB

1 Ainside_to_outside  uhinside zone % outside_zone

There are no rules in this section. Add Rule or Add Category

Accass Control: Black All Traffic

MR F.

o P S SO 8 B I AR PR E T, P S SR A S AR B R

{‘-_:l:
Mo

ity EJ7ERE (Deploy).
& 9: 582

Q ¢ # @ adminv Wl secuRe
M £ ERERE (Deploy All) LI RIFT A %, Bt SR ERE (Advanced Deploy) DA E 2% £ 11

Bk
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HERE

& 10: £ERERE

Q Advanced Deploy [JEEGYEA
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment )
1120-4 I Ready for Deployment £
node1 I Ready for Deployment i)
node2 I Ready for Deployment =)
© 5 devices are available for deployment iz
B 11: S REBE
1 device selected
[ @ Search using device name, user name, type, group o status ] Deploy time: Estimate
\:\ Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> [} node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
¥ L 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

TR 3 MORIE . A T ERE (Deploy) HEHLA K R LA R TR

[ 12: BBE IR

es Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks ‘:) Show Notifications
0 running 5 success 0 warnings 0 failures | . Filter
@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s
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g s rxos cu [l

5 18] B R BA {5 #0 FXOS CLI
i FH iy 24T LTH (CLI) W% B R G LA RGATIEA W MO HE bR . JoikiE i CLI 2 TR B SRS .
AJ LR B 5 i 1 LAYT ) CLL
A LA i) FEXOS CLI BAE47 i b HE R

\}

ER St nT DL SSH &R B A IS R O, 5SS R, SSH 2 E RIS g
748 CLI, fhttnl {8 F connect fxos #ir 2 %45 FXOS CLI. W4 Jy SSH & #:4T IS Hu sz 1,
T v UGS RN 0 L bl . BROATESL R, 25 SSH Bz i) . BERE P A i3 & 0 1)
i CERAEH FXOS CLD &

i

PR B0G5 CLL W B SOV St & i o A ORh B8 A R G0 228 221K USB R AT IR Bh 2
J¥ (ii§Z [ Firepower 1100 lifF457). il o HERIAH FXOS CLI. A LA R AT

* 9600 PHFFFH

* 8 ML

* Torr A

© 1AME A
TSR3 FXOS CLL, AfH admin F 7 4 R 46 v & I BB K 2505 CBRIME ) Admin123) %3k CLI.
EUE

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

W2 Vil B CLI.
connect ftd

T

firepower# connect ftd
>

GxJE, W TR CLIH ] a2 A S B, iHMIA hdp B2, A XAMTH{E R, £ H Cisco Secure
Firewall Threat Defense iy % 5% .

| R grho BE wmyE i


https://www.cisco.com/c/en/us/td/docs/security/firepower/1100/hw/guide/hw-install-1100/console.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
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P IEIFTD CLL, i\ exit 2% logout iy 4 o
b &K B B8 3 17 2 FXOS CLI #87R8. 45 9% FXOS CLI Ha] iy & A A5 B, iEHIA 2.

i

A

=

> exit
firepower#

X AR K S B R

IEROC IR GEAR T 2 A B alds N B IOT R AT e S ECCHE R G0™ EHUA . iHictE, AT
ZHERE - HAE G BT, s M LIRS BE LE ORI B K b R 4

T A A5 B by AR B DU OGP FRI, B AT BLEH] FXOSCLI,

£/ EIEHR L KA KIERIR

IEROC PR AR T2 AP P g2 N F T R AT e S B R g™ EHUA . iFictE, AT
ZHERE— HAE G BIBAT, R B P AL IR BE L H DR AT K e o
ferT LUME A A B oD IR S R S

UK

HFR & > REEE.

EZE PS50, SpidmiB s @).
Hiifii% & (Device) LI K.

By BRGEAR ) P O T B BB ()

5 HMILGERIN, BRI ERH B

WERSE S B K@ TG, AR KRR HIN RSN . A I ER:

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

WERBA TR G R, WA R 3 e LU R R G 2 OCH] .

PR T TEHAETT LASC AT FL I TT 50 I AL 0o BN Hh T RS Sk AP BE 7 X T LA PR HLE
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£ CLI B FFix & iR

T LA ] FXOS CLI 2241 06 A AR S8 0T 5% M et P o JRT LASHE S 44 )47 71 65 g 11 2K V7 1] LI

N
g
N

$IE3

2 [ U7 o) UMY (R FXOS CLIL, 28 35 i,

UK

7t FXOS CLI 1, %E#:% local-mgmt:

firepower # connect local-mgmt

& shutdown fir %
firepower(local-mgmt) # shutdown

-

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

B RB KB R I MR SR . R B LU TR s

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

woummrsen [

REBUAE T LG AT HLJET SR A e I 4 5t Sk A B 7 W AL 1) L

BIRAEICE B, E S S A TS R AR SR s AR} Firepower SCRY
HRATH EHhLrER, 1H20 (Firepower & B ORI E IR )
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/go/firepower-config
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