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A 4 admin FIZRIAZ5S Adminl23 &%,
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w5l

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkxx

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

fE FXOS CLI "', B nIEAEBITHIRA .
scope ssa

show app-instance
-

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

Not Applicable

W R TR, HPATIXSD TR,
a) WIRE B R EERA P bk, WS CLI 52 s i v G i g . BRI, &
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DNS BR 5588 - R 405 BLHLIE 1) DNS k4545 . Hii N DNS R854 11— A5k 2 A Huhik DL g AT 44
Fro BRIMMEN OpenDNS 243k DNS JIR%5 85 . Wi R4 gnih 7 BOFA IR E BOAE, 1 RH{ER
OpenDNS (Use OpenDNS) LB &1 (1) 1P Mkl #N 7B .

R5 k3 E X2 (Firewall Hostname) - 4645 BEHb AL 4144

b) MiEEFEE (NTP) (Time Setting [NTP]) Jf 15 i T—% (Next).
1 MEX-EFRAMNX.
2. NTP BB AR 85 - IEFEAFFHBRIA NTP [lR553%, iR FahiA NTP IR 210k, wI LA in
A RS ARSI A -
¢) EFEREN 90 HiFEHIM A IEM
AN [ R BB EL AL BB AR A VRS AE R AT
d) siizER.

e) AW REIEPFEETE (Cloud Management) i J8 37 (Standalone). Xf - EHIrfCy B BE, 11k
PEIRIL (Standalone), AR JFIEFHIET (Got It).
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Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP #utk, B A LS 1P ks M4 U 1) g
L, s 2, W S A1 T NAT 2 s A3t 1P bk ek B84, i AT & .
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WA DA AN CRPBErL BB YD) BT A Ui in) 1) 1P ki, A RELE ISR L
[EJ S N7 R ) SSL i % [ 38 £ I

b) WAREERE 2, WA EIEF0L/CDO EHLA/P bk,

c) fiE EIEL/CDO EMER.
U B SR PR ) — IRV T 5, U e 7 4 A o It A A L BAR e . TR
A 37 N A FRARETRET (A-Z, a-z. 0-9) AIEFFF (). WLIDATHT
W2 G R TEM B L

d) 453 NAT ID.
U6 ID IR R ME—— RV R, BIE TR b B e, WRAER Sk b
fRE 1P Hohik, Wb B (B iR BT A8 P & 155 1) TP Hi bR, {734 8 NATID. NAT
ID NG 37 N 7455 AR ERRTFRRT (A-Z. a-z. 0-9) FIEFFR (-). D A
T BT oAl B 40 M 2 A BE APy . NAT ID 55 1P HihE45 A48 ], H TIEIER 5k A 1F
W% HATAEXT TP Ml /NAT ID 3HT S0 90UF)S, A SR i 4] .

TR EEZEE.

a) J5E FTD £M42.
It FQDN ¥4l F4hakiz 1, sk k&8 dhiy/CDO i8] 0 (Management Center/CDO Access
Interface) EFEH LM O,

b) F5& DNSBR%884H.
EREIA A sl AN B4l . ERIA DNS 41444 CiscoUmbrellaDNSServer Group, L5
OpenDNS 5545 o
I T A 42 1 DNS JIR45- 2 o A F A0 1) S5 80 5 110 457 2 DINS IR 253 FH T Bl o i
DNS JIg %545 H T DDNS Cansf CURC 'S 80 A 1 e D i) e A5 . ST Be 1B BT 145 B
AHIF) DNS JIr 25220, PRI 8 BRI B 0 Ot 5 530 ok &1 42 11 2138 DNS JIR 2525

FE B L b, HdEE 0 DNS g5 as a8 B gn ot Jgui B i (- 6 BUE SR TP RCE . 88
JE B A AN E] B R R N, AW BCER IR, JFE DNS RSG5 AU IR 6 B E S
B2, QR R 5 VOB SRS 2 O 45 001 DNS BUE (1 BB i, e Bk 7 o A
TN TG BB B S BB E VL EC ) DNS -G BeE, DU & B0 A g B il [H)20 .

WAk, ACHERIERTE NN R I DNS k455, B BO AR B AHL DNS JIkR5545% .
¢) XTI /CDO ifa]#E 0 (Management Center/CDO Access| nterface), i iEFE5MEB (outside)
RET DO B AT OB B B 1, AEAHR g (B A I R 2 A 1 o

PR WEREIER T AN AN AR B 1, B AT INER A S 1

TR AEDFHE, ZORER AR AEE RO MBOAR . WEREERR VAN O, akes
FEBLE ) P ECE T B e WORGEGESE T AR O, R A T AR B B O 2 i T3l C ELER
IWBRHT. A RAE WA Bds PRCEFSE ML ZER, WS A SR B T ECE ) K

LN LR Ns7% DNS (DDNS) 75% (Add a Dynamic DNS [DDNS] method).
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s B 16 TP Huhk & AEAR 4K, DDNS nlAfifR 5 # 0 Bl se 2B 4 (FQDN) N 1K) gl b
., Zig& > R%i& S > DDNS BRI & 514 DNS.

WGSBS A S A AL 2 ARG E DDNS, U BB 2 B 3 JERZAE AR CA T
TR T CAUSINIESS,  LUME gt w7 LA UEH] T~ HTTPS 3£ f) DDNS k5523 IE+5 .
BB A8 32 RE# A DynDNS /2 API JUYE (https:/help.dyn.com/remote-access-api/) H{T-{7 DDNS i
5o

$IE12  lEE (Connect). SEMRZS XURAE SR V)4 2] B H LY DIk 7F REBEHL/CDO iF
MR E LIRIG, HR EEpL, FRRINPI k.

R B D)2 A by, 3 A BUEIEM. B, GE7E REFEEEHO/CDO EMIRE PR
Jr RV Ve B DA AT o WURIZAE, AR s, JOF H RO R e B
WA SR .

ARG ARFER P L/CDO JEMIRE VB R FFIER S RS, R ED SEEHO
BRI T CDO W IRHE . RORIBTIT 15 o B PR (4

4 BTN iERE

Registration Status

e ol I e TR
Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

£/ CLI EiTHiECE

AR PP CLI LATHIAA B . A CLISEATAIARRCE I, S B LRI B 287 ) 452 11
BEESWARE . ] BB (7.1 RS AS) PATATAGBEE T, W R D) 45 B rpn
AT B, R B LMV B 83 U5 45 L BCR AN, A B A B v 58 UK T A 4 1 T AR PR B
TER, AR MBOARCEBLE, B s a2 5 5
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Before you begin
B IEHAT FHAROMOPIAEE . S0 (JER} Firepower £ FELAH Ly 1600, 2600 1 4600 fififf: 2244
FRME) o TEBCE BT 27, ST ENE RO TP ke LA .

Procedure

SRR STIFP K F Yt
Note EUUAS BB, WKL 215 3 30 Jr .

HUR 2 R RPEH G L EU B CLL
P & o 3% 4% 2 FXOS CLI.
FIB3 ) 4 admin FIE RS Adminl23 &5k,
U FXOS I, REATREHE SR . 1T SSH ¥ g 5.
Note U R RS LS, ARBEOANSITE, ) 2T T AR B A% LIORE A o O BRI . A7 KT
WUEREF I B, 120 FXOS M HERR R R o

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **kkkxkk*

Your password was updated successfully.

[...]

firepower#

LI 4 EHR) Wi CLL,
connect ftd

Example:

firepower# connect ftd
>

SRS UG P N, Rt A MR (BULAAT, QiR AEH] SSHIE S,
W2 PR LY admin B 5. SRJ5, ROREE 2 PIZ B CLI IRCE A

B s e e i 1 B T B AR U, AT e A T R T B
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Note BrAEERRICE, SNJCEESE CLLwE S (i, st mpdrmig) o A, nrbh
)5 7 CLI H i H configurenetwor k iy 5 T IX L1 . 1 217 Cisco Secure Firewall
Threat Defense v 4% % .

OB B AR A A 2 s FEAE 5 B Z T AN MR, 1514 Enter §.
THZ I LU R -

@i DHCP s FshEL & IPv4? (ConfigurelPv4 via DHCP or manually?)— i #f manual, B4R
EATHAL A B 1, (HAAZBCE TP 3k, Bl flsthik. R B8 1 ¥ 0 DHCP, )
AR E R O HTE R, BOGBOABH (212 data-interfaces, 162 F— 20D TlHE
SR E DHCP il 55 25 (1) H 78 o

MANEIRIZEORY IPv4 BGIAM 3% (Enter the | Pv4 default gateway for the management inter face)
— KM G E A data-interfaces. I E NG AT B BRI B SE,  DRLM AT S b i P A U
I Hs % 1

MREMNEEEEEN, FEEMMERE - RGO SSH &R, WERAWIIT. R
B B L b, AT DU R G TP shE A s i ok . TP ERABR N GE
HEEE ), BB LE TR S T, e EEA S22,

o R EIBIGE? - W B DUET FHEAGL. B yes BIRE B SO T WA ELEE

s BB AIERER ? (Configurefirewall mode?) — #ii A\ routed. F A % 1 B kB AR 2 S 7 A
PRSI o

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkxkkx

Confirm new password: **kkkkk*

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...
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Update policy deployment information

You

- add device configuration
- add network discovery
- add system policy

can register the sensor to a Firepower Management Center and use the

Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or

the

IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a

NAT device, you must enter a unique NAT ID, along with the unique registration
key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must

use

the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.

>

W B A BRAS U 0] PRI AM R 1
configure networ k management-data-interface

Wa, RGP EONINBIE O EIRAM K R E . TS 0L A A a2 g5 R

3

WA AT P VAT B, WA B CGVAE ] DHCP. W SRAEWI 46 1 & A T3
W IP Huhl, WJaT LL# A configure network {ipv4 | ipv6} manual @4 ZEI ¥ E . R v
AR P E M G E A data-interfaces, M A5 7 B EE .

Lk BB A A NE] BRI, I SRR B ORCE, O RE: #N
ZFRANIP Hodik . W OCERAS K EH. DNS R4 %5 1 DDNS JIR%5 %5 . 175 DNS R4S e fic & 11 5
S, TESI . AEEHEA S8 AT DURY JE R BB Uy ) B G E AT S, E A R
ANSBH AL B E Bl A E ey F A B, WO R R, B A R
configure policy rollback fiy4 LAY & LA 355 -

U AC & DDNS fil 95 & 88T URL, W) o Bl 25 A shis >k B Cisco 525 LR CA B AL i
A EE CAUETS, DUME BUbMST 48 v LASIER T HTTPS 3£ 45 1¥) DDNS k%5 25015, BUbBi i 52
F{# ] DynDNS JZF2 API #{3E (https://help.dyn.com/remote-access-api/) FiJATA] DDNS JiR 4525 .

Ui A BB a2 1 DNS JIj %545 o A FHBCE A (84 A configurenetwork dnsserver sir4-)
WE I P DNS RS % T Bl . $dl DNS /IR 88  T DDNS (4R Cfid®) siE il T
PR 1 11 2 A SRS

FE BRI b, B T DNS RS S AL FLSS 0 S B A8 (0~ 5 BB S h s . S0k
SN AR A B I, A BCE R OR B, I H DNS RS S AN 5 B SR .
E2, SR R 1 SRS 2 L 45 €0 5 DINS 25 119 Jg i 180, Ui B0 7 s AN b B
FATE W EZ)ACE 5 B VTG DNS P W B, DI A& H 0 A gl By 5245 .

UEAh, SCHTERIUGTE M R0 DNS fR%5 2%, B RO A SR ACH DNS HR %5850 #ilan, i
TEATE S B IV ) T 4%, {ELBE S {8 1 configur e networ k management-data-inter face iy - fic
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B

B2

1

gmcuirmmE

BEEE L, W2 4 B O R TR E T A XL A (BLHG DNS g as) » LUE S jguh
B i i UL -

o Kg BB AR R A 5, ST ORI B S O B L B — SR .
BAEWCE 7 S E /Y FQDN BTk,

T DO I iy T BRI BRI AEE S SR A R, H AT A USRI B A
HUEF AR A e

o BWERHEE L, 5% configure network management-data-interface disable fir 4.

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>
(Optional) PR il £E4F a2 W4 2% b 30 i B 42 1 U 1) B # ot
configure networ k management-data-interface client ip_address netmask

BOATEOLT, SRVFBTA 4%

PR S BRI BB A A E L
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configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} regkey [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - {§& ¥ .0 () FQDN 5§ IP 3
Hbo Wi EHEOASE HEE ] SGhE, 5] DONTRESOLVE. Wl E/0FH —AN s CGERE
8 RPN 7N | D= S 1 e TIPS o ol T 2 VA Y [ NN B9 N BT R =B i B LS
WERAE M4 82 DONTRESOLVE, W) Jg s fE 2h 2006 ] iy ia) () TP Huhbk sk =414 .

* reg_key-Fi & L REI — MM 28, M SO D5 A i R A R Ly bR . TR
B 37 NERF . AMTFRFOTE LT (A-Zs a-z. 0-9) FEFER ().

* nat_id - $/58 TR FRAIME—— IR, IS T EAE FHEh BIRE e . WA R B b
AT B, WU)AZ0 [ I AE BBt F 7 by B3 e Y NAT ID. NAT ID AN it
3TAFR . AMTPOFEZHET (A-Z. a-z. 0-9) FEEFR (-). M ID ANREF T BATAT
oA v £y M 31 A B

Example:

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

IR KM BT, DAERHE A AR B R 43 SCH LA o
IEHOCH R G AR B2 AR AL N I OC AT e s R EOC RGO EBUIA . WA, AU
ZREREFAE G BI1AT, R aOC I HLIEANRE IR H K RS
a) fwA shutdown 74,

b) MEHJE LED ALRZA LED DUGAFHIA 2 & O (R58)
¢) TENUAR RIS s, #nT LR A B 3k 1 L sid =k DA J7 X IR TP RLAR 1 LS

DR

WK B ok B R B A i, G URER AT IR B Kt fi Y, BV SRR L U e TR . AR
Jeis AR R B E AT S A

BB MR B4R

ERL L AR B U T RS, ] DU R m BB . %24 Firepower 1100 i
&, WS N PE.
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[ 5 iniE BB L

( Outside

\

— outside (Management Center access)

B @)

.

0-1her”Data NeiWorks

o

Console
ports

Inside

Management Computer

UK

BN RN, SR
SR AT LUK /1) MRS58 th 22
SRS NI I, LRI 1/2) SERES ) A L b 2
S 4 P SRS A
HWS (i) KR SRR A O
TEA SOHURII 18 TR A S PR P & Ve e, (LI TR 10, T R TS .

1B & R

ARG A T B e I REAT B USOT O . HRIETT IR ABGE AT B S, SR PRt o 1A
R GUABAR AR GUR AT SR 40 A K AU o

)

AR OB BB, IR KT 15 2 30 0.

FHia Z |l

AV ARAE TSR Y (B, A AR L (UPS)) ARF 2. RFVERMIBET T e & 32
PRGN . JE G IRAATVFZ I RRAEIAT, AW A (A5 B K i AR G E T IE A
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p7 3 B R R/ ES T O et o S R b 25232 L ERV/E L8
SR 2 AL THUA 7 1 R IR S5 IR HERE AT R T AT IT
SIE3 KA RS RIE LED; W% LED Ramiesild, Ronis ok,

2 Ef] mmﬂﬂ SwodsSgoste
Power LED 4}]‘
Status LED

PB4 KA RS HFPRES LED; RO e sk 5, R b2 k.

pE R IF RMIT VR BISCS , RETAT AETT 2 LR BIA S i 2 OC H o AE I, HUAR AT A W
J5 LED H5INRSE (5. 5 IR LED 584 R MIZ 1T, 5204k H Hdi

Varlax o | [===]
hREERRRER
LE GRS S LA PR 5 38 o v 2 322 48 TP 97 0 A A At 82 ) o) ELER Y 2 S 85 m] LI i o o 43
VI S PO I S R A T B .
EHE S
A & B OO G E T IR s B

FHia Z |l

R SRR A 5 R, SRS AR AT I (Zhttps://www.cisco.com/go/
firepower-notes)

UK

W A SRR AR AN LR URL.
https.//fmc_ip_address

T2 IAERH A
T3 EEXR.
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» graoxmrTiE [

A EE L IREUF RTE
JIA VF AT UERR A B O3RN B . AT AR BRI S LR T RV AT IE
* IPSp- 22 A fARAT T — 4L IPS
< BB BEE-E AR Bt
* URL - URL i}

* Cisco Secure & Fifs-Secure Client Advantage. Secure Client Premier 8¢ Secure Client VPN Only
* JIEE® - Diameter. GTP/GPRS. M3UA. SCTP
A ISERHF ] I E TR, 155 1R cisco.com/go/licensingguide

FHiaZ |l
T RREAT A B AR R

WERBGR AT, UE mly R DABCEDRT K o Tl IR B B, T IOV 2 —
A

o ST BRIR PRV RTIR P 2T B a2 (3DES/AES) VPR TEIEER, A REAE I HteThge (CAf
A AR SR D .

UK

SRR EH O REVE Tk G P (K] IV RTIE

2 BB E S R 1 I FLE SR A I, A PR TR I % B A I R B A A TR . (E,
WS T E A QA INVFRTE, S A SRR %5 T/E 23 W L1 Find Products and Solutions % % ¢
Bto % LN VFATE PID:

6: 1T AR R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Selutions

IR WA PID, 0] LLFFK PID ¥s N 2T #d .

* IPS. SEEKAE BifHA URL Al Uk &
* L-FPR1120T-TMC=

* L-FPR1140T-TMC=
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| B

* L-FPR1150T-TMC=
MK L8 PID 22— ISR AT U, T RAEFES BUT PID X B (52 T -
* L-FPR1120T-TMC-1Y
* L-FPR1120T-TMC-3Y
* L-FPR1120T-TMC-5Y
* L-FPR1140T-TMC-1Y
* L-FPR1140T-TMC-3Y
* L-FPR1140T-TMC-5Y
* L-FPR1150T-TMC-1Y
* L-FPR1150T-TMC-3Y

* L-FPR1150T-TMC-5Y
* Cisco Secure % /' i1 2 [ JRL 2 4% ) i 1T A 17 o

SER2 QORI 15 R GERCPH T B A B O

T S AR R PSR IS . AT ORTEANE S, HS I A B D BC B TR . R
fTRITC, IR ) B BE AR A BRI I B R N S R AR AA EC Y = 1B (Cloud Assistance
for Low-Touch Provisioning). %2/ &%t (System) > i AT 4E (Licenses) > & #Ei4 AT IE (Smart Licenses)
GUTH

[a] & 2 AR A A B 1
A4 IR 2% TP M1k B3 E B A% K M9 480 T 2030 0 380 B
FraaZ 8l
o WCERARAE BUVMYTAE BIARTRC B BRI LU N E B
o BB EAE B IP HbhikER M4, BLA NAT ID
o EEHE A
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UK

FE /4 FHApL b, IR E (Devices) > i & EIE (Device Management).
P2 AR RAE S, EEERImgE.

Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unique NAT ID:+
[ natidse

Transfer Packets

BEE LN 2L

o E41 (Host) - B NSZZ NI WS4 (1) 1P Mok sk EWL4 o W RAE BB 18 A A e & R i 48
ET B0 P ik NAT ID, 7] LI B B 2.

i 75 HA SREEH, AN S0 #3007 T NAT 2 5 I, D0 n) DR 3 A B oty g i
ST AE TGS EALIP B RR . AEE, AR RO rhya i P, )4
AR BB 1) TP Huhk s A4
* Display Name - it NZE7E & By th IR IR BUbr B A 1R 44 R o
* Registration Key - i NEAE BV 1A TC E 48 52 IOVE A 5
* 13 (Domain) - WIAAT 2 RS, 1K B g 2 A
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* 4B (Group) - IR AEAFFHAL, WP H A BOL B4 4o

o 7 a4 Mg (Access Control Policy) - EFRFILE I . AR DV 1 5038 H O i B A6 1
5T SR, 17k FE Create new policy, #AJ5i%+¥ Block all traffic. & my LA St s & L
AVFRERT; 1§ W ARVRE N N RI ST .

7: New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

o EBEIF AT (Smart Licensing) - B E M D RE A LT #E AT REF Al : Malware (U & FT 54
FEREBAEGA) | Threat (WUERESTHAEHANZBIH) « URL (USRS T S sz it he T2 011
URLII¥E) o jEE: 7ERINREG, Bl LLANERSGE > 1 0] > &5 BE 14 1] 4 7 [ [ H Secure Client
ARV i) VPN R AJ3IE.

* ME— NAT ID (Unique NAT ID) - $& & &4 BUb B E #IaA e & $5 2 1Y NAT 1D,

s BB EIRE (Transfer Packets) - 71k A B A0 AL S 22 A5 BP0 o WTHREAE 3 FH LG 326 20 ) fi
TIPS X, Snort 25, WA 2K S O RS SRS B s KR B A E PO TR . G
A T, R FAE B RIE R R, HRaBiE A k%,

$IE3 il EM (Register), , FFHIIAEM ).

WIREM ST, PR IMBIZR o WRE RIS 2 NSRRGSR g o A A
SR, e A AR

* Ping - Vi i) @B D48 CLL, 2R )5 A H LT 4 ping B B0 TP Hbbik:
ping system ip_address

Wi ping ALy, A show networ k i 446 25 W9 25 e ' W S 7 BT 05 Jgu D o 480 A B TP M
bk, %1% configure network management-data-inter face fiy4 .
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(=1

magrzezn JJj

« VEMPEET . NAT ID AV EE 0 TP Ml - A CRAE PR AN 1% E A TR [R] R 3 8 RT NAT ID
HAEHD o wf LAZEEb B 448 configure manager add i 4% & 1 5 2R NAT ID.

R 2 HERR (S B, 12 W https://cisco.com/go/fime-reg-error.

Vi e
A AT A L TR A 24 S

o PIERFIA L L1 - R A R AS TP Mk SRR IR VT 0 B R T A 1 A
BEE, BT 2O H A o gn 2 4 Xl

* DHCP JIR454% - 1EN i 1 E 20 % 5 A1) DHCP JIRg5 45«
* NAT - fEAMEH% 1 _EAEIHZ 1 PAT.

A1 255 I WA = 0 N R S P

* SSH - {E PR &85 Il 4% 11 LA T SSH.

o T A 1, G e e X R B TP . B, RO E RO A LR S
FEIEAT T SR W, SRR T 1) L bl s sl IR Y () A 1, DA R R 4% ) — AN R
ZANEED, Hrh—S O nf e “FREX 7 (DMZ), #a] LIZE b gcsE nf A 57 il (% 7=, 4
U1 Web filz45 4%

R 248 L AL DHCP M ISP SRECSNI R MU, DI 76 A 1 2 X
LA ] DHCP fE45 1P PR T— B HIBE (sl o JR(ER: CAMBALE T
B

UK

HIE1 %R & (Devices) > & & &8 (Device Management), SR siilily kB4 4miE ( 4 .
FE2 fiEO (Interfaces).
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Overview Analysis Policies JsEMEER Objects = AMP  Intelligence Deploy » System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

10.89.5.20 (@ concer |
Cisco Firepower 9000 Series SM-24 Threat Defense
Device  Routing l : ii :: . Inline Sets  DHCP
4, Search by name ,,e“ Sync Device | | @ Add Interfaces =

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical ld<s &
Bl cthemet1y3.1 Sublnterface i 7
Ethernetl/4 diagnostic Physical [El &
Ethernetl/s Physical & Y

$E®3 S EMN TR OGRS (4 .
eI R —#% (General) TR .

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration
Mame: inside Enabled | Management Only

Description:

Mode: None 7
Security Zone: inside_zone ™
MTU: 1500 |2 = L)

QK Cancel

a) HINK Rl 48 N ERINZER (Name).
W, 844k inside.

b) AR (Enabled) EIEHE.

c) KHER (Mode) {*F 4Tt (None).

d) MR£EXIH (Security Zone) FHFIER P IELE— DA PN L A IR, B0 i #E (New) 7
IN—ANBr () 22 A X ko
B, II—A% A indde_zone [FIX I, DAZURREAN 3 A0 B4y 22 A XA/l D 4. B4
LRSI T — AN e g Xk, (Hr AR T2 AN L. 48 nT LUORR I X 4k sl 4 87 i 22 4= ke . 1)
i, AT LUK PR Ay B2 P XS, K SRR Ay B B AN X 3. 4R nT LATC 5 ) 428 i)
FWs, ARVFRE M AL RIINTE, (EAR RV MIMTAE NPT K2 HORMS A S e X g ]
DAZE NAT SR, Pt i 28 S Al QoS Sl Hh A i X etz 11 41 .
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e) Aiii IPv4 FI/Eg I Pv6 BT .

« IPv4- )\ R4 & rh kB E BB 7S |P (Use Static I P), SR )5 ARMT s k4 1P bk A1~ k4
HEr

Bltm, %N 192.168.1.1/24

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.168.1.1/24| ig-z'-ngi?}2-51-"255-255-255-'-23 or

* IPV6 - HIOIRAS HBhALE % B BhBLE (Autoconfiguration) & iEHE.

f) M E (OK).
FEA SLEEATAMNBME O wiE () .
BRI KE R — A% (General) £ K.

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

Name: putside Enabled | | Management Only

Description:

Mode: None Ed

Security Zone: outside_zone it

MTU: 1500 (64 - 5000}

QK Cancel

2 e L BN T 0, DR LR O i s o RS bE . R T BT

FEARBE, AR b 4 B b0 B B . AT AR DA AR L R Bk LA I B S T e 4

(X 5K

a) MERERXIH (Security Zone) NRIFIER LR — MNRA SN X, 2338 s FE (New) &
T—AN BT 1) 2 4 X3
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B, In—A~4 4 outside_zone [1J1X 15
b) MTEHAE (OK).
PSR TF.

fic 2 DHCP AR 3552
W RS EE P A DHCP M BB AL SR ER TP Hudil, 1% )5 F DHCP 4548

UK

HIB1 k8% (Devices) > iR &E1E (Device Management), R J5 bk & MmeE ( £ .
$I% 2 %% DHCP > DHCP BR %28 (DHCP Server).
$IB3 AR 2E (Server) UL A RN (Add), SRJEHECE LA R LT

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* 0 (Interface) - M\ Mg R IERFL .

« ikt (Address Pool) - DHCP I 45 #sA FH f¢ IP sl (9 vE Il ONRAR B i) o TP bk [ 4
G5k s AT TAHRN 7 L, SRR FE 3 1 H 5 1 1P ik,

* ]2 DHCP BR %28 (Enable DHCP Server) - 75Tk 11 I 3 1] DHCP JIR%5 %% .

T4 fEE (0OK).
FES LR

. & NAT

fic & NAT
B PR NAT R 26 P S8 k6 48 S ARz 11 TP bk b o 11 . 33X 2% NAT FUUER A5 1135 1 HuhE
4 (PAT).
pUE ]

FIE1 E$%8%& (Devices) > NAT, X5 Hili #i5Em% (New Policy) > BiBHBE# NAT (Threat Defense NAT).
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PER2 NHNG A4, LRSS iy, AR il Save.
MNew Policy

Name: interface_PAT

Description:

Targeted Devices
Select devices to which you want to apply this poli
Available Devices

24, Search by name or value |

| Add to Policy |

elected Devices
[==1192.168.0.16

CEIN |

| Save

| | Cancel

S R LA N A B ARy S ATD AR N SRS IR o

FE3 AR MmBN (Add Rule).
Add NAT Rule X EHER R

SR A WO EFEA R LI .

Add NAT Rule
NAT Rule: Auto NAT Rule hd
Type: Cynamic 7

Advanced

Interface Objects il PAT Pool

* NAT #0| (NAT Rule) - EF B 31 NAT #T (Auto NAT Rule).

« A (Type) - EFENZ (Dynamic).

$IE 5 7 Interface Objects Ui, ¥ Available I nterface Objects [X e 1 () 415 X 175 111 5] Destination

Interface Objects [X 4.
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Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| -}, Search by name | e,i‘outside zone ]
u:—.i-‘inside zone
oi‘outside_zone | Add to |
¥ Source J
Add to |
Destination |
QK | | Cancel
- H » N
IR 6 745 (Trandation) T _EAC & DL R kI
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & ched For Doctingeiog Intg

o EEAIE - RN (D) WA IPv4 MRS X 4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X5, PO B3 NAT BUUAERT G kR s
NAT, I HIETiEgm i R 508 XI5,

* ¥ H9IR (Translated Source) - £+ B#r#% 0 | P (Destination Interface IP).
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PIRT PR TF (Save) LA InFLN
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

You t d chang [EES © cancel
[#] Policy Assianments (1)
#8 Fiter by Device ©  AddRue
r ginal Pa N lated \
#  Direction Type Source Dastination original original original Transiated Transiated Transiated opti
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations, Services

¥ NAT Rules Before
¥ Auto NAT Rules
F Dynamic &F any & outside_zone 2 all-ipva & Interface & Dnsifalse 7§

¥ NAT Rules After

HIR8 il NAT Uil EIRTF (Save) LLORAF B

SEVFIE N AABIE R SR

DR AEAE T Y 0 IR B T A B SR R R A U e PR S, U 1) SRS A R LA Se v
PiE R Yoo UR AP AT A DA LA ACTE AP X 38 S A DR o Ay LA X I, 37 55
AN SRV B 303 4 ) 45 X R o

ok
FIE1 LR (Policy) > 7181 5 B (Access Policy) > 7 [a] 5 #& (Access Policy), 4R Bk oy Fessy Jak i

(I Il P B S ms 1) dmdg ) .
HIE2 RN (Add Rule) % & LR S5

Add Rule 7 X
Mazme |inside_toc_outside Enabled Insert |inte Mandatory ot
Action |+ Allow v e N T

m Networks VLAN Tags & Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones €&

Source Zones (1)

Destination Zones (1)
| }, Search by name

au /A inside_zone u ] e i, outside_zone @

Sua/4h Outside_zone

Add to
Source

Add to
Destination

« &R (Name) - A ULELU My 4%, il inside_to_outside.

« JEX 13 (SourceZones) - M\ A] A X 15 (Available Zones) FH ke A ¥ X 5, 4R )5 Sl hnE3E (Add
to Source).

« B#Rr[X18 (Destination Zones) - M\ AJ X 18 (Available Zones) HEFAMEIX KR, AR5 8 didin
Z| B#R (Add to Destination).
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EREE gEh0 BE Bmne |

B =z=samEzn LRE ssH

FoA e B OR P JURE

S iR (Add).
HEUER 28 2 Rules 3.

ices Objects | AMP Intelligence Deploy = @, System Help v

/iy Show Warnings_||_Analyze Hit Counts || [E] save || € cancal

ftd_ac_policy
Enter Descriptio
Prefilter Policy: Default Prefilter Palicy. SSL Policy: None
s I [ poliey s )
[EEE] sccurity IntelligenceHTTP Responses _Logging _ Advanced
Filcer by Device.
Ne... VLAN Tags " n o
1 Ainside side o Alow 23 o LB
=== o

TR R E.

AEEERpEIEZO LA E SSH

AR I (Pl aER D) ER T A E L s ), DA YRR PR A 3% 1 LR T SSH. AT
NG5 Y BB AR AN e S Bl ) SSH M. 2 4 1 EANSCHF SSH.

\)

FR SO FACSH SSH, (HikEEEEAL A I SSH 17 .

EIEE O 5 B A DS B T RCE RS IR N B L. B O SSH 5
FREZ 1Y) SSH AL H P EBFIAMES L 7 7136 o HoAth v B b AT IO B s 1, Ak b e
SSH Ay [ 51125 Fdad 1) SSH Y A8 o K tH G, AN T A % th 370 B & IR CLI
L

STEHED, EECE SSH Vil 413, %25 # Cisco Secure Firewall Threat Defense fir& 22 H ¥
configure ssh-access-list 4. ZACEF A, 12 configure network static-routes fiv 4. BLik
TEULR, FEVIAG VB I B O B

B SSH, MSHASTEEL A VF AL IP HubE A7 B0 . 48 KT 3 A 20 il B SSHL.
165 HURE SSH 2 vl Py [l B2 10 Qi SR SSH LML T-Ahz 1 b, T B4 ) e 1 ke 4 B 2

\}

R PSS =R SSH &Sk CLI kA Wn, Wfrax# b SSH %2,

FFi6 Z A

* ] LM configureuser add fiv 4. BRIAEUL T, A —MELEWIAA T E W) 0 HC B % A5 1) admin
e @A BB AR 6 IE T ICE MR BB IEIE, (£ LDAP 5 RADIUS LRCEAMEH

B ERmie gEehl IBE B


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| EmEiE g $E BB

werz ]

o BT BUE OAVF S B 07 SSH ISR M EHLE M 2% 250 B o S5 mT LIFE IR R AR I 42, (5
D SR AR R R A AR R — AL 1P Hhudik, TR ORI R PR A D Ar A IERERT R > W REIR L
e E X 5

\}

AR ORI RS any MZExT 5. &8 any-ipv4 B any-ipv6.

i

RGERE ®& > FA&E , O gmi B 5ms.,
PUTEE oo =g (8
FRULARVF SSH JERZ 1 H: R TP bk,

A P P AT DAPR AR L84 LR 132 SSHUIERE, LU SRV It ST IR SRR 1) B )7 i 1) TP Stk S85mT LA
A5 FH A 2% i BT AN 2 PR TP ik

a) RN LA IR U, B i A g LA U .
b)  C E U Je k-

* |P 3etiE- T hRiR SR VF i 57 HTTPS BEREIK EHLE S I 200 B s o R R8Ik +%
—AG, BEE R T IR S S

© RERXE - PINESR AR VFIET SSH ERL L LM DX 0 T AEX I e, mT LA
FE “ Pk X FIFR NI T BPEAZ DA, )5 iR, SO B RS prik ik
H RIS, A 2o R LSS ] T4 84

c) MiitE.
HEHRTF (Save).
BEEF, AT LLRE R ERE > ERE K SRR BT A L e f o ESE IR 5, WA 2ERL

R G L A B U B A AR T, S I TAT S SN AR B R AR

UK

i L7 HEBE (Deploy).
& EE

l oeploy J O € 12 @ adminv il

i
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MERE

FIR2 i £EFERE (Deploy All) LLHBE 2T ¥, Bl &40 ERE (Advanced Deploy) LLEEE FIEH (1)

L
W
9: £EEE
Q Advanced Deploy JEESEYR
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment ot}
node1 I Ready for Deployment [=2)
node2 I Ready for Deployment £
© 5 devices are available for deployment iz
10: SR EE
1 device selected
[ @ Search using device name, user name, type, group or status I Dopioytine: Estimar
"] Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

TR 3 MORIE ). A T ERE (Deploy) HEHLA K E AR T LA TR

B 11: 5BE IR

es Objects Integration Deploy Q w& @ adminv Ml cecuRE
Deployments Upgrades @ Health O Tasks .:) Show Notifications

P
0 running 5 success 0 warnings 0 failures | O, Filter
@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s
9 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

B ERmiE gEsh BE B



| EmEiE g $E BB
rie) s FnFxos e [l

18] E ARG 1E #0 FXOS CLI
{247 A0 (CLD) Al %CE RS0 DL ST RGEHTIEA I M HEBR . okl CLI 21 & 5
T LA $ 24 6 i 1 LAV R) CLI.
AT LA ) FXOS CLI LAE 47 s HE R

)

AR T LUE SSH RS BB YA A B O, SIS, SSH 2R BRI Bk
B4 CLI, itk nl ] connect fxos iy 4442 5] FXOS CLI. W%k SSH ERAT TP AN Bm 510,
R Ja T CUER R O ik, BOATS DL N, 25 SSH &l #% Ui in) o MEFE P A 44 il 5 3 111 (1)
i CERIMEH FXOS CLD

UK

FIB G CLL R B SN LR B G 0n 1 o AR R G IR R 40 22 1) USB HR AT IR FE
J¥ (iiZ:[5 Firepower 1100 FEfF 45 R ). 255 5 3 1 ERIA A FXOS CLI. I BA R $3 4T -

* 9600 JFH

* 8 ANEAL

* AR

© 1AMELILAL
TOERFI FXOS CLL. Al admin ] 4 FIAJGA BCE N BB %S (BRAE N Admin123) ¥ CLL
w5

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

IR 2 Vi) @B CLI.
connect ftd

i

firepower# connect ftd
>

GxJE, W TR CLI ] i & A S B, iR hep 82, A RAMH{E R, 12 Cisco Secure
Firewall Threat Defense iy 2% ,

$123 SR ST EIFTD CLI, %A exit 5 logout fir4> .

| Emiie g BE mne i


https://www.cisco.com/c/en/us/td/docs/security/firepower/1100/hw/guide/hw-install-1100/console.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

ERinie gEshl BE BmmEe |
B isseroroemsEms

ey &K B FH 5 17 2 FXOS CLI #278. 4 9% FXOS CLI Ha] iy & A AE B, IEHIA 2.

TP

> exit
firepower#

HERR BRI O LSRR E
B

A T B VAT A B RO AN AE ] L A B VI, A0V A A B 0y o S B A
(R M 2t B, DL I . W RAERS UM A A5 21 A B rpOs JiE SR B 2R O
B2, s EBEERD R ORI NS BCE R BRI S, WA RSy T B

A R R] S B A R e B 5 R T

EEEEERRTS
FE AL T, 1R IR & > REEE > I8& > B8 > FMC I EEAIER > S i Bk
A HERRE

1E BB CLL, %\ sftunnel-status-brief iy 4 L& 8 BLERRIR A o 7834 0] LU
sftunnel-status £ & 5 5E 215 B .

WS LU N RRPLERR R sl BoA Bos “ERE “ER, WA R LBkE R

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

WS LR T S IER A H s ], L R 7O SR TE A B B -

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

EE BB MEER
75 BB CLL b, A& BRAT A B rhCy U i) B 2 1 I 28 e
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show networ k

> show network
===============| System Information ]===============

Hostname : 5516X-4
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6 Default route

Gateway : data-interfaces

[ brl ]

State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— [ IPV4 J-—————————————————————
Configuration : Manual
Address : 10.99.10.4
Netmask : 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 J-——————————————————————
Configuration : Disabled

=============== Proxy Information ]

State : Disabled

Authentication : Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces : GigabitEthernetl/1
===============[ GigabitEthernetl/l ]===============
State : Enabled

Link : Up

Name : outside

MTU : 1500

MAC Address : 28:0F:7F:D3:CB:8F
—————————————————————— [ IPv4 ] —————
Configuration : Manual

Address : 10.89.5.29

Netmask : 255.255.255.192

Gateway : 10.89.5.1
—————————————————————— [ IPV6 ]-———————— = ————
Configuration : Disabled

WEE EEAOEM BAREE

75 BB CLL Hh, A A B DR e il. R, Mir s Bonis BUE R 24
ﬁILJ‘ %%&O

show managers

> show managers

Type : Manager
Host : 10.89.5.35
Registration : Completed
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Ping the B 38 dly

ERinie gEshl BE BmmEe |

18 BB CLI b, AE I BLE fir 4 AR FO0F 45 B0y 04T ping #24F -
ping fmc_ip

5 EPBITAE CLI b, AR BAE fiy4 AV BILEE PO 7 B L AT ping #4842 1 NOE L H A
i oh B E e -

ping system fmc _ip

IR BRI REME D ERMEREE

76 A CLI b, 3R A E A E 1T (nlp _int tap) LS4, DAIEE LT RIE T & BEE
(op

capture % #x interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

WEAEBEORT, FiHEBNIERITE

75 BT CLI b, A FEAT XN D nlp_int_tap (115 5.

show inter ace detail

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, O overrun,
pause input, 0 resume input

L2 decode drops

packets output,

pause output,
output errors,
late collisions,

0 ignored, 0 abort

370 bytes, 0 underruns
0 resume output
0 collisions,

0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware
output queue (blocks free curr/low): hardware
Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes
5 packets output, 300 bytes
37 packets dropped

1 minute

0 interface resets

O O O O Ul o o o

(0/0)
(0/0)

minute
minute
minute
minute
5 minute

[Ca RN ORI i

input rate 0 pkts/sec,
output rate 0 pkts/sec,
drop rate, 0 pkts/sec
input rate 0 pkts/sec,
output rate 0 pkts/sec,
drop rate, 0 pkts/sec

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

B &Rzt

Control Point Interface States:
Interface number is 14
Interface config status is active

2 HIEduL ARE BRI
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&

wE

spspen rnemssgs

Interface state is active

R EF0 NAT

76 BB CLI R i 275 O INERAS | (S *), LAKASFIR:I (nlp_int tap) /& 5 A7EAE N
NAT Fl.

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipv6 intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0

HittigE

S LR i 4 IS A APE T Hofh e . I8 T DULE B HrPD (1) 1R & > IREEIE > ]
% > 518 > FMC i [ 4{E 8 > CLI i T FF R £ ixetd 4,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

Emiie g BE mne i
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> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

# DDNS EH 2 ERIN

7E BB CLI 1, £ A DDNS 2 5 Al ) :
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

I SR EHT R, 1481 debug http A1 debug sl fir4>o X TAEPBIGIERM, TER A2 CAEB S
E AR

show crypto ca certificates trustpoint_name
LRI A DDNS #:4E, 5HATCL T #RAE:

show ddns update interface fmc_1jjin)_ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225

wE EEh0 BEXH

15215 https://cisco.com/go/fme-reg-error.

R BIEAO B EEN ERECE

UK BB A L R B ] T A R L, DR BB R SN I S AR IO B S S T
LICRE Bl i b AORC B R 2 EOGRB I RCE, DMEW A BIE . RJa, 0T DU A B rhol

W ERaie gEhl BE B


https://cisco.com/go/fmc-reg-error

| EmEiE g $E BB
me gL mFssnazRE ]

PR B, DME R AR E i . M s B, bl DU RRThAE: B AN
PR T B s HE BRI O

W2 LA HEN)

o FVAT LRG0 8 ol CAZE i EA 3R S TETR PR BT i L

o i ] FH PR AR B B AN SRR IR

o B RS m ] DUE B BP0y R B IOBCE . B0, BRSSP B UM G AR
A S, B LREAE BB A CLI P TR E o AR, WS EAE LIk EE O 5 S Al
i configure network management-data-interface iy 4 5 o5 7 30l 2 08, ARG 4E T T IRIR fir
%, MRSV ER A SR AR ERR R GBI BB A

* UCAPL/CC BEUGVE MR -

 TCVEIRIER b 2 A R) BE 8T 1Y) 4y 4b SCEP E 15 4#s

o TN, R R, A A B B

FHia Z |l
TR SR~ DB 48

UK

I E B CLL 1, [MRRRZ ATIACE .
configure policy rollback
VRS, P B sl an A B Sl R . 78 BRI, B R s AR,
Ui R .
WER IR K, 82 7 https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/
215258-troubleshooting-firepower-threat-defense.html DA T fif 45 UL (15035 ) . 7ESELEr5 00T, kA &
Frpey U7 AR 5 RI7R AT RE 2 ARG AR RS OL T, AT LU ok A B b0 PO ), TR N R
L B .
il

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.
Policy rollback was successful on the FTD.

Configuration has been reverted back to transaction id:

Following is the rollback summary:
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https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html

ERinie gEshl BE BmmEe |
B oemsmse xapiosen

P2 kA R A DA T

2L, 7R IRE > IREEE > I8& > B2 > FMCiFEEMRER > EHERE i LA A

1E BB CLI, i sftunnel-status-brief iy 4 UL & & BLIE BRI A

IR R NOE R EE 10 0P LU L, N HERRE SRR . 15 2 D HRER B 1% B A P
, 534 L

ins

/A EEA0 XEM A IERIR
TR RS T (U Ra e F P e 2 SECCAE R THUR, Hricte, 40
LR AR BT, S R U8 36 KPS B
P DL BB TEAH R4

UK

TR G E > REEE.

T2 R B AL, PgmEERR @ ).

PR3 Hiliig & (Device) LTI

TR A i R IR B RS ().

SRS IR, SRR B

FIR6 WIRE S MK TR G, W AER KEE G B B R SR B E BILL R R:

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
MR G IR, HERRY 3 e IR RE L.
WIRT IR T LA P FLYE T OC 6 06 IR T RS Sk LA B 7 AT T ALAR 1S HL I

BIRAEPCE BB, S RS TSR AR SR . USR]} Firepower SCRY
ARATH FEhLrER, 1520 (Firepower & HHLOTCE IR ) -

W ERaie gEhl BE B


https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/go/firepower-config
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