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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...1]

Hello admin. You must change your password.
Enter new password: ***kxkki*

Confirm new password: **kkkxkkx

Your password was updated successfully.

[...]
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$IB2 7F FXOS CLI 1, BIRIEFEIEATIRRA .
scope ssa

show app-instance

i

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.2.0.65 7.2.0.65
Not Applicable
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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkix

Confirm new password: **kkkxkk*

Your password was updated successfully.

[...1]

firepower#

ERER BU i #E CLI.
connect ftd
w5l

firepower# connect ftd
>
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You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[..

-]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.2207]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>
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https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home
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2 FNER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

iR WA S PID, 0] LLF-34s PID Vs 21T Hrh
* IPS. SEEAAT BEAT URL YRR R 5

* L-FPR1120T-TMC=

* L-FPR1140T-TMC=

* L-FPR1150T-TMC=

MK IR PID 2 — BN AT B, n BUESE 5 LUK PID 2 — X1 1T H -

* L-FPR1120T-TMC-1Y
* L-FPR1120T-TMC-3Y
* L-FPR1120T-TMC-5Y
* L-FPR1140T-TMC-1Y
* L-FPR1140T-TMC-3Y
* L-FPR1140T-TMC-5Y
* L-FPR1150T-TMC-1Y
* L-FPR1150T-TMC-3Y

* L-FPR1150T-TMC-5Y
* Cisco Secure 7% /' Uii-15 2 1 B2 4% i 1] WA FE 7

PR 2 E RRRERAE BEAS vh, O BN L B A NN 3 1) R FUADK P 37 SR I A2 I 04 R
a) siili Inventory.

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) 7t General &K I, i New Token.

B ER REEEE BE A


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://software.cisco.com/#module/SmartLicensing
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General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWUIMzY 1MZEZJNmOS00MjF.. B 2018-Jul-06 14:20:13 (in 354 days) FTD-5506
¢) 1t Create Registration Token XfiFHEH, A LL N E, #R)5 rith Create Token:

Create Registration Token .
This dialog will generate the token required to register your product instances with your Smart Account

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description
* Expire After - JURHEBGZIN 8] 4 30 K.

s EERARSEIMBESRERIFSHIEFIBTIEE (Allow export-controlled functionaility on
the productsregistered with thistoken — 75 T 7E 1) [ /0K e VEREAT 300 % 11 O~ 5
S A ErR S WERFTHAEFH sbhRE, WIZ R ERZIE . QRS 5 a FH b gg,
T B R i P A R e R R N R . AR B BT, bR AN
SRR T AE

RYCH MR INEIE R 701

d) e FRAT O R 3 Sk AR T AT T Token SFEAE, T RAMHURE4h 1D SRSB4 2%
B BRI, TS L SRR, DAAE AR i A
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General Licenses Product Instances Event Log

Virtual Account
Deseription:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJMSZ]IhYTItZGOAOSGOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions =

B 4: E5<he

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

PR3 7 WAEES T, At R&, R BEIFRNE M, Sl EEERE.
BB RIS R RNE LI .
$I% 4 i Register Device.

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

6 9 9 O REGISTER DEVICE
days left.

IRV, IR REVF R ARG T AE AR 50 R D05 4 bt -
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Smart License Registration

Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Nzly%0A0Dg5Mzh8SUQ5VmS mN

JLQ2FFeGhEWmMIW%:0AWCOWTTO%3 D‘;&OA P

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v
.j_b ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

$IE 5 i Register Device.
TR [P B BEF RIE TR . ARV, B BILU TR

>

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

FEVC A M IR TG, B BT A

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

PIR6 M2, sidifE NV IR B AR

| Emwages o s 1



ER g &SRS BE B |

BLEFA

‘SUBSCRIPTION LICENSES INCLUDED

IPS ENABLE

This License allows you to perform intrusion detection and prevention and file control. You
must have this license ta apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: T Intrusion Policy

This license allows you to control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and reputation.

B - BV TR R s Y SRR
IR BAZ A m UF R R s T

« 2R - BUHVFATIE ) R
XTI RE, MARE

5 3 1 T Cisco Secure & P VF Al iiF,
VPN Onlyzk, Premier ¥0Advantage.

VPN Only
y of the by the
Premier

Premier and Advantage

SRR, AR S T B VR LR, WAERDET O S, e

Device Summary

Smart License

LICENSE ISSUE

Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE

Next sync: 10 Jul 2019 11:57 AM

REHCTAE BEARIK P (TR, JF4E
ﬁ%ﬁ%ﬁﬂ%ﬁlﬁﬁuﬁ’ﬂﬁ@%o

TR P A AT IESRAY . Advantage. Premier .

Malware Defense

ENABLE

This license lets you perform malware defense. You must have this license to apply file policies
that detect and block malware in files transmitted over your network.

Includes: Cg File Policy

Cisco Secure Client

Type Advantage v ENABLE

Please select the license type that you purchased to enable remote access VPN. Note that
Secure Firewall device manager does not support any of the advanced features covered by the
Advantage license.

Includes: RA-VPN

RERIFET BRI, JF R I DhRE . BLAE, fn] DAC

PEHIIIDIRE . HrHEms b o ikie &

B BILL P AE I S

There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

FIET Uik T HYIR % FE ResyncConnection (F1[A]25

Lo

R, RVPRTIER S R e

AT B R

B ER REEEE BE A
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Go to Cloud Services

Resync connection

Unregister Device

S Ay Kb gy +
E ISR E P A
DU D IRMEIAR T n) e 75 B0 E AL Th RE o 38 i T RO B AL (), FREUCE BN D IR 1R
f5 B

g2

SR R T A O, EEPRRE, AR5 M O P R
AN D g S (@), LA E R IE X 1P MR A B

PLR 7R — AN B FAE “FEES X7 (DMZ), AJ LUEF T 2 JF U7 ) %8 77 (40 Web JIR454%)
A ZIX 3. 58S SRR TR (Save).

5: 4RO

Edit Physical Interface

Interface Name Status
o ©
Description

IPvd Address IPvE Address Advanced Opticns

Type

Static e

IP Address and Subnet Mask

192.168.6.1 ! 24

PTIE2 R CEE P, EEPFEATR (Objects), SR M H ik $e%& £ Xig (Security Zones).

B 7 S A R B X B, AN AL UR TN D B, [ o 75 SRR 2 4 T A 2 4 11K
L W . R N R A SO DS, PRI 2 ) e e L s SO B D R 2 B
ARG B
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DT R4 R 0 % DMZ 1615 — 3 ) DMZ K35,
B 6 R REHR

Add Security Zone

Name

dmz-zone

Description

Interfaces

(@] dmz

S 3 R A DHCP R #03RHL TP Hulil, 15 iE#9& & (Device) > RYEIRE (System
Settings) > DHCP fR%58% (DHCP Server), #RJ5iEFDHCP BR55 25 (DHCP Server) i£ .

PMEE O CECE T DHCP JIRS54%, (H ] DA il sl L 2ok MR . A& T HAb iz 1,
UFEIR L4 1 E 3B DHCP g5 g2 AR WL IRBRE o ety +, RS o s 1 e B 55 s A
it

AL, BT IZEBLE (Configuration) 32X+ Hhot) ok % 7 s HAIL ) WINS Fl DNS 418 254785 4010
s, DU R o i 78 inside2 32 11 (Hulilyt hy 192.168.4.50-192.168.4.240) |1 & DHCP % %5

[&] 7: DHCP AR 5% 8%

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

HIB 4 %R E (Device), AR5 HliE&H (Routing) 41 (& EEE (View Configuration) (ZkgliEE—4
E75H8H (CreateFirst Static Route)) , At & BRI .
BRI T8 5 A T-AME 4 10 2 A ek ISP B 8% . BRI TPv4 B HH3&E F T any-ipv4
(0.0.0.0/0), TMERIAIK IPV6 B HH13E T~ any-ipv6 (::0/0). A AL FH A4 TP RCAS Gt 8% 1 fun SR
DHCP FREAMES#: Lk, ) n) 5 49143 I 7 (0 BR 2% o
iR BT b SRR AGE T EAREE O, A O, iR > RRRE>E
O FRCEE M OC,

B ER REEEE BE A
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LR 7- ] B 1Pv4 FIERA S . EBbs ], isp-gateway & THR1R ISP P TP Hbhk it X 2% X %
CLZUN ISP HraRECHAE) o AT LLIE sl 36 (Gateway) T3 HUR (¥ 61 2 # W 4% (Create New
Network), KOIEIZAS .

8: BUIAIEHR

Add Static Route

Protocol

IPva ) IPve
@®

Gateway

isp-gateway

Interface

outside

Metric

1

MNetworks

:.L-TJ any-ipvd

FIBE LSRRG (Policies), J 44 ic S 2 4 i .

B 22 ) BB SV IR IX I AN XS TR A AE SRR LS, IR T 1 3t g 0 B4 11 RO
A T R A e (NAT). RIUAERCE 78 0, an SRR S0A I 2 9 F D on gy, g T 42 i R0
B BB IR

HE, WA AW, G B 40 U5 ) P IR R FEVE A B2 TR i s i At
AR, R ERIOR S VIR LU X IR 8] (R o I S i EEHEAT 1 e AT PR S 9 B

VAP, S TR T SCA S0 LASR I DRSS JF % NAT A TR 7 A VAR, BASTINAL St 32
[ R ST ARCTE LA T S

* SSL fi# % (SSL Decryption) - W BG4 (FIANHTTPS) & EAAAENR SRR,
AR i 2 o 8] SSL Al SR ff s 1 B NI B . R g de)n, 2B ILE BN

o

* 5 (Identity) - QR Z0RE W 245355 8N AORI,  BORAE T B0 7 2 53 B 42 1l 19 45
Yrin), AL B3 03 SR 0 19 40 52 U TP Ml QIR T

* R EHR (Security Intelligence) - 14 FH ¢ 4> Hi SR M i 5 5 ik R 21N R 44 L) TP ikl URL
%Sz, B CADE R AN B A S, 767 2 ] SR o RIRTJC 75 2% R Ik 28l p . JERH it
SE WTEER 1 DN b AT URL R, o] A e A 4R B 44 B SR A 300 o A SRR, e id
Tok S SRS VAN N B ok R 4 B R T

* NAT (Network Address Trangation) - 1 1] NAT $EB&:HE7 A 35 TP Hbdi- 4% 46 ok 4R vl % e sl
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* i 1al4= ) (Access Control) - {3 FH iy [l ¥ 5 SR ms ff s X 4% b R vr i, 1] DA e X 4. TP
Mkl PR s N URL. F sl P b T i i o #0a mT A FE 7 Tl 42 iR 00 ke 1
MNAZ MG RIS CERARPE) S, A6 IR mE SE i URL il 38

* N2 (Intrusion) - {8 F A3 SRS 00 By o EIVASE A5 P 77 e 47 A0 0 37 P ONARS S, -t )]
DAGm# N\ A2 S, DLIEFEPE I FH sl AR R (0 A= 00

DL 78] S 7 ] 6 U 1) 28 31 SRS AR VPR X kS DMZ Xk 2 [ it . ZESbon i rh, AR far 3L
M3 IR AR EARTEIN, B ERIEHE (Logging) Bish, Hoh#EEELE RET (At End of Connection)
IR e

& 9: 77 la) = i) SR B

Add Access Rule

Order Title Action
2w Insice_DMZ B alow v

Source/Destination Applications URLs Users Intrusion Policy File policy Logging

SOURCE DESTINATION

Zone: | Networks +  pons +  Zones + | Networks QI —— +
a inside_zone 8 dmz-zona

PIR6 LR E (Device), )5 HiEH (Updates) i IEFEE (View Configuration), b & Ze 4 A
(AR 7 S

WAL I AR S, 1504 “RUW” R “VDB” Bl P B E OB . WRAE ] e e R, W M
7 AT “VDB” Bl R E R o WRAEARAT 22 A SR AT AT B A EA N VLG AT, i M
) AN “VDB” K v R R

@
ST AP OEE (Deploy) el SRJF Mot v B (= 0), DA A RO T
SR S B, s k.

18] B ARG 1E #0 FXOS CLI
{FH A 24T 410 (CLI) W] ¥ B R G LA R TIEAR BB HEBR » TGyl CLI 23 1R e B SR
AT L& B3 & b 1 BAYT A CLIL.
W AT LAY 9] EXOS CLI LABEAT M HER o

B ER REEEE BE A
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\)

AR thnT DUERE SSH RS EBI M BRI R R . S A SR, SSH A TRERIE T
B4 CLY, HHutkm] {4 FH connect fxos fir A 1%E42 % FXOS CLI. 415454 SSH IEH:4T FF R e 11,
FJE T LS 2% 0 il . BRIATEOLR, 25 SSH Bciis £ 15 i) o BERE P A 2R 430 5 i 11 11
Vil CERIAEEH FXOS CLD &

UK

P B CLL W B SN LERR B 5 im o W 0RO B IR R GE 2 21 USB H347 BB 2
J¥ (520 Firepower 1100 145 1). #2581 6550 H BRI FXOS CLI. A#1 LAUF #34T B & :

* 9600 JAFH
* 8 MHURAL
* AR
© 1AM RpL
1843 FXOS CLI. A H] admin FI 7 2 FI4J0R VBN BB %0 CERIAE 2 Admind23) %k CLI.

-

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

LI 2 Jiin) B fE CLI.
connect ftd
w15l

firepower# connect ftd
>

B G, W T CLIP a2 A B, A hdp 2. HXATHE R, 152 Cisco Secure
Firewall Threat Defense iy 227 .

$1E3 LR @IS EFTD CLI, %A exit 5 logout 4>
I & 2B I EHT 3 17 42 FXOS CLI 278 45 9% FXOS CLI Ha] i & (AHCAE &, il 2.

i

> exit
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https://www.cisco.com/c/en/us/td/docs/security/firepower/1100/hw/guide/hw-install-1100/console.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
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- LI L

firepower#

L [T & gy 3

X A B N3 B R
B RS AR B, AN R a4 T R TT R e S8 R g™ E ik . iE1d4E, B
LR —EHAEGGIE1T, e o A YRS BE IE 5 2 A5 KBS R S .
AT DU e B 8S OGP k%, AT LAE A FXOS CLI.

SL Parlen o M2 S = st= N
EH REEIEE KA AIEERIR
AT Dd ] A RS IR R Sk .
TEE
S A B BRSSPI K
TR X1 6.4 MHEFERRA, TEE WA HLEE CLI i Ashutdownir 4 .

a) Mg & (Device), ARG midi BREI&E (System Settings) > E#F /2 3h/% 4 (Reboot/Shutdown) %
$2.
b) Hdiki.

WA B KE L TR G, TEERT KB SCHIN S RSN ORA BILL R -

%
>
N

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
WORBEAER G IER, WA KA 3 B LU R R G C KM .
IR 3 BEILAE W] LA P FE T OC 6 06 LI T FRLSHR Sk LA B 7 ST I BLAR 1 HL i

£ CLI B iz & iR

180 LUAE H FXOS CLI 22 4= M5 b R GE I o0 P BE A FR R o 18 nT DLIE b 3% 42 1) 4 ) 45 s K7 ) CLI
WSV ) BB A A FXOS CLI, (22 1,

i

$HIE1 £ FXOS CLI ', #$## local-mgmt:

B ER REEEE BE A
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firepower # connect local-mgmt

i
g
N

& Hi shutdown iy 4>
firepower(local-mgmt) # shutdown

i

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

HIR3 B RPN R GR . ORI LR

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

SR A SEYUHERT LUK PRI TT I FAE A BN PR F Y Sk A B 5 X T HILAR (14 HL Y

SIRENCE BRI, TS R TSI A SOk SHTULRE Firepower SCRY

HIRAFHE S EHBRGEE, ES0H GEMT Firepower ¥ £ 15 H 2 11 AR} Firepower J& i B THITC
Y8E) .
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
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