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ciscoasa> enable

Password:

The enable password is not set.
Enter Password: ***k**x

Repeat Password: ****xkx
ciscoasa# configure terminal
ciscoasa (config) #

iT % ASA 5500-X B & .

Please set it now.

4. A§ifH clear configureall #ir 21 K 4 i AL & .

5. 1E ASA CLI 55 g Be &

AFgr R R ) BRARC S, K,
R ASA.

U RAEDUAT IO TR, AT pi v (0 SR P ANE T

ASA 5500-X B &

Firepower 1100 fic &
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boot system commands

ASA 5500-X 5 % 14 PU/ boot system fiy4F8 & B4 HI 1) )5
WL .

Firepower 1100 ¥ S0 1/F—~> boot system iy %>, DA LAERN 2
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Pre- ' 1 ) install the (2 )Review the 3 ) Cable the
Configuration ~ firewall B network and ~ firewall firewall
—p default config —p —
v
ASA CLI 5 ) (optional)
Change the IP
Address
l o 3\
ASDM ' 5 ') Log into \ 9 | Configure \10) coniigure the
ASDM feature ASA
licenses —»
l A
|/§ ) .
Cisco ./ {Opnpnai)
Commerce C_)btam feature
Workspace licenses
Smart 8 ) Generate a
Software license token
Manager for the chassis
(1) | B E eSS TAE LR KA. TE S R R
L, W
(_3 W B i A AR e SR EHIE PIE NN A
\_) P A i v A AT SEE AP S AP S
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Ay
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( Outside

outside
Etherneti/
DHCP from outside nw

Management 1/1
DHCP from
management nw
inside
Ethernet1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x

Firepower 1100 ZIAEC &

Firepower 1100 ) BRIABCE (05 DA R AL E :
* WER—SMERIRE - LUK 1/1 (M), LUK 172 (D

Management |~

« 5MER 1P itk H DHCP, MEB 1P H#iiit—192.168.1.1
o B /1 CGERD , TP HilibK [ DHCP

* DHCP BR&5 8840 I
« BHIABEH K A 40 DHCP, & ¥ DHCP

* ASDM Vi) - FEVFEF RIS EML. PR EHLER A 192.168.1.0/24 M%K% .
* NAT - M\ FBBIAMNEB BT A it i 42 1 PAT .,
* DNS I 45 % - OpenDNS Ji 45 2% O Pl Ac '

P HT DA & 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
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emsosnes [l

interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

R KIS B BB 4

( Outside -

- A

Ethernet 11

(Alternative) Management 1/1 -
outside, DHCP from outside nw

management, DHCP from mgmt nw

(Optional) Console ports |

Ethernet 1/2
inside, 192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x Other Data Networks

EEF /1 BLAKM 172 _E4 PR Firepower 11000 BRINAC B B2 ¥ LK 1/1 BCE A A1 .
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pE B IFRMITUHRBISCHS, RETAT RERT 2 LR P A S e 8 OC H o AEBCIBIE,  HUAR i 1 H
J5 LED H5IN4REE (0. 7 IR LED 584 R M2 1, 5204k H HLdi o

(A[iE) BT IP ik

A G FHBRIA TP Mol 3E4 T ASDM Vi), W] LAE ASA CLI % & inside 4% 11/ 1P k.

)

AR WAL E I BCE R R 1P Mokl P DA R (AT AR B ) ASA FCE LK, A AT
JIHEREF .

T EER ASA EHGm O, RFHASRRER. FRENER, ESHVIWASAFIFX0S CLI,
5018 Ui,

PR 2 STEIAI E LR IP Hudik.
configure factory-default [ip_address [mask]]

i

ciscoasa (config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface ethernetl/2

Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed

ciscoasa (config) #
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HIR 3 R BOARC EORAE BN A

write memory

=3k ASDM

JA %) ASDM DUE L & ASA.

ASA BRIANTESL N5 3DES ThRE, AN T BEU I, Db ] OB R 28 Be 7 L8, BT DASE
R ASDM. W2 f57E ASA LRCE T SSH Vi), W] LI#EH SSH Al SCP. HAth 75 Eamhna
(It VPND TR0 FH S, 3 3 sk M 2% 1) 2 e 3000 5 1 283 0T o

)

AR WIREAE N A AT AT A N A 1 TR (RN E T 99N, B HTTPS &4
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/1. SSH ASZsgmn. WS LR T HTTPS &4z, ] L8450 & b [ DL HTC B ASA. 1583
PO O, B I B B S 5 I o RE e B 4

FFa Z B
* 1521 Cisco.com -] ASDM K AT UM T fi#tiz4T ASDM HIEK,

UK

T AN AP ALY URL.
* https://192.168.1.1- W (LLIKM 1/2) #2200 1P Huhk.,
* https://management_ip - J\ DHCP 43 fic i) & #1810 1P bt

8B WERTEE https//, MEESRE http:// B F5 € 1P kb (BRIACH HTTP) ; ASA A< H3)
¥ HTTP i K¥% & 2| HTTPS.

VI #5275 CiscoASDM M T, SR RE A B W s 2 A, A ASA AT & h&iE4S; T Lz
S I L T U ) Y 0

H2 AL LLU R A %2 —: Install ASDM Launcher 5 Run ASDM .
T3 R EEFEREDL, FZ R R LU S8 ASDM.
R Y54 5.7~ Cisco ASDM-IDM Launcher .

SR A K A AE B 2 N BCE R S S, R A R RE .
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IR AVFA]IEAR B B Ge S H A PR A HU R CZ ARy A IRSS8%) o A IR e B LV m] J7 v i 5
ZEH, iESRER ASA RAVVINREVFATUF; ATeEEH T M8 a4 ] .

AR BRI I VELIIA , 1515 1) cisco.com/go/licensingguide
TEWHLAEING, R BRI A48 2 2% oh B BRI g B PR B8 2 TR) (R 385 UK IDEFS o B3B38 17 K
543 e B AH R R o BRAESES ) R RE AR BRSSO EV A TG B S O, RO A L
Dt s SRR VE T, AE A7 T R AEANSZ 580 o V] R D e 4 -

o LA

o A

* JEANE (3DES/AES) - W A& 1A BENK P AR SRAT SN BAL,  H Cisco LU SLVFREAEHT 5N,

RET LLT= 3 0 a3 Vi n] UE s o 2 K

* Cisco Secure % i - Secure Client Advantage. Secure Client Premier 5% Secure Client VPN Only

ASA BN N AL 3DES Thig, SUHTE BN, AT UG R Re R AF & B8y, 8T RAST
Bi{di ] ASDM. IR 578 ASA _FRCE T SSH Vi), WAl LEH] SSH 1 SCP. HiAth 75 i s
(4 VPND R ZhBEDAZI i FH 5N 2, 3 8 SR 445 500 1) 2 E AR AH 5 F 280

N

AR W REAE R A E AT A AT A N A (S e RN T IS NE) I HTTPS 4
SO LW, JF BBV NE . PR 5 0 o e B PR A B (e 1, 9 i B
/1, SSH AZigml. WIREFER T HTTPS iEH:, LIRS0 &l 1 L BT E ASA. 1EH: 3
B BIEE 1, B e B D o N 2 Th RE L B IR 1

I IR RE AR PR SR ASA IR R, T B rh 7R F It 2 R AR B @ E A1 S AT FIBY
IfgE (Allow export-controlled functionaility on the products registered with thistoken) & %&HE, LAME
I FH e R BRI EE VAT UE - CREFMR . 205 HAT FH 4 A1) o A IEAENUAE LS AT N2 R, X T
FFEHRMMH T, R AR MEVFUE, PSR T AR . DR ek~ &
AT SR, {H Cisco CUfE VAT SN, 18 nT DLTF= S w85V nl UEES 0 2 1k P

FHIa Z Bl
P BB B AR Rk .

R BGRRATIR™ U i B RERE AR T o Tl IR RERIH A S, T LON A2 —
ALK
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o SR REBCOE T AR IK S SR B 6 N # (3SDES/AES) VFRIIEREK, A Refl L fE
AT A RERR SR D

UK

TR IEE ORI REVF RIS RS T R VR RTE, AR R AR PR R (R BRIV AT

2148 D SERE R 20 A0 7 S L S E B I, SR IR F AT HIE Y 1% O B B 5 0 8 e S E R TR Bk ) o (HAE,
R A S INVERIE,  WIE A R R 45 TAE =518 i Find Products and Solutions 8%
Bt. #ZLLUFYFATHIE PID:

1LFRHER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

o BERVFATIE — L-FPR1000-ASA=. FEAfiF AT G 9l (1, (H R SR 75 208 FLs I 2 S 1) 2 e

AT R
5 W VFATHIE - L-FPR1K-ASASC-5=. &3 nliE 2 BNy 506 % 2 434 n] UF L 2 18 11 75
%o

* 10 55t ATHIE - L-FPR1K-ASASC-10=. 1 St V/F Al iESE B0 s 18 0 % 22 43 v iE DA 5 1 7
o,

* SRHI%% (3DES/AES) VFAJIF - L-FPRIK-ENC-K9=. 1Y 240K /" K SR BZ A FH s s I 75 22
* Cisco Secure % /Uiy - 152 [/ AR 4% P i V] IFR T o ISASBE ELAEAE ASA A3 L vk .

Y2 7E Cisco Smart Software Manager H1, A BDRF IG5 25 75 N 21 19 R UK P 17 SR - 52 il i 2 et
a) Y. Inventory.

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Notification Satellites Activity

b) 7 General LI~ I, Hili New Token.
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General Licenses

Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) 7r Create Registration Token XJiHHEH, AL F&'E, 4R)5 %1l Create Token:

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description
* Expire After - JARHEBUXIN 2R 30 K.

* Allow export-controlled functionaility on the productsregistered with thistoken - j3 H 5 H &
MPEAR&

RGO A A I BN 58

d) PR BT O 0 3 Sk TR T AT OT Token XHIAE, R LA HURE 43 ID S BIBYGIR . 247 2%
M ASAI, TEAER LR, DAAEIZRR R T A e
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. Py
B 22EETHE
General Licenses Product Instances Event Log
Virtual Account
Deseription:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...

Token Expiration Date Description

Export-Controlled Created By Actions
MJMSZ]IhYTIrZGOAOSGOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions ~
. Py
B 3 E5<he
Token @ X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY

mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMOANSTN%A3AN%ANA

Press cfrl + ¢ fo copy selected text to clipboard.

7t ASDM 1, {Kki%$¢ Configuration > Device Management > Licensing > Smart Licensing.
A ¥ili Register .
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Configuration > Device Management > Licensing > Smart Licensing

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for
smart licensing.

[[] Enable Smart license configuration
Feature Tier: —MNone —

Throughput Level: | —None -

Privacy Host Mame Version

Transport Call Home Smart Transport
Configure Transport URL -
Default URL
Registration
Utility
Proxy URL
Proxy Port
Configure Utility Mode
Enable Standard Utility Mode
Custom ID
Customer Company Identifier
Customer Company MName
Customer Street
Customer City
Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register Renew ID Certificate Renew Authorization

Effective Running Licenses -

License Feature License Value

Maximum YLANs 200

Inside Hosts Unlimited
Failover Active fActive
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 2

Carrier Disabled v

Apply Reset

7£ 1D Token Bt ANy M2t
[ ] @

Smart License Registration

ID Token: 'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

Force registration

Cancel

Help

10T LUa) ik 58l E AR (Forceregistration) SEHE, 730 CLid HE W] 68 54 BRI 8 BEZR AN [ 22 1)
ASA. fltn, AN e A E B TR R AMNER T ASA, 15EH 32 %1E M (Forceregistration).

mdrEf
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ASA A FH IS A AN 1 ) R BE R BB Y, JF3 SR TR VR nT IR BGEA TR AL
FAIGm R v, ) %#ﬁﬁﬁ%ﬂ%fﬁﬁmmmm%ESWTﬁ VPRSI, ASDM
2RI R . 4838 T DL FR 482 (Monitoring) > B 14 (Properties) > & #8145 AIIE (Smart License) LA
AVFAIEIRAS, JCH T RO .

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

]| WELU TS

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a
Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) %7 Enable Smart license configuration.
b) MINEER (FeatureTier) FHiaEH, LFEEA (Essentials).
AHERT T H
c) (A XT1EE (Context) VFAJiE, AN SMI%H .
T AEBCA VFATIE RGO M 2 s 5. 1 S K8 H B T i 2
* Firepower 1120 - 5 Fjf 5
* Firepower 1140 - 10 Ff{# 5

* Firepower 1150 — 25 ME 5t

#ilhn, X1 Firepower 1120 11175, ZAEH &R - 5 Al 5, WS S0 35 MR S EOA
{H 2 AH M,

P$IE®8  Hifi Apply.
PIR9 Pl LHAAP M Save KlFr.
%10 B IFEWT 3 ASDM.
LISV RTIEI, TR S EH A 3 ASDM AR W 5B b

BcE ASA

AT ASDM, 5 m] LA i) PR BC B AL AT REM e . ROEm] LAT-Zh e & 1) 5 h R BAE I Zh g
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mEasa

I AKIIEFE Wizards > Startup Wizard, 285 f.ifi Modify existing configuration %4 .

@& Launcher File View Tools m Window Help

Startup Wizard...
VPN Wizdrds
- ) High Availability and Scalability Wizard...
~Device List- iipiatiay | Unified Communication Wizard...
000 Device List ASDM Identity Certificate Wizard...
% Add [ Delete ¥ Connect { Packet Capture Wizard...
I

Cisco

@ X . 1 -
(’»’ Configuration @ Monltot _ard‘ ? Help ‘T\fpe topid Go

Find: Co

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

' Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

Subnet Mask: 255.0.0.0

<

i
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fn'.n.'.izard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:

New Password:

Confirm New Password:

$I8 2 Startup Wizard 35| S 458 AL & «
A
© e, QUFE SN ERIA I 1 TP Mk OB R R
* WA
* DHCP 55 4%
o JiA...

PE®I (W) {F Wizards S, a7 Al T,

{7 ASDM #3:E ASA .“



B 5 iaasasrxos cu

&/ ASDM %38 ASA |

WA FARLLACE ASA, WS IEEE ASA FR VI SOR HOE A IS IR RSUAS IR SCRY

177 [5]ASAFOFX0S CLI

AT LU ASA CLI (i dlE ASDM) Xt ASA HEAT WbHERR sk AL E . vl LUERE R0 1 & oty 1 LAYG 1)
CLI. &0 ARG (AT 8 0 F R BT ASA 19 SSH T i) EER NN T, SSH Vi 28 1. A%
HEZEE, ES0 ASA —BEERER B IR .

H AT LA ASA CLI 17 FXOS CLI, LMEgE4T iR HER .

UK

A PN LE R R B o B TR N B R GE 2k b B2 USB AT iRy (i 21
Firepower 1100 filif-451) o TH LN BATRE

* 9600 PR
o 8 MNMEHERAL
« AR
o 1 AMEIELT
JERER ASA CLL. BRINIEBU R, Uy i #3566 A 5 244 H P AT IE.

Pi A EXEC #E38.

enable
F—WHi N enable fiy &I, RSP HEBEE,
w5l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*%*

Repeat Password: *****x

ciscoasa#

WA ASA g, I HAEEHEN FXOS MbE R 5, WA ASA ¥ B ) n HI#% i 2 FXOS
BRI,

TERFAL EXEC B, A7 e dr 238 mT o 38 n] WRFB EXEC BExCEEN i B A

PR AR EXEC #E5X, EHi A disable. exit 5% quit iy 4.

U 1) 4 e e AR

configureterminal

. {1 ASDM #3E ASA


http://www.cisco.com/go/asadocs
https://www.cisco.com/go/asa-config
https://www.cisco.com/c/en/us/td/docs/security/firepower/1100/hw/guide/hw-install-1100/console.html

| 15 ASDM %32 ASA

R

TP

ciscoasa# configure terminal
ciscoasa(config) #

AR BT AR B ASA. ZHR I A RRCERGL, TERA exit. quit 2 end fir 4.

(nik) &3] FXOS CLI.
connect fxos [admin]

« admin- SEALEFEE B VS AR . 0 RO, PO PO RO . iR, B
TEYEE R BRI R, A AT AT AL 4 v

RGOSR P AEIE. AT ASA H P 2K 46345 FXOS, T At 8ok . 2R M 3] ASA
CLI, % exit B N\ Ctrl-Shift-6. X.

7F FXOS W, #n] LUd ] scope security/show audit-logs iy 225 & 1 1% 3 .

i

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

o BIRLENCE ASA, THS PN R ASA FR A SCR b E A S IR AR RCAS IR SORY
o BHORHBEHR, EZ 1 (FXOS kbRt i) .
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https://www.cisco.com/c/en/us/td/docs/security/asa/fxos/troubleshoot/asa-fxos-troubleshoot.html
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