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FIES EFIRE > RRIRE > EPEE, RJa 0l e W FEP.O FHE

PIF6 NLEEEHO/ICDO FMER.
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Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP #utk, B A LS 1P ks M4 U 1) g
L, s 2, W S A1 T NAT 2 s A3t 1P bk ek B84, i AT & .
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IR DA — AN g% CRFBERAL B0 UG A 2% HATm Ui ml (1) IP Huhk, A REEP N/
() 23 N7 X ] SSL 2 f i £ 3

b) WHEER 2, WHA BIBFL/CDO £/ A/ P Hitlt.

c) 18 EMFL/CDO EMEA.
DL S IR PR IR BB, S U SR B A A % I R A A B0 BFR e e . TR
A 37 MEFF. ARCTE RIS F AT (A-Z. a-z. 0-9) AUEFFR (). LID WTHT
$ 2 G WA EM R B E L.

d) 453 NAT ID.
LU ID LR ME— M7, TR .0 BT, mRNELP—5&& L
feE P Huht, Wb Beoh s (H U RIAELE s P 5 W & 10 TP suhk iy, {396 %2 NATID. NAT
ID A 37 M. AR REIEARET (A-Z, a-z. 0-9) AUEFFF (). M ID AN
FH T AT AT oAt i 473 M 2] 4 b, . NAT ID 5 1P Ml &5 540, B TR 5ok A IF
W HAZER TP Hihik/NAT ID 3T B 565, A SR a5 .

TR WEEERE.
a) 1R FTD £#.4&.
b) fHi DNSARE#4H.
HEPEIA 2 sl g — Bl BRA DNS 41444 CiscoumbrellaDNSServer Group, L0 fE
OpenDNS k%5 2%

¢) XTEIEA0/CDO ifiEiEN (Management Center/CDO Access I nterface), ik e IE
(management).

PR 8 riiliEHE (Connect). EMMRZS XFIEHE Wos I 2] A B LY DRSS . 76 REFEEEHL/CDO iE
MIRE L]G, R ERpLO, JRRNPI k.
WER DR Rt 15T BUEEM. B0, iEE REEIESO/CDO EEE PR
JE KM WA EIAS AR o WX, il R, O B H S G B A B
I A 2R
HURIEAE RIFEE D O/CDO EMEE L BRG IR FFIER R W ig By, BRAKED 5EEP O
BIRTEES, CDO XFHE. BAGIMITT 5 Wi BLAR iE#2
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Registration Status

Successful Connection with

<

Management Center or CDO
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

{£F CLI 52 BB AR BE il ¥ 35 B &

EERER) BUPBTE CLI DARATRIAGBEE, AR B 1) 3 BB L 1P btk ORI L At R A 9 2%
BOE. THEBE LR MG A QM MEBEE R L. 1E 6.7 M mAH : WA
BRI OV A, rTRMEH CLINC B AR E O . BOef e & oD AR . A Bk
G UM SR PATHIABCE R, W R D 20 B DA T A B, SR PR AN PGS
Vil VBB AL, FEBCR T B A P S U T AT B LG B DR B o R, A ORI A BROARL &
BEE, By i P 5 .

Procedure

SRR B G 5 CER R BB CLL sl A B g 2 SSH, BRATS L 1 H A DHCP 3R TP
Mok CRBEITH SN BE, RATEBUE RS S, DR WITER .

PG %3 3] FXOS CLI. SSH 25 i HI&E 3] Bt CLI.
$H1B2 i HH M 4 admin 1265 Adminl23 &%,

FEFE G, P DUESR R FXOS CLL. 55— I8k FXOS I, R iin B sis . Hhd
WHT SSH [ B b %

Note WA O (AREANRNIE, W 250 BT A B o LUK s i T BN BB A7 R 0T
WA IR B, 1S I FXOS Wb fERR A o

Example:

firepower login: admin

Cisco Firepower 1100 \i 1457 [
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Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ****xkkxx

Confirm new password: ****xkxxx%
Your password was updated successfully.

[...1]

firepower#

R G 0 RS FXOS, R3] gt CLI.
connect ftd

Example:

firepower# connect ftd
>

S — OGS BB B, RPN RZ (REH PFTEM) (EULAYFL, Wi 58 H SSHEHz,

WP m Y admin %0, R)5, RGUK WoR CLL I E A,

Note FRAFVEBRACE, SWDGEESR CLI & e (B, sk Fgdarmsg) o (H, wTL
5 1t CLI H A H configurenetwork i 5 e T A IX £ 1 . 16 21 Cisco Secure Firewall
Threat Defense it 2%,

BB B AR A A 2 s FEAh 5 B Z T A MR, 1544 Enter §.
THZ LR .

* FNEIRIEORY IPv4 BOARI X - BRI O BCE DG g e & B b0 o B P A B, A2
BB EAE ] B I, NONE R 11 BCE O TP k. AE R ZEEEE R 20 s KA S
FonBlb, SRR A B G, AEIXFPIG DU, NCRE R 5% TP il ise B i i) P9 B2 1 TP
Hudiks JE W2 T A B PG BEE A ER TP Hudik.

s MRIBMMEBEECEN, TEFIMEE - WK SSH %, (HAEWMK ENTENRT IP
Huhil, FERE W, A8 R 1P bR S 6 BT AT I R . I BB

o REIBIFE? - WA B LUEH ST, B yes BRSSO W45 1 gs

c BEERFAIRAER? - @IS LEW) AR TC B I B B KB AR . EWIUR S B Sy K K 23
BRIEAEIZITI I & .

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:
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System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ***kkkk*

Confirm new password: **xkkxkk*

You must configure the network to continue.

You must configure at least one of IPv4 or IPve6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

WIS A B B O
configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} regkey [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - &5 & #0 1) FQDN EY IP #
Hko T BEARL ANBETE TG0, 5] DONTRESOLVE Jf4&7€ nat_id. 4204 /b5 ANk
2% CEPRErbLCy B BB BA D AT AT U7 [ 1P bk, A fEAE B S B4 2 1A 57 X0 SSL &5 1)
W5 . BAE A4 52 DONTRESOLVE, U b B 480 2545 7T 15 0] () TP Myl k-
WA

* reg_key - $5E RIEFER)— PRI MY A B, B O A R A B D BRI
AFFHIL 37 NP AT U TR (A-Zy a-zo 0-9) HIETAF ().
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* nat_id-Fi @ IR PR ME— 1) — MR B TR AR B — T A R wT U IR 1) TP bk sk
FHLA, WABZEAE E e Beee. Wil FEd.0 i) DONTRESOLVE, NI Z4E
SE'E . NAT ID AMHEEE 37 NMERF. AMAMAaIE AR (A-Z. a-2z. 0-9) FEFSF

() Uk ID ANGEF T W AT Ao T Aty 152 £ v A 1) 5P R o

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

LR FPOT T NAT W2 05, 1A ME—F NAT ID DL AF M4, 14552 DONTRESOLVE
mAEENLA, Bl

Example:

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

AR PSR A7 T NAT Weas 2 5, i AME—K) NAT ID BLK 8 B rbo 1P sihik s 0144, filtn:

Example:

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

What to do next
A B K a2 B E A

SR

A8 A PR RO AR U 4

FrIAZ Al
AR SCFR AR RS, WS R AT I (2 Fhttps://www.cisco.com/go/

firepower-notes)

UK

TR AR WA A LR URL.

https.//fmc_ip_address

FE2 A B E,
T3 EXR.
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A B AL IREUFATIE
PV UEAS A SO SR AR SS BT . B AT LAWK H VR AT E
* | P-4 A~ 4L IPS
o BRI BB AT B
* URL - URL il 3§

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2% Secure Client VPN Only
* IBET - Diameter. GTP/GPRS. M3UA. SCTP
B I SURHF A Y E PEANMEIR , 157517 cisco.com/go/licensingguide

FHIa Z |l
P BB B AR R .

R BGERATIR™ U R R AR IR o Gl IR REIH A S, T LON A2 —
ALK

o SIS BRI AFVR AT P AT G iR N 25 (3DES/AES) VPR TEIEESK, A REAE FH HLeThe (CAf
M AR SE R D .

g2

SR VG AT ST R T VT

2148 D SERE R 20 A 1 S LI S E A B, SR F AT HIE I 1% O B 2 5 I 8 e SRV TR o (HE,
R G S INVERTIE, W R R 45 TAE =% 1R i) Find Products and Solutions 8%
Bt. #RKRLLFYFATE PID:

7 RER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

TR WIRAK T PID, & n] LLF204 PID B ELT B,

* IPS. SEREIKAE BifEF URL VFr Uk & -
* L-FPR1120T-TMC=
* L-FPR1140T-TMC=
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* L-FPR1150T-TMC=
MK L8 PID 22— ISR AT U, T RAEFES BUT PID X B (52 T -
* L-FPR1120T-TMC-1Y
* L-FPR1120T-TMC-3Y
* L-FPR1120T-TMC-5Y
* L-FPR1140T-TMC-1Y
* L-FPR1140T-TMC-3Y
* L-FPR1140T-TMC-5Y
* L-FPR1150T-TMC-1Y
* L-FPR1150T-TMC-3Y

* L-FPR1150T-TMC-5Y
* Cisco Secure 2 /7 Uig-15 2 (%] JRF22 4% 7 i 1T W46 B

SER2 WOREARIAT IR, 15 R BEVE TR S5 S A B

AT B AR RR A B AR T AR B M. AOCTEA UL, 152 (Cisco Secure Firewall
Management Center {5 ) o

1% BUA BT AR EEE AL
B TP MR B LA K Ul G 48 T Zhid 0 2 A B AL
Fr & Z Al
o WCEEIETE BUB B RIAARCE B I A R
o JBUBITAEE B TP HuhEECENL44, LA NAT ID
o EELL VR
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FE /4 FHApL b, IR E (Devices) > i & EIE (Device Management).
P2 AR RAE S, EEERImgE.

Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unique NAT ID:+
[ natidse

Transfer Packets

BEE LN 2L

o E41 (Host) - B NSZZ NI WS4 (1) 1P Mok sk EWL4 o W RAE BB 18 A A e & R i 48
ET B0 P ik NAT ID, 7] LI B B 2.

i 75 HA SREEH, AN S0 #3007 T NAT 2 5 I, D0 n) DR 3 A B oty g i
ST AE TGS EALIP B RR . AEE, AR RO rhya i P, )4
AR BB 1) TP Huhk s A4
* Display Name - it NZE7E & By th IR IR BUbr B A 1R 44 R o
* Registration Key - i NEAE BV 1A TC E 48 52 IOVE A 5
* 13 (Domain) - WIAAT 2 RS, 1K B g 2 A

Cisco Firepower 1100 A\ 1457 [}



£/ gEhL BE B |
B = smmmine emb

* 4B (Group) - IR AEAFFHAL, WP H A BOL B4 4o

* i [a1EHI SR B (Access Control Policy) - RV HNE . BrAE DA B anE B OFHEME A A
8 SUREmE, 15 WIEFE Create new policy, 2R J5iEFE Block all traffic. 2 J5 ] LUSE (ot s LA
VPR EIET; S0 R VR E NN L RISNT 5 36 Ui,

8: New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

 EBEVF AT (Smart Licensing) - i 2455038 1 D RE 4l o w5 B A BEVE vl HIE: Malware (iR 4T 5 AL
FIS B « Threat CHSREFTHAE I AZBIfED « URL (o 3T 5 St 5L 128000 1)
URLIZJE) o iFE: Elmikes)a, o] LLNERYE > 1 ATk > & 881 AT E UL (i1 Y A Secure Client
TEFEVT ] VPN VEATE

* Iff— NAT ID (Unique NAT ID) - 45 & S48 BB W) & rh 8 %2 /1) NAT ID.

* BRBUIREE (Transfer Packets) - Al k&K Hdln (R4 22 B BP0 o WIARAE 5 I SUE 00 I figh
TIPS 5 Snort S, Bt ok AR SR At Bt AR 21 A B AL RE TR I .
RERIMIETT, AT SHE R i 2] E L, Bt AL,

PR3 midiiEM (Register), SCE WIRZLRIN S — G W&, W adnEMARMEM (Register and Add
Ancther), JfAEM ).

WIREN ST, PR IMBIFR o WRE MR S 2 RS GRE  nR U Bl A 0
ORI, e AR

* Ping - Vi i) BB IICLL, 2R )5 A H LT iy ping B B0 1P bk
ping system ip_address

W ping AL, A show networ ki 44 25 W9 25 Be ' U B 7 BT o Jgu D o 480 B 2R 1P M
bk, 1§ H configure network {ipv4 | ipv6} manual fiy4> .
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magrzezn JJj

« WA D], NAT ID Al AE BEAGCP LAk - B O/ A5 P A e g EAT AR ] 73 3 PR NAT ID - (it

AR LA R, 3

Ao EE AR 2 RS

AR A A G A P LA 18 L A o 4 S
* BRI 1 - S R 11 73 LS TP dudik, JF¥s DHCP FIAESMBEE 1.
* DHCP fiR45#5 - £ N4 1 E 2% P i F DHCP IR 45445
o BRIARK - 380 AR AR IS I ER U 1
* NAT - 7EAMTHE O AT 1 PAT,
o Vil - Fo VR A P A S SR
TR EIEAR ARG, SR TS

2[5 https://cisco.com/go/fme-reg-error.

HAEHD o nf LA &t B4 configure manager add i 4 ¥ & VE M £ F] NAT ID.

MeEHE, 527 U

) |MUFE DHCP 554 » 5 31 UL,

INIERIAS 56 32 T,

N | BCE NAT, 333 7L

FOVFUL A R BISNEE . 26 36 1T,

HRETCE . E 37 T,

o P A 1, A e A X R B TP b . B, SRR ERANE O A R RS
FRIE AT TR SR W, SRR T 1) L b A El R IR Y A 1, DA R AL SR 4% ) — AN R
ZAWEED . Hrh—S Ol L “FRES X7 (DMZ), #a] LUZE b JgcsE nf A JF07 il (% 72, 4
1 Web 45 %% .

ST PR G PR L

Sk DHCP M\ ISP $REX A4 bl  [RIREAE P3R4 11 b e A il
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LA F/R 4 DHCP {45 W HBREES T — M B CArifpalhl) o SF2Es I SMpRLE Tt
L.

$IE1 %458 % (Devices) > iR & E I (Device Management), R )5 sk kb iidmeE ( £ .
$&2 5H4EO (Interfaces).

Overview Analysis Policies JeEMIEEE Objects = AMP  Intelligence Deploy ,, System Help v admin v

Device Management NAT | VPN¥ | QoS Platform Settings FlexConfig Certificates

10.89.5.20 [ @ cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing I==m Inline Sets DHCP
4 Search by name & Sync Device | | ) Add Interfaces -

Interface Logical Name Type Security Zones MAC Address {Active/Standby) 1P Address
Ethernetl/2 Physical G &
E Ethernet1/3.1 SubInterface B &
Ethernet1/4 diagnostic Physical & p
Ethernet1/5 Physical E] y

SE3 AHEHTAMNEANSRE (£ .
EIHE i — A (General) JETHF

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration
Mame: inside Enabled | Management Only

Description:

Mode: None 7
Security Zone: inside_zone ™
MTU: 1500 |2 = L)

QK Cancel

a) K E RN 48 N FFRFK) Name.
B, KO 4k insides
b) % Enabled 5 IEHE
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c) # Mode{# 4 None.
d) N\ZR£X1F (Security Zone) FHFIERFIEFE—MIRNA RN 2K, B33 SHHE (New) iR
AN 1 22 4= X 4

i, A4 % inside_zone MBI, A ALK REANEE 11 4MiL4 2 X SR/l 20, AN
AR T A2 AR, (E T AR R T2 /M2 L. 07 DU X SRol ] I 22 4 ek . 91
11, T LK R AR P PREC R, TSN 1 A R SUSN DI 4 LAl )
W, SRR M AL BN, (ER ACVE SN A 3. K% B (S P 2 A s ]
LI7E NAT S0 T A8 S50 FI QoS W tp Af 1 K sk 11 41

e) Aiii IPv4 FI/Eg I Pv6 BT .

« IPv4- )\ FHHE TP kB E FEE7S |P (Use Static I P), SR )5 ARMT - iE4m A TP bk A -1~ k4
HErL

W, i\ 192.168.1.1/24

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.168.1.1/24| Tgﬁ;?Lﬂgil?.*z‘?lE:-QES.stl255';28 ar

* IPV6 - AR H Bl E % B BhBCE (Autoconfiguration) & iEHE.

f) i zE (OK).
FEA SLENTAMBME O wiE () .
IR R — A% (General) IE3 K.
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Edit Physical Interface 7 X

m IPv4 IPv6 Advanced Hardware Configuration

Mame: outside Enabled Management Only
Description:
Mode: None R
Security Zone: putside_zone i
MTU: 1500 (64 - 3000)
K Cancel
ST S M TR T AR, W C A A R Tk, AR

FEAT IR LA BEE,, RO Ales 7 A PR b0 4 B . AR W] AR B o0
T SRS P 2 4 DX

a) MAKJERAH 48 N FHH Name.
i, %44k outside.

b) ¥ Enabled &4z

c) ¥ Mode &% None.

d) MZRLX1H (Security Zone) My PiksE —MNIA MAIMT 22X, B dEE (New)
T—N 81 22 A X

Blhn, a-—44 A outside_zone X ..
e) it IPv4 Fil/ok 1Pv6 i1 .
* |Pv4 - % DHCP (Use DHCP), #RJ5lic & LA Ntz 5.

« {¥F§ DHCP FXEXEAIA# R (Obtain default route using DHCP) - )\ DHCP filz45 £ 3k B 2k
VNI

* DHCP #&H#E#%% (DHCP route metric) - 43 Bi 2 3k itk 14 BREE Y, AT 1 F1 255
Z [l SRR HI BN EE 20 1.
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Edit Physical Interface

General m IPvG Advanced Hardware Configuration

IP Type: Use DHCP >

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

* IPv6 - IR H Bl Bk B E1BELE (Autoconfiguration) & iEHE .,

f) M E (OK).
HIEBS SRR

fic & DHCP PR 5588
WA B P i DHCP M gl B A AL SR 5 TP ik, 17 )5 FH DHCP Ik %545
itz
HIE1 PRI & (Devices) > % Z &I (Device Management), SR sl & 4meE ( #)

122 %% DHCP > DHCP BR %28 (DHCP Server).
HIB3 (EARSSEE (Server) IR LSRN (Add), SRJEMHECE LR IET:

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* #0 (Interface) - W Fhz g Rk HHE M.

* ikt (Address Pool) - DHCP Iz 45 #5458 HI 1) IP ik ()G Hl ONSRA 3 d )
I e VN A 7L, EORREAAGIE 1 E S TP Huhk

* [2F DHCP Rk %588 (Enable DHCP Server) - 7£ T2 1 L3 | DHCP 45 2% .

HIE 4 SE (OK).
HIES R TE.

i oHce k5 [

o

o IP Hiuhik i [ 2
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A INERIABE

BRI EH I 45 1) ] AN U5 ) () B3 8 . WK DHCP FAEANE3E 1T, WA IR 15 2% )
RECLAUCEN T BOIABE o W SRR EF-I Nk i, WL FE P 3T an 025k 11 DHCP IR %545
MIERIA M, o R 7018 & (Devices) > % & & 18 (Device Management) > 2 (Routing) > 8% 75 8%
i (Static Route) 1 L1 1Pv4 #&E (1Pv4 Routes) 5k IPv6 #H (IPv6 Routes) % 1.

UK

HIB1 %8 % (Devices) > I & E1E (Device Management), R J5 k& %mEE ( £ .
IR 2 PRI E (Route) > B4 75 H (Static Route), i in#E e (Add Route), #RJ5¥% & LL R I

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
L, Search = any-ipva &l

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: v @

0K Cancel
ZA (Intrusion) - AR ZLA INERAS B K2R, ki 1Pv4 5 1Pv6 Bk 44
« ##0 (Interface) - W 1, WH MR,

* Available Network - >4 IPv4 BRil % ik $% any-ipv4, 4 IPv6 ZRIAEE ik $E any-ipv6, SR )5 Hidi
Add #H:% £ Selected Network 413 .

* W% (Gateway) =k |Pv6 F3% (1Pv6 Gateway) - il A\ s F A1 4y stk ) 1 — MR 9394 X 8 o
Bo ST LU 1P At 4%/ LN 4

* 3B (Metric) - BN ZI H AR 2 (R ER i B AEVEEDY 151 255, BRAMEDY 1.

F$IE3 BEE (OK).
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| 558 gmhil 52 BEHE
CEIN |

e rh B S N A A R AR

Deploy , System Help v admin v

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence

Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates
10.89.5.20 ¥ou have unsaved changes | [ Save €3 cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Interfaces Inline Sets DHCP
0SPF © Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

T4 LR E

Bc & NAT

BB () NAT B0 20 P9 2 M4 3 kg A2 11 TP Mol b (o 11, 33626 NAT KUK A8 113 11 ik
i (PAT).

UK

FIB1 LR (Devices) > NAT, AR5 Huili #iskB& (New Policy) > BB B NAT (Threat Defense NAT).
P2 NG A4, IERREATHISERG B, RS i Save,

Cisco Firepower 1100 A\ 1457 [}



£/ gEhL BE B |
B e=nar

MNew Policy ?
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
= 192.168.0.16 @

4, Search by name or value |

192.168.

| Add to Policy |

| Save | | Cancel

TS RN TSI A0 o SEATY AR TE R SRS VAN IR o
P33 RN (Add Rule).

Add NAT Rule X iFHER: BoR .
SUE 4 T E I AT I

* Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic hd

Interface Objects m PAT Pool  Advanced
* NAT #0] (NAT Rule) - E$:E 3h NAT #0 (Auto NAT Rule).
A (Type) - EFENZS (Dynamic).

HIE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 341 [ 4T IX 3545 i £ Destination
Interface Objects [X 1.

[l Cisco Firepower 1100 \ [ J#5/




| f1Em &mal $BE BB
CEIN |

. Add NAT Rule
MAT Rule: Auto NAT Rule b
Type: Dynamic hd
Translation PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)

| -4, Search by name | ei‘outside zone @
B
san /by inside_zone

— —_————

m outside_zone | SAdd to |
ource

Add to |

Destination |

0K | | Cancel
$IB6 7EfEdh (Trandation) T g & LL R
. Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic it

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & = or Doctiogeiog Into

o EEAIE - RN (D) WA IPv4 VRIS X4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X%, PO B3 NAT BUUAERT o kR ids
NAT, I HIE Tk R 508 XI5,

* ¥ A9IR (Translated Source) - £ B#r#% 0 | P (Destination Interface IP).

Cisco Firepower 1100 \i 1457 [




£/ gEhL BE B |
B cinEsmmezsig

PR T PR TF (Save) LA InFLN]
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [5] Save

[#] Policy Assianments (1)

8 Fiter by Device

@  AddRule
r Pa \ 1 anslated Y
#  Direction Type Source Destination original Original original Translated Translated Translated opt
Interface Objects  Interface Objects  Sources Destinations Services Sources Destinations services
¥ NAT Rules Before
¥ Auto NAT Rules
O Dynamic @ any % outside_zone (2 all-ipva & Interface @ Dnsifalse P §

¥ NAT Rules After

HIR8 il NAT Uil EIRTF (Save) LORAF B

SV E MR ERFE E SR

U SR AEAEE W Y A I B T AR A E SRR B VT IR R, U ) SRS A I R LA fe v
ViR B AN R TS LU LA SC VR A A S DX S A0 B DX B PR e A Al X, 37 55
AN FEVF 3 I 24 0 45 KR o

g
HIR1 ELFRBE (Policy) > 78] 5K #& (Access Policy) > 7 18] 5K & (Access Policy), #RJ5 Bii ey B

(U i s s 1 SR () .
PR 2 PR (Add Rule) JF 8 DL N 240

Add Rule ? X
Mame inside_te_outside Enabled Insert |into Mandatory w7
Action |« Allow il = A

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)

| 4, Search by name s /b inside_zone @ san /4 outside_zone i}

san/t outside_zone

Add to
Source

Add to
Destination

* ZFR (Name) - AUy 44, #l40 inside_to_outside.

« ;B X 13 (SourceZones) - M A] A X 18 (Available Zones) FR ke A #E X B, SR )5 ik hn 23R (Add
to Source).

. Cisco Firepower 1100 X\ |45/



| f1Em &mal $BE BB

werz ]

+ B#r[X15 (Destination Zones) - M\ AT X183 (Available Zones) ik fAMEIX L, R )5 AR
Z| B#R (Add to Destination).

FCAh e R P JURE

L3 R0 (Add).
FUED AR N2 Rules 3.

Deploy , System Helpv

Overview Analysis [EXIISISl Devices Objects | AMP Intelligence

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v

You have unsaved changes | /Ay Show Warnings | | Analyze Hit Counts || [=] save || €3 cancel

ftd

c_policy

Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: None

Tz Inheritance Settings | [F] Policy Assignments {1)

m Security Intelligence  HTTP Responses  Logging  Advanced
88 Filter by Device

" Show Rule Conflicts &) @ Add Category © Add Rule | Search Rules

v Mandatory - ftd_ac_policy (1-1)
o Allow Bglioe L8

1 Ainside_to_outside  uhinside zone % outside_zone

There are no rules in this section. Add Rule or Add Category

Accass Control: Black All Traffic vu

T4 LR E

okl

RERCE

o P S SO 8 B I AR PR E T, P S SR A S AR B R

{‘-_:l:
Mo

;1 Bt EJ7ERE (Deploy).
& 9: 582

Q ¢ # @ adminv Wl secuRe

P2 2 ERERE (Deploy All) LLERE BT A 4%, B dimBERE (Advanced Deploy) LLRE 2L FE (1)

Bk
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5 gL BE B |

HERE

& 10: £ERERE

Q Advanced Deploy [JEEGYEA
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment )
1120-4 I Ready for Deployment £
node1 I Ready for Deployment i)
node2 I Ready for Deployment =)
© 5 devices are available for deployment iz
B 11: S REBE
1 device selected
[ @ Search using device name, user name, type, group o status ] Deploy time: Estimate
\:\ Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> [} node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
¥ L 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

TR 3 MORIE . A T ERE (Deploy) HEHLA K R LA R TR

[ 12: BBE IR

es Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks ‘:) Show Notifications
0 running 5 success 0 warnings 0 failures | . Filter
@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

[l Cisco Firepower 1100 \ [ J#5/



| £/ gmhl BE B
g s rxos cu [l

5 18] B R BA {5 #0 FXOS CLI
i FH iy 24T LTH (CLI) W% B R G LA RGATIEA W MO HE bR . JoikiE i CLI 2 TR B SRS .
AJ LR B 5 i 1 LAYT ) CLL
A LA i) FEXOS CLI BAE47 i b HE R

\}

ER St nT DL SSH &R B A IS R O, 5SS R, SSH 2 E RIS g
748 CLI, fhttnl {8 F connect fxos #ir 2 %45 FXOS CLI. W4 Jy SSH & #:4T IS Hu sz 1,
T v UGS RN 0 L bl . BROATESL R, 25 SSH Bz i) . BERE P A i3 & 0 1)
i CERAEH FXOS CLD &

i

PR B0G5 CLL W B SOV St & i o A ORh B8 A R G0 228 221K USB R AT IR Bh 2
J¥ (ii§Z [ Firepower 1100 lifF457). il o HERIAH FXOS CLI. A LA R AT

* 9600 PHFFFH

* 8 ML

* Torr A

© 1AME A
TSR3 FXOS CLL, AfH admin F 7 4 R 46 v & I BB K 2505 CBRIME ) Admin123) %3k CLI.
EUE

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

W2 Vil B CLI.
connect ftd

T

firepower# connect ftd
>

GxJE, W TR CLIH ] a2 A S B, iHMIA hdp B2, A XAMTH{E R, £ H Cisco Secure
Firewall Threat Defense iy % 5% .

Cisco Firepower 1100 A\ 1457 [}
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- LI L

I3 HE
ii]

£/ gEhL BE B |

P IEIFTD CLL, i\ exit 2% logout iy 4 o
b &K B B8 3 17 2 FXOS CLI #87R8. 45 9% FXOS CLI Ha] iy & A A5 B, iEHIA 2.

i

A

=

> exit
firepower#

X AR K S B R

IEROC IR GEAR T 2 A B alds N B IOT R AT e S ECCHE R G0™ EHUA . iHictE, AT
ZHERE - HAE G BT, s M LIRS BE LE ORI B K b R 4

T A A5 B by AR B DU OGP FRI, B AT BLEH] FXOSCLI,

£/ EIEHR L KA KIERIR

IEROC PR AR T2 AP P g2 N F T R AT e S B R g™ EHUA . iFictE, AT
ZHERE— HAE G BIBAT, R B P AL IR BE L H DR AT K e o

ferT LUME A A B oD IR S R S

UK

EFRE > REERE.

FEETEH N1, dgiEbs @),
58 & (Device) LI .

L BRGE o T IR OC TR AR ().

5 HMILGERIN, BRI ERH B

WERSE S B K@ TG, AR KRR HIN RSN . A I ER:

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

WERBA TR G R, WA R 3 e LU R R G 2 OCH] .

PR T TEHAETT LASC AT FL I TT 50 I AL 0o BN Hh T RS Sk AP BE 7 X T LA PR HLE
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| £/ gmhl BE B

£ CLI B FFix & iR

T LA ] FXOS CLI 2241 06 A AR S8 0T 5% M et P o JRT LASHE S 44 )47 71 65 g 11 2K V7 1] LI

N
g
N

$IE3

W2 [ U7 o) UMY (R FXOS CLIL, 28 39 1,

UK

7t FXOS CLI 1, %E#:% local-mgmt:

firepower # connect local-mgmt

& shutdown fir %
firepower(local-mgmt) # shutdown

-

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

B RB KB R I MR SR . R B LU TR s

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

woummrsen [

REBUAE T LG AT HLJET SR A e I 4 5t Sk A B 7 W AL 1) L

BIRAEICE B, E S S A TS R AR SR s AR} Firepower SCRY
HRATH EHhLrER, 1H20 (Firepower & B ORI E IR )

Cisco Firepower 1100 A\ 1457 [}
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59 =

EAmE S0 FRE B R

AEXEEAMG?

LEHTATI IR RGERE G, ES WM R REMEHSE G . 51 00, A
FIFAE R g SRR A8 B PGy (R RE T SEHUR RS g Bl A o

BN BB bl KA, WA TR R, SRS A R IR . R
Web FrHf$R AR A EE G G, WA T P ARRIATE R, ST AR TS5, DR A
%

o SRS B AE CLI Eul Al H B8 Bas TG E BB, SR K Jgubh bl 4 50 21 i
53 SCHUR o

© X SCHUVRYE B DOERIFATIT BB Fa it
o HJAE BE G HT A B AR SE R BB AR PRI

)

AR RN SEHUR R ERAE A 6.7 s A

X FBE I
i E ] LUEAT BB A ASA . 75 USRI AT ASA 2 1) D13 5 B A6 1 2% BEA T FE 07 ik
Bo WP TEEART YA LR A CAS, MR N FHTIE . 152 5 S % IR ASA 5L Firepower
J8 W 5 A1 £ o
B KI8T # KA Secure Firewall eXtensible #:1E &4t (FXOS) KR ZHER S B KA
FXOS Cisco Secure Firewall LA S HL2S; HFibsHEiz BH A0, CGZRZ IR CLI. FRENE R,
152 W 1G] T H 4 Firepower B 18 ¥) Firepower 1000/2100 1 Cisco Secure Firewall 3100 [1/8 %}
FXOS ks BREre o
FARAUT EE S AR - BT K AN EER B E BN N S5 B B2, Bl U E RN AN 0E R,
B 4. EXP GO, ERAEPATECE B SNMP I 1] fESF 25 H .

o MR TARREE , 25 44 7T

s JETFURZ AT, BB 45 0L

o G BuE R e, 2845 0L
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ERinie gEshl BE BmmEe |
B aesmnTieme

o PO RTIACE . 5 47 00
© ICHIMIEEE , B 58 T
o LI DL EHCE . 56 60 T

IR EER TIE[RIE

FEICVE A B T TLIBCR A B O B, TR A A AR L AN A B VAT R R
HI T R HOZRE > ST A AN TR MR, PRI AM R 4 B 0 U ) Ak B P A BB T 7T RE

N

AR DR AT B B O TR AR U ), a0, AR S A R, WM AR . (HZ,
AR R L ES T AR OV, RO e R ) SCHUR B T RERB B b7 35

BRI A B R R D TR E AR IR 1, e A O MR . RIE RS AE Bk
R T BV, WS BRI D R B B . P B e GRS A s AR B
WERAEAAE R O B T B AR U, DB A 2o A% AN B R I AR A R B B . T
PRt A B i, A I T T T MR U B e i B Bl 1

N ECH - 1 AT A FRLER U 1r) AT LU R

o HBEAE PR Ac D B R A B AR VT ). ANBEAE A 7% 1 88 EtherChannel. 534 w] A 45721
ol AE AN DB R A B AR U ), BASEEOUAR

o PEE O AU HI B .
o A% B kR, AR S B

* INSZFF PPPoE. WIRKE) ISP 752 PPPoE, IWAZIAE BN 5 WAN 1 A o 25 2 [A] N 52
¥ PPPoE 1) 1% HH %% .

* O HAEN T42)7 VRF H.

o BRI 42 11 /5 B SSH, - DR 250 Ji5 A H 457 B rpC SR SSHLe  F T35 B4z 11 I o B
HON B, RIS TG Bl GZE R I 2% 2145 BE B 11 1) SSH 21, BRAEIEAE ] configure
network static-routes fiy 4 4 & B TS NS B B .

* AR TR EIRXMEOL T, AU B .
RS T AL S B R ANE AR B RAT R B U BRI S B A

JPNST A B B L JF AL TP Mk sl EHLAS DL A VE NG B SRR A 1% TP Mkl DAREAT
WIER B E o BB DL AN T & 5 A& DNS (DDNS),  PLidE N AW A8 4L 1) DHCP IP 73t
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| EmEiE g $E BB
wxwuzy [

& 13:
DDNS
Server
Management
@8 Center
Internet 3 Headquarters )
outside (Mangement Center Access) Management
Computer
Threat
Defense

i

EFIRZH

I HAT FHROPIAEE . S (ER} Firepower £ FEA Ly 1600, 2600 F1 4600 A 2234
Fr) 8Y (Cisco Secure Firewall Management Center Virtual RIEXN [ JFER)

imEimiEF: FEIER

THZ Y LA NS5 DU T 3h IR O AE AR L3038 B s i A A B ot
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EREE gEh0 BE Bmne |

B :ases Faam

B 14: im2liREF: Fahipk

S .
CLI or Device | \ '/ Pre-configura-
Manager tion
(Central admin)
) l A N
Physical 2 ) Install the '\3 ) Cable the (4 ) Power on the
Setup — firewall — firewall ~ firewall
—> —
(Branch admin)
+ S oEisn ———
(5)Logi (8 )Reg (9)Reg (10)Gon
Management | \ 2 /Logintothe \ .© /Register the \7 /Register the \!Y/Configure a
Center management mgmt center firewall with basic security
center with the Smart —»  the manage- —» policy
(Central admin) Software ment center
Manager
i A

: (8) v
Cisco \ O/ (Optional)
Commerce Obtain feature
Workspace licenses
(Central admin)
Smart 7 Generate a
Software license token
Manager for the

management

(Central admin) L

()| CLI Sk BEAHERES |« (3D RREEBkphIf2eeifiAs . 58 47 )T

AN
P ) o [P VAR BISE EITTRCE . A 49 W
o fHH] CLI BHATTIACE , 55 53 L
o )| PIE B E LA KK . 15 S e R R
(o WA HE
D)
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| EmEiE g $E BB
mrganRg [

3 | B E TERPT KBRS, 5 58 UL,
(I3 SCHLRY S PR
2D
o g PEM U4 L, 5 59 70
(I3 SRR PR
2y
RGPS

()| Cisco Commerce |y o SEILVERTHE 45 61 50: WSEIRE VE ATE
— | Workspace

(i 1 51D

(70| BREBAFE R | Oy AR ORI RIE S 5B 61 U Dy RPERHL AEUVFRIUE A R

(AT )

(g)|BHTL Jy G E PPV . 5 61 Be [ AV AT E RS S A 5 0 o
T gm0

(g)|HEA L o TP A 5 62 UL

RS

(10| E L B R A2 A e, 5 65 T

| b )

hAERE R E

T LTS TIRCE BB, SR 5 PR AL 207 SCHLR .

(AIiE) MERGFREHMRA

SR AR FFAE L EE AN AT, AT B R DI JRATT A R AE I B K s 2 i 222
HbRA . 8, B AR 3IFe T EHATTH 4, BTH% (GRETBCED W RETT 2 L ey
Ao 2 AR IR IR

HEOZIEITH ARRA?

SRHEBOEAT A MO R RRCA S 55 bR A 4 U 5 1 Gold Star iiuAs . #1617 LLZ%
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html H Frids 1 &
s B, A SERIRERAS S (BERHIEE) « KRGS R 4Ed A
AT BN A S 'S (R BRI 4B AR T, T BURAIED .

Cisco Firepower 1100 A\ 1457 [}


https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html

ERinie gEshl BE BmmEe |
B o vesssrzerns

UK

LB EER CLL. FRUEAMER, ESUIN b A1 FXOS CLI, 25 75 71, MR o i
G, HEW AT LEH] SSH.

A 4 admin FIZRIAZ5S Adminl23 &%,

IRIEFER] FXOS CLIL, 55—k, RESTRETEEEN ., WA+ SSH K @i

k.

TR WA S, (HEARIE, WZHAT ) EE LU A E OB AR )
EERETRELS, WHS0 FX0S MbEHERTRrE -

w5l

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkxx

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

Nij
g
N

£ FXOS CLI 1, WoR IEAEIBATIIRCAS .
scope ssa

show app-instance

il

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup

Version Cluster Oper State

Not Applicable

W3 WIRBLAHRA, THPATIZLED IR,
a) WRENEHEEE N RCEFS P ik, WES A CLI 58 g i vIsaic & , 25 19 ii. BRIA
0L, & EE UE{E ] DHCP.

T S A A I ) PR 95 BT AR

. Cisco Firepower 1100 X\ |45/
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| EmEiE g $E BB

EHIR&EE

N
SN

A .
S S
N —

N
g
w

fem g ges arnes

b) #AT (FXOS HbaflErear) F A E PR L)y

IER HITIECE

AR VA B RS LARAT B MG T E . IR A B AT WA BRI, W R D)
x| bl ST B, R B UMV BE AR U M BCE AN, AR WA S TP oS BT #: DG
MR IR o TR, A ORE I BOARCEBCE, By 4 h s sz X . ] CLI i, R
B UMV BLAS VT ) BB R B (9lan, ANCREERIARI A A T ED

FHIa Z |l

o WEFPAT EHEALOMVIGEIE . 1S (AR} Firepower 45 FE 0 1600+ 2600 F1 4600 fifi £
AR o EVEE BB AT, G EANE R RO IP ke N4 .

* {§ ] Firefox. Chrome. Safari. Edge &Y Internet Explorer i) 4RI R A
puR

R BETH SN LERRBIA S (LUK 1/2) #0.
FTITBs K it L U
i H RSN BIM A, AT KL 2 15 21 30 Sl

IR .
a) N gsH A AL URL: https://192.168.95.1
b) EHH 4 admin FIERIAZ TS Admin123 5%,
¢) RASTOIRNEIRIER R VAT EM” T OO B 5 B
TR 53 A B DSE IR T I, AR T ) 5 ART AR PRI Je e DTS 1 kT
#1188 (Skip device setup) Bk ¥ & [ 5.
SERCEE TS, BR T W (Ethernet1/2) I BRIAAL B AL, BORKGHA FME (LUK 1/1) H2HH
RO, A s DS B B o0 B B N AT
a) AN ORI B TRCE DA R IR, AR5 ST —3.
1. SMERZEOMbLE (Outside Interface Address) - ez Ul F 2 BICM MG, JF B o] FHAEE HL8s Ui
) FE o EWIIR B BB IR, AN BRI B AR AN R o 28— s 42 L R BN R

Ho
DR EAT 5 AN (o) SRR R T B AR U ), LA 20 5E Jl i L ) 3 Ja T3
Be B %

BCE |Pv4 - ShEE 1 IPv4 Hulik. A DL DHCP, . n] LTS NERA 1P Hulik. 1R
TR e, SAh, MmOk REE, AECE IPv4a bl . & TCEAd F 3 ) S0 2 PPPoE. W14
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ERinie gEshl BE BmmEe |
B =5 ssensprnns

e LEF 2| DSL. L A5 il fif i 3 5 ISP [ Hofhidi 4z, I HL ISP i ] PPPoE K44It 1P skt
WAy BE 75 E# F PPPoE. #& 0] LL{ESE kIR 5[5 1C & PPPoE.

BLE 1pv6 - AM42 1 Tpve Huhkv] L H DHCP, tBn] LLFahii A\ #5 4 1P bk, Frgf i
Ko A, WTRLIERESR, AECE IPve Hidik.

2. EIEENO
WERAE CLI T TG E, BB ASE RS W E .

MM AE B i 0 R T B AR T I, S A B D B i, S A 1 AR
TR LB b AR R R A R A BERZ 1) DNS IR g5 a8 HT FQDN, 1M AR H #edi #2111 DNS i
55t o

DNS BR 5588 - R 405 BLHLIE 1) DNS k4545 . Hii N DNS R854 11— A5k 2 A Huhik DL g AT 44
Fro BRIMMEN OpenDNS 243k DNS JIR%5 85 . Wi R4 gnih 7 BOFA IR E BOAE, 1 RH{ER
OpenDNS (Use OpenDNS) LB &1 (1) 1P Mkl #N 7B .

R5 k3 E X2 (Firewall Hostname) - 4645 BEHb AL 4144

b) MiEEFEE (NTP) (Time Setting [NTP]) Jf 15 i T—% (Next).
1 MEX-EFRAMNX.
2. NTP BB AR 85 - IEFEAFFHBRIA NTP [lR553%, iR FahiA NTP IR 210k, wI LA in
A RS ARSI A -
¢) EFEREN 90 HiFEHIM A IEM
AN [ R BB EL AL BB AR A VRS AE R AT
d) siizER.

e) ARAKHNEEFF = EIR (Cloud Management) s J# 37 (Standalone). X & EL.0 FFEE, ik
PEIRIL (Standalone), AR JFIEFHIET (Got It).

$IS  (WRETRED RESHED., ESMIEE > EO LSO,
BRI N e BB . BRI DU, B EEE: O\ DHCP #2205 1P HuhiEF I oG .t L4
AT\ DHCP 2B M6 (B, 3% AT K e TE BRI 2% ), R SR ER YA Bdie 2 01, JFH.
B TATATACE . a0 R DHCP B 2] 7 WG, M5 24 FH RS 1P s b e & b 1, 6%
B AR C E AN

SIE6  WIRERE MO, SEREATEEISSIN SN D, HEFIEE (Device), ARJE M
0O (Interfaces) 42 1% .
AR WSS PRREZEOMNEZER, ESA WA EHaS PR K, 25101 1. 7EMm
BRI VMR R, AR AL B A B

ST EEIEE>RFIEE > EPEE, N5 A e 8E g0 S,

$IE8  flE BEMEF.L/CDO FAER.
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Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP #utk, B A LS 1P ks M4 U 1) g
L, s 2, W S A1 T NAT 2 s A3t 1P bk ek B84, i AT & .
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IR DA — AN g% CRFBERAL B0 UG A 2% HATm Ui ml (1) IP Huhk, A REEP N/
() 23 N7 X ] SSL 2 f i £ 3

b) WHEER 2, WHA BIBFL/CDO £/ A/ P Hitlt.

c) 18 EMFL/CDO EMEA.
DL S IR PR IR BB, S U SR B A A % I R A A B0 BFR e e . TR
A 37 MEFF. ARCTE RIS F AT (A-Z. a-z. 0-9) AUEFFR (). LID WTHT
$ 2 G WA EM R B E L.

d) 453 NAT ID.
LU ID LR ME— M7, TR .0 BT, mRNELP—5&& L
feE P Huht, Wb Beoh s (H U RIAELE s P 5 W & 10 TP suhk iy, {396 %2 NATID. NAT
ID AR 37 N7 AT RO TRET (A-Z. a-2z. 0-9) ABETSF (-). I ID AN
FH T AT AT oAt i 473 M 2] 4 b, . NAT ID 5 1P Ml &5 540, B TR 5ok A IF
W HAZER TP Hihik/NAT ID 3T B 565, A SR a5 .

TR EEZEE.
a) 15 FTD £M%&.
It FQDN ¥4l F4hakiz 1, sk k&8 dhiy/CDO i8] 0 (Management Center/CDO Access
Interface) EFE I,
b) f55& DNS PR 284H.

EREIA A sl AN B4l . ERIA DNS 41444 CiscoUmbrellaDNSServer Group, L5
OpenDNS 5545 o

DU 1 B 2 1) DNS IR 25 % o S0 FH 0 1) 3 10 B 1) 5 L DNS RS- s H T B . 20l
DNS flt4s#5 T DDNS (R CUAC S B0 T i D i) e 4 S . ST RE i B T B
AHI7) DNS IRZ5H34H, R A& #A SR i A0l i #5842 11 2178 DNS R555%

FE B L b, HdEE 0 DNS g5 as a8 B gn ot Jgui B i (- 6 BUE SR TP RCE . 88
JE B A AN E] B R R N, AW BCER IR, JFE DNS RSG5 AU IR 6 B E S
B2, QR R 5 VOB SRS 2 O 45 001 DNS BUE (1 BB i, e Bk 7 o A
TN TG BB B S BB E VL EC ) DNS -G BeE, DU & B0 A g B il [H)20 .

WAk, ACHERIERTE NN R I DNS k455, B BO AR B AHL DNS JIkR5545% .
¢) XTI /CDO ifa]#E 0 (Management Center/CDO Access| nterface), i iEFE5MEB (outside)
RET DO B AT OB B B 1, AEAHR g (B A I R 2 A 1 o

PR WEREIER T AN AN AR B 1, B AT INER A S 1

K E B2 R, EOREH & e B L BA M th o WR R TAMNBE D, Wakes
ERE N SHPRCE TIeE . SRR T AL, A TR SO 2 i F i E R
N . AR WAEHLSS PRCEFSEMNE 2GR, S HAE BAE S PRCE R KR, 5
101 T,

$£E11 SR nEh7Zs DNS (DDNS) /3% (Add a Dynamic DNS[DDNS] method).
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G R DA 1 TP kA AR AR AL, DDNS Wi 5 B B2 56 A BLE B4 (FQDN) W I 1l
. Zhi%& > RZY%I%E > DDNS R it & 54 DNS,
WGSBS A S A AL 2 ARG E DDNS, U BB 2 B 3 JERZAE AR CA T
TR T CAUSINIESS,  LUME gt w7 LA UEH] T~ HTTPS 3£ f) DDNS k5523 IE+5 .
BB A8 32 RE# A DynDNS /2 API JUYE (https:/help.dyn.com/remote-access-api/) H{T-{7 DDNS i
5o

$IE12  lEE (Connect). SEMRZS XURAE SR V)4 2] B H LY DIk 7F REBEHL/CDO iF
MR E LIRIG, HR EEpL, FRRINPI k.
R ER Ue R B R Ly, WA BUEEM. S0, ST REEIESWO/CDO GEMEE LR
Ja R VLA RS DA o i AUXAER, i R, O B AR e R R
A A SR
RS RIFEE S O/ICDO EMRE L BRG IR FFIER R W ig it , BRI ED 5EEPO
BI R TN ETES CDO XEHE. BB WTTT S W& B Has g sz .
16: B T iE

Registration Status

e ol I e TR
Successful Connection with the

ror oo

Management Cente

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

£/ CLI EiTHiECE

AR PP CLI LATHIAA B . A CLISEATAIARRCE I, S B LRI B 287 ) 452 11
BEESWARE . ] BB (7.1 RS AS) PATATAGBEE T, W R D) 45 B rpn
AT B, R B LMV B 83 U5 45 L BCR AN, A B A B v 58 UK T A 4 1 T AR PR B
TER, AR MBOARCEBLE, B s a2 5 5
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Before you begin
B IEHAT FHAROMOPIAEE . S0 (JER} Firepower £ FELAH Ly 1600, 2600 1 4600 fififf: 2244
FRME) o TEBCE BT 27, ST ENE RO TP ke LA .

Procedure

SRR STIFP K F Yt
Note EUUAS BB, WKL 215 3 30 Jr .

HUR 2 R RPEH G L EU B CLL
P & o 3% 4% 2 FXOS CLI.
FIB3 ) 4 admin FIE RS Adminl23 &5k,
U FXOS I, REATREHE SR . 1T SSH ¥ g 5.
Note U R RS LS, ARBEOANSITE, ) 2T T AR B A% LIORE A o O BRI . A7 KT
WUEREF I B, 120 FXOS M HERR R R o

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **kkkxkk*

Your password was updated successfully.

[...]

firepower#

LI 4 EHR) Wi CLL,
connect ftd

Example:

firepower# connect ftd
>

SRS UG P N, Rt A MR (BULAAT, QiR AEH] SSHIE S,
W2 PR LY admin B 5. SRJ5, ROREE 2 PIZ B CLI IRCE A

B s e e i 1 B T B AR U, AT e A T R T B

. Cisco Firepower 1100 X\ |45/
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gmcuirmmE

Note BrAEERRICE, SNJCEESE CLLwE S (i, st mpdrmig) o A, nrbh
T Ja7E CLI HfiH configurenetwork iy 4 3 I A iX L1 E . 1522 [ Cisco Secure Firewall
Threat Defense v 4% % .

BB B AT AN B2 WoRFERG Srb e B2 2 Wi N W18, 1544 Enter 5.

B2 LR HEN .

@53 DHCP S F#E & IPv4? (ConfigurelPv4via DHCP or manually?)— %+ manual . £4%
EAFTEAE AV B L, (HAAZRBEE TP ik, filn L Atk I R BERZ 11 B0 DHCP, U

TCURRC RS TP, D BRI OISR datavinterfaces, #Z F— ML) TR
2B 11 DHCP [ 2558 196 Eh 8

WANEEREDOR 1Pv4 BHIAM X (Enter the |Pv4 default gateway for the management interface)
— KRR IE Y data-interfaces. MIRCENGAE T R AR B A, DR AT pl e B U
I He e 2 1

M%MMW%EMEE& EEEINEE - W O 8 SSH &R, MBERSEM T . WA
BN BN g b, AT DLAS R T I TP Mk N S Sk . TR R Gl
WHIER D) , BB IE NS g, B EERAS 2.

* AHEIRIZE? - A B DUEA] R L. 1% yes IR BRSO ] LA BE2s .

« BLERH AR ? (Configurefirewall mode?) — #i A\ routed. LA B KBS AR S Fr A58
FH2S VT ) o

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkxkkx

Confirm new password: **kkkkk*

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...
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Update policy deployment information

You

- add device configuration
- add network discovery
- add system policy

can register the sensor to a Firepower Management Center and use the

Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or

the

IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a

NAT device, you must enter a unique NAT ID, along with the unique registration
key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must

use

the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.

>

W B A BRAS U 0] PRI AM R 1
configure networ k management-data-interface

Wa, RGP EONINBIE O EIRAM K R E . TS 0L A A a2 g5 R

3

WA AT P VAT B, WA B CGVAE ] DHCP. W SRAEWI 46 1 & A T3
W IP Huhl, WJaT LL# A configure network {ipv4 | ipv6} manual @4 ZEI ¥ E . R v
AR P E M G E A data-interfaces, M A5 7 B EE .

Lk BB A A NE] BRI, I SRR B ORCE, O RE: #N
ZFRANIP Hodik . W OCERAS K EH. DNS R4 %5 1 DDNS JIR%5 %5 . 175 DNS R4S e fic & 11 5
S, TESI . AEEHEA S8 AT DURY JE R BB Uy ) B G E AT S, E A R
ANSBH AL B E Bl A E ey F A B, WO R R, B A R
configure policy rollback fiy4 LAY & LA 355 -

U AC & DDNS fil 95 & 88T URL, W) o Bl 25 A shis >k B Cisco 525 LR CA B AL i
A EE CAUETS, DUME BUbMST 48 v LASIER T HTTPS 3£ 45 1¥) DDNS k%5 25015, BUbBi i 52
F{# ] DynDNS JZF2 API #{3E (https://help.dyn.com/remote-access-api/) FiJATA] DDNS JiR 4525 .

Ui A BB a2 1 DNS JIj %545 o A FHBCE A (84 A configurenetwork dnsserver sir4-)
WE I P DNS RS % T Bl . $dl DNS /IR 88  T DDNS (4R Cfid®) siE il T
PR 1 11 2 A SRS

FE BRI b, B T DNS RS S AL FLSS 0 S B A8 (0~ 5 BB S h s . S0k
SN AR A B I, A BCE R OR B, I H DNS RS S AN 5 B SR .
E2, SR R 1 SRS 2 L 45 €0 5 DINS 25 119 Jg i 180, Ui B0 7 s AN b B
FATE W EZ)ACE 5 B VTG DNS P W B, DI A& H 0 A gl By 5245 .

UEAh, SCHTERIUGTE M R0 DNS fR%5 2%, B RO A SR ACH DNS HR %5850 #ilan, i
TEATE S B IV ) T 4%, {ELBE S {8 1 configur e networ k management-data-inter face iy - fic
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BEEE L, W2 4 B O R TR E T A XL A (BLHG DNS g as) » LUE S jguh
B i i UL -

o Kg BB AR R A 5, ST ORI B S O B L B — SR .
BAEWCE 7 S E /Y FQDN BTk,

T DO I iy T BRI BRI AEE S SR A R, H AT A USRI B A
HUEF AR A e

o BWERHEE L, 5% configure network management-data-interface disable fir 4.

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>
(Optional) PR il £E4F a2 W4 2% b 30 i B 42 1 U 1) B # ot
configure networ k management-data-interface client ip_address netmask

BOATEOLT, SRVFBTA 4%

PR S BRI BB A A E L
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configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} regkey [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - {§& ¥ .0 () FQDN 5§ IP 3
Hbo Wi EHEOASE HEE ] SGhE, 5] DONTRESOLVE. Wl E/0FH —AN s CGERE
8 RPN 7N | D= S 1 e TIPS o ol T 2 VA Y [ NN B9 N BT R =B i B LS
WERAE M4 82 DONTRESOLVE, W) Jg s fE 2h 2006 ] iy ia) () TP Huhbk sk =414 .

* reg_key-Fi & L REI — MM 28, M SO D5 A i R A R Ly bR . TR
B 37 NERF . AMTFRFOTE LT (A-Zs a-z. 0-9) FEFER ().

* nat_id - $/58 TR FRAIME—— IR, IS T EAE FHEh BIRE e . WA R B b
AT B, WU)AZ0 [ I AE BBt F 7 by B3 e Y NAT ID. NAT ID AN it
3TAFR . AMTPOFEZHET (A-Z. a-z. 0-9) FEEFR (-). M ID ANREF T BATAT
oA v £y M 31 A B

Example:

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

IR KM BT, DAERHE A AR B R 43 SCH LA o
IEHOCH R G AR B2 AR AL N I OC AT e s R EOC RGO EBUIA . WA, AU
ZREREFAE G BI1AT, R aOC I HLIEANRE IR H K RS
a) fwA shutdown 74,

b) MEHJE LED ALRZA LED DUGAFHIA 2 & O (R58)
¢) TENUAR RIS s, #nT LR A B 3k 1 L sid =k DA J7 X IR TP RLAR 1 LS

DR

WK B ok B R B A i, G URER AT IR B Kt fi Y, BV SRR L U e TR . AR
Jeis AR R B E AT S A

BB MR B4R

ERL L AR B U T RS, ] DU R m BB . %24 Firepower 1100 i
&, WS N PE.
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[ 17: L2 EEARB B Lk

( Outside

\

— outside (Management Center access)

B @)

.

0-1her”Data NeiWorks

o

Console
ports

Inside

Management Computer

UK

BN RN, SR
SR AT LUK /1) MRS58 th 22
SRS NI I, LRI 1/2) SERES ) A L b 2
S 4 P SRS A
HWS (i) KR SRR A O
TEA SOHURII 18 TR A S PR P & Ve e, (LI TR 10, T R TS .

1B & R

ARG A T B e I REAT B USOT O . HRIETT IR ABGE AT B S, SR PRt o 1A
R GUABAR AR GUR AT SR 40 A K AU o

)

AR OB BB, IR KT 15 2 30 0.

FHia Z |l

AV ARAE TSR Y (B, A AR L (UPS)) ARF 2. RFVERMIBET T e & 32
PRGN . JE G IRAATVFZ I RRAEIAT, AW A (A5 B K i AR G E T IE A
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p7 3 B R R/ ES T O et o S R b 25232 L ERV/E L8
SR 2 AL THUA 7 1 R IR S5 IR HERE AT R T AT IT
SIE3 KA RS RIE LED; W% LED Ramiesild, Ronis ok,

2 Ef] mmﬂﬂ SwodsSgoste
Power LED 4}]‘
Status LED

PB4 KA RS HFPRES LED; RO e sk 5, R b2 k.

pE R IF RMIT VR BISCS , RETAT AETT 2 LR BIA S i 2 OC H o AE I, HUAR AT A W
J5 LED H5INRSE (5. 5 IR LED 584 R MIZ 1T, 5204k H Hdi

Varlax o | [===]
hREERRRER
LE GRS S LA PR 5 38 o v 2 322 48 TP 97 0 A A At 82 ) o) ELER Y 2 S 85 m] LI i o o 43
VI S PO I S R A T B .
EHE S
A & B OO G E T IR s B

FHia Z |l

R SRR A 5 R, SRS AR AT I (Zhttps://www.cisco.com/go/
firepower-notes)

UK

W A SRR AR AN LR URL.
https.//fmc_ip_address

T2 IAERH A
T3 EEXR.
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A EE L IREUF RTE
JIA VF AT UERR A B O3RN B . AT AR BRI S LR T RV AT IE
* IPSp- 22 A fARAT T — 4L IPS
< BB BEE-E AR Bt
* URL - URL i}

* Cisco Secure & Fifs-Secure Client Advantage. Secure Client Premier 8¢ Secure Client VPN Only
* JIEE® - Diameter. GTP/GPRS. M3UA. SCTP
A ISERHF ] I E TR, 155 1R cisco.com/go/licensingguide

FHiaZ |l
T RREAT A B AR R

WERBGR AT, UE mly R DABCEDRT K o Tl IR B B, T IOV 2 —
A

o ST BRIR PRV RTIR P 2T B a2 (3DES/AES) VPR TEIEER, A REAE I HteThge (CAf
A AR SR D .

UK

SRR EH O REVE Tk G P (K] IV RTIE

2 BB E S R 1 I FLE SR A I, A PR TR I % B A I R B A A TR . (E,
WS T E A QA INVFRTE, S A SRR %5 T/E 23 W L1 Find Products and Solutions % % ¢
Bto % LN VFATE PID:

18: FFIIEE R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Selutions

IR WA PID, 0] LLFFK PID ¥s N 2T #d .

* IPS. SEEKAE BifHA URL Al Uk &
* L-FPR1120T-TMC=

* L-FPR1140T-TMC=
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https://cisco.com/go/licensingguide
https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

ERinie gEshl BE BmmEe |
| B

* L-FPR1150T-TMC=
MK L8 PID 22— ISR AT U, T RAEFES BUT PID X B (52 T -
* L-FPR1120T-TMC-1Y
* L-FPR1120T-TMC-3Y
* L-FPR1120T-TMC-5Y
* L-FPR1140T-TMC-1Y
* L-FPR1140T-TMC-3Y
* L-FPR1140T-TMC-5Y
* L-FPR1150T-TMC-1Y
* L-FPR1150T-TMC-3Y

* L-FPR1150T-TMC-5Y
* Cisco Secure % /' i1 2 [ JRL 2 4% ) i 1T A 17 o

SER2 QORI 15 R GERCPH T B A B O

T S AR R PSR IS . AT ORTEANE S, HS I A B D BC B TR . R
fTRITC, IR ) B BE AR A BRI I B R N S R AR AA EC Y = 1B (Cloud Assistance
for Low-Touch Provisioning). %2/ &%t (System) > i AT 4E (Licenses) > & #Ei4 AT IE (Smart Licenses)
GUTH

[a] & 2 AR A A B 1
A4 IR 2% TP M1k B3 E B A% K M9 480 T 2030 0 380 B
FraaZ 8l
o WCERARAE BUVMYTAE BIARTRC B BRI LU N E B
o BB EAE B IP HbhikER M4, BLA NAT ID
o EEHE A
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| EmEiE g $E BB
mgzhL e [

UK

FE /4 FHApL b, IR E (Devices) > i & EIE (Device Management).
P2 AR RAE S, EEERImgE.

Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unique NAT ID:+
[ natidse

Transfer Packets

BEE LN 2L

o E41 (Host) - B NSZZ NI WS4 (1) 1P Mok sk EWL4 o W RAE BB 18 A A e & R i 48
ET B0 P ik NAT ID, 7] LI B B 2.

i 75 HA SREEH, AN S0 #3007 T NAT 2 5 I, D0 n) DR 3 A B oty g i
ST AE TGS EALIP B RR . AEE, AR RO rhya i P, )4
AR BB 1) TP Huhk s A4
* Display Name - it NZE7E & By th IR IR BUbr B A 1R 44 R o
* Registration Key - i NEAE BV 1A TC E 48 52 IOVE A 5
* 13 (Domain) - WIAAT 2 RS, 1K B g 2 A
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ERinie gEshl BE BmmEe |
L

* 4B (Group) - IR AEAFFHAL, WP H A BOL B4 4o

* I IEFEHI S EE (Access Control Policy) - b HEHIIRSENG . BRIF CeHA & 5miE B R 2 M A
s s, 75 iEFE Create new policy, #&)5 4% Block all traffic. 2 J&#m) LS Stk 5 5 LA
RVFREEL: HS 0 VRN IR RISNE . 25 36 1.

19: New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

o EBEIF AT (Smart Licensing) - B E M D RE A LT #E AT REF Al : Malware (U & FT 54
FEREBAEGA) | Threat (WUERESTHAEHANZBIH) « URL (USRS T S sz it he T2 011
URLII¥E) o jEE: 7ERINREG, Bl LLANERSGE > 1 0] > &5 BE 14 1] 4 7 [ [ H Secure Client
ARV i) VPN R AJ3IE.

* ME— NAT ID (Unique NAT ID) - $& & &4 BUb B E #IaA e & $5 2 1Y NAT 1D,

s BB EIRE (Transfer Packets) - 71k A B A0 AL S 22 A5 BP0 o WTHREAE 3 FH LG 326 20 ) fi
TIPS X, Snort 25, WA 2K S O RS SRS B s KR B A E PO TR . G
A T, R FAE B RIE R R, HRaBiE A k%,

$IE3 il EM (Register), , FFHIIAEM ).

WIREM ST, PR IMBIZR o WRE RIS 2 NSRRGSR g o A A
SR, e A AR

* Ping - Vi i) @B D48 CLL, 2R )5 A H LT 4 ping B B0 TP Hbbik:
ping system ip_address

Wi ping ALy, A show networ k i 446 25 W9 25 e ' W S 7 BT 05 Jgu D o 480 A B TP M
bk, %1% configure network management-data-inter face fiy4 .
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| EmEiE g $E BB

(=1

magrzezn JJj

« VEMPEET . NAT ID AV EE 0 TP Ml - A CRAE PR AN 1% E A TR [R] R 3 8 RT NAT ID
HAEHD o wf LAZEEb B 448 configure manager add i 4% & 1 5 2R NAT ID.

R 2 HERR (S B, 12 W https://cisco.com/go/fime-reg-error.

Vi e
A AT A L TR A 24 S

o PIERFIA L L1 - R A R AS TP Mk SRR IR VT 0 B R T A 1 A
BEE, BT 2O H A o gn 2 4 Xl

* DHCP JIR454% - 1EN i 1 E 20 % 5 A1) DHCP JIRg5 45«
* NAT - fEAMEH% 1 _EAEIHZ 1 PAT.

A1 255 I WA = 0 N R S P

* SSH - {E PR &85 Il 4% 11 LA T SSH.

o T A 1, G e e X R B TP . B, RO E RO A LR S
FEIEAT T SR W, SRR T 1) L bl s sl IR Y () A 1, DA R R 4% ) — AN R
ZANEED, Hrh—S O nf e “FREX 7 (DMZ), #a] LIZE b gcsE nf A 57 il (% 7=, 4
U1 Web filz45 4%

R 248 L AL DHCP M ISP SRECSNI R MU, DI 76 A 1 2 X
LA ] DHCP fE45 1P PR T— B HIBE (sl o JR(ER: CAMBALE T
B

UK

HIE1 %R & (Devices) > & & &8 (Device Management), SR siilily kB4 4miE ( 4 .
FE2 fiEO (Interfaces).
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ERinie gEshl BE BmmEe |
B =s:0

Overview Analysis Policies JsEMEER Objects = AMP  Intelligence Deploy » System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

10.89.5.20 (@ concer |
Cisco Firepower 9000 Series SM-24 Threat Defense
Device  Routing l : ii :: . Inline Sets  DHCP
4, Search by name ,,e“ Sync Device | | @ Add Interfaces =

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical ld<s &
Bl cthemet1y3.1 Sublnterface i 7
Ethernetl/4 diagnostic Physical [El &
Ethernetl/s Physical & Y

$E®3 S EMN TR OGRS (4 .
eI R —#% (General) TR .

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration
Mame: inside Enabled | Management Only

Description:

Mode: None 7
Security Zone: inside_zone ™
MTU: 1500 |2 = L)

QK Cancel

a) HINK Rl 48 N ERINZER (Name).
W, 844k inside.

b) AR (Enabled) EIEHE.

c) KHER (Mode) {*F 4Tt (None).

d) MR£EXIH (Security Zone) FHFIER P IELE— DA PN L A IR, B0 i #E (New) 7
IN—ANBr () 22 A X ko
B, II—A% A indde_zone [FIX I, DAZURREAN 3 A0 B4y 22 A XA/l D 4. B4
LRSI T — AN e g Xk, (Hr AR T2 AN L. 48 nT LUORR I X 4k sl 4 87 i 22 4= ke . 1)
i, AT LUK PR Ay B2 P XS, K SRR Ay B B AN X 3. 4R nT LATC 5 ) 428 i)
FWs, ARVFRE M AL RIINTE, (EAR RV MIMTAE NPT K2 HORMS A S e X g ]
DAZE NAT SR, Pt i 28 S Al QoS Sl Hh A i X etz 11 41 .
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| EmEiE g $E BB
maz0 ||

e) Aiii IPv4 FI/Eg I Pv6 BT .

« IPv4- )\ R4 & rh kB E BB 7S |P (Use Static I P), SR )5 ARMT s k4 1P bk A1~ k4
HEr

Bltm, %N 192.168.1.1/24

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.168.1.1/24 igé:nei.:_J.é.SLe'zss.255.255.-_2s ar

* IPV6 - HIOIRAS HBhALE % B BhBLE (Autoconfiguration) & iEHE.

f) M E (OK).
FEA SLEEATAMNBME O wiE () .
BRI KE R — A% (General) £ K.

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

Name: putside Enabled | | Management Only

Description:

Mode: None Ed

Security Zone: outside_zone it

MTU: 1500 (64 - 5000}

QK Cancel

2 e L BN T 0, DR LR O i s o RS bE . R T BT

FEARBE, AR b 4 B b0 B B . AT AR DA AR L R Bk LA I B S T e 4

(X 5K

a) MERERXIH (Security Zone) NRIFIER LR — MNRA SN X, 2338 s FE (New) &
T—AN BT 1) 2 4 X3
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ERinie gEshl BE BmmEe |
B ==oncemss

B, In—A~4 4 outside_zone [1J1X 15
b) MTEHAE (OK).
PSR TF.

fic 2 DHCP AR 3552
W RS EE P A DHCP M BB AL SR ER TP Hudil, 1% )5 F DHCP 4548

UK

HIB1 k8% (Devices) > iR &E1E (Device Management), R J5 bk & MmeE ( £ .
$I% 2 %% DHCP > DHCP BR %28 (DHCP Server).
$IB3 AR 2E (Server) UL A RN (Add), SRJEHECE LA R LT

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* 0 (Interface) - M\ Mg R IERFL .

« ikt (Address Pool) - DHCP I 45 #sA FH f¢ IP sl (9 vE Il ONRAR B i) o TP bk [ 4
G5k s AT TAHRN 7 L, SRR FE 3 1 H 5 1 1P ik,

* ]2 DHCP BR %28 (Enable DHCP Server) - 75Tk 11 I 3 1] DHCP JIR%5 %% .

T4 fEE (0OK).
FES LR

. & NAT

fic & NAT
B PR NAT R 26 P S8 k6 48 S ARz 11 TP bk b o 11 . 33X 2% NAT FUUER A5 1135 1 HuhE
4 (PAT).
pUE ]

FIE1 E$%8%& (Devices) > NAT, X5 Hili #i5Em% (New Policy) > BiBHBE# NAT (Threat Defense NAT).
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PER2 NHNG A4, LRSS iy, AR il Save.
MNew Policy

Name: interface_PAT

Description:

Targeted Devices
Select devices to which you want to apply this poli
Available Devices

24, Search by name or value |

| Add to Policy |

elected Devices
[==1192.168.0.16

CEIN |

| Save

| | Cancel

S R LA N A B ARy S ATD AR N SRS IR o

FE3 AR MmBN (Add Rule).
Add NAT Rule X EHER R

SR A WO EFEA R LI .

Add NAT Rule
NAT Rule: Auto NAT Rule hd
Type: Cynamic 7

Advanced

Interface Objects il PAT Pool

* NAT #0| (NAT Rule) - EF B 31 NAT #T (Auto NAT Rule).

« A (Type) - EFENZ (Dynamic).

$IE 5 7 Interface Objects Ui, ¥ Available I nterface Objects [X e 1 () 415 X 175 111 5] Destination

Interface Objects [X 4.
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EREE gEh0 BE Bmne |

B e=nar

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| -}, Search by name | e,i‘outside zone ]
u:—.i-‘inside zone
oi‘outside_zone | Add to |
¥ Source J
Add to |
Destination |
QK | | Cancel
- H » N
IR 6 745 (Trandation) T _EAC & DL R kI
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & ched For Doctingeiog Intg

o EEAIE - RN (D) WA IPv4 MRS X 4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X5, PO B3 NAT BUUAERT G kR s
NAT, I HIETiEgm i R 508 XI5,

* ¥ H9IR (Translated Source) - £+ B#r#% 0 | P (Destination Interface IP).

[l Cisco Firepower 1100 \ [ J#5/
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wirmeammezing ]

PIRT PR TF (Save) LA InFLN
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

You t d chang [EES © cancel
[#] Policy Assianments (1)
#8 Fiter by Device ©  AddRue
r ginal Pa N lated \
#  Direction Type Source Dastination original original original Transiated Transiated Transiated opti
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations, Services

¥ NAT Rules Before
¥ Auto NAT Rules
F Dynamic &F any & outside_zone 2 all-ipva & Interface & Dnsifalse 7§

¥ NAT Rules After

HIR8 il NAT Uil EIRTF (Save) LLORAF B

SEVFIE N AABIE R SR

DR AEAE T Y 0 IR B T A B SR R R A U e PR S, U 1) SRS A R LA Se v
PiE R Yoo UR AP AT A DA LA ACTE AP X 38 S A DR o Ay LA X I, 37 55
AN SRV B 303 4 ) 45 X R o

ok
FIE1 LR (Policy) > 7181 5 B (Access Policy) > 7 [a] 5 #& (Access Policy), 4R Bk oy Fessy Jak i

(I Il P B S ms 1) dmdg ) .
HIE2 RN (Add Rule) % & LR S5

Add Rule 7 X
Mazme |inside_toc_outside Enabled Insert |inte Mandatory ot
Action |+ Allow v e N T

m Networks VLAN Tags & Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones €&

Source Zones (1)

Destination Zones (1)
| }, Search by name

au /A inside_zone u ] e i, outside_zone @

Sua/4h Outside_zone

Add to
Source

Add to
Destination

« &R (Name) - A ULELU My 4%, il inside_to_outside.

« JEX 13 (SourceZones) - M\ A] A X 15 (Available Zones) FH ke A ¥ X 5, 4R )5 Sl hnE3E (Add
to Source).

« B#Rr[X18 (Destination Zones) - M\ AJ X 18 (Available Zones) HEFAMEIX KR, AR5 8 didin
Z| B#R (Add to Destination).
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EREE gEh0 BE Bmne |

B =z=samEzn LRE ssH

FoA e B OR P JURE

S iR (Add).
HEUER 28 2 Rules 3.

ices Objects | AMP Intelligence Deploy = @, System Help v

/iy Show Warnings_||_Analyze Hit Counts || [E] save || € cancal

ftd_ac_policy
Enter Descriptio
Prefilter Policy: Default Prefilter Palicy. SSL Policy: None
s I [ poliey s )
[EEE] sccurity IntelligenceHTTP Responses _Logging _ Advanced
Filcer by Device.
Ne... VLAN Tags " n o
1 Ainside side o Alow 23 o LB
=== o

TR R E.

AEEERpEIEZO LA E SSH

AR I (Pl aER D) ER T A E L s ), DA YRR PR A 3% 1 LR T SSH. AT
NG5 Y BB AR AN e S Bl ) SSH M. 2 4 1 EANSCHF SSH.

\)

FR SO FACSH SSH, (HikEEEEAL A I SSH 17 .

EIEE O 5 B A DS B T RCE RS IR N B L. B O SSH 5
FREZ 1Y) SSH AL H P EBFIAMES L 7 7136 o HoAth v B b AT IO B s 1, Ak b e
SSH Ay [ 51125 Fdad 1) SSH Y A8 o K tH G, AN T A % th 370 B & IR CLI
L

STEHED, EECE SSH Vil 413, %25 # Cisco Secure Firewall Threat Defense fir& 22 H ¥
configure ssh-access-list 4. ZACEF A, 12 configure network static-routes fiv 4. BLik
TEULR, FEVIAG VB I B O B

B SSH, MSHASTEEL A VF AL IP HubE A7 B0 . 48 KT 3 A 20 il B SSHL.
165 HURE SSH 2 vl Py [l B2 10 Qi SR SSH LML T-Ahz 1 b, T B4 ) e 1 ke 4 B 2

\}

R PSS =R SSH &Sk CLI kA Wn, Wfrax# b SSH %2,

FFi6 Z A

* ] LM configureuser add fiv 4. BRIAEUL T, A —MELEWIAA T E W) 0 HC B % A5 1) admin
e @A BB AR 6 IE T ICE MR BB IEIE, (£ LDAP 5 RADIUS LRCEAMEH

[l Cisco Firepower 1100 \ [ J#5/
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| EmEiE g $E BB

werz ]

o BT BUE OAVF S B 07 SSH ISR M EHLE M 2% 250 B o S5 mT LIFE IR R AR I 42, (5
D SR AR R R A AR R — AL 1P Hhudik, TR ORI R PR A D Ar A IERERT R > W REIR L
e E X 5

\}

AR ORI RS any MZExT 5. &8 any-ipv4 B any-ipv6.

i

RGERE ®& > FA&E , O gmi B 5ms.,
PUTEE oo =g (8
FRULARVF SSH JERZ 1 H: R TP bk,

A P P AT DAPR AR L84 LR 132 SSHUIERE, LU SRV It ST IR SRR 1) B )7 i 1) TP Stk S85mT LA
A5 FH A 2% i BT AN 2 PR TP ik

a) RN LA IR U, B i A g LA U .
b)  C E U Je k-

* |P 3etiE- T hRiR SR VF i 57 HTTPS BEREIK EHLE S I 200 B s o R R8Ik +%
—AG, BEE R T IR S S

© RERXE - PINESR AR VFIET SSH ERL L LM DX 0 T AEX I e, mT LA
FE “ Pk X FIFR NI T BPEAZ DA, )5 iR, SO B RS prik ik
H RIS, A 2o R LSS ] T4 84

c) MiitE.
HEHRTF (Save).
BEEF, AT LLRE R ERE > ERE K SRR BT A L e f o ESE IR 5, WA 2ERL

R G L A B U B A AR T, S I TAT S SN AR B R AR

UK

Bty EJ7MERE (Deploy).
& 20: tR 2

l oeploy J O € 12 @ adminv il

i
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MERE

FIR2 i £EFERE (Deploy All) LLHBE 2T ¥, Bl &40 ERE (Advanced Deploy) LLEEE FIEH (1)

L
W
21: £ EEE
Q Advanced Deploy JEESEYR
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment ot}
node1 I Ready for Deployment [=2)
node2 I Ready for Deployment £
© 5 devices are available for deployment iz
2: S REE
1 device selected
[ @ Search using device name, user name, type, group or status I Dopioytine: Estimar
"] Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

TR 3 MORIE ). A T ERE (Deploy) HEHLA K E AR T LA TR

B 23: BBEIRTS
es Objects Integration Deploy Q w& @ adminv Ml cecuRE
Deployments Upgrades @ Health O Tasks .:) Show Notifications

P
0 running 5 success 0 warnings 0 failures | O, Filter
@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s
9 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

[l Cisco Firepower 1100 \ [ J#5/



| EmEiE g $E BB
rie) s FnFxos e [l

18] E ARG 1E #0 FXOS CLI
{247 A0 (CLD) Al %CE RS0 DL ST RGEHTIEA I M HEBR . okl CLI 21 & 5
T LA $ 24 6 i 1 LAV R) CLI.
AT LA ) FXOS CLI LAE 47 s HE R

)

AR T LUE SSH RS BB YA A B O, SIS, SSH 2R BRI Bk
B4 CLI, itk nl ] connect fxos iy 4442 5] FXOS CLI. W%k SSH ERAT TP AN Bm 510,
R Ja T CUER R O ik, BOATS DL N, 25 SSH &l #% Ui in) o MEFE P A 44 il 5 3 111 (1)
i CERIMEH FXOS CLD

UK

FIB G CLL R B SN LR B G 0n 1 o AR R G IR R 40 22 1) USB HR AT IR FE
J¥ (iiZ:[5 Firepower 1100 FEfF 45 R ). 255 5 3 1 ERIA A FXOS CLI. I BA R $3 4T -

* 9600 JFH

* 8 ANEAL

* AR

© 1AMELILAL
TOERFI FXOS CLL. Al admin ] 4 FIAJGA BCE N BB %S (BRAE N Admin123) ¥ CLL
w5

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

IR 2 Vi) @B CLI.
connect ftd

i

firepower# connect ftd
>

GxJE, W TR CLI ] i & A S B, iR hep 82, A RAMH{E R, 12 Cisco Secure
Firewall Threat Defense iy 2% ,

$123 SR ST EIFTD CLI, %A exit 5 logout fir4> .
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ERinie gEshl BE BmmEe |
B isseroroemsEms

ey &K B FH 5 17 2 FXOS CLI #278. 4 9% FXOS CLI Ha] iy & A AE B, IEHIA 2.

TP

> exit
firepower#

HERR BRI O LSRR E
B

A T B VAT A B RO AN AE ] L A B VI, A0V A A B 0y o S B A
(R M 2t B, DL I . W RAERS UM A A5 21 A B rpOs JiE SR B 2R O
B2, s EBEERD R ORI NS BCE R BRI S, WA RSy T B

A R R] S B A R e B 5 R T

EEEEERRTS
FE AL T, 1R IR & > REEE > I8& > B8 > FMC I EEAIER > S i Bk
A HERRE

1E BB CLL, %\ sftunnel-status-brief iy 4 L& 8 BLERRIR A o 7834 0] LU
sftunnel-status £ & 5 5E 215 B .

WS LU N RRPLERR R sl BoA Bos “ERE “ER, WA R LBkE R

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

WS LR T S IER A H s ], L R 7O SR TE A B B -

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

EE BB MEER
75 BB CLL b, A& BRAT A B rhCy U i) B 2 1 I 28 e
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spspen rnemssgs

show networ k

> show network
===============| System Information ]===============

Hostname : 5516X-4
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6 Default route

Gateway : data-interfaces

[ brl ]

State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— [ IPV4 J-—————————————————————
Configuration : Manual
Address : 10.99.10.4
Netmask : 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 J-——————————————————————
Configuration : Disabled

=============== Proxy Information ]

State : Disabled

Authentication : Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces : GigabitEthernetl/1
===============[ GigabitEthernetl/l ]===============
State : Enabled

Link : Up

Name : outside

MTU : 1500

MAC Address : 28:0F:7F:D3:CB:8F
—————————————————————— [ IPv4 ] —————
Configuration : Manual

Address : 10.89.5.29

Netmask : 255.255.255.192

Gateway : 10.89.5.1
—————————————————————— [ IPV6 ]-———————— = ————
Configuration : Disabled

WEE EEAOEM BAREE

75 BB CLL Hh, A A B DR e il. R, Mir s Bonis BUE R 24
ﬁILJ‘ %%&O

show managers

> show managers

Type : Manager
Host : 10.89.5.35
Registration : Completed
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Ping the B 38 dly

ERinie gEshl BE BmmEe |

18 BB CLI b, AE I BLE fir 4 AR FO0F 45 B0y 04T ping #24F -
ping fmc_ip

5 EPBITAE CLI b, AR BAE fiy4 AV BILEE PO 7 B L AT ping #4842 1 NOE L H A
i oh B E e -

ping system fmc _ip

IR BRI REME D ERMEREE

76 A CLI b, 3R A E A E 1T (nlp _int tap) LS4, DAIEE LT RIE T & BEE
(op

capture % #x interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

WEAEBEORT, FiHEBNIERITE

75 BT CLI b, A FEAT XN D nlp_int_tap (115 5.

show inter ace detail

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, O overrun,
pause input, 0 resume input

L2 decode drops

packets output,

pause output,
output errors,
late collisions,

0 ignored, 0 abort

370 bytes, 0 underruns
0 resume output
0 collisions,

0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware
output queue (blocks free curr/low): hardware
Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes
5 packets output, 300 bytes
37 packets dropped

1 minute

0 interface resets

O O O O Ul o o o

(0/0)
(0/0)

minute
minute
minute
minute
5 minute

[Ca RN ORI i

input rate 0 pkts/sec,
output rate 0 pkts/sec,
drop rate, 0 pkts/sec
input rate 0 pkts/sec,
output rate 0 pkts/sec,
drop rate, 0 pkts/sec

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

Control Point Interface States:
Interface number is 14
Interface config status is active
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Interface state is active

R EF0 NAT

76 BB CLI R i 275 O INERAS | (S *), LAKASFIR:I (nlp_int tap) /& 5 A7EAE N
NAT Fl.

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipv6 intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0

HittigE

S LR i 4 IS A APE T Hofh e . I8 T DULE B HrPD (1) 1R & > IREEIE > ]
% > 518 > FMC i [ 4{E 8 > CLI i T FF R £ ixetd 4,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client
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> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

# DDNS EH 2 ERIN

7E BB CLI 1, £ A DDNS 2 5 Al ) :
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

I SR EHT R, 1481 debug http A1 debug sl fir4>o X TAEPBIGIERM, TER A2 CAEB S
E AR

show crypto ca certificates trustpoint_name
LRI A DDNS #:4E, 5HATCL T #RAE:

show ddns update interface fmc_1jjin)_ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225

wE EEh0 BEXH

15215 https://cisco.com/go/fme-reg-error.

R BIEAO B EEN ERECE

UK BB A L R B ] T A R L, DR BB R SN I S AR IO B S S T
LICRE Bl i b AORC B R 2 EOGRB I RCE, DMEW A BIE . RJa, 0T DU A B rhol
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| EmEiE g $E BB
me gL mFssnazRE ]

PR B, DME R AR E i . M s B, bl DU RRThAE: B AN
PR T B s HE BRI O

TS LU HEN :

o U LLRTHIERE vl LLAE Uit B ASH BRI, #0322 003 BT 45 5 FR) 3 28

o o ] Pk B AR ES SE AN SCREIRIAR

o [A17E R 2sim s n] DL A B0 R B IR . B0, [RNEAS S RS S 5 A B VR DG AT
fTAHB RO, 8 LRSS UM 1 CLI Fh kAT L & . v, W R AE Bk B0y 8 S AT
F configurenetwor k management-data-interface fir 4 5 0t T #dli 2 WS, ARG T [BR oy
A, WX SR B ASIRE ; EATEBIRRR 2 LGB R L BE .

* UCAPL/CC #ix0 ek RNE .

o TCVRIRIR b UGB IR BT AT A SCEP AIE 15858

s FERRRIARE, EEEES, B Y ariL E S EE R .

FHia Z |l
TR SR~ DB 48

UK

I E B CLL 1, [MRRRZ ATIACE .
configure policy rollback
VRS, P B sl an A B Sl R . 78 BRI, B R s AR,
Ui R .
WER IR K, 82 7 https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/
215258-troubleshooting-firepower-threat-defense.html DA T fif 45 UL (15035 ) . 7ESELEr5 00T, kA &
Frpey U7 AR 5 RI7R AT RE 2 ARG AR RS OL T, AT LU ok A B b0 PO ), TR N R
L T
il

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.
Policy rollback was successful on the FTD.

Configuration has been reverted back to transaction id:

Following is the rollback summary:
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ERinie gEshl BE BmmEe |
B oemsmse xapiosen

P2 kA R A DA T

2L, 7R IRE > IREEE > I8& > B2 > FMCiFEEMRER > EHERE i LA A

1E BB CLI, i sftunnel-status-brief iy 4 UL & & BLIE BRI A

IR TP R T 10 AP LA b, N HERRIE RS . 15 S [ HE SR B 1 A R
, H576 T

ins

/A EEA0 XEM A IERIR
TR RS T (U Ra e F P e 2 SECCAE R THUR, Hricte, 40
LR AR BT, S R U8 36 KPS B
P DL BB TEAH R4

UK

TR G E > REEE.

T2 R B AL, PgmEERR @ ).

PR3 Hiliig & (Device) LTI

TR A i R IR B RS ().

SRS IR, SRR B

FIR6 WIRE S MK TR G, W AER KEE G B B R SR B E BILL R R:

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
MR G IR, HERRY 3 e IR RE L.
WIRT IR T LA P FLYE T OC 6 06 IR T RS Sk LA B 7 AT T ALAR 1S HL I

BIRAEPCE BB, S RS TSR AR SR . USR]} Firepower SCRY
ARATH FEhLrER, 1520 (Firepower & HHLOTCE IR ) -
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4.
T xZEERE ZE BB

AREXHEE L ?
BEAEIAA T ERE RGN LS, IESRWPHEE RGNS BSE G, 10, AEE
FHT B B 18 A v £ 1A .
AR AU HIET Web (IR & R E R T, 5EHC B BE MPIHE ERNTE .
A B HRAE ] DATC B /N X 2 S5 5 FH AR IR S AR T RE o b i B N B G — B 8L & e a8 1 25 1 ¢
T, EIXF LR, EFRAEH SR L & &SRR T2 WS B B R M 44,
KFBh NI
] LLEAT BB A ASA 3R 75 JBUM B H AT ASA 2 18] U 4 5 BN 1he 24 JEA T Bk
1% RS TFEAR T YA7 23R, SR FE g . 15 FoH g BB ASA 5§ Firepower
JB U 5 A £
7 Kk 5 251817 WEFR M Secure Firewall eXtensible ££1F R4t (FXOS) [M)E)ZE1E RS B KREA S Fr
FXOS Cisco Secure Firewall LA A - TaBEHERR H 1, SCZRFZIRM CLI. A %1415 &,
W2 W & T HL 4% Firepower I (1) Firepower 1000/2100 I Cisco Secure Firewall 3100 [ 85}
FXOS # b SR TR F o
FRRAUEE AR AR - B KA EER B SN AN S 005 5o (H2, AT DAZERCE R AN A B 015 8.
B ;44 FEIXME O T, B AEPAT L B0 SNMP i i) e & 25 B .

o Ui B|u R, 5 84 T

o A M ERNEOARCE , 55 85 1L

o EREWAGCHELE, 287 L

o FITFB KLY , 26 88 1L

o (AR KR I LB , 5 89 T

o (W[IE) 7 CLI MU B I 4 i ., 56 91 1L

o TR ALY, 93 L

o SEIRAIGRICE , 55 93 T

o BUEVFAT, 2595 0T

o W AE ISR R K, 2 101 1L

* Uiln) JE B AE 1 FXOS CLI, 27 104 7T

o R KR . 55 106 TT

[»|
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o o\ Poaaoy
( (3 )cable the (4 )Power on the

=
Pre- (1 install the 2 )Review the S =
Configuration firewall network and firewall firewall
—p default — —
configuration
v
CLI 5 ) (optional) 6 ) (optional)
Install a new Change Mgmt
software —» Network
version Settings at the
CLI
|
/_H\.I A P N
Device \/_/Log into the '@__ ) Complete the [\‘.I__‘_I/'Fiegister the Q_%-'Conﬂgure the
Manager device initial firewall with firewall in the
manager —p configuration the Smart —p device
Software manager
Manager
A
(a) .+
Cisco \5_3 ') (Optional)
Commerce Obtain feature
Workspace licenses
Smart (10) Generate a
Software license token
Manager
(| BCERTES TAE | GBS R R
AN
()| BCERTHES TAE | AR M HE RN E . 2 85 1.
b
(3| FCERTHERS TAE | g, 5 87 L.
b
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| £/ &&EEEE BE M

samensnnileEs [

\4/ BCE S LA [ FTTTR K, 26 88 UL,

5 | CLI CHIE) R B AT I L ROBT A, 5 89 Wi

6 | CLI (AIE) #E CLI F i Vs PRI 28 BB, 45 91 L
\7/ B B oA A, 593 Tl
8\ A LA SERATIRICE , 5 93 L,

(9) Cisco Commerce CRATEE) MEEVFRT, 25 95 . IRENThRSVFrTiE,

Workspace

| RERERFE A | BCEVFAT 5 95 L. AR RPN M

0
(17)| BB RUELVFID 5595 5: T REVE T IRSS R B
(12)| B s 1 VA BRI R A L 5 101 T

EEMFZIZNEOANLE

sy
o
T
A1
P
ffe.

\}

UM BE 1/1 45 110 BN 02 P 0oy PR 0 2L U B il L AT R L2 — Rl A A 2
BEE MR AL L

BOR THEREH]I T P . G ARG A 1 PG 12 30 P BT T 7 14 45 5 DSLL 3 1 A 4 45 »
SR VAR VR T 2 B T RS, DA B BI04 465 1 1A 0 10 45K AT P A7 B b R NAT . 2
LA A L PPPOE LU EZ RIS ¥ ISP, 1f DAYE #4057 HRAS 58 OWI 4 B f5 AT b 4

iR

T AR TCFAE P BRI BEIP Huhk (i, #RA0E FE M8 AN G055 DHCP R4S 28) , nl LR BG4
Uit 1 HFAE CLI P HUTHIIG WS, EREWCE 5 HE 1P Hhhb . o SR e A X 2% 15 '
TN G T N R TP bk, BT RAAE AR RS R SR VIR W B S AT IR E . B, AERU TR
BUF, O RETE B O R TP ik
o (7.0 HERAD NEBIP Hulkh 192.168.95.1. (6.7 W BURA) EEIP Hihk ok 192.168.1.1.
G AN T 22K 192.168.1.0 M 4Z% GX 2 — @B ERA M) LR TP Mk, DHCP #L A %
R AR AT 1P bk, B i) 8 JL DR 1 BB A 7E ] — P 2% EANRERT A
Belo ZERXMIEDLT, A2k W3 TP Mokl 50 S 28 2% |

o WSRO EU B AR SN BB AR S b, EERE A TP il BE R R 4%
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R & EIRE HE BB |
|

TR TAEAEATERABC B ) B2 A5 BEAs 1K JUB BT BRI Y 25 55
24: W R MR ERE

( Outside

outside

Ethernet 11

DHCP and IPv6 autoconfig
from outside nw

petoncs BLCAM management o |-|
Management 1/1 Management
DHCP from

(Optional)
management nw

Management
Computer

inside (
Ethernet 1/2
192.168.95.1

Management Computer
DHCP from inside ifc: 192.168.95.x

)

AR 6.7 RIS, LUK 172 P9 1P Mkl 192.168.1.1.
X 6.5 M FIRA, B 1/1 BRIA IP Mkl 192.168.45.45,

EABCE
TENIRCE S, By SRR B AR LT A 2%
* MEB - LUK 172, 1P Ml (7.0 A E mihiA) 192.168.95.1; (7.0 ZRIIRAS) 192.168.1.1,
* SMER - LK 1/1, 1P Huhil>k 1 IPv4 DHCP Al IPve HZ)ACE
o ER—SINER i
< B - 11 GEED
© (6.6 LH A TP Hihlok F DHCP
© (6.5 M RERAD TP Ml 192.168.45.45
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ER O U HOORAR TR O R R L, TR ARV R
FERHT . WRRE S5 AN L G2l ) . 2 We R R
0, AR T HARRM R SRR (RS RIK QW%) , ol syslog
8 SNMP. M AEHIZEE . ARIFEAFEE, iHZ0 (Cisco Secure
Firewall & & & HASCEIERI)

* EIBA DNS R 5585 - OpenDNS: (IPv4) 208.67.222.222, 208.67.220.220; (IPv6) 2620:119:35::35
AR B B R R RS . RGMAME] I DHCP 3RA¥) DNS JIi 554«

* NTP- JUB}NTP e 4545 0.sourcefire.pool.ntp.org. 1.sourcefire.pool.ntp.org. 2.sourcefire.pool.ntp.org
BUISAE R B R R TP R E B IR S5 2

« BN H
o BE1EO - )\SMNH DHCP 3R, sRAE e B R Fa e i ¢ TP Mkl

« EIBIEO - (6.6 A ERA) WEH DHCP 3K H. WA BRI, BRI e AR
o R . (6.5 ERRRAD) RS b IF i A s 1

TR, RO TR BT, LR AR o ) EC R Y e SR IBOA RT R A T
. EVERE, HAVEAEEE DR R A RRE T AN, B AN FR 4 A 4 3
N H B LR

* DHCP BR5588 - fENIBE R (PR 6.5 RITEARARAS) A BER: 11 LA H

 RFEIEEE FE) - A EURN D B ARV AT L.

* NAT- £ 111 PAT H T DS 2048 9 &

( Outside
(Alternative) Management 1/1 ____Ethernet 11
management, DHCP from mgmt nw outside, DHCP and IPv6 autoconfig from outside nw

L.;

- i N o
(Optional) Console ports % % %
Ethernet 1/2

inside, 192.168.95.1

Management Computer
DHCP from inside ifc: 192.168.95.x Other Data Networks
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R & EIRE HE BB |
| BTy
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AR ONT 6.7 LERFRA, DIUKM 1/2 EE 1P kb 192.168.1.1.
ST 6.5 REFRRA, 4 1/1 BN 1P Huhlk A 192.168.45.45,

FERRE 1/1 BLLLOK M 1/2 A5 BE Firepower 1100, BRIAAC BB 20K LUK 1/1 Bt B A 0 .

i

T RN TESME R
PR 2 BB ENEE R DL T

o LUK 172 - B8 () BV ML E B0 8 22 LUK 172 DL THIGAIC R, Bk LUK 172 42
WEBILE . LUK 1/2 HATERIA TP Hidk (192.168.95.1), Ffi&4T DHCP R4 25 LA 45 7 i (AL
BN PRALIP Huhl, DA CRIX S B RS SATTELE M B E S G S ER
IBLE , 286 1) o
B/ GhRid o MGMT) - B H 1/1 B LR R B2, JRf O B VT ST /5 3 Y 4%

b BEE AT LA B S%. ER 1/1 8 0O BRI 2% LK) DHCP 55 53K HC TP Mk iR
FUEE T, L2500 i€ S BC s BOYMOT AR (¥ TP Mk, DAEE ) DU B SN L 3 3 1P bl

S B /1 TP M AR SO ML A5 TP Mk, AT B SN BB
AU, WS () A CLL T EEGE A R 4 91 .

AAS S A 1 e BEAY BEIU AU s 152 (Cisco Secure Firewall 13 £ 5 P45 i &
D

HIB 3 KAMBMGIER LKW 1/1 #10 (brid 4 WAN) .
HIAE R, ] IPva DHCP A1 1Pv6 H B0 C B 3R IP Huhik, (0 n] DAEERT ARG B 3 0] ik B H S it

PR A R AL M ESOE R R R .

FIFFBG KIS R

ARG A e e I REAT B ISOT O . FRIETT IR AHGE R XRIB S, SCFp PRt oG 1)
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| e -
Power LED;T

Status LED

SR A W ABKTTIAIRE LED; A2 ORE i )n, ROl imgizm.

pE i R IFRMIT VR BISCHS, REUAT RETT 2 LI PI A S i 2 OC H o AERCIIR),  HUAR AT 0 v
J5 LED H5INHREE (5. 5 IR LED 584 R MIZ 1T, 5204k H Hdi

(AMIE) MERHH = R=MMRA

LA AT IAF AL ZEIN LA R A, WEATEL DB B T B AE L Bl K 3 iy 2%
HARRA . 8, W nT IR s Fs T a AT T (BT (RETICED W RE 22 L i e e
TR A (I ]

HMZITI T ARRA?

BRSO AT A NI F I RRA 5 55 ks 42 (5 5 11 Gold Star fRAS . &I 0] KL%
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178 .html * fiTid i) &
N B, SEA SRR IS 5 CES U6 « KIHRAS S CRHKIN 8] 1R 4E A
FANTD BEAMC IR A S S (AR e AR RN T, T BUM AR .

=i

PR EEF| CLL, HXVEAME R, ESHV i BP0 A1 FXOS CLI, £ 104 1l. MR o4 FH 4 6)
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R & EIRE HE BB |
B o vesssrzerns

ROERLF FXOS CLL. 55— XA KN, RGPl BeE . a1 SSH ) Jgubbi 1
?@E%O

pE s IR O (AREAKEE, WAL ZPAT ) DU s i BN BOAME. 7R )
HEBFPHEL, HS0 FXOS #kEHEREH -

-

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...1]

Hello admin. You must change your password.
Enter new password: ***kxkki*

Confirm new password: **kkkxkkx

Your password was updated successfully.

[...]

firepower#

$IB2 7F FXOS CLI 1, BIRIEFEIEATIRRA .
scope ssa

show app-instance

i

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.2.0.65 7.2.0.65
Not Applicable

PR3 WIRZZHGHIAS, IHRATIXLP IR
a) WURZEONE PR DBRCE RS 1P Huhl, W20 (AT /& CLI " U B 28 B, 26 91 It
BROATFOL T, BB 4] DHCP.

o T A B IR ) £ R 55 OB (AR
b) AT (FXOS #ibaflbrenr) oA E PR IEF .
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https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_n5q_3v1_hbb

| £/ &&EEEE BE M

() weunEnernscs [

(AIik) 7£ CLl P E N EEMRIRE

WSAE T BN E BEIP Mok, v DL $e 23t & o D JEAE CLI R ATHIGR W &, isw E i i
IP Huhb, PSCHIHABFEA W 2% 15 B . 8 R B BB s, M JCyARCE i alsh iz 0, ffE
AJE GUI H AL E e,

)

ER BRARERRICE, WNJGEES CLIBCEMA (it il SR g0 o (A2, WTRUETE CLI

4 H configure network iy 2 58 T A7 IX 24152 H . 152 Cisco Secure Firewall Threat Defense iy 4>
Z%,

UK

ERR) g EH S 0. ARG S, ES YT EOWr i 1 FXOS CLI, 25 104 T,
1# FH H F 42 admin FIERIA 2R Adminl23 &3¢,

K IEF 3] FXOS CLI. & — YNNG KN, RSP EHEBCE ., L2 T SSH I Jgii 5
iR

pE s INRE O (HREANEE, W U BT W (580 o6 LUK S5 i BN BROAEL. A7 R EDHT
BRAEREFIIAE B, 120 FXOS Wb ER TR
IR

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkix

Confirm new password: **kkkxkk*

Your password was updated successfully.

[...1]

firepower#

ERER BU i #E CLI.
connect ftd
w5l

firepower# connect ftd
>
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B o zcssngensgs

P UK BT, RGaoREER CREMN VRN (EULA) . AR5, RG0K SR CLI

-\[«&

EA

ERIMEL B AR A BB 2 R AE A 5 P e BHRZ Z AT AN I{E, 4% Enter B,
THZ A LU E .

 EINEIRIZOA IPv4 BOIARI K - WS & T30 1P Huhil, D] DU NI DG % rh 2 10 SR 3 O
ol IP Hihl. data-interfaces K Il ol TR KIS s B Bl e, DOR thBis 8z 1. i Ay
AT LA i) FEE D (B B %, DU R A T o IR AR O e T U ) T
WA (25 T IE Y AU RN B P2 5 T . o SR 44k ] datainterfaces,  fE T 4234 42 318 LM 25 A5 0
P47 AT DL B2 11 B4 ] SR B (B SSHD fHJE, BENPAE 2 W 4% ol - Lk T s A A B,
I %48 F configure network static-routes fir &8 NEfA M o =, B D L&A
A S HAZ I BN . WRTH DHCP, W RSl H DHCP $#2 4t 3¢, Wi DHCP A
PROLRIOC, A EE 4 O A R v

MRS E B EBO BEEHEE - R UL SSHIEREIIIA P ML, (H/EhIs de e
W T IPHOE, WURITIFIER . (5 P ML AT AT IE R . B B E B AR
ERMERIEE? - AR (ves) LM BAHINA . AT (n0) 4RI S AN B ok
ORI LINe S & M

TP

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[..

-]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.2207]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

IR A BT B IP Mkl g SR B i A .
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ML Varlax = =]
ERFE IR
GRS LA B B A

FFaZ B
* {§ ] Firefox. Chrome. Safari. Edge &Y Internet Explorer f) 4RI RA

UK

T WA TR LT URL.
o (7.0 T SRRCAS) 9 CBAKIM 1/2) —https://192.168.95.1.
o (6.7 FIEESRCA) P (LK 1/2) —https://192.168.1.1,

o (6.6 M EAS) &3 - https://management_ip. P2 1J2 DHCP % /i, A TP Mk Bk
&) DHCP JIR454% . U RAE CLI BB B T 31 1P ik, Uitk

o (6.5 FIHARARA) B - https://192.168.45.45, HIRLAE CLI L8 P s o T4 2 1P Muhik, D% A
k.

HIR2 4 admin FIERIA %S Adminl23 &5t

T—5#tta
O BT SR FIEAT: BRI 5 93 L.

e Y2 o
SERRAVIERLE
VOB W % B LA S IR B B R, TE I BEE R .
TAEFEN B T T A I A TR
« 4N (Ethernetl/1) FIPNF##%1 (Ethernetl/2) .

SERMCBCE AT, B NAZ e IEH

o PR RI AN 1) 2 A X 4
o (AT T B2 AR AL = i U ) B
o L0 NAT BN, FH T B P 2 AR e e B AR bz O TP btk b il o —ii 11

« ZEW IR FIZ4T ) DHCP k45 2% .
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AR WIREPATT TR 7E CLI PSS B AR BeE . 5 91 TURRRE, MXEALS5 iz —
258 R B admin A DL BC B AR PR 1

i

SN AL LR E RS <R PV PN I 0 S R
PR HOKIEE IR, A Rk,
SR S LR LB BA FIEI0, 85 il R—25.

S HiiT—%)E, BRRERHERRA D O 2 KR “outside” , JFRINE
“outside_zone” EAX . VEMMIRIE W E TG IR

a) SNEBHED] - MV HE B S5 B 28 MO SCHE I 1 o IR REA RTINS R A LA B 1,
S LR IRA I A

BLE |Pv4 - Zh R 16 TPv4 Hudik. mT LU DHCP, el DLFahim AN EAS IP sl 7~ W AR Al
RIS, AN, AT LIS, ANCE IPv4 Hihik.  BTC3AE P 1) 0% PPPoE. 1S4 1%
3 DSL. F i i 2% 5 ISP [ HoAhiZE 2, I H ISP Al ] PPPoE SKARMEL IP Hudil, WIW]fEFs
B H] PPPoE. & 1] LAYE 58 1n) 3 J5 L & PPPoE.

BLE | pv6 - #hER4E L1 Tpve itk v] LLAE A DHCP, thn] LTS A4 1P thhik . RTZOR1 R X
Ak, MATLLIERESE, AECE IPve Hill.

b) EIEEQO

DNSBRS 25 - REE FEHLIE ) DNS IR %525 . %ii A\ DNS JR45 8516 — ek 2 Aok DUBT 2 FR . 2R
A OpenDNS A4k DNS k4545 o i R A g -7 BOTF AR BT BRI, 15 riTh £ OpenDNS
(Use OpenDNS) LA HI Gk 1) 1P Huhik 2N 7B o

B AIEEHLS - REOE FLHLAE I 1B -
$W3 WERANIRE, K5 T —5.
2) X - RGN

b) NTP BB ARSS 88 - £ H BRIA NTP IR4528, 82 Tah A\ NTP IR4s 2 ibhl. nf LA InZ 4
45 a8 KA o

FEA (AL ARG E R REVE AT
WS D BT A e 2 ox A BB BE AV R . AR AT VF TR R S AT a1 o

HABATRREVFRIIEIK ™, A REIRIBUNI N AT R Ge it ZEVFATIE . Bed),  mT LU HT DA 3 90 R VP4l 4
FAIE, BUS BB RV

BRI e, T ARG SR R A B AR S, RS IECE VR, B 95 UL,
BEFHVEAS VAR, %8¢ Start 90 day evaluation period without registration.
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BCE TR

raiT [

T—% it a
o JUE T ARSI PP VR AT IE, (EIATE NI S % E S ICEVE, 2595

=

o BT DUERAE T BERE S BB et IS IAE BT B PG BT K, 5 101 0T

JB S A A P BEBRAEVR AT, XA A 4 R LA PP ) SN B/ R IEE

FENIHLAGIS, B RERIH T BSOS AR BEARAH Y BRI (R AR AUA IDAE o EIE A HLAE 7
Pic 21 NV ) R AU ) o

A SERHF Al I E TEANMEL , 157711 cisco.com/go/licensingguide

Hetihi VFRTE S HEN S AEN . B REVF T A S B IEGAE A MR I SR 7 i D Rg o I f 1) Y RE
ERLEREAT TVEM, BRI SZEIF R I VERTAE,  IFAE USSR IR XA R RE % B AN A 2
RE, IS b TR VT B L BB IR o 12 LU R VR AT E

* | PSHp- 22 5 R AN~ —A4X IPS
o SEEWRY BHE-E = AT B

* URL - URL i1 &

>

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2 Secure Client VPN Only

FHIEZ Al
< P R BRI LA K
WARBEEATI S A R LR BRI . R R B, T DU LR
AR

o SIS RRIRAEVRRTIR PTG iR N 2% (3DES/AES) VP TR EESK, A REAEFH HLeTfe (CAf
M AR SR D .

i
O R RV R 0K 05 1P VT
45 IR SRR I LI TR, SOV T V% L BB B 00 B PV TR P« L,

WS T SR I RTE, Wi Cisco Commerce Workspace [ Find Products and Solutions
R TB MR NVFAIE PID:
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R & EIRE HE BB |
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25: PRI &R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

iR WA S PID, 0] LLF-34s PID Vs 21T Hrh
* IPS. SEEAAT BEAT URL YRR R 5

* L-FPR1120T-TMC=

* L-FPR1140T-TMC=

* L-FPR1150T-TMC=

MK IR PID 2 — BN AT B, n BUESE 5 LUK PID 2 — X1 1T H -

* L-FPR1120T-TMC-1Y
* L-FPR1120T-TMC-3Y
* L-FPR1120T-TMC-5Y
* L-FPR1140T-TMC-1Y
* L-FPR1140T-TMC-3Y
* L-FPR1140T-TMC-5Y
* L-FPR1150T-TMC-1Y
* L-FPR1150T-TMC-3Y

* L-FPR1150T-TMC-5Y
* Cisco Secure 7% /' Uii-15 2 1 B2 4% i 1] WA FE 7

PR 2 E RRRERAE BEAS vh, O BN L B A NN 3 1) R FUADK P 37 SR I A2 I 04 R
a) siili Inventory.

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) 7t General &K I, i New Token.
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General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWUIMzY 1MZEZJNmOS00MjF.. B 2018-Jul-06 14:20:13 (in 354 days) FTD-5506
¢) 1t Create Registration Token XfiFHEH, A LL N E, #R)5 rith Create Token:

Create Registration Token .
This dialog will generate the token required to register your product instances with your Smart Account

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description
* Expire After - JURHEBGZIN 8] 4 30 K.

s EERARSEIMBESRERIFSHIEFIBTIEE (Allow export-controlled functionaility on
the productsregistered with thistoken — 75 T 7E 1) [ /0K e VEREAT 300 % 11 O~ 5
S A ErR S WERFTHAEFH sbhRE, WIZ R ERZIE . QRS 5 a FH b gg,
T B R i P A R e R R N R . AR B BT, bR AN
SRR T AE

RYCH MR INEIE R 701

d) e FRAT O R 3 Sk AR T AT T Token SFEAE, T RAMHURE4h 1D SRSB4 2%
B BRI, TS L SRR, DAAE AR i A
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General Licenses Product Instances Event Log

Virtual Account
Deseription:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJMSZ]IhYTItZGOAOSGOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions ~
. Py
B 27: S|4
Token 9 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

PR3 7 WAEES T, At R&, R BEIFRNE M, Sl EEERE.
BB RIS R RNE LI .
$I% 4 i Register Device.

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

6 9 9 O REGISTER DEVICE
days left.

IRV, IR REVF R ARG T AE AR 50 R D05 4 bt -

[l Cisco Firepower 1100 \ [ J#5/
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Smart License Registration

Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Nzly%0A0Dg5Mzh8SUQ5VmS mN

JLQ2FFeGhEWmMIW%:0AWCOWTTO%3 D‘;&OA P

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v
.j_b ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

$IE 5 i Register Device.
TR [P B BEF RIE TR . ARV, B BILU TR

>

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

FEVC A M IR TG, B BT A

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

PIR6 M2, sidifE NV IR B AR

Cisco Firepower 1100 \i 1457 [
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‘SUBSCRIPTION LICENSES INCLUDED

IPS ENABLE

This License allows you to perform intrusion detection and prevention and file control. You
must have this license ta apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: T Intrusion Policy

This license allows you to control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and reputation.

B - BV TR R s Y SRR
IR BAZ A m UF R R s T

« 2R - BUHVFATIE ) R
XTI RE, MARE

5 3 1 T Cisco Secure & P VF Al iiF,
VPN Onlyzk, Premier ¥0Advantage.

VPN Only
y of the by the
Premier

Premier and Advantage

SRR, AR S T B VR LR, WAERDET O S, e

Device Summary

Smart License

LICENSE ISSUE

Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE

Next sync: 10 Jul 2019 11:57 AM

REHCTAE BEARIK P (TR, JF4E
ﬁ%ﬁ%ﬁﬂ%ﬁlﬁﬁuﬁ’ﬂﬁ@%o

TR P A AT IESRAY . Advantage. Premier .

Malware Defense

ENABLE

This license lets you perform malware defense. You must have this license to apply file policies
that detect and block malware in files transmitted over your network.

Includes: Cg File Policy

Cisco Secure Client

Type Advantage v ENABLE

Please select the license type that you purchased to enable remote access VPN. Note that
Secure Firewall device manager does not support any of the advanced features covered by the
Advantage license.

Includes: RA-VPN

RERIFET BRI, JF R I DhRE . BLAE, fn] DAC

PEHIIIDIRE . HrHEms b o ikie &

B BILL P AE I S

There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

FIET Uik T HYIR % FE ResyncConnection (F1[A]25

Lo

R, RVPRTIER S R e

AT B R

[l Cisco Firepower 1100 \ [ J#5/
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Go to Cloud Services

Resync connection

Unregister Device

S Ay Kb gy +
E ISR E P A
DU D IRMEIAR T n) e 75 B0 E AL Th RE o 38 i T RO B AL (), FREUCE BN D IR 1R
f5 B

g2

SR R T A O, EEPRRE, AR5 M O P R
AN D g S (@), LA E R IE X 1P MR A B

PLR 7R — AN B FAE “FEES X7 (DMZ), AJ LUEF T 2 JF U7 ) %8 77 (40 Web JIR454%)
A ZIX 3. 58S SRR TR (Save).

28: 4wiEEO

Edit Physical Interface

Interface Name Status
o ©
Description

IPvd Address IPvE Address Advanced Opticns

Type

Static e

IP Address and Subnet Mask

192.168.6.1 ! 24

PTIE2 R CEE P, EEPFEATR (Objects), SR M H ik $e%& £ Xig (Security Zones).

B 7 S A R B X B, AN AL UR TN D B, [ o 75 SRR 2 4 T A 2 4 11K
L W . R N R A SO DS, PRI 2 ) e e L s SO B D R 2 B
ARG B
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PLR 7R i 7R ] 24 DMZ #2181 — AN 3111 DMZ [X 38,
29: RERXBIR

Add Security Zone

Name

dmz-zone

Description

Interfaces

(@] dmz

S 3 R A DHCP R #03RHL TP Hulil, 15 iE#9& & (Device) > RYEIRE (System
Settings) > DHCP fR%58% (DHCP Server), #RJ5iEFDHCP BR55 25 (DHCP Server) i£ .

PMEE O CECE T DHCP JIRS54%, (H ] DA il sl L 2ok MR . A& T HAb iz 1,
UFEIR L4 1 E 3B DHCP g5 g2 AR WL IRBRE o ety +, RS o s 1 e B 55 s A
it

AL, BT IZEBLE (Configuration) 32X+ Hhot) ok % 7 s HAIL ) WINS Fl DNS 418 254785 4010
s, DU R o i 78 inside2 32 11 (Hulilyt hy 192.168.4.50-192.168.4.240) |1 & DHCP % %5

[&] 30: DHCP AR 55 2%

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

HIB 4 %R E (Device), AR5 HliE&H (Routing) 41 (& EEE (View Configuration) (ZkgliEE—4
E75H8H (CreateFirst Static Route)) , At & BRI .
BRI T8 5 A T-AME 4 10 2 A ek ISP B 8% . BRI TPv4 B HH3&E F T any-ipv4
(0.0.0.0/0), TMERIAIK IPV6 B HH13E T~ any-ipv6 (::0/0). A AL FH A4 TP RCAS Gt 8% 1 fun SR
DHCP FREAMES#: Lk, ) n) 5 49143 I 7 (0 BR 2% o
iR BT b SRR AGE T EAREE O, A O, iR > RRRE>E
O FRCEE M OC,
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LR 7- ] B 1Pv4 FIERA S . EBbs ], isp-gateway & THR1R ISP P TP Hbhk it X 2% X %
CLZUN ISP HraRECHAE) o AT LLIE sl 36 (Gateway) T3 HUR (¥ 61 2 # W 4% (Create New
Network), KOIEIZAS .

31: BN ER

Add Static Route

Protocol

IPva ) IPve
@®

Gateway

isp-gateway

Interface

outside

Metric

1

MNetworks

:.L-TJ any-ipvd

FIBE LSRRG (Policies), J 44 ic S 2 4 i .

B 22 ) BB SV IR IX I AN XS TR A AE SRR LS, IR T 1 3t g 0 B4 11 RO
A T R A e (NAT). RIUAERCE 78 0, an SRR S0A I 2 9 F D on gy, g T 42 i R0
B BB IR

HE, WA AW, G B 40 U5 ) P IR R FEVE A B2 TR i s i At
AR, R ERIOR S VIR LU X IR 8] (R o I S i EEHEAT 1 e AT PR S 9 B

VAP, S TR T SCA S0 LASR I DRSS JF % NAT A TR 7 A VAR, BASTINAL St 32
[ R ST ARCTE LA T S

* SSL fi# % (SSL Decryption) - W BG4 (FIANHTTPS) & EAAAENR SRR,
AR i 2 o 8] SSL Al SR ff s 1 B NI B . R g de)n, 2B ILE BN

o

* 5 (Identity) - QR Z0RE W 245355 8N AORI,  BORAE T B0 7 2 53 B 42 1l 19 45
Yrin), AL B3 03 SR 0 19 40 52 U TP Ml QIR T

* R EHR (Security Intelligence) - 14 FH ¢ 4> Hi SR M i 5 5 ik R 21N R 44 L) TP ikl URL
%Sz, B CADE R AN B A S, 767 2 ] SR o RIRTJC 75 2% R Ik 28l p . JERH it
SE WTEER 1 DN b AT URL R, o] A e A 4R B 44 B SR A 300 o A SRR, e id
Tok S SRS VAN N B ok R 4 B R T

* NAT (Network Address Trangation) - 1 1] NAT $EB&:HE7 A 35 TP Hbdi- 4% 46 ok 4R vl % e sl
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* i) (Access Control) - {1/ Vi I Bl M i WO 1 S VFIOIERE. T DR 2K B0 1P
M. DS, BE RET. URL. FH R P ALHEATIE U . 0 T DA T R ke i
NRSEWERISCRE GEBRREPE S6M. 00T M0 926 URL i 38
© A8 (Intrusion) - 1] Af SR CL A0S . B R0 P I MU T S,y
G N 4 DB T A T 2 0 A 2 0.
A0 575 0 4 5 1 P OISk 55 DMZ (K2 I3 B sl (A 3L
fiE i LA BT, ARSI (Logging) bisb, JLri#EdERE4E R ET (At End of Connection)
I L T
& 32: 37 [) ¥ ) SR e

Add Access Rule

Order Title Action
2w Insice_DMZ B alow v

Source/Destination Applications URLs Users Intrusion Policy File policy Logging

SOURCE DESTINATION

Zone: | Networks +  pons +  Zones + | Networks QI —— +
a inside_zone 8 dmz-zona

PIR6 LR E (Device), )5 HiEH (Updates) i IEFEE (View Configuration), b & Ze 4 A
(AR 7 S

WAL I AR S, 1504 “RUW” R “VDB” Bl P B E OB . WRAE ] e e R, W M
7 AT “VDB” Bl R E R o WRAEARAT 22 A SR AT AT B A EA N VLG AT, i M
) AN “VDB” K v R R

@
ST AP OEE (Deploy) el SRJF Mot v B (= 0), DA A RO T
SR S B, s k.

18] B ARG 1E #0 FXOS CLI
{FH A 24T 410 (CLI) W] ¥ B R G LA R TIEAR BB HEBR » TGyl CLI 23 1R e B SR
AT L& B3 & b 1 BAYT A CLIL.
W AT LAY 9] EXOS CLI LABEAT M HER o
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| £/ &&EEEE BE M
rie) s FnFxos e [l

\)

AR thnT DUERE SSH RS EBI M BRI R R . S A SR, SSH A TRERIE T
B4 CLY, HHutkm] {4 FH connect fxos fir A 1%E42 % FXOS CLI. 415454 SSH IEH:4T FF R e 11,
FJE T LS 2% 0 il . BRIATEOLR, 25 SSH Bciis £ 15 i) o BERE P A 2R 430 5 i 11 11
Vil CERIAEEH FXOS CLD &

UK

P B CLL W B SN LERR B 5 im o W 0RO B IR R GE 2 21 USB H347 BB 2
J¥ (520 Firepower 1100 145 1). #2581 6550 H BRI FXOS CLI. A#1 LAUF #34T B & :

* 9600 JAFH
* 8 MHURAL
* AR
© 1AM RpL
1843 FXOS CLI. A H] admin FI 7 2 FI4J0R VBN BB %0 CERIAE 2 Admind23) %k CLI.

-

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

LI 2 Jiin) B fE CLI.
connect ftd
w15l

firepower# connect ftd
>

B G, W T CLIP a2 A B, A hdp 2. HXATHE R, 152 Cisco Secure
Firewall Threat Defense iy 227 .

$1E3 LR @IS EFTD CLI, %A exit 5 logout 4>
I & 2B I EHT 3 17 42 FXOS CLI 278 45 9% FXOS CLI Ha] i & (AHCAE &, il 2.

i

> exit
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R & EIRE HE BB |
- LI L

firepower#

L [T & gy 3

X A B N3 B R
B RS AR B, AN R a4 T R TT R e S8 R g™ E ik . iE1d4E, B
LR —EHAEGGIE1T, e o A YRS BE IE 5 2 A5 KBS R S .
AT DU e B 8S OGP k%, AT LAE A FXOS CLI.

SL Parlen o M2 S = st= N
EH REEIEE KA AIEERIR
AT Dd ] A RS IR R Sk .
TEE
S A B BRSSPI K
TR X1 6.4 MHEFERRA, TEE WA HLEE CLI i Ashutdownir 4 .

a) Mg & (Device), ARG midi BREI&E (System Settings) > E#F /2 3h/% 4 (Reboot/Shutdown) %
$2.
b) Hdiki.

WA B KE L TR G, TEERT KB SCHIN S RSN ORA BILL R -

%
$
N

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
WORBEAER G IER, WA KA 3 B LU R R G C KM .
IR 3 BEILAE W] LA P FE T OC 6 06 LI T FRLSHR Sk LA B 7 ST I BLAR 1 HL i

£ CLI B iz & iR

180 LUAE H FXOS CLI 22 4= M5 b R GE I o0 P BE A FR R o 18 nT DLIE b 3% 42 1) 4 ) 45 s K7 ) CLI
WSV ) BB A T FXOS CLL, 26 104 7.

i

$HIE1 £ FXOS CLI ', #$## local-mgmt:

. Cisco Firepower 1100 X\ |45/



| £/ &&EEEE BE M

firepower # connect local-mgmt

i
g
N

& Hi shutdown iy 4>
firepower(local-mgmt) # shutdown

i

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

HIR3 B RPN R GR . ORI LR

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

SR A SEYUHERT LUK PRI TT I FAE A BN PR F Y Sk A B 5 X T HILAR (14 HL Y

SIRENCE BRI, TS R TSI A SOk SHTULRE Firepower SCRY

HIRAFHE S EHBRGEE, ES0H GEMT Firepower ¥ £ 15 H 2 11 AR} Firepower J& i B THITC
Y8E) .
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.5

w8 CDO By EXBNBLE #RE

AEXEERG?

LAFEIA A HRAE RGNE B, ES WM E RGN G A2, B 1 . AEiE
4 BRBEEZS (CDO) =425} Cisco Secure Firewall Management Center F¢) Jai BBy fil . 22
i R E B IR CDO, [ CDO i .

)

1og

AR R B SCRE BB 7.2 KR RRCA . T RIROR, @R LI CDO ) B LA D)
figo R, BEREBLARAOGE T O iz B gl B il (984 CDO 1.

BN BB Al KA, WA TR . CDO M —4> Web St A vh U il &
AEIZAT T R PATIZE RIS FIAT S5, DAORA S R ARk b 5

KT RIS

PRI LIS AT UM B B F e ASA BRI A5 BV A ASA 2 T8l D) it EE R 26 24 T HOB
o MRS EAE T 2900 2R AT RRCAS, MR N FFTBE . 152 Y FO W5 JURE ASA BY Firepower
JEUH BT AV o

[ K B 22 iz 4T 4 FR 4 Secure Firewall eXtensible #:4F 248 (FXOS) MK ZHAER S B KEGA L Fr
FXOS Cisco Secure Firewall HUARE #LA%; T o HERR H 1, (G22I CLI. A TR B,
W i T H 4% Firepower BB 1] Firepower 1000/2100 A1 Cisco Secure Firewall 3100 1)/ 8%}
FXOS R Er -
PRFAUSEE S AR - B KA ZER B SR AN S B B F2, 0T DUZERC & A A S5 B
B P 4. AEXMEOL T, R AR T I & BE ) SNMP I 1] fE 23 BIIH1E

* KT CDO & BB, 55 110 1T

o Ui B AREAIAAS . 28 111 0T

o U R FE T WUE S, 5112 0

o PO NCE . S 114 T

o SRR il OB BT kR L 2 121 1L

o SE S ) FEE D KR, 5 124 100

o FUE AR AT, 5137 0L

o WREEHERRRILEY , 2R 148 TT
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#7 CDO & BiA 1 2 |
B 7= coo =mmmH®

o AR, 3156 1T

X Ti#id CDO EIE B B fil

Z X {#4 Cisco Secure Firewall Management Center
BASATI) RO FRAEV 2 S A RO MR EE, I H R AERIAMI. 7E% CDO
gi%ﬂ%ﬁ,@H%ﬁﬁﬁﬂ%%%ﬂ*&ﬁﬁ%ﬁo$ﬂ%%%ﬂ¢@%i%%%ﬁﬁﬁﬂ
EFEHEE MEAE
T nr L LR J7 ORI ¥ -

o AT P55 BT AR Al P . -

o SRR RS BE D SoRs BB AR IR BB RS SEHIME . O PUGRCE . LR b, ANAE
B ERCEARAT A, DA I ik o NG AN I T PG B B 5

\}

ER OO BT DAAERG B RIE B SCHU 2 BT, A B 8 A A1) A A
CDO _EF0uyE W g 5 0 o

© O SCHUVRE B DUOERIFAT I b Bt radit o
o U B BT CDO S R EP B A G

IR CIT AR BB, T LUE TP 5ok s e i Bl ds, (AT M I R A %0775

o H ] CLIVEM B0 173 - USRS ZEPAT AR AT IRAC AL, B QAR [ A AR e 1 A 52
FrRE B AR 1, AT T3

BB IR S i e iE O

AT DA P B ) AT Bl ORI T B AR U o (R, AT TAMBIR DU . k%
e VA P O SRR 1

B E A B AR R O TR E AR AR, e A O M BCE . RIS AE Bt %
L ER A T BRI ), Wb A BRI 28 BB . DT A B B e AR S A A A P 1
URAE R e 1 LR ] T BRI, g A S A NS BRI T T AR A B R . X T
FR A BRI, A B e TR T ORI R e e B Bl 1

M F FVEAT A P U i) BAT LA BRI

o HBEAE WA B R A B AR U ) . ANBEAE ] 7% 1 88 EtherChannel. 4534 w] A 52
ol FE AN OB R A BEAR U ), BASEBDOUAR

* SEEE OARE R DU BRZ L
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| #% coo o EiEHRSH BB
e mEminE i

o D B KBRS, A R

o RN3ZFF PPPoE. UNRMEH) ISP 755 PPPoE, IAZAE BB 5 WAN 1 il g o s 2 18] N 52
¥ PPPoE ) 125

o PO LR T45 )5 VRF s

o BOAAK Fedadz O )5 H SSH, (Rl A Z00RS Je 4 FH 8 2 A0 SRS SSH.. B T8 #1482 10 Y Sk B
SON B O, RIS TE 1 A Bl MGZE FE N 2 214 B 1117 SSH 21, BRAEEAEH configure
network static-routes iy 4 A& HHE TR INE A S .

imElimiE . RIEAIRA
TS LA M55 DA AR Al e 7835 74 CDO 1Y) g s 48«
33 HEIRIE I (RIEAIAR

0 )
Cisco ! / Obtain
Commerce licenses
Workspace
(CDO admin)

!

CLI (2 ) (optional)
~ Check the
(CDO admin) software and
install a new
version
2 i ¥ N\
CDO \§, Log into CDO '\\5_3__/-'On board the \9, Configure a
device with basic security
(CDO admin) low-touch —» bolicy
provisioning
A st =N\ _ T
Branch Office | \ 4 JProvide serial (5 install the \ 6 JCable the \.7 JPower on the
Tasks ~ number to ~ firewall ~ firewall ~ firewall and
CDO admin ~ _,, —» —» Mmonitor LEDs
(Branch admin) for Cloud
connection

/ i"\ Cisco Commerce SRIFRTE , 25 114 71,
—| Workspace

(CDO & H i1)
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B sases gEns

#7% CDO & BT E |

CLI
(CDO & H 51

CRIED L A R 2R EFRA 58 116 BT,

| B

(CDO & H i1)

5k CDO, 5 117 Ui,

| 73 SCHLMAE S5

oy SCHLR 7 B

5

[i) v A B BRI K P AT, 5 121 D,

73 SCHURIAESS
oy SCHUR R B
)

(
=}
Al

LR Ko S BT ket -

| SIS

(o SEHUR 7 BE

)

TP KBRS, 5 121 L

| 2 SCHUAT S5

oy SCHLR 7 B

H)

FIFFR KBS YR, R 122 T,

HEAEE
(CDO & H 51D

TR AR B ER AN, 5 123 T,

ey
(CDO FHL51)

BB REA 22 425, 5 137 WL

i 2 i A2 P -

A [E]F

THZ LA NS, AT R 3 AE CDO s B b i o
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| #% coo o EiEHRSH BB

B 34 imEliniEF: BEES

) (Optional)

. i '1'\
Cisco 8 '/
Commerce
Workspace

A
CLI \2)
A~
CDO (3

3 JLog into CDO

waer: 3Ens |

!/ Obtain

licenses

!

(8 ) Perform initial
Check the ~ configuration
software and
install a new

version

!

]

I(/ ‘IO :/..é\.' i
\./_/Onboard the \.~ /Configure a

device using basic security
the onboard- policy
ing wizard
—~ i gt Vo T
Physical Tasks '(4_/: Install the (5/'Cable the {6 JPower on the
— firewall ~ firewall ~ firewall
— > —>
(1) |Cisco Commerce SRIVFATAE . 26 114 52,
/| Workspace
5 |CLI CATIE) K AR I B ERRA , 5 116 U,
(3) |CDO %3 CDO, 45117 71,
2/
(4 | EATSS LR K TS PR R
NE
(5 |VEAESS TERDT KIR s, 26 125 Ui
N
&) |CDO A5 R0 ) O B, 5 126 L.
N
2 |CLI 81 ¥ % B4  MEH CLIPATAIARICE , 26 128 JL.
o fEH] B P AS AT HIARICE , B 132 UL,
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#7 CDO & BiA 1 2 |
| EEECEL

(g) |CDPO BB S A G, 55 137 1L,

PREHEATEE

AN QTSR K S A D REVE RTAIE s WA £ 7828 2 1 2B OB IR R AE A LR ] 85 CDO

3R B AT SE
JITA VERTUEHS T CDO $ it bbby o 4T UL P 95 AR D) eVl ik :
* IPSp- 22 A AR AT T —4L IPS
< BB BEE-E R B
* URL - URL il 3§

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2% Secure Client VPN Only
* JZEW - Diameter. GTP/GPRS. M3UA. SCTP
B SURHF A Y E AN MER , 157511 cisco.com/go/licensingguide

FHia Z |l
P BB B AR R .

R BOR AR, U R R ABC R IR o Tl I RECPH A S, T LON A2 —
ALK

o BRI BRI AFVRRTIR P 2T G iR N 2% (3DES/AES) VR TEIEEK, A REAl FH FLeThe (Al
M B AR SE R D .

g2
SRR O REVE AT IR T B T T I AT
EVOVNGYE RSt S B VDS & 3t P Y N A T VAL AR 50 2l VAN R L R IR A (E P

R G S INVERE, W R R 45 TAE =% 1R i) Find Products and Solutions 8%
Bt #RLUN4AHE PID:
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https://software.cisco.com/#module/SmartLicensing
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| #% coo & EiRHESH HE
wasie [l

35: VrRNE &R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

iR WA S| PID, 0] LLF-34s PID Vs 21T Hrp
* IPS. SEREHAT BEAT URL VPR R 5

* L-FPR1120T-TMC=

* L-FPR1140T-TMC=

* L-FPR1150T-TMC=

MK IR PID 2 — BN AT B, n BUESE 5 LUK PID 2 — X1 1T H -

* L-FPR1120T-TMC-1Y
* L-FPR1120T-TMC-3Y
* L-FPR1120T-TMC-5Y
* L-FPR1140T-TMC-1Y
* L-FPR1140T-TMC-3Y
* L-FPR1140T-TMC-5Y
* L-FPR1150T-TMC-1Y
* L-FPR1150T-TMC-3Y

* L-FPR1150T-TMC-5Y
* Cisco Secure 7% /' Uii-15 2 1 B2 4% i 1] WA FE 7

* IZE R VFATE:

BER2 WURWEARTEN, 1 R AR PLEHA I CDO.
VENY s SRR RE A F A BLES H B B 2 . AT TR BEH], 11531 CDO 30
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#7% CDO & BT E |

B % nenusrmemns

(AIiE) MERGFREHMRA

Nil

]
N

SR AL A RCAS T AE b BN AR I RCAS, AT LR AP BR JRA T U AR IRC BBy K s 2 iy e 3¢
HFRA . 80, @] LIER g IRt AT T, (HTH R (IRBICEDD P RET 22 L LR
A3 SR IR TR

B IZE T ARA?

RHE SO AT AT T B R RRAS S 550k A & 10425 1) Gold Star JRAS . B8 W] LIS
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html H Frids i) &
AnsEng; B, SR SRR A S CESEORIEe)  KHIRAS 5 CEOKIN TR i) 4R R4
MIAN T BEAMC IR A G S (e KRR I 4ESP FRAS R T, T BURFAIE) S

UK

FITFB KB YR, AR JEIEERES G . ARG R, WS IR KRR, 58 126 TURIS

in) BT AT FXOS CLI, 45 148 Wi,

1~ 4 admin FIELIA TS Adminl23 &%,

IS FXOS CLL. 55— KNGSk, RESIREE S W T SSH ) Jd i

o

TR WIREM O, (HIEAE, WPATH T EE USSR E N AME. AR B
EERETIRELS, ES0 FXOS MbEHERTE o

w15l

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ****xkkxx

Confirm new password: ****xkxxx%
Your password was updated successfully.

[...]

firepower#

£ FXOS CLI ", /R IEAABITIRA
scope ssa

show app-instance

Tl

Firepower# scope ssa
Firepower /ssa # show app-instance
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| #% coo & EiRHESH HE

zxcoo JJj

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.2.0.65 7.2.0.65

Not Applicable

S I WER BB, HPITIXE S TE,
a) WURZDNEF B W EFREA IP Mk, WESAEH CLI PATHILAECE , 26 128 11, BRINEEHLT,
R BT H DHCP,

W BN W] T B T ) R IR 55 A B OB (KR
b) AT (FXOS HbaflErear) APy .

&3x CDO

CDO 1{# F] Cisco Secure Sign-On 1E 5 & 032451, F# ] Duo Security 31172 & B 16 1E (MFA).
CDO % MFA, ‘& ARSI SO 3eERiaby —E R . SRR S KuE (—Ff MFA) 5%
AN 23 B DR B2 ki R 5 5k CDO 1 H 7 G EL 5K

AR R RS, 5 AN Duo Security 175 ALK R MEEE RS (OTP).

%37 Cisco Secure Sign-On EiE )5, #1] LLM Cisco Secure Sign-On ¥ #il# 5 5% CDO. 7 Cisco Secure
Sign-On #Hil#R I, 0] PLG AT H AL SCFER Cisco 7= o

* W44 Cisco Secure Sign-On Bk /7, 15 ATBEFL 42 1/ Cisco Secure Sign-On %5 CDO , 2
119 71,

* WIERAEHEA Cisco Secure Sign-On ik F, W 4R S A HF 1) Cisco Secure Sign-On ik f 55 117 Ui,

132 £ 84 Cisco Secure Sign-0n i &
WIUEE S TAERAE S M DUAE . BT B T AN DR

>

FHiaZ |l

* &%E DUO Security - B A T BUETE THL %282 Duo Security N o WAL T Wifl 222%% Duo 1
BElnl, 1WEE Duo XA E SIS UEFRRT: FEHER .

s BEES — BEMAIE s e s RVEE . d1 T OTP &R IRl P DU AR 50 46 I ol
L5 SN R0 R AW T o TR DR A 0 B 6 I BB D IE AR AR I T

o i F 24 A7 A 1Y) Firefox Y Chrome.
pug

$£121 EARETRY Cisco Secure Sign-On T .
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#7% CDO & BT E |
. SIEEHY Cisco Secure Sign-0n =

a) %3] https://sign-on.security.cisco.com.
b) 7B “ER” BERIET, fadiiEm.
36: Cisco SSO i A

i

CIsCo
Sign In
Username
Password
Remember me
Need help signing in?

o) T EIEKAXTHER 7B AR A HdniE R

37: B3 M A
NMIT
o [{o{+]
Create Account
|
Back

RN BN TR T 5% CDO KL s, IR INZH 2344 PR DMRER S A ] .
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| #% coo o EiEHRSH BB
{# 3 Cisco Secure Sign-On % 3% CDO .

d) HdiEM)S, Cisco ¥ 9a ik s T IR 2E K26 B A Wbk . 3T IR, AR5 PAdHEIEM A
$1%2 {EH Duo iR E % RESHIIE.

a) EIREZRARFMEIEFHET, PlEkE.
b) L FIGRE, FMEIRIESE RS, RIR AR S IR R AR .

ARVEME R, 120 Duo SN R S RAIERE e VENHG M. WERESKIBE% F E447 Duo N,
TR e 7 (RS A0S . Duo SCHF— Mk # B AR

c) TENFEERI, FgHEER.
d) IE IR 2 B B IE B 5k Cisco Secure Sign-On.

$£1E3 (Ai%) 1% Google Authenticator & & A Mihn B4 36 E 28 .
a) EHFE L Google Authenticator it 4 I % 5%, KRG T —%.
b) FZMEE T RN E Google Authenticator.
$1B 4 BF Cisco Secure Sign-On M A B P ik 8 3£ 17 .
a) EFE—A CIWEL” W&,
b) IEFEME G S AL SMS FHE K
o) P EIR.
d) HlIEMKR

WAE, BEEFIA CDO N B Cisco Security Sign-On FHIMR . #8348 1] LI 3 HoA 3 K]
e,

g T DUAEF IR _E 50 I e LU S X R BB AT HE Py, GBI RS I B 41 F
[IEZP e N

[E 38: Cisco SSO =4}

Al o -
CIsco

CDO CDO (EV) CDO (APJC) CDO Docs SWC

{$£ A Cisco Secure Sign-On % 3% CDO
Gk CDO LA N R AR 1) B 45
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#7 CDO & BiA 1 2 |

. {# A3 Cisco Secure Sign-On % 3 CDO

FHia Z |l

Cisco Defense Orchestrator (CDO) 14 ] Cisco Secure Sign-On 1£ 4 & 3341, F£# H Duo Security 1f
T2 R S BRI (MFA).

* B CDO, WA5ETE Cisco Secure Sign-On HHAIEEMK P, AR5 FEA ] Duo BL'E MFA; 1524
B HT 1 Cisco Secure Sign-On K™, 28 117 UL,

o 24 HTRRAS Y Firefox 8¢ Chrome.
pUE ]

W1 EM g as, SAiH https:/sign-on.security.cisco.com/o
FR2 MABNRARZANES.
$IE3 il Login (B3

H1B 4 i Duo Security W  — NG IUER 2R, R)IGHHN SR RIHHHINE G FIF R Cisco Secure
Sign-On FE AR

PPRS 1t Cisco Secure Sign-On F£ I B _FHHHdE 241K CDO ElHk. CDO e i e 2
https://defenseorchestrator.com, CDO (EU) 437 %% % https://defenseorchestrator.eu, 1fii CDO
(APJC) R4 i 455 22 https://www.apj.cdo.cisco.com.

& 39: Cisco SSO = #4R
il e
Cisco
Work +

CDO CDO (EV) CDO (APJC) CDO Docs SWC

HIR6 15 i G0 IR 2R L% £ Duo Security o, Google Authenticator, 1 #8 EL 3 B X AN & 4 56
UEAS o
s AR AEDA R LA ek, WK S ki AL .
s AR AERT TR AT ek, WK AERE e B ELE R CDO L.
 AREAEDA RS B TEH Fdsk, KRS T AT < CDO IRVEAN (S B IR Ak .
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| #% coo & EiRHESH HE
mrmzmannEns ]

18 T (R IRl 8 BC BB 2 By A3

eI P g 0 B A i, S TR AT IR KB i, BIR] AR B 5 ) ELIR R o 4R
Jeis AR PR B BT SE A

[6) A RETE LR B KIS F 5 S

LW KAl E A RIS B/, Il FReA S, DI rh s B G PR

UK

pZ R BEAPIR IR E VIR EE RO

FEIEFATAT L BE s T I B KBS IR Z T, T B KB AN e NV BN AT . HPFAILED.
TR 2 ALK KRS

FAaH EATHI KB IFP ) o e R LAFE RS KRE T T BT R LR O AR 2 21
BIR 3 R KEE AT KR TT H11/7h S SR CDO M2 FEL 5

90 25 5 B B R LS BT KR 515 A REAREE BEAT IR A e L 4R BT KB AT IR O

L5 CDO 4 B G VA T, I W N A 2

EEERG A IR AT B4R
A A TH Firepower 1100 MERERIISMIMS , LTI HHEHRTY HATHP50

WA o SCHURC R 1B kv, I B0 TAE AR El A M 2%, WA IEAL. N4 T 1
(FIB Kt B4 7R B KRR AR ) LED Wy . WR T2, U &7 LED BIVRT ) IT &1 1A B K gt (1R
P

AN o
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#7% CDO & BT E |
B orvuosan

[%] 40: Firepower 1100 8975 %%

WAN Modem

- Ethernet 11
outside, DHCP from outside nw

Management Computer

Al R C SCRPIE R B LUK K 1/1 (AhERD B CDO.

UK

T RN TES T E B

I 2 W ALK 1/1 432 RS 0 (WAN) IR % . WAN YRR 28 2 20 SN LR 5 F I kA
FIERE, R AR K% 5 M

FIE3 AR (i, LUK 1/2) JERR] A AT b Lek s 25 .
fany LA ARG BT

FIR 4 R A MR AR,

FIES (IR K EENOEE R G .
TESY SCHUR I H 8 TAER AT ZAE i &8s, B T EEHERR 5, nrRe o 2tid sz,

FIFE B KI5 IR

ARG AL T e Jn B IR AT P OT SC o RIS OG LG AN T G sU S, SRRt 5% ]
AR GEVUFFAR R GRS ERAIA (1 U

N

AR OB BRI, IR KR 15 2 30 2.
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| #% coo & EiRHESH HE
miEEmangaes [

FHia Z |l
B PRAEATREA HE CBiltn, RS RIIR (UPS)) AR EERE. AR RMIRLT T B & S 2K
PEHE SRS G G IRA AL IEREAEIZTT, ALK B2 A3 By K R G0 1 R A

iz
B B R R/ ES T U et o S R b 2532 L ERV/E G L8

SR 2 AE AL THUA T 10 R IR 55 PR ERE AT 2R FRL T AT I LY
PR3 AR EYE LED: W% LED Bartfie mill, Fonies Ol .

il il
| e -
Power LED;T

Status LED
PB4 RARATHIPAS LED; ARG e ke )5, fRECEmHaiz.

pE i R IFRMIT VR BISCHS, REUAT RETT 2 LI PI A S i 2 OC H o AERCIIR),  HUAR AT 0 v
J5 LED H5INHREE (5. 5 IR LED 584 R MIZ 1T, 5204k H Hdi

PR EBA T M AR LED; 4B IER R Bh, CIRZS LED 2 B4t PRk N L.
WIERAFAE R R, RZS LED 2 RIRHI O PRGE N LR AR LA OL, 5208 1T &1,
FIR6 LI MAPRA LED; B2 AR 20, IRZ LED 2922 NIFE .

WERAAE RS, RZS LED 2 SIS UARE, JF HBE VAR B ER = o WA BLXR
B, VA ORORE 9 2B B LUK 1/1 82 R WAN AR 88 . 7EURsEm e e, i & or kg
10 73l AR ER B SR 2, SR 1T #17.

T—5#tta

o HEHIT BT VATE, B G REOEIN R ANE S BN S RS CDO R B e A
ikl

* SERUEAESS A, 0 CDO 5 HE BUR RE g A C B AN BE Firepower B #tAT 1o

B RIERIRBC N R

A8 FH AR Ak FE A 25 0 B 7 A
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#7% CDO & BT E |

B () S ADE B U

UK

W1 18 CDO FHidtsH, rish 3= (Inventory) , AR5 skt n'5 34 () DU BGE

PR 2 EFEFTD H.

PB3 L EEEX N, MWL FTD .
P FTD ARG, ] AR 5o B IR R 1F ATIE 1M 18 eoide & o) F I BAT 3 R e ]
UEe TES MBI aE , 25 114 T F al VR Al .

$B A EFERFYIS (Use Serial Number) 75 k3 72
& 41: R FESIS

A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from

CDO after onboarding. Learn more &
Firepower Threat Defense
=
Use Serial Number
Use th ethod for |
anage Smart License

LIRS {E7%E#E (Connection) Xk, #iANi&&F%IS (Device Serial Number) fli& & & %R (Device Name),
WJa st T —2 (Next).

$IB6 (EZBAYEE (Password Reset) Xk, fidiZ, WHEFIZREMREFRNEEEIEEE (Yes thisnew device
has never been logged into or configured for a manager) ¥k %4, AR5 i T—% (Next).

PR X TR ES (Policy Assignment), i 4 F T~ 735 58k B £ B £ U5 il 42 T M o SRR T A S s
W IE P ERIA T B)4E HI S BE (Default Access Control Policy).

FIB8 X TiT A ATk (Subscription License), i 2 g H IREANThREF il k. S T—%.

FEO (k) MR INARZE, LI BIREHEFE (Inventory) T REATHEF AL 38 BIAARZE, SRIFIESEIE

Gy IREE 7S] () o WREESSTEW AT CDO H e Ja N 218 %

T—F Mt 4

TEZRPE (Inventory) B, EEEREWINIZRA R B4, SRIEEBEA T4 M ETE (Management) %t
N AT A B T

B TR 0] AR B B A

AN AT AE ] CDO 0 17 3R BE BB kb, A T3
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| %% co & simei 558
emsosnes [l

v == 7t 3 12 &

R PR A B FL 4R
AR A BN Firepower 1100 R RNERIM LS, LUMTH &R T8,
42: Firepower 1100 &7 4%

WAN Modem

(Alt.) management

—— outside
Console ports —

console OR
Ethernet1/2 |

0-1.her”Data Nefﬁrorks
Management Computer

TR CLAEATR AT B8 0 1 B B 1 B3B3 CDO,  HARE P R4 Uh v 3 D) 4 5 28 U ) 0 11
B AIRRR A AAMBE

UK

T A ES P kedim .

TE2 AR (B, LUK 1/1) RIS i as .
ST DA AT et 2 10 ol PR ORI T A B AR VT ) o (EU, ATE T LEA SN D U7 1), A
N BRI AR ) SCHUR 5 v REIB B (K137 5

PRI KAEE D (B, LUK 1/2) 830 A HAZ B LEEs ok .
AT LU A B FRAT T4 1

PR A R AL M SOE R BRI .

SRS K B SR 2P 6 i 1 B LUK 172 #2111

WAL CLIKRIAT WA BCE, Wiy SRR BIPEHI G e - sba bR 1 0, thn] el 240 4
Pl GRAEH] B BAS ORPATHIAA B A, I BILURK 1/2 #:0.
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#7% CDO & BT E |
| BTy

FT B K IE iR

ARG A T B e SRR AT P ISOT O . TR AHGE AT XRIE NS, SR PRt o 1A
ARG AR AR ST AT S A A (AU

)

AR OB BT, AR 15 2] 30 2.

FHIa Z |l
AR BTSRRI (i, AN TRIET R (UPS)) AR . RASEICHAT T s T g2 3
PP RGN . 5 G INAATVFZRRAEIAT, DRI A (A B i R G eI IE R A

UK

B B S R/ ES T CE 3 o P S R b 25 £ | L ER/E L
SER2 AL T HURTS th A P2k 5534 (R BRERE A2 F 5T ORAT T L
PIR3 WA BT MR LED: % LED B4rdfie ild, Roniis Ok,

Nslewwwt E
PowerLEDgT

Status LED
PB4 KARST RS LED; AHEZORE SR, R i i2 k.

pE s B IFRMITUHRBISCS, RETATRERT 2 LR Ph A S e 8 OGP o AE LI, LR i H
J8 LED #5INREE (A, 5 IR LED 584 CHIZ 1, 5204k H Hdi .

FERHEENSHELE
i3 CDO KT i T CLI VAT M

UK

Qe

76 CDO S @, fidi B (Inventory) , RJa sl 85 (i S444H () DM R %o
&P FTD Wil .
7 BEERXT, ML FTD .

Al

Sk Sk Sk
S N M
W N =
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| #% coo o EiEHRSH BB
Eamsnsses |

WEF FTD VE B PERIE, ] LABEN 5 o B3R E RE1F RIE VM a8 S & n T i AT & eV ]
WFo HSRIREFAE , 55 114 T LA 0] FH I AT iE o

HIR4  EPER CLISEMZA (Use CLI Registration Key) /5 4 30% 772 .
431 CLIEMESR

A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from

CDO after onboarding. Learn more &
Firepower Threat Defense
= =
IO FOM ©
m 7 Use CLI Registration Key Use Serial Number

Manage Smart License

$EBS  HNIREZHER (DeviceName), AR i T —4 (Next).
ik
w

6 X TREESTEC (Policy Assignment), i IR i 0 BEA 16 il 12 1 SROMS o SRR G L SRS
TP BRI 355 5k B (Default Access Control Policy).

PERT X TITAVFATIE (Subscription License), i s di#)¥2 FTD 1% & (Physical FTD Device) L% 4], &
Jik A FI A DIREVFANIE. i T —2

WIR8 X CLIEMEER, CDO &l HvE A g A LA SOk A i & S il dy 2 915 b
T IRIAA G A e
configure manager add cdo_hostname registration_key nat_id display_name
76 CLI B ] 45 FA S8 W) URTIL B
* fEH] CLI $UATHIARCE , 2 128 Ul - SR BIIAS, 1E FTD CLI & Hltt 4.
o I WA B PATHIAARCE , 2 132 0L - ¥4 1 cdo_hostname. registration_key Fil nat_id
By 2 B &R l/CDO EH142/IP #idik (Management Center/CDO Hostname/l P Address).
EIEh(,/CDO EMZE4A (Management Center/CDO Registration Key) #ll NAT ID 7B,
il
CLI W & 1 iy 2 7151«

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

GUI B & iy & A F 7 -
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#7% CDO & BT E |
| G

& 44 B EEIRE RNy S LAY
cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5Sha2qSRf8pKFX9E
LzmIHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

|

nat id

PRI AP T AT =5 (Next), DAMETFHATEM B % .
PRI (AR AR INEREE, DLAEBIXTEFE (Inventory) TUHIMEATHEF R IE . SAARSE, SREIEPEIE

N5 () o MBSAER AT CDO T Ja N B 1 4% o

T—5#ft4

FEZETE (Inventory) DU, SRR NIRIEGE )% &, ARG T4 &2 (Management) i %
A H AT AR I

PATHIRECE
HEFIT CLT SRAEHT 447098 BUAT BB 0 IR

£/ CLI ITHIRECE

HERE R MBI CLI LATWIAR VR . AR RIARTC EAL ] CLUIN,  COR B B 1 A0S B 2 U5 1) B
B AR BRI PUTHILGBCE I, W RETIHE] CDO MEATA B, BRAE FIE NS B U
W BB AN, TE BRI TP U T B E AR B . R, AR AR R
B, B i 2 SR

Procedure

SR BRI EH G 0 8P CLL
P & o %4 2 FXOS CLI.
HIE2 i 4 admin f1I#05 Admin123 25,
B Gk FXOS I, RGSIREE S . AW H T SSH 1Y) BUBI 8 85k

Note DR RS LR, (HIEANTITE, W) a2 BT B o5 LIORE S A 3 B N B A7 R HHr
BREREI PR, 1§20 FXOS HbaH R

Example:

firepower login: admin
Password: Adminl23
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| #% coo & EiRHESH HE

Ea cupirmens [

Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***kkkk*

Confirm new password: **xkkxkk*
Your password was updated successfully.

[...1]

firepower#

R A CLI,
connect ftd

Example:

firepower# connect ftd
>

O TN, RESPOREER CREH PPN (BULA). ARG, G P& MR
1% & 1 CLI % B BIA.,

RIS AE B 10 R T A BESS VT i), Al F A F R D e

Note BRAEvs PRt e, ANCEESE CLI BE S (B, @il FraErmg) o Hig, mLd

F#J £ CLI ] configurenetwork fir 4 8 T A X 251 F . 1152 Cisco Secure Firewall
Threat Defense 7422 % o

BB B AR B 2 s AEAE 5 o SR Z W N MR, 1544 Enter .
HZ I LL .

* @33 DHCP s F#hBLE |Pv4? (Configure |Pv4 via DHCP or manually?)— i manual. 4%
TEAFT AT B 0, HAAZ0E TP Mk, ol R kb o 0 SR 3% 11 & 9 DHCP, U
TOIENC B T TR, RO BRIAES 1 (6202 data-interfaces, 15 F— 24D AlfE
SRR DHCP IR 55 35 1) 1 HH 78 5

< MINEIBIEOHY IPv4 BRIAM 3£ (Enter the | Pv4 default gateway for the management interface)
— WG E A data-interfaces. I BN AT B RE FRR A, DRI T S b E e A P A Uy
I 4 1

- K EIRIF? (Managethedevicelocally?) — #i A no LI A CDO. [M1% yes BMH Rl
il BB HA .

s BB AIERER ? (Configurefirewall mode?) — #ii A\ routed. F A % 1 B kB AR 2 S 5 A
PRASVT ) o

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement
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#7% CDO & BT E |

B =3 cunsunes

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkkk*

Confirm new password: **kkkxkk*

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

W P A B U7 ) A A 1
configure networ k management-data-interface
WG, REAPRENANREE D EIEA MU . THS P U A A e fir & PR {5 -

o BT B e AT B, 0 B G ] DHCP. W R AE w46 e B IR %A F-3))
BEE TP Huhk, AT LLd ] configure network {ipv4 | ipv6} manual iy 4RI B E S . WHRE
KN BB 1 M SC U E N data-interfaces, i 4K B ¥ B E
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| #% coo & EiRHESH HE
Ea cupirmens [

o SRR B AN E] CDO I, CDO 23 R ILIFYEd #: RS, ORI N IRE: 4P 1P
Huhik, MOCHEASER B DNS 55 &5 H1 DDNS Jluds+s. £k DNS RSB MG R, S
[ F3Co A1 CDO o, AT LURS J5 0 BAS U5 fn) 35 G B UEAT S0 (R ZERA DR BT AN 23 BHLE
JMB A 5% CDO FHT L4 PR . an S B T W, BB 1 K505 configure policy
rollback iy 4 LAVK & LAHT (1365 .

WA E DDNS AR5 #% 58 URL, W s f8 B 20 ok B Cisco S2 45 LA CA HHZE L iy
HEECAUET, VMW g o LA UEH - HTTPS iE£2(1) DDNS AR5 Sk o, @i =2
FEii ] DynDNS ZFE API J5 (https://help.dyn.com/remote-access-api/) [#)4T-{1] DDNS Hi 45 2% .

ey A B B HOR 2 1 DNS RS54 . TR EIA (5 ] configurenetwor k dnsserversfiy %)
WE N B DNS R4 8% FH T By s . %0l DNS /R4 45 H T DDNS (4R 2t s sii
B VI 22 A SR

#£ CDO I, %4811 DNS R4 2 £ Feeh Uk BBt 1R°F- & 3 B SRS P L E . I8
B 5 N2 CDO I, AL EWG AR, Jf H DNS IR SA SN BT & % & A . H2,

WURFY J5 57 6 B RIS 20 B 2h A0 7 DNS BCE (1) g B,  WHZRC SR s A . AT
A T E S IR B UCEC Y DNS SFA WE, LU CDO A g i i 725

BEAL, ACULERIERTE M & B DNS JRk454%, CDO A4 & {# B A DNS R4S 2%, Hltun, 4n Rl
FHA bz R T % 4%, 1ERE)S 1 configure networ k management-data-inter face iy 4 it F 1
P, WZiAE CDO W TR BCE T A X L3 s (45 DNS JIRS54%) , LU s B i &
NI

B B A FEMT R CDO S, SERT DR Z A B 1 S SO A B 1 B — e .
o AEWE M S E I FQDN B H T,

o BT DUE R A T PR A BRI R R S Al BIE T, (A IRAIASE USRI 4G B A
BUEH B A E .

o AR MR B, %I\ configure networ k management-data-interface disable fir 4.

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface
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#7% CDO & BT E |

B =5 sseesniroers

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

f /] CDO A=) configure manager add iy 4 f i 44 & BRI PB4 (1) CDO. 1 25 [ A7 U0 1]
STV £, on page 126 LAE i 4 .

Example:

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E

LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

EH & EESR PUTHRER

SkSk

Qe

Qe

X g

N -

R VA RS LARAT MU IOAIAR BOE . AT A B AT I BRI, W R D)
#e3| CDO AT BE,  RAE A AN PRER VT W B AL, A8 B A BAS 58 B BT A4 11 T A s
R TR, A OREIMBOARCE B E, Bl vy e d s sl X . (/] CLI N, A7
BNV BEERU M B R SR B (B, ANOR B BRIARI A AR B ED o

UK

Wi BN LZE B 2 Ethernet1/2 #2111,

R BAS .

a) FEWYER AN LL N URL: https//192.168.95.1

b) R4 admin FIERIA S Adminl23 &,

©) RESPONEITAEZ CEAM VAT PN R SO R

T A LAY UGS IR L B I, WA U 1) e RT DA PR IE Je o TS 1 Bk 1
#i&E (Skip device setup) KBk B & 7] F .

SERCRE TS, BT A L (Ethernet1/2) I BRIAECE AL, BIEHKHA M (LKW 1/1) #2111
Fo'E, 1% D3] CDO & #4: I BT 4E .

a) ONANEREE ORI EE OIS LR IR, R E T —5.
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| #% coo & EiRHESH HE
e ngges nrnkes [

1. SMERIEOMLE (Outside Interface Address) - It I H 2 BRI R SC, JF Lol /R #8815
) Hz 1o FERIURBE £ BB ], R BEILARAN L 1 o 35— AN Ein 4 LU BRIA M A%
T,

WUR A S AN (BN AR D ORSH TR EL A Vs In),  ILAZIAE 5 0 1) 5 )5 T30
BCE %L

L& |Pv4 - SNEE 1) TPv4 Huhl. AT LU DHCP, o n] DLFshi NS A 1P Mk, TR
TR e, ShAh, WATLAEEESE, ANECE IPvA Hihk. 40040 F 55 17 S i & PPPoE. 1
FEER: 2 DSL. FLAE I HIfR R 45 5 ISP 1 dLAhi%E$z,  JF H ISP {4 ] PPPoE K42 it 1P Hutil:,
W] e 75 2 H PPPoE. #&W] LAZESE iln] 7 J5 Bt & PPPoE.

BLE | pv6 - AM4% 1) Tpve Huhiknf LU DHCP, ] AF-ahii A58 TP Huhk. §rgimmix
Ko Sphb, WaTLLEFEX, ABCE IPv6 Hilk.

2. EEENO
WURAE CLI AT T WA E, EEBASE ISR E.

B A im0 B T B AR U, A AT B L i i, i R iR A
TR AR B A R A B T DNS iR 55 23 ATt FQDN, 1y {4 ] #da 4% 1 DNS i
G o

DNS BR 5588 - R4 H PEHLIE ) DNS k5545 . %\ DNS 4545 16— A8 2 AN Huhik LLig AT 44
Fro BRIME N OpenDNS 223k DNS fegs#. W R 4 7 BT AR B S BRNE, 1 i {E A
OpenDNS (Use OpenDNS) LA Hrfs 453 1) 1P HihkZ N 7B .

B kI EH 2 (Firewall Hostname) - R4 BB AE B4

b) MACEREIZE (NTP) (Time Setting [NTP]) Jf i T —# (Next).
1 HX - EFERGEHNX.
2. NTP BB AR S5 85 - LR BOA NTP k5545, &2 TahfmA NTP ko4 bk, w] AN
EMNITE RS ST S
c) EFEEN 90 BiTfhEAT A iE M.
ANEE I RE R BRASVE N BB BT A VT FE CDO BT

d) miliFER.
e) RGN EIEF ZEIE (Cloud Management) Bk J# 37 (Standalone). XI- CDO =44} 4 Hih
Ly, HEFIIL (Standalone), ARJFIEFRBET (Got It).

= &1 (Cloud Management) 1% 1i& H 1144 CDO/FDM ifig .

P4 (REFRED MEEHED. WSHIRE > B0 LE RO,
B LA 2B A SR B A A e BRSO, 45 BERZ 1 DHCP 50 TP MU IEAT R 5G . SR £
BT A DHCP 2RI M5C (i, SBcA it IR R R4 ) WM SSRERA B 11, Jf H
R RRATEMTRCE . W R DHCP #2150, I FE A AT A TP Mk e Bk 1, JFHs %
WS BB Bt
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#7 CDO & BiA 1 2 |
B =msseesnrorrs

PERS  WCRERCE A 1, AR R T B AR UG ] A A A B 1, I PRIR & (Device), R i
&0 (Interfaces) i 2P A HES: .

HRAE WS A PREZONEZELR, ESE BASB P RS KR, 55 101 T, 7E
CDO M &I, AR AL &5 B .

HIB6 P IRE > RYORE > EhEE, W5l gkEE WE AL L
$£E7  EEEZEHO/CDO EMIEE (Management Center/CDO Details).

. Cisco Firepower 1100 X\ |45/



| #% cpo & EAHBsH EBE

e/ rages nrees

[& 45: €320 0/CD0 ¥ ARIER

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X TEENEEIEFL/CDO EHABL P 1T (Do you know the Management Center/CDO
hostnameor |P address), Ailiz (Yes).

Cisco Firepower 1100 \i 1457 [



#7% CDO & BT E |
B =5 sseesniroers

N

CDO 43 1% configure manager add 4. 8 2 B8 F B0 1n) 30T %%, 55 126 00 BUAE i
4.
configure manager add cdo_hostname registration_key nat_id display_name
il
46: BB EER/ RS ELF
cdo_hostname registration_key
I I

I Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
I |

nat_id

b) ¥4 1 cdo_hostname. registration_key Fil nat_id 543 5 i £ & 38 fh ., /CDO E 42/ P ik
(Management Center/CDO Hostname/IP Address). &I 1:(,/CDO ;i Z 48 (Management
Center/CDO Registration Key) f1 NAT ID 7B .

T8 NLEEREERE.
a) f7E FTD £HAE.

It FQDN ¥ i F4hakie 1, sk k&3 fhy/CDO i8] 0 (M anagement Center/CDO Access
Interface) L FEMALATE T,

b) f5E DNSARS284H.

EFIAE At — N Frdl. BRk DNS 41444 CiscoUmbrellaDNSServer Group, LA fufs
OpenDNS JI 5545 o

WV A R 45 1 DNS IR 452 o A FH A0 1) S5 80 65 1) 5 2 DINS IR 259 FH T Bl oo i
DNS k%5 % T- DDNS (AR CACHE ) B A 1k L) e A o . ST R s e T B
AHI] DNS R 25 #4540, DA A/ SN HICH R it et #0028 0 1542 11 213k DNS JIR45-4%

£ CDO I, Hdide 11 DNS R4 g5 A S/ By Mt o B8 1F°F 6 1 B SRS P LR . ks s
B4 s INE CDO I, A B ERLRE, JF H DNS RS EA SIS INBFE & 35 E SN (H2, W
MG Fe1- 6 B TR S B 25 0 7% DNS BCE R P18, Ul C SR 28 a6 A 1 . FRAT T
BEGRE 5B E VLI DNS “F 5 E, LUE CDO Al Bt [F)25 .
BEAh, ACULEYIGATENN A I DNS il 554%, CDO A {f B Al DNS 554 .

c) X T-EIEAL/CDO 1813 A (M anagement Center/CDO AccessInterface), i#i%FE5MER (outside).

] LLEFAEN CRCE IR D, HATE R B B 2R sh R

PR WURBESE TAMBZANR b BRI ATE AN ER A o

TRER—4HE, ZORER AR A BRI th o U RIGEHE AN 1, A es
FEBE 1) RO E T ob e SRR T MR O, A R AR CDO 1 T-3h e B AR A
Hio ARAE s i Bids PRCEFSH MM EZER, WS WA SRS I E D K, 2 101

-
DA
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| #% coo o EiEHRSH BB
mEatizszn ]

HE10  SiliRnaEI7s DNS (DDNS) 753% (Add a Dynamic DNS[DDNS] method).

Qg B A 1 TP Mok & AE AR 4k, DDNS Al ffiff CDO #1858 4= i e 1k 44 (FQDN) W4 1) ik 95 i o
S8 % > R%iIEE > DDNS PR & il & 514 DNS.

RS BB N3] CDO 2 Hilid ' DDNS, W) g B <> A5k BRFZE (TR CA #gh

BT 2 CAVRINUESS, DU Wi 8 o] LA UE ] T HTTPS 341K DDNS o5 a5 i/
B8 37 55 H DynDNS 32 F2 API#EYE (https://help.dyn.com/remote-access-api/) FI1T-47] DDNS k45 %%

SEN  AHERE (Connect). SEMPIRZSGHTHE W R D)3 CDO M4 HPIRA . AERTFEERHL/CDO SEMHE
& (SavingManagement Center/CDO Registration Settings) 382 7, #%|CDO, SR Ing k.

WU BEEGE )3 CDO, i S BUH M (Cancel Registration). 150, 7ERFEIRH1/CDO ST
®E (Saving Management Center/CDO Registration Settings) 5 ¥ 2 i AN 5G] 4% 5 BEAS ) Y 28
W WA, o Rk E, I B A S 2 WA B BRI A Sk
WMRAEREEEFL/CDO FMZE (Saving Management Center/CDO Registration Settings) & % 5
55 s By IR FFIER:, BRABASEDS E18 %03k CDO B Ihi%E# (Successful Connection with
Management Center or CDO) XFAHE, Rt 5t 5 Wi Hias Wirdsz.

47: R IhiERE

Registration Status 2]

Vianageme wenter or Luu

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense ge
management center configuration

2.or
CDO r,'or'fig_]l_.lriili(_:-l' guide (2 to configure your device.

LB E AL EREE

ARGy S A3 A A LA e B e B B A 2 A SRS -

o PIERFNS L 1 - D R A RS TP Mk SRR RS VS 0 B TG T MR 1A
BE, HA T EER L o 24 DX

* DHCP fili%s#s - fEN &R Fo0 & i ] DHCP ARS5%% .
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B =s:0

TR

#7% CDO & BT E |

* NAT - ZEAMER4E 10 A% F4% 11 PAT.
o Yyl - SOVFTE N BB AL B AN
* SSH - {EEHELR V5 0] #2 1 )3 H SSH.

S B A 1, A e A X T TP k. T, A DI E AN O A R iR RS
Fi Ay B I . T, BRI T ) i rh s o LR A AR 1, DL R 2 2% ) — R
ZAWEREE D . Hodp SO R “PREIX 7 (DMZ), AT LUAEH: AR sCE /l A 5 R IR %80, 4l
11 Web iR%5 2%

LT (30 25 8% I G 2 ik DHCP M ISP SREXA/MERHE Ml  [R)IN2E P9 R4 D _boe SCERr sl

LUR7- B8] DHCP £E4% LA AR 1M il GRSl JF sk LAMIBIRE 1T %
i

UK

FIE1 PRI & (Devices) > % & & (Device Management), SR il kB4 4meE ( 4 .
P2 D (Interfaces).

Overview Analysis Policies JsEMEER Objects = AMP  Intelligence Deploy » System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

10.89.5.20 @ cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing l :i”: . Inline Sets DHCP

L, Search by name .f:}" Sync Device | | @ Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl,2 Prysical E &
E Ethernet1/3.1 Sublnterface E] y
Ethernet1/s diagnostic Physical & P
Ethernet1/5 Physical [E| &

SE3 AGHEA TSN RgRE () .

IEIH s —f% (General) ZET .

. Cisco Firepower 1100 X\ |45/



| #% coo o EiEHRSH BB

maz0 ||

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

Name: inside Enabled | | Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 (64 - 5000}

QK Cancel
a) EANKJE RN 48 NFRHIBFR (Name).
fihn, ¥4 inside,

b) %12 (Enabled) & iEHE,

o) ¥R (Mode) {4 4T (None).

d) MZ2 X (Security Zone) FHFIFRFESE—NIA MWL AR, B HHHIE (New)
In— B 2 A
i, VRIN—A~4 g inside_zone HIK I, AAZUIE REAEE 43 B4 2 A ORI e 1AL e
R B T AN A, AR AT LA 2 N AL 40T LU X S 7 H 22 4 S . 451
BT, T LK Y AR PO SR, K M A RIS e SRR T DA B 4
Goug, SUVRRLE M AL RIS, (AR MIMIIE A . K2 SR A R 2 A sk
DATE NAT SEWS . Tl 828 SEms Fl QoS Sl i A X Ik sl M 41 .

e) Hiili IPv4 /8l 1Pv6 LI .

« IPV4A- )\ Ny R bk B E &S 1P (Use Static I P), 4R LARIAT -2 A 1P Hbdik -1
e,

B, N 192.168.1.1/24

Edit Physical Interface

General m IPvG Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 152.168.1.1/24| fg'z"Dg‘;'?',‘3'51"'255'255'255'_‘28 =i

Cisco Firepower 1100 A\ 1457 [}



#7% CDO & BT E |
B ==oncemss

« IPV6 - IR A Bhiid Bk B S BLE (Autoconfiguration) &L HE

f) s#E (OK).
FBA S ETANE O g (S
B K R —B% (General) LTI

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 5000}

K Cancel

ez O Wi s VeI, Pz O e g RISk BN B ST Lt
FEARVEE, BRUIX RS b 5 O A B RE . S ATDAR A AR I o e b Dy T I R A e A
R

a) MZR2 X (Security Zone) FRAIE HkHE AN ILA MSNBLAKIL, BH MR (New) 7
B AN 22 A I

fltm, dhn—"4 % outside_zone X 1.
b) riEE (OK).
FES SR E.

fic & DHCP R 5522
LA S S i d ] DHCP M Jg B B AL SR TP Huhl, 17 53 1] DHCP AR45 25 .

. Cisco Firepower 1100 X\ |45/



| #% coo & EiRHESH HE
mENAT ]

UK

HIB1 %8 % (Devices) > i & E1E (Device Management), R J5 Sk & M%meE ( £ .
$I® 2 % DHCP > DHCP BR %28 (DHCP Server).
P 3 AERREEE (Server) TUIH LA iRAN (Add), ARJEHELE DL RIEI:

Add Server ? X
Interface* inside 7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server
0K Cancel

* #0 (Interface) - W\ F s & Pk HHE .

* ikt (Address Pool) - DHCP g% A8 H (4 1P Huhl v il CANBRAR S Ber) o TP bl vos 4
e g O AR I L, HANREGLAGEE D B S 1P Hihik

* J2F DHCP BR %528 (Enable DHCP Server) - 7£ frik#2 1 b5 il DHCP 4545 .

T4 HERAE (OK).
FIES R

fc & NAT
HLTR () NAT U220 N S b b 4 AR 34 11 TP Hbchk B fRoi 110 328 NAT FUNFR A 42 113 11 il
4 (PAT).
pUK ]

HIB1 IR E (Devices) > NAT, AR5 il Fi 5k (New Policy) > BEiEA 1 NAT (Threat Defense NAT).
W2 N4, EREEAH R %, AR5 HidiSave.

Cisco Firepower 1100 A\ 1457 [}



#7 CDO & BiA 1 2 |
B e=nar

MNew Policy ?
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
= 192.168.0.16 @

4, Search by name or value |

192.168.

| Add to Policy |

| Save | | Cancel

TS RN TSI A0 o SEATY AR TE R SRS VAN IR o
P33 RN (Add Rule).

Add NAT Rule X iFHER: BoR .
SUE 4 T E I AT I

* Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic hd

Interface Objects m PAT Pool  Advanced
* NAT #0] (NAT Rule) - E$:E 3h NAT #0 (Auto NAT Rule).
A (Type) - EFENZS (Dynamic).

HIE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 341 [ 4T IX 3545 i £ Destination
Interface Objects [X 1.

[l Cisco Firepower 1100 \ [ J#5/




A CDO By BN RH T A2
CEIN |

. Add NAT Rule
MAT Rule: Auto NAT Rule b
Type: Dynamic hd
Translation PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)

| -4, Search by name | ei‘outside zone @
B
san /by inside_zone

— —_————

m outside_zone | SAdd to |
ource

Add to |

Destination |

0K | | Cancel
$IB6 7EfEdh (Trandation) T g & LL R
. Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic it

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & = or Doctiogeiog Into

o EEAIE - RN (D) WA IPv4 VRIS X4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X%, PO B3 NAT BUUAERT o kR ids
NAT, I HIE Tk R 508 XI5,

* ¥ A9IR (Translated Source) - £ B#r#% 0 | P (Destination Interface IP).

Cisco Firepower 1100 \i 1457 [




#7% CDO & BT E |
B cinEsmmezsig

PR T PR TF (Save) LA InFLN]
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [5] Save

[#] Policy Assianments (1)

8 Fiter by Device

©  AddRule
r Fa N1 ated \
# Direction  Type Source Destination original Original Original Transiated Transiated Transiated options
Interface Objects Interface Objects ‘Sources Destinations Services Sources Destinations Services
¥ NAT Rules Before
¥ Auto NAT Rules
i Dynamic @ any <% outside_zone 2 all-ipva o Interface @ Dnsifalse P §

¥ NAT Rules After

HIR8 il NAT Uil EIRTF (Save) LORAF B

SV E MR ERFE E SR

U SR AEAEE W Y A I B T AR A E SRR B VT IR R, U ) SRS A I R LA fe v
ViR B AN R TS LU LA SC VR A A S DX S A0 B DX B PR e A Al X, 37 55
AN FEVF 3 I 24 0 45 KR o

g
HIR1 ELFRBE (Policy) > 78] 5K #& (Access Policy) > 7 18] 5K & (Access Policy), #RJ5 Bii ey B

(U i s s 1 SR () .
PR 2 PR (Add Rule) JF 8 DL N 240

Add Rule ? X
Mame inside_te_outside Enabled Insert |into Mandatory w7
Action |« Allow il = A

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)

| 4, Search by name s /b inside_zone @ san /4 outside_zone i}

san/t outside_zone

Add to
Source

Add to
Destination

* ZFR (Name) - AUy 44, #l40 inside_to_outside.

« ;B X 13 (SourceZones) - M A] A X 18 (Available Zones) FR ke A #E X B, SR )5 ik hn 23R (Add
to Source).

. Cisco Firepower 1100 X\ |45/



| #% cDo i ELANES 1 BB

wemsragEznrREssH

+ B#R[Xig (Destination Zones) - MR A [X 13 (Available Zones) HiEFEAMHBIX Ik, SR )5 H.d5 0
F| B#F (Add to Destination).

FCAh e R P JURE

ﬂ?—qgﬁa 3 $l:_|-:lu]\\j]u (Add)
FUUEP 278 N 42 Rules .

[EBSN Devices Objects | AMP Intelligence Deploy = ©, System Help v

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy You have unsaved changes | /& Show Warnings || Analyze Hit Counts | | [=] Save || @ cCancel
Enter Descriptio

Prefilter Policy: Default Prefiltar Palicy. SSL Policy: None Identity Policy: Hone

[EEE sccurity IntelligenceHTTP Responses _Logging _ Advanced

## Filter by Devi " Show Rule Confiicts &) @ Add Category © Add Rule | Search Rules

TR R E.

AEEMERIF R HIEED LACE SSH

BRAEHAE R O CEInANERD LR T RO Dy R, AR R AR 1% S ) SSHe AT
@Al 5 Y g B A AN S Hds B O SSH M. 2 WnZ R 1 EANSCHF SSH.

)

ER O PO FBGACE T SSH, {HI R FEAN S S FE SSH Vi 1a] .

BRI 5 LA 3w T REE WA IR L ) A B L . B2 1 SSH 54
FEZ 1) SSH AL BRI AN ] 426 o Hof e B P AEA T S X Eu e O, Al e s
SSH F7ia| #1) 3¢, B 1) SSH IR & I U IS &, JEAZ T E B i i 24 ¥ & Il CLI
R E

ST, ZECE SSH Ui 413, 124 Cisco Secure Firewall Threat Defense fir 42 % 1 1)
configure ssh-access-list fiy 7 TCEFSE ., 20 configure network static-routes ﬁﬁ/% LININ
TEOUT , FEAIGR e I ek A # R C BRI i o

PAER SSH, AT ARVEENL IP Hubik f v N 18 75 42 AR 4 il & SSH.
1 RE SSH R M Vs i) 5 10 a3 SSH LML T-AMaR4z O b, I g B m) A4z O kS HEE 4%

\)

IR S ESE =GR SSH &5t CLI Kk WMn, W fr4ax2 ik SSH i,
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#7 CDO & BiA 1 2 |

B s=m=
FiaZ /i
« nfUM#H configureuser add fy4. BRIANEOL T, A —ANEAERI UG v & I ] 9 LG & %55 ) admin
Mo v Ll & W E HERCE MRS IEIE, F LDAP 5 RADIUS LECESMTH .
o BT e X ACVR S A T SSH I RZ Y E LBk M 4% 48 06t % o 8 n] DIZE R FE TP s it %, =
L SR A 6 S AR 4L TP ki, iE AU BT AL B A e, IR R > I RETELL
P B T
A
AR OANREH RGHER any MRS, T2 H any-ipv4 B any-ipv6.
pUE ]
T RKER &> FEIRE , HOIE gl wu b g .
TIB2 ERRELIIFE.
$IB 3 FriR AVF SSH 214 AT 1P ik,
A5 FH e m LR SRR e bz LK 4552 SSH a8z, DA SO VR S X S 2 10 25 g 1) TP Hbhik . ST DA
A% FH 0 28 S Rk T AN 2 S TP ikt
a) AR LA I, Bl e DL AR A )
b) TCE ) ek -
 |P fbhib-FH AR IR oV S, HTTPS JEFE T ENLE M2 (1 I 256t % 802« A b 3R ik 4
—ANG, B 4 ISR 2R B
« REXI - NI SR RV T SSH IERMI#: L IX . X T ATEX S 410, #&a L
Pl 5V, o P8 ] ol N R = oL NG - O /N Tl B oy ) PO Ve R v S WU Y, 7
H e X3, 2R e ) T 54
c) MiifAE.
YR 4 PEHRTF (Save).
BEEF, EATLLEE R ERE > ERE K SRR BT AL Bt o ESE R 5, B A 2ERL
MEACE

R C T B A B S RIS AN AR B R AR

UK

P11 kit EJERE (Deploy).

. Cisco Firepower 1100 X\ |45/



| #% cDo i ELANES 1 BB

werz ]

[& 48: FRE

Q ¢ # @ adminv Wl secuRe

T2 Kl £EBERE (Deploy All) LLESE 2IPTAT i, Bl i S 2RERE (Advanced Deploy) LLESE RIS 1)
B

49: 2EEE

Q Advanced Deploy JEESEYR
1010-2 I Ready for Deployment [=2)
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment [=2)
nodel I Ready for Deployment [=2)
node2 I Ready for Deployment £

© 5 devices are available for deployment 2 9

50: SR ERE

1 device selected

[ Q_ Search using device name, user name, type, group or status I Deploy time: Estimate Deploy

Device Modified by Inspect Interruption  Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM = I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM = I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

TR 3 MORIE ). SR ERE (Deploy) TEHIA K bR T LA TR
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|

51: BE RS

es Objects Integration Deploy
Deployments Upgrades @ Health @ Tasks
P
m 0 running 5 success 0 warnings 0 failures

@ 1010-2 Deployment to device successful.
@ 1010-3 Deployment to device successful.
© 1120-4 Deployment to device successful.
@ nodel Deployment to device successful.
© node2 Deployment to device successful.

WU R HEBRFALE SR

AV Y A

if7 (5] BB 1E 0 FXOS CLI

#7% CDO & BT E |

sl oo o .
csco SELURE

O\ o admin
() Show Notifications

Filter

2m 13s
2m 4s

1m 45s
1m 46s

1m 45s

A8 d AT A (CLL) AT BE RSSO RGEAT A s E B . il CLI 23 15T B 5K -

AT LR B 4t E LT ) CLL
AT AT i) FXOS CLI PAHEAT Mk HER

\}

ER AT DUE R SSH RS B WA BRI . SiEHESIE AR, SSH £ iGER A B
748 CLI, H itk m] {8 FH connect fxos i 244 %) FXOS CLI. 415454 SSH IE#:4T FF RN S 11,
FHJG AT AR 2Z 4% 0 bk, BRSSO, 25H SSH B #2105 i) o BERE P A 2R 6 i 1 )
Pil) CBRU#E A FXOS CLD &

pUK -]

PR LR CLL S A NUE R B H G 0 . B8 B HEAE RG22 L USB 1T IR SIFE
J¥ (i 2[4 Firepower 1100 i F451d). #iil &u HERIA S FXOS CLI. A LA R AT

* 9600 JHFHE
« 8 MR
« TCEHAL

1 O AT YA

IEERRFXOS CLI. 1§/ admin F 7 2 A0 46 B B N 5 B R30S CBRIAMEA Admind23) &% CLI.

. Cisco Firepower 1100 X\ |45/
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| #% coo & EiRHESH HE
ssurEn roemsays ]

TP

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

W2 Vil @i CLIL.
connect ftd

TP

firepower# connect ftd
>

GG, W T CLIP a2 0IAHAF B, R hdp 2. HIXATHE R, 152 Cisco Secure
Firewall Threat Defense iy 227 .

I3 SR BT HFTD CLL, %4 exit 5¢ logout 74>,
M A2 B TR S 17 % FXOS CLI #2758, 5% FXOS CLI H ] H &y A A5 B, BN 2.

i

> exit
firepower#

HEBREEIZ O LB IR MR

A P B AT PR U I 1 AN A A B VI, A0 B AE CDO R SE 5 i B 1 1)
PN SR, DL P IRER . WERAERE BB A AN 2] CDO Ja S BERE 267 O HH 21
EEL, BNERLEIEE) W R M BB R IEARRCE, W) R TR IR

A BT S B A R B 5 2R A T
EREEERKT

{F CDO H1, 1ri&#% (Devices) > i& & &3 (Device Management) > i& & (Device) > &I
(Management) > &8 8817 19] - BL Bi¥4M{5 2 (Manager Access - Configuration Details) > ZE3E Ik
% (Connection Status) Ui FAG A FUERIRES .

15 B B#E CLI, % sftunnel-status-brief iy 4 LA & & BLIEBLIR A« 0 7] LU
sftunnel-status £ & 5 5¢ B 15 B

WS UL MRS N R ] B Bs “EEE YRR, B B DBk e

> sftunnel-status-brief
PEER:10.10.17.202
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#7% CDO & BT E |
B isseroroemsEms

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

WS LR T S IR R s ], L R 7O SRl TE A B B

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'eth0O', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

EE BB WEES
75 BB CLI b, A7 8 BNV B8 Uy [ B0 1 11 10 2%

show networ k

> show network
===============| System Information ]===============

Hostname : 5516X-4
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6e Default route

Gateway : data-interfaces

[ brl ]

State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— [ IPV4 === —————
Configuration : Manual
Address : 10.99.10.4
Netmask : 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6G J=——=———————————————————
Configuration : Disabled

===============[ Proxy Information ]

State : Disabled

Authentication : Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces : GigabitEthernetl/1
===============[ GigabitEthernetl/l ]===============
State : Enabled
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Link : Up

Name : outside

MTU : 1500

MAC Address : 28:6F:7F:D3:CB:8F
—————————————————————— [ IPV4 J-——mm——mmm e
Configuration : Manual

Address : 10.89.5.29

Netmask : 255.255.255.192

Gateway : 10.89.5.1
—————————————————————— [ IPV6 |]—————————————————————
Configuration : Disabled

W2 [ CDO ST/ BLABHTE
76 B CLI /1, KA CDO VEMHE & g . iHE R, i AE BoR B HERN 47 Ik

788 o

show managers

> show managers

Type : Manager

Host : accountl.app.us.cdo.cisco.com
Display name : accountl.app.us.cdo.cisco.com
Identifier : f7ffad78-bfle-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

it CDO 1T ping #21E

E B CLL 1=, A3 LA fir 4 MBI B2 1% CDO $0UT ping #:44::
ping cdo_hostname

5 JJBMBIAE CLL L, AT LT iy A BERZ L6 CDO #RAT ping #24F, 1245 1 N 1L
ERlfe iz ANE

ping system cdo_hostname

IR BB MARE O ERYEE &

{5 BB CLL L, HhARA S B I (nlp_int_tap) EAOEURG, DB RIZT
fil:

capture % #x interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

BEABEORT, FiIHESNEEEITE

6 MBI CLI ., #5747 6 A% 1 nlp_int_tap (145 5:

show inter ace detail

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

RS

Ceitie
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B isseroroemsEms

IP address 169.254.1.1, subnet mask 255.255.255.248
37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, O frame, O overrun,
pause input, 0 resume input
L2 decode drops
packets output, 370 bytes, 0
pause output, 0 resume output
output errors, 0 collisions,
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware
output queue (blocks free curr/low): hardware
Traffic Statistics for "nlp int tap":
37 packets input, 2304 bytes
5 packets output, 300 bytes
37 packets dropped

1 minute

0 ignored, 0 abort

underruns

0 interface resets

O O O O Ul o o o

(0/0)
(0/0)

minute
minute
minute
minute

(G2 O I i

input rate 0 pkts/sec,
output rate 0 pkts/sec,
drop rate, 0 pkts/sec
input rate 0 pkts/sec,
output rate 0 pkts/sec,

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

TR B NAT

e BB CLI Hh, WA 75 O InER A B (S *), DASEHEE I (nlp_int tap) & 757746 A ¥
NAT B0,

show route

> show route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
Is-1sS, IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

i - su -

ia -

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface
tcp 8305 8305

service
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wE

ssurEn roemsays ]

translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipvé6_intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 _intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé intf3 interface ipvé
translate hits = 0, untranslate hits = 0

HitigE

i M AR AR R T HAL R E . Bk n] LAfE CDO 1) %% (Devices) > K& EIE
(DellceManagement)NQ% (Device) > &I (Management) > &2 881/ 0] - BL B 4H{5 2 (M anager
Access - Configuration Details) > CL 1 #ijH (CLI Output) Wi _FF FVF £ X ey 4

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

&% DDNS EF 2GR I

1E BB A CLI 4, KA DDNS S5 5 i -
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

W EOE R, 1541 H] debug http #1 debug ssl fir% . % TR SRR, iFf A2 1T OAE R &
g AR

show crypto ca certificates trustpoint_name
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B oz coowrEpnmzrE

kA DDNS 84F, BT UR R 4E:

show ddns update interface fmc_1jjin)_ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FQODN : domain.example.org
IP addresses : 209.165.200.225

#& CDO HEX 4

1521 https://cisco.com/go/fme-reg-error.

gnZR CDO AN B RECE

WIRCRE BB L EE B R T B AR U1, JF AN CDO #82E M o 453 E L IO S, AT LA
K BB IR E IR R EOGRE IR, DMEWR R HIER . W5, & LU CDO NS
FWCE, DMEORRF A ERI PR . RIS 2%, W LMEARRDhRE: AR T it
W AERR G DL o

2 LT
AT DT OB T LA OB | ARGt TR BB R

o AR N RT DAYE CDO H s B I RL E . B, [PIVRAS 2 52 55 1 A 32 LUAH DG IR AR
AL, EOLRETE BB A CLI R EATIC . 1R, WiRETE Bk CDO #1385 f# ] configure
network management-data-interface fiy & # o 7 s i, ARJEMH TR G4, Xt
WEBASRE: AT RRS] EXEE T CDO B .

* JCVAIRIR b U EE YA S K41 4h SCEP GIEA5 44 -
© FEIRRIIE], ERCRBETE, PO TR B RS

UK

S A EPIE CLLh, [VR R J iR .

configure policy rollback

[R5, BUPM B 23l %0 CDO U5 IR . /£ CDO ™, 8 b s — 4, U WICE
AT

. Cisco Firepower 1100 X\ |45/


https://cisco.com/go/fmc-reg-error

| #% coo & EiRHESH HE

Nil

B

e coo xims sk ]

bk o3 R R R H CDO BB, 155 https://www.cisco.com/c/en/us/support/docs/
security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.htm1 L T fi#
S ILFE . RS UL, R CDO L I AP R T g2 R IRy
GUT, BEATLUiE ¥k CDO BCE L, JF A CDO B g .

T
O T8 Bl e 1 R T A BRI B £ SIS 480 -

> configure policy rollback

The last deployment to this FTD was on June 1, 2022 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

R PHIE R R AT CE T .

fECDOH, Fi%#% (Devices) > X &FEIE (DeviceManagement) > i% & (Device) > EIE (M anagement) >
EIBZRi0) - iL Ei¥M{5E (Manager Access- Configuration Details) > #E#£1K7S (Connection Status)
YU A A BE RS .

76 BB E CLI, % sftunnel-status-brief #ir4- DL & & FLERLRA

R PR ER T 10 220 LLL, WIS HERRE R . T2 DR A 1 1 L F e B e
, 55149 1L,

{£ F CDO < A1 B A 3

IEROC IR GEAR T 2 A I g2 N FIOT R AT e S EOCHF R 0™ IR . iFictE, AT
ZHERE— HAE G BI81T, R s P LIRS BE LR R DR AT K e o

&I LME ] CDO IE#fIR I R %%

UK

TR EHRE > REEE.

T2 EEEH BRI, BgREERR @ ).
PR3 il & (Device) LTI

TR A PRGBS R (),
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#7 CDO & BiA 1 2 |

SRS IR, SRR
FER6 WEORE S KA TGS ER, WEPT KRN R G ie . R A B LU N K.

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

WEARBA R G, WESEERA 3 B IR RS Lok
PR TEHALE T LASC AT FL T 50 I AL 00 EEIN 35T WA Sk AP BE T 5 T LA PR HL

[REEIRIE

SO RO T ARSENCE B, WS 0 SR g
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.6

1og

£/ ASDM #BZE ASA

AEXEERG?

WA PTA T HEE RGNS B, SR RGNS ARG AR, 61 . A%E
FH T4 F ASDM [£] ASA.

REANE LU EE, 155% (ASALETRR) THAMHINE:
o WRE D
s CLI it &

REEIRF R AT AL E FE AR 22 0 ms s RIS E B ER, SR ETE™ .
KFBE NI
] LLEAT BB A ASA Bk, 76 UMM S AH AT ASA 2 1] U 4 175 B AT 1he 24 AT BTk
1% IR TFEARRT YA7 222, SR SRS . TS FoH g LR ASA oY Firepower
Ja B B 4B £
[ K B 2 Iz 4T HEFR 4 Secure Firewall eXtensible #:4F £48 (FXOS) MK ZHAER S B KEGA L Fr
FXOS Cisco Secure Firewall HTF6E L& T HEHERR H 1, SCGZEZ R CLL. A 1EgIME B
W2 i T H 4% Firepower BB 1] Firepower 1000/2100 A1 Cisco Secure Firewall 3100 1) /8 %}
FXOS #FsHERR TS5 r o
FRRAUEEAS AR - B K AN ER B R SN N S5 B o (HAE, T AEERCE R AN A S 015 B
B P 44 FEIXME DL, PR RAEPAT L E S0 SNMP I i) e B B .

* KT ASA, 5158 T

o ui BAET . 5 160 0T

o AR MSECEFECABCE , 5 161 1T

o JEFEDT KIS, 55 163 T

o PRIB AR . 2 164 T

o (n[ik) TP IP Huhl, #5165 T

« %3 ASDM , #5166 7T

s BCEVFRT, 25167 1T

* BiE ASA, 172 1L

* Y7 M ASAFIFXOS CLI, % 174 1T
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N &/ ASDM %38 ASA |
%XF ASA

XF ASA

ASA 11— 6 Wk TRt R ZOR A K VPN L 83 T BE -
T LU DU AR — 8 B HE ASA:
* ASDM (AFEH TG - PO E MRS g s,
* CLI
C HREEAEE - AR ST A2 WA L
o R R PSS - AT BRI RS 4% LK 2 B A FL

AT LA ] FXOS CLI LA 47 i b HE G

N FFHIThEE
Firepower 1100 A3 FFLL T ASA Tfig:
s JURE
o R
* ASA REST API
* ASA FirePOWER #bi it
o fE SR JE RS
* UM A
* SCTP fa |8l (GZHFEH ACL 1) SCTP RS A

* Diameter
* GTP/GPRS
iT#% ASA 5500-X fic &

T LK ASA 5500-X Pt B & I R 3] Firepower 1100 1. (B, HFEEBMSE . RAiFTEEFE
Z A — AT Ry ZE S

1. BEHEFIMCE, W7E ASA 5500-X L4 A\ more system:running-config iy 4 .
2. MIETHFEGBEILE GEZH T30 .

3. ¥%EHE % Firepower 1100 R & b 1, AR JFREA 4 e B AL
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ciscoasa> enable

Password:

The enable password is not set.
Enter Password: ***k**x

Repeat Password: ****xkx
ciscoasa# configure terminal
ciscoasa (config) #

iT % ASA 5500-X B & .

Please set it now.

4. A§ifH clear configureall #ir 21 K 4 i AL & .

5. 1E ASA CLI 55 g Be &

AFgr R R ) BRARC S, K,
R ASA.

U RAEDUAT IO TR, AT pi v (0 SR P ANE T

ASA 5500-X B &

Firepower 1100 fic &

PAK V1] iF

B AEVF AT

SRR OB, AN PAK VFal. BRIAKG UL M BEA
LR MVF R R REVE il ZERIE R IR REVE il IR 55 &% LA3R
CVFRTIE . A BEVF R IA 2 500 ASDM B SSH Vi) (52 [
P3O .

Y1UE ASDM 7 1)

W R TCILE R ASDM B B BEVE ] IS #eiE M, T MBRAT
il VPN s HoAh 5 & shaeic & (RIS & T 99 %) .
P AT DLAE RIS 2% (3DES) ¥ I 3 i 587 o X S6 1 fig
SRS IR R A, ASA BRSO N AL H T 5 1m) 11
3DES Djfig. WA Thae, WAL S L ASDM A
HTTPS yiiie (B, S8 TIRS 252 mIME) . It
T (R ) o R RN PR A B2 11, a5 BE 1/1. SSH

R

P20 1D

iR B8 2z 11 1D US55 58 ks ID DURC . 101, ASA 5525-X
BLFEEFEL 0/0 FIFIK LUK 0/0 2 0/5. Firepower 1120 flff
FHL 11 FLLORM 1/1 2 1/8,

boot system commands

ASA 5500-X 5 % 14 PU/ boot system fiy4F8 & B4 HI 1) )5
WL .

Firepower 1100 ¥ S0 1/F—~> boot system iy %>, DA LAERN 2

AN B Z R4, RPN —Aard . sbr FAERCE A
T BATAEAT A boot system x4, K4 A B AN HUE SRk
e I BWUG . S JE A A 8 EUG K G 2446 B In iz
iTo

It boot system v & S AEE NI PATEAE . RGIUF IR
FRARWUE, R IL R 25 FALE (FXOS & 2T disko |
IR ED o FOETINE ASA N, RGO INZ0E B .
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| e

.LIJ.I X
i 2l im F2
2B A MRS LIENLUAR LB M ASA.
./..__-\\ ./.__-\\
Pre- ' 1 'Install the .2 )Review the 3 / Cable the 4 ) Power on the
Configuration ~ firewall B network and ~ firewall ~ firewall
—p defaultconfig —p —>
v
ASA CLI 5 ) (optional)
Change the IP
Address
l o 3\
ASDM ' 5 ') Log into \ 9 | Configure \10) coniigure the
ASDM feature ASA
licenses —»
l A
|/§ | .
Cisco ./ {Opnpnai)
Commerce C_)btam feature
Workspace licenses
Smart 8 ) Generate a
Software license token
Manager for the chassis
(1) | B E eSS TAE LR KA. TE S R R
L, W
(_} Be B T HE R TAE A 25 B NEARL S , % 161 L.
( ‘) G e LA P KI HISE 5 163 L.

[l Cisco Firepower 1100 \ 1357
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| 15 ASDM %32 ASA
samensnnileEs [

() |FCE TS TAE PR, A 164 T,
5) |ASACLI (i) Tk TP Mol , 4 165 T1.

(6) |ASDM %5t ASDM , %5 166 Ti.

:/ }"\.‘ Cisco Commerce WOEVER , 4167 T1: SRENTHAEVETTIE.

"/ | Workspace

(g) | HHEARIEE I OBV, 55 167 7o USRI IE A B
(9) |ASDM BCEVERT L 55167 9. WUE DIAEVATE .

Ay

10) |ASDM WOE ASA , 5172 71,

EEMEHMEMIANLE

T B R T BRI & 1Y Firepower 1100 HER A PIZE25

SRR S ) T B L S VA I A R 25 DSL YR AR R A, BRI R T A U A TR
PRI, DU ASA D S 1K 9 8 I 28 04T B A 8 H AT NAT . Qi R A5 22804 M TG & PPPOE LLIE
Fe N0 ISP, T LLYE ASDM JH 2 i) 5 th AT I 44

A
R AR AR A ERGA S IP HuhkgE4T ASDM Vi, W LRLAE ASA CLI L& PEB IP Huht, &S0 (nf
) T TP Hhl . 5F 165 Ui, B, ELVTRER S, EAIRE T A 1P bl

o WIS ANEEE 2RI 192.168.1.0 M4% (Xt — ANl BN ZS) B TP Hihk, DHCP HLHK;
P, AN OARSIRAGIP bt . T LI i ) S IR AE T ASA ZE R — M 2% EARBE R AN
TERXFPE LR, B 200K P TP kb B oo 20 3 i &% Lo

© WIACKE ASA USINEIEAT N BT 2% Hh, 5 20K N T TP Stttk 5 e BUEAT R 25 L.
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. Firepower 1100 ZIAFL &

( Outside

outside
Etherneti/
DHCP from outside nw

Management 1/1
DHCP from
management nw
inside
Ethernet1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x

Firepower 1100 ZIAEC &

Firepower 1100 ) BRIABCE (05 DA R AL E :
* WER—SMERIRE - LUK 1/1 (M), LUK 172 (D

Management |~

« 5MER 1P itk H DHCP, MEB 1P H#iiit—192.168.1.1
o B /1 CGERD , TP HilibK [ DHCP

* DHCP BR&5 8840 I
« BHIABEH K A 40 DHCP, & ¥ DHCP

* ASDM Vi) - FEVFEF RIS EML. PR EHLER A 192.168.1.0/24 M%K% .
* NAT - M\ FBBIAMNEB BT A it i 42 1 PAT .,
* DNS I 45 % - OpenDNS Ji 45 2% O Pl Ac '

P HT DA & 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

. Cisco Firepower 1100 X\ |45/
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| 15 ASDM %32 ASA

emsosnes [l

interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

R KIS B BB 4

( Outside -

- A

Ethernet 11

(Alternative) Management 1/1 -
outside, DHCP from outside nw

management, DHCP from mgmt nw

(Optional) Console ports |

Ethernet 1/2
inside, 192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x Other Data Networks

EEF /1 BLAKM 172 _E4 PR Firepower 11000 BRINAC B B2 ¥ LK 1/1 BCE A A1 .
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&/ ASDM %38 ASA |
B sessnn

UK

SR N WSR2 R R .
PR 2 F R B RN LER R U ME 4

o ETHL 1 - R /1 BRI RS NS, RO B S TR B 4 b, B Rl AV A
TR LE, B /1 O NEFIN L LR DHCP R4S 8538 TP Huhik; G B A bz 0, )4 si
e/ Hc s ASA H 1P Mk, DUEa] DIANE BTN LERL S 1P Hhbk.

« ORI 172 - B B SN E BB 2 LUK 172 DI THIIGIC S . B LUK 172 3E 55
TR TERR AR B LA T AN g L, RO R M K i A BEVT ) ASA. LUK
M 172 HAERA TP Motk (192.168.1.1), JF HiE 21247 DHCP IR 454 LA 2 F o CRURGE HE 115
MO $RAEIP Hitl, K, EOROX LR E A HAEMIA N4 B9 (3524 Firepower
1100 ERNBCE , 55 162 11D o

R T ER LUK M 1/2 1P Mk W BR G T8 O FoAbAE, I D200 & BV N L e B i S i o
EE (k) HX P Hhdlk, 55 165 i,

AT UARH Ja AR BZ TG ASA P EET ) 152 P ASA O URAF B E AR M
HYR3 RHIMBMSOERL B LUK 1/1 #1 .
T RBERAEVFAT, ASA FrE IR, LUE €l LAYs W VF T UEMUA A LR o

IR A R AL M BOE R BRI .

2 Az ML N

ERIgEFHEIR
F B T R S AT ML SR B eI IT 6 LGB AT 2T e M, Sk T R % b
F DAV R SRR A

UK

pZ- 3 B S R/ ES T U 3 o P S R b 25| L ERV/E L

SER2 AL THURTS th AL PR 2k 5532 (R bR vERE AF 2 AT OGFT T L

PR3 WA BT YE LED: W% LED Bafie Sild, Fonks Cim .
f| [EIE3E 30T

oo [ S E
PowerLEDgT

Status LED

FRA BARSEIAIPRA LED: L BEgfde i n, ROl mizi.
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| 15 ASDM %32 ASA
) mHp s

pE B IFRMITUHRBISCHS, RETAT RERT 2 LR P A S e 8 OC H o AEBCIBIE,  HUAR i 1 H
J5 LED H5IN4REE (0. 7 IR LED 584 R M2 1, 5204k H HLdi o

(A[iE) BT IP ik

A G FHBRIA TP Mol 3E4 T ASDM Vi), W] LAE ASA CLI % & inside 4% 11/ 1P k.

)

AR WAL E I BCE R R 1P Mokl P DA R (AT AR B ) ASA FCE LK, A AT
JIHEREF .

T EER ASA EHGm O, RFHASRRER. FRENER, ESHVIWASAFIFX0S CLI,
174

PR 2 STEIAI E LR IP Hudik.
configure factory-default [ip_address [mask]]

i

ciscoasa (config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface ethernetl/2

Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed

ciscoasa (config) #
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&/ ASDM %38 ASA |
B ==asom

HIR 3 R BOARC EORAE BN A

write memory

=3k ASDM

JA %) ASDM DUE L & ASA.

ASA BRIANTESL N5 3DES ThRE, AN T BEU I, Db ] OB R 28 Be 7 L8, BT DASE

R ASDM. W2 f57E ASA LRCE T SSH Vi), W] LI#EH SSH Al SCP. HAth 75 Eamhna
(It VPND TR0 FH S, 3 3 sk M 2% 1) 2 e 3000 5 1 283 0T o

)

AR WIREAE N A AT AT A N A 1 TR (RN E T 99N, B HTTPS &4
SEZED LWTT, R HETCIEE RSB PeRU 4 Akt ke B AN BR A BRI 0, 49 A
/1. SSH ASZsgmn. WS LR T HTTPS &4z, ] L8450 & b [ DL HTC B ASA. 1583
PO O, B I B B S 5 I o RE e B 4

FFa Z B
* 1521 Cisco.com -] ASDM K AT UM T fi#tiz4T ASDM HIEK,

UK

T AN AP ALY URL.
* https://192.168.1.1- W (LLIKM 1/2) #2200 1P Huhk.,
* https://management_ip - J\ DHCP 43 fic i) & #1810 1P bt

8B WERTEE https//, MEESRE http:// B F5 € 1P kb (BRIACH HTTP) ; ASA A< H3)
¥ HTTP i K¥% & 2| HTTPS.

VI #5275 CiscoASDM M T, SR RE A B W s 2 A, A ASA AT & h&iE4S; T Lz
S I L T U ) Y 0

H2 AL LLU R A %2 —: Install ASDM Launcher 5 Run ASDM .
T3 R EEFEREDL, FZ R R LU S8 ASDM.
R Y54 5.7~ Cisco ASDM-IDM Launcher .

SR A K A AE B 2 N BCE R S S, R A R RE .
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| 15 ASDM %32 ASA
raiT [

REF B~ ASDM E%

o M
MC & 1FR]
ASA EH B TR, AT DME MR feiFr], XFFE RN, BBz T s H, &0 PIEd
IR AVFA]IEAR B B Ge S H A PR A HU R CZ ARy A IRSS8%) o A IR e B LV m] J7 v i 5
ZEH, iESRER ASA RAVVINREVFATUF; ATeEEH T M8 a4 ] .

AR BRI I VELIIA , 1515 1) cisco.com/go/licensingguide
TEWHLAEING, R BRI A48 2 2% oh B BRI g B PR B8 2 TR) (R 385 UK IDEFS o B3B38 17 K
543 e B AH R R o BRAESES ) R RE AR BRSSO EV A TG B S O, RO A L
Dt s SRR VE T, AE A7 T R AEANSZ 580 o V] R D e 4 -

o LA

o A

* JEANE (3DES/AES) - W A& 1A BENK P AR SRAT SN BAL,  H Cisco LU SLVFREAEHT 5N,

RET LLT= 3 0 a3 Vi n] UE s o 2 K

* Cisco Secure % J'Jii - Secure Client Advantage. Secure Client Premier 5% Secure Client VPN Only

ASA BN N AL 3DES Thig, SUHTE BN, AT UG R Re R AF & B8y, 8T RAST
Bi{di ] ASDM. IR 578 ASA _FRCE T SSH Vi), WAl LEH] SSH 1 SCP. HiAth 75 i s
(4 VPND R ZhBEDAZI i FH 5N 2, 3 8 SR 445 500 1) 2 E AR AH 5 F 280

N

AR W REAE R A E AT A AT A N A (S e RN T IS NE) I HTTPS 4
SO LW, JF BBV NE . PR 5 0 o e B PR A B (e 1, 9 i B
/1, SSH AZigml. WIREFER T HTTPS iEH:, LIRS0 &l 1 L BT E ASA. 1EH: 3
B BIEE 1, B e B D o N 2 Th RE L B IR 1

I IR RE AR PR SR ASA IR R, T B rh 7R F It 2 R AR B @ E A1 S AT FIBY
IfgE (Allow export-controlled functionaility on the products registered with thistoken) & %&HE, LAME
I FH e R BRI EE VAT UE - CREFMR . 205 HAT FH 4 A1) o A IEAENUAE LS AT N2 R, X T
FFEHRMMH T, R AR MEVFUE, PSR T AR . DR ek~ &
AT SR, {H Cisco CUfE VAT SN, 18 nT DLTF= S w85V nl UEES 0 2 1k P

FHIa Z Bl
P BB B AR Rk .

R BGRRATIR™ U i B RERE AR T o Tl IR RERIH A S, T LON A2 —
ALK
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https://cisco.com/go/licensingguide
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B ==4v

&/ ASDM %38 ASA |

o SR REBCOE T AR IK S SR B 6 N # (3SDES/AES) VFRIIEREK, A Refl L fE
AT A RERR SR D

UK

TR DR S AR REVE AT IR L5 T 5 (1 PT FVF RTAIE R A S IR PR B (R BRI VP P

2148 D SERE R 20 A0 7 S L S E B I, SR IR F AT HIE Y 1% O B B 5 0 8 e S E R TR Bk ) o (HAE,
R A S INVERIE,  WIE A R R 45 TAE =518 i Find Products and Solutions 8%
Bt. #ZLLUFYFATHIE PID:

52 FAER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

o BERVFATIE — L-FPR1000-ASA=. FEAfiF AT G 9l (1, (H R SR 75 208 FLs I 2 S 1) 2 e
GRINILSRL N

5 W VFATHIE - L-FPR1K-ASASC-5=. &3 nliE 2 BNy 506 % 2 434 n] UF L 2 18 11 75
%o

* 10 55t ATHIE - L-FPR1K-ASASC-10=. 1 St V/F Al iESE B0 s 18 0 % 22 43 v iE DA 5 1 7
o,

* SRHI%% (3DES/AES) VFAJIF - L-FPRIK-ENC-K9=. 1Y 240K /" K SR BZ A FH s s I 75 22

* Cisco Secure % /Uiy - 152 [/ AR 4% P i V] IFR T o ISASBE ELAEAE ASA A3 L vk .

Y2 7E Cisco Smart Software Manager H1, A BDRF IG5 25 75 N 21 19 R UK P 17 SR - 52 il i 2 et

a) Y. Inventory.
Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Notification Satellites Activity

b) 7 General LI~ I, Hili New Token.
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| 1M ASDM 12 ASA

raiT [

General Licenses

Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) 7r Create Registration Token XJiHHEH, AL F&'E, 4R)5 %1l Create Token:

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description
* Expire After - JARHEBUXIN 2R 30 K.

* Allow export-controlled functionaility on the productsregistered with thistoken - j3 H 5 H &
MPEAR&

RGO A A I BN 58

d) PR BT O 0 3 Sk TR T AT OT Token XHIAE, R LA HURE 43 ID S BIBYGIR . 247 2%

M ASAI, TEAER LR, DAAEIZRR R T A e
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B ==4v

. Py
E 53 EELTHE
General Licenses Product Instances Event Log
Virtual Account
Deseription:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...

Token Expiration Date Description

Export-Controlled Created By Actions
MJMSZ]IhYTIrZGOAOSGOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions ~
g Py
[l 54: 1<
Token @ X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY

mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMOANSTN%A3AN%ANA

Press cfrl + ¢ fo copy selected text to clipboard.

7t ASDM 1, {Kki%$¢ Configuration > Device Management > Licensing > Smart Licensing.
A ¥ili Register .

[l Cisco Firepower 1100 \ [ J#5/




| 15 ASDM %32 ASA

$IES

SIE6

raiT [

Configuration > Device Management > Licensing > Smart Licensing

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for
smart licensing.

[[] Enable Smart license configuration
Feature Tier: —MNone —

Throughput Level: | —None -

Privacy Host Mame Version

Transport Call Home Smart Transport
Configure Transport URL -
Default URL
Registration
Utility
Proxy URL
Proxy Port
Configure Utility Mode
Enable Standard Utility Mode
Custom ID
Customer Company Identifier
Customer Company MName
Customer Street
Customer City
Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register Renew ID Certificate Renew Authorization

Effective Running Licenses -

License Feature License Value

Maximum YLANs 200

Inside Hosts Unlimited
Failover Active fActive
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 2

Carrier Disabled v

Apply Reset

7£ 1D Token Bt ANy M2t
[ ] @

Smart License Registration

ID Token: 'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

Force registration

Cancel

Help

10T LUa) ik 58l E AR (Forceregistration) SEHE, 730 CLid HE W] 68 54 BRI 8 BEZR AN [ 22 1)
ASA. fltn, AN e A E B TR R AMNER T ASA, 15EH 32 %1E M (Forceregistration).

mdrEf
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&/ ASDM %38 ASA |
B ==zas

ASA A FH IS A AN 1 ) R BE R BB Y, JF3 SR TR VR nT IR BGEA TR AL
FAIGm R v, ) %#ﬁﬁﬁ%ﬂ%fﬁﬁmmmm%ESWTﬁ VPRSI, ASDM
2RI R . 4838 T DL FR 482 (Monitoring) > B 14 (Properties) > & #8145 AIIE (Smart License) LA
AVFAIEIRAS, JCH T RO .

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

]| WELU TS

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a
Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) %7 Enable Smart license configuration.
b) MINEER (FeatureTier) FHiaEH, LFEEA (Essentials).
AHERT T H
c) (A XT1EE (Context) VFAJiE, AN SMI%H .
T AEBCA VFATIE RGO M 2 s 5. 1 S K8 H B T i 2
* Firepower 1120 - 5 Fjf 5
* Firepower 1140 - 10 Ff{# 5

* Firepower 1150 — 25 ME 5t

#ilhn, X1 Firepower 1120 11175, ZAEH &R - 5 Al 5, WS S0 35 MR S EOA
{H 2 AH M,

P$IE®8  Hifi Apply.
PIR9 Pl LHAAP M Save KlFr.
%10 B IFEWT 3 ASDM.
LISV RTIEI, TR S EH A 3 ASDM AR W 5B b

BcE ASA

AT ASDM, 5 m] LA i) PR BC B AL AT REM e . ROEm] LAT-Zh e & 1) 5 h R BAE I Zh g
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mEasa

I AKIIEFE Wizards > Startup Wizard, 285 f.ifi Modify existing configuration %4 .

@& Launcher File View Tools m Window Help

Startup Wizard...
VPN Wizdrds
- ) High Availability and Scalability Wizard...
~Device List- iipiatiay | Unified Communication Wizard...
000 Device List ASDM Identity Certificate Wizard...
% Add [ Delete ¥ Connect { Packet Capture Wizard...
I

Cisco

@ X . 1 -
(’»’ Configuration @ Monltot _ard‘ ? Help ‘T\fpe topid Go

Find: Co

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

' Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

Subnet Mask: 255.0.0.0

<

i
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fn'.n.'.izard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:

New Password:

Confirm New Password:

$I8 2 Startup Wizard 35| S 458 AL & «
A
© e, QUFE SN ERIA I 1 TP Mk OB R R
* WA
* DHCP 55 4%
o JiA...

PE®I (W) {F Wizards S, a7 Al T,
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B 5 iaasasrxos cu

&/ ASDM %38 ASA |

WA FARLLACE ASA, WS IEEE ASA FR VI SOR HOE A IS IR RSUAS IR SCRY

177 [5]ASAFOFX0S CLI

AT LU ASA CLI (i dlE ASDM) Xt ASA HEAT WbHERR sk AL E . vl LUERE R0 1 & oty 1 LAYG 1)
CLI. &0 ARG (AT 8 0 F R BT ASA 19 SSH T i) EER NN T, SSH Vi 28 1. A%
HEZEE, ES0 ASA —BEERER B IR .

H AT LA ASA CLI 17 FXOS CLI, LMEgE4T iR HER .

UK

A PN LE R R B o B TR N B R GE 2k b B2 USB AT iRy (i 21
Firepower 1100 filif-451) o TH LN BATRE

* 9600 PR
o 8 MNMEHERAL
« AR
o 1 AMEIELT
JERER ASA CLL. BRINIEBU R, Uy i #3566 A 5 244 H P AT IE.

7 ) EXEC #5L.

enable
F—WHi N enable fiy &I, RSP HEBEE,
w5l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*%*

Repeat Password: *****x

ciscoasa#

WA ASA g, I HAEEHEN FXOS MbE R 5, WA ASA ¥ B ) n HI#% i 2 FXOS
BB 5 .

TERFAL EXEC B, A7 e dr 238 mT o 38 n] WRFB EXEC BExCEEN i B A

PR AR EXEC #E5X, EHi A disable. exit 5% quit iy 4.

Ty ) 4 R e A

configureterminal
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| 15 ASDM %32 ASA

R

TP

ciscoasa# configure terminal
ciscoasa(config) #

AR BT AR B ASA. ZHR I A RRCERGL, TERA exit. quit 2 end fir 4.

(nik) &3] FXOS CLI.
connect fxos [admin]

« admin- SEALEFEE B VS AR . 0 RO, PO PO RO . iR, B
TEYEE R BRI R, A AT AT AL 4 v

RGOSR P AEIE. AT ASA H P 2K 46345 FXOS, T At 8ok . 2R M 3] ASA
CLI, % exit B N\ Ctrl-Shift-6. X.

7F FXOS W, #n] LUd ] scope security/show audit-logs iy 225 & 1 1% 3 .

i

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

o BIRLENCE ASA, THS PN R ASA FR A SCR b E A S IR AR RCAS IR SORY
o BHORHBEHR, EZ 1 (FXOS kbRt i) .
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