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Ethernet 1/2-1/8 Switch Ports Management 1/1
PoE+ on Ethernet 1/7 and 1/8 DHCP from network

Ethernet 1/1 | Console ports

W ¥ & rrmoDsE

oofnenfe
CISED

/" Internet :
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Management
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Center

)

FRONT 6.5 RERARA, S 1/1 BN P Hihlk K 192.168.45.45,

\}

¥ Firepower 1010E A3 #F PoE.
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S N ES A ede .
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SR A AT RA T AL L ZEIN 2 AR RRRAS, WEHATEL R D3R B T DU AR LB Bl K S5 2 iy 225
HARRA . B, R AR R s FHsiT R AT T, (ATHg0 (BREARCED W RE 2Lk bR
FE 2l A (R I ]

HIIZIEITIH ARRA?

SR BGEAT A NI F I RRA S 55 bR A7 4 (455 18 Gold Star fRAS . f&IE 0] DLZ 2%
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178 html * frid i &
AsEng; B, A SRR IR 5 CES O IEe)  KIHRAS 5 CRHCIN 8] iR 4E3 oA
AT B M ICA S 5 G4 A RIAN T, T BUMFAIED .

UK

S EHR CLL. ARG R, 1ES MU g5 A FXOS CLI, 2 39 i, MRy ol ik &
s 1, HE& WA LAEH] SSH.

1 P 4 admin FIELIA %00 Admin123 &%,

1IEFER FXOS CLI. 25— AN B, RSN, b3 H T SSH 1) Ja bt

TR WA C G, (HEARRIE, WZHAT ) B DU A B BRI AR
EEEFNGER, S0 FXOS MbsEHES R .

w5l

firepower login: admin

Password: Adminl23

Successful login attempts for user 'admin' : 1
[...]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ****xkxkk*
Your password was updated successfully.

[...]

firepower#

S 2 7F FXOS CLI /1, WoRIEfFIZITHIRAS
scope ssa

show app-instance

i

Firepower# scope ssa
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Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.2.0.65 7.2.0.65
Not Applicable

WIER BB RRAS, TEPATIX LD
a) MREN P RCEFS P sk, WS A CLL 58 BUg i i I aG it . 25 16 11, BRIA
TEUUT, BB H DHCP.

S T A B I ) £ IR 55 T OB AR
b) AT (FXOS HebaflErear) oI E PRIy .

5 AL B A B i 40 4a B &

EREE

BT LU CLI BB 26 8 LR R 58 B B A W AR L

B 3% 5T AR BT M e EC B
B WA RIS LASAT B IR R R . IS A B PUT WA BRI, W AR )
e E L BATE R, B R DNV B AR U M BCE AN, AR WA AR oS BT 1 DG
HOR R o TER, AR EABOABCEBCE, By R s s 4. R CLIy, R
R VNV BEAR S ) BB SR B (B, ANREBOAR AR ORCED

FHia Z |l

s B IFPATE B PLOMAIEEICE . ES 0 (UF} Firepower B HUL 1600, 2600 F 4600 Al %
Pl o (EBEE BB 2 AT, ST AN O TP Mk LA .

* {f{H Firefox. Chrome. Safari. Edge ¥ Internet Explorer [ 47 iAo

iz
R IR

a) LEWSgs A A LL R URL.

* WiB (Bthernet1/2 3 1/8) -https://192.168.95.1. 1] LIEFERITAa] PN A #e il |1 (Ethernetl/2
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Nil

8

« ¥ - https.//management_ip. ‘& F$% 11 & DHCP % /i, A TP ki Bk 145 () DHCP Jilk
%to FESLII R, BRI REL UK B 1P b ve B O FR A HEE, DR SR BRATT R LA A N
P, DA WioT .

b) A4 admin FIERIA %S Admin123 &%,
C) RSN R RIS O B R A

T VRB W A% PR DA S VA TC B, TR BEE 17 S S nT DL BRI i o5 o v v S 1 Bk i %
#I% & (Skip device setup) Kkl B & 7] F .

SERCRE 0S5, R T A EBEE D (Ethernetl/2 & 1/8, ‘EAi1J& VLANT FIASHRLHE ) (BRI fL &
Hh, EGEKARAE N CLORR 1/1) 20 HIRCE, 1234 1 2 70 60 3 3104 3 b0 8BRS 1IN EA T 4
AR

a) ONANEEE R B I RCE LA, RJE AT

1. SMERIZEO ML (Outside Interface Address) - b5 LR /& HICM DG, I HLonl AR B a8 Ui
W . ERIUR WA B BN, AR BEIE BRI AN o 38— N2 2 BRI s 2

M,
WUR A S A0 (BN AR AR DR TR B A Uh In),  IILAZIAE 5 I 0 B 1 5 )5 T30
BCE %L,

L& |Pv4 - ShEEE 1) TPv4 Huhl. AT LU DHCP, o r] DLFshi NS A 1P sk, TR
TR G, ShAh, AT LAkEEsE, ANECE IPv4 Hihik. 403040 F 55 10) 2 i & PPPoE. 1
PGP R DSL. FLAE I HIfE R 45 5% ISP A% 4z, JF H ISP {4 ] PPPoE k42 it 1P Hutil:,
] e 75 2 H PPPoE. #7] LAZESE iln] 3 J5 Bt & PPPoE.

BLE | pv6 - AM34% 1) Tpve Huhiknf LU DHCP, ] AF-shii N 584 1P Huhk. frgimnix
Ko Hhb, WaTLLEFER, ABCE IPv6 Hilk.

2. BEENO

UWIRAE CLIM AT T AR BEE, ROMASE 2V B D BE . WER, SR B O Pk
AGEBCE T, WSHPER T3, 513 0 LI EE L IP ik,

DNS BR 5588 - By KR IR B4 1 (1) DNS IR %5450 A\ DNS IR 55 45 (10— A5 2 S ik LA
Ko BRIME A OpenDNS 3L DNS g5 4% U R A8 S 7 BOT AL TS BONE, 18 sl
Fi OpenDNS (Use OpenDNS) LA Bkt A& (1) 1P Huhl 2N B

B K EH 2 - P ka0 B O LA

b) HcE R EI&E (NTP) (Time Setting [NTP]) Jf i T—% (Next).
1 BX -G RGN X
2. NTP BJ[EAR S5 8% - LEFEAE A1 BRIN NTP IR 55 s, ke Tahim A NTP JIR5 & ik . ] LS I
EZNI & P ST
c) LR 90 HiFMMEAM LA
ANEE [ A BE AR B AR B TV AR R O AT

B EREEOEE M
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d) MSER.
e) ARLUKHREIEF =B (Cloud Management) i J# 37 (Standalone). X & BErR.O & FE, 1L
PEIIT (Standalone), SRJSIEFEFE T (Got It).
FIB3 (AETED WAL E N TP Mk, EFHE & (Device), RGN RGIRE (System
Settings) > &I84% 1 (Management I nterface) #f4%

WS T G A TP Huhh, TE A OR SR BRI e B o — o8, AN A e O . W R s E
DHCP, MG HATAEAT R E .
S 4 WL E AR, SN a2 AN, TR & (Device), R s #EA (Interfaces)
T R
HRAE WAE IS PICEENNE 2GR, WSHE &SSP EN K. Er B0
MBI, ANS LR A & BEAR I E
TS L IRE > RHIRE > EPETE, R md theE Wl &R
FIE6 Al EEEHLO/ICDO FMER.

i
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Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP Hutik, B A LLEH 1P ks M4 U 1) g
L, i 2, W S A1 T NAT 2 5 s A 35 1P bkek B84, i AT & .

B EREEOEE M
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WIRAR DA — A% CRFBERAL B0 UG 1 2% HATm Ui ml (1) IP Huhk, A REEP N/
() 23 N7 X ] SSL 2% f i £ 3

b) WHEER 2, WHA BIBA.L/CDO E£H A/ P Hitlt.

¢) 18 EMF/CDO EMEA.
sk 72 Pl ISV (0 R/ G e ool s | ok 2 IS 1 04 A 115l IR LA S A oad = L B Wl W = DTS A o o2
A 37 MEFF. ARCTE RIS TE AT (A-Z. a-z. 0-9) AUEFFR (). LID WTHT
$ 2 G WA EM R B E L.

d) #5% NAT ID.
LU ID LR ME— M7 i, AR EH .0 BiREE. mRMNELP—5&& L
feE 1P Huht, Wb Beoh s (H GRS RIAELE s P 5 W & 10 TP shb i, {396 %2 NATID. NAT
ID A 37 M. AR REIEARET (A-Z, a-z. 0-9) AUEFFF (). ML ID AN
FH T AT AT oAt 4 473 M 2] 4 by . NAT ID 5 1P Ml 45 540, B TR e 5ok A I
W HAZERT TP Hihik/NAT ID 34T B 565, A SR EE M %5 .

$IBT NEEERE.
a) 1R FTD £H&.
b) f5:¢ DNSBR%284H.
TEPRINAT 4B — 4l BRiA DNS 41444 CiscoUmbrellaDNSServer Group, H: A%
OpenDNS k%5 2%

c) X TE&IB/CDO y7iaiE M (Management Center/CDO Access Interface), 1k #F & I8
(management).

PR 8 SiliER (Connect). SEMHRZS X IHHE Bon U3 & BP0 S 0PRES . 78 REFEEEFL/CDO E
Mg E LDBRE, R AL, RS k.
WU B D)4 2 A, W s BUEEM. S0, 5 RESEFO/ICDO EMEE PE L
Ja KM WA RS AR L WX, ol R, O A S I B A B
WA S .
WORIEAE RFFEE S O/CDO JEMIRE DB R R s B Bl , BmREKED 5EEH O
BIRTEES, CDO XHFHE. BAGIMIIT 5 Wi BLAR IE#2
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[ 6: P ThiERE

Registration Status

<

Successful Connection with the

Management Center or CDO
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

{£F CLI 52 BB AN BE il ¥ 35 B &

EERER) BUPBTE CLI DARATRIAGBEE, AR B 1) 3 BB 1P btk ORI LAt R A 9 2%
BOE. THEBE LR -MAAA A QM MEBERRRE L. 1E 6.7 M mAT : U RAE
EEEE VTR LSS, wTDMEH] CLI RCE B 1. BOLK I E B RO AEWE . I %
FE G (7.0 M R JATHIRBCE R, RO e s B D BEATA B, BRAY BERE ORI
BRAS VS 4 BB AN, 7R B PR T og M P A D I B R B . TR, A ORI ILARERIA
BB, R T 428 1 SR

Procedure

SRR B G 5 CER R BB CLL sl A e B Mg 2 SSH, BRAT L 1A DHCP 3R TP
Mok CRBEITH SN BE, RATEBUE RS S, DR WITER .

PG 3% 3] FXOS CLI. SSH 25 if HI%E 23] Bt CLI.
$H1B2 i HH M 4 admin 12465 Adminl23 &5,

FEFE G ), P DUESR R FXOS CLL. 55— 8% FXOS I, R iin i sist . Ihd
WHT SSH [ BB 8%

Note WA O (AREANKNIE, W 250 TR (5 B o LUK s i T BN BB A7 R 0T
WA IE B, WS 0 FXOS ks ERR A5 i o

Example:

firepower login: admin

B EREEOEE M
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Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ****kk*x

Confirm new password: ****xkxxx%
Your password was updated successfully.

[...]

firepower#

R G 0 RS FXOS, R3] gt CLI.
connect ftd

Example:

firepower# connect ftd
>

F— U PR I, R SPOREESZ (BRI ) (EULAYHL, 4 SR8 H] SSHIE#L,
W2 b 7n B TR admin #6%. SR)5, RGO 2R CLI BCE A

Note FRAETEBRACE, SWCVAESR CLI WE W (B, i S mg) o B2, nlbh
)5 4E CLI FPAE ] configurenetwork fir & 5 Ui 7 IX 281 B . 152 [ Cisco Secure Firewall
Threat Defense iy 25 7% .

BB B AR A A 2 s AEAG 5 B2 2T A MR, 1594 Enter 8.

THZ LR .
* MNEIRIEORY IPv4 BOARI X - BRI O BCE DGEH] iz e & B bl o B P A B, 72
BB EAE I B I, NONE R 11 BCE O TP k. AE R ZEEEE AR 20 s FIA S
FonBlb, SRR A B G, AEIXFPIG D0, NCRE R 5C TP il ise B0 i i) P9 B2 1 TP
Huhiks JE W2 T A B L BEE A ER TP Hdik.
c MREBHMBESEEYN, FEEMEE - WK CEY SSHIER, HAYMBEN TN T IP
Huhit, JERCREWOIT . A HDET 1P HUREAN S 6 BRI TIE R . I G EEA R I

« AHEIRIEE? - A & DM BBITuL. B2 yes BRI B0 SO AT B & BEAS .
* BRERAOERR? - USRI UATE BN BB KR AR AR BB S o KBS B R 2
R IEAEIBAT FIRC .

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

ERgEhomERmyE [
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System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkkk*

Confirm new password: **kkkxkkx

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

WIRS R BRI U o R A B
configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} regkey [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - &5 & #0 1) FQDN HY IP #
Hko T BEARL ANBETE TG0, 51T DONTRESOLVE Jf4&7€ nat_id. 204 /bAg ANk
2% CERErboCy B B BA A AT RTU7 [ 1P bk, A fEAE B S B4 2 1) 57 X0 SSL &5 1)
W5 . BAE Ay 452 DONTRESOLVE, U gl B 480 2545 7T 15 0] ) TP Myl k3
WA

* reg_key - $8E BIEFER)— PRI M B, B O A IR A B D BRI
AFFHIL 37 M PR AT U TR (A-Zy a-zo 0-9) HIETAF ().
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* nat_id-Fi IR PR ME— 1) — MR B, TR AR B — T A HR e nT U IR 1) TP bk sk
FHLA, WARZEAE E R Bfeee. Wil FEd.0 i) DONTRESOLVE, NI Z4E
SE'E . NAT ID AMHEEE 37 NMERF. AMAMAaE AR (A-Z. a-z. 0-9) FEFSF

() Uk ID ANGEF FHe AT Ao T Aty 152 A v A 1) A5 B o

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

LR FPOAT T NAT W2 05, A ME—F NAT ID DL F M4, 514552 DONTRESOLVE
mAEENLA, Bl

Example:

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

AR PSR A7 T NAT Weas 2 5, i AME—K) NAT ID BLK 8 B rboe 1P sk sl 0144, filtn:

Example:

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

What to do next
B K E v A 2 B E A

Varlan \
BEEEEA
A FE 5 B O P I W R 7460

FiaZ Hl

AR SCFR AR RS, WS R AT I (Z Fhttps://www.cisco.com/go/
firepower-notes)

UK

PR AT SCFR 0 g A LA URL.
https.//fmc_ip_address

FE2 A B E,
T3 EXR.

| ERgEhomERmyE [
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3R BVE TR FP DAY T RTE
JITATVE RTUEHS ER A B b R L2 UM 9 A o 45T LA SR BUVF AT E
* IPS- 4G AT A IPS
o BRI BB EAT B
« URL - URL 3§

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2% Secure Client VPN Only

* IBET - Diameter. GTP/GPRS. M3UA. SCTP
A REEHF A B EEGIER, 155 ) cisco.com/go/licensingguide

FHIa Z |l
* PR R B g R

WG IEEAT I,V 5 S BERE DA BRI o TR BRI ELAY, T DO AL
ANEKF

o BRI BRI AFVRRTIR P 2T G iR N 25 (3DES/AES) VPRI TEIEESK, A REAE FH HLeThe (Ol
M AR SE R D .

g2

SR VG AT ST R T VT

2148 DRI R 20 A 1 S LI S VE A B, SR F AT HIE I 1% O B 2 S I R e SR VF T ER o (HE,
R G S INVERTIE, W R R 45 TAE =% 1R i Find Products and Solutions 8%
Bt. KLU FYFATE PID:

7 RER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

P2 WA FLT PID, & n] LLFE04 PID S ELT B,

* IPS. SEEIKAE BifHF URL VFr Uk &
* L-FPR1010T-TMC=

B EREEOEE M
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https://apps.cisco.com/Commerce/home

| EREERLEHE R
mgzhL e [

s BIR PID 2 S IMEVRE AT B, T AL UK PID 22X W IR T 1«
* L-FPR1010T-TMC-1Y
* L-FPR1010T-TMC-3Y

* L-FPR1010T-TMC-5Y
* Cisco Secure % )" ¥i- 152 [ JRL 242 ) i 1T WA 1P o
 IEE VA

SER2 WURARPAT IR, 15 8 BEVF T IR 55 2 ey B

VI B R AR R R A B2 TP AL B IF A I . B OSEE UM, 12 (Cisco Secure Firewall
Management Center & {5 ) .

(o] & 28 AR L S A A B D
A P BE 2% TP ik o LA H S 7 0T S U 24 B

FHIAZ Al
o WCARIRAE BUBMSTAE AIAAHC B BCE K LA E
o BUUMDT A TP Mkl N4, LA NAT ID
o PO Y

UK

FIE A HHAPD B, EFEE (Devices) > & &I (Device Management).
BIR2 NRITHIED, EHRRmiEE.
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Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

BE LN 2L

o EH (Host) - %y NI BUPrBata i 1P Huht sk EHLA% . WRAE B8 WIaG & b R 1R
SE T EHILL TP HilE A NAT ID, 7] LB BB 4%

R 76 HA B8, 4PN B FA T NAT 2 J5 I8, AT DAAE 3 45 3ot rp oy it
JMB AT TGS AL TP B AR (HE, BB A E L sy B, i
At B 1P bk EHLA .
« BIRAFR (Display Name) - %t N B2 7L 7 3 A0 i S22 1R B 995 201 (1) 42 R
* SEMEE$A (Registration Key) - i N ST 80 Y5 A0 4G 0 i Fi e i I 4 .
* i3 (Domain) - W RAT ZIRIREE, K& LS k.
* 4B (Group) - W RAEAT AL, WPKE L o> B2 e 4 4o

* 7B HI SR BE (Access Control Policy) - IEFERILR TS . BRIk DA aE A O FHEM AN A
SE SR, 15 L PR ERIE S5 R (Create new policy), SRJG i+ IEFRE RE (Block all traffic).
A AT DU St v E DL S VR R s TS T S VFR R WAL RSN L 5 36 T,

B EREEOEE M
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8 FIE TR
New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

* EHEIFE] (Smart Licensing) - oA B2 1) Dh g /0 FL I 75 (W8 e VF vl iiE: Malware (IS & 4T 548
FRERESARE) o Threat (WIREITHAERNZBIED « URL (U R IEFT H R T2 1)
URLII3E) o jEE: 7ERINEG, el LLANERSGE > 1 0] > &5 BE 1 1] 4 7 [ [ H Secure Client
TCFEVF ] VPN ZF ] HE

* ME— NAT ID (Unique NAT ID) - ¥&5 & #8175 BB #1410 B h 5 € () NAT ID.

* HREEE S (Transfer Packets) - 7] ik 2K Hdl At 2 A B0y o A SRAE S R 2k T ik A
TIPS B% Snort i, Ao G BN S A Ps Ak B A E R 3 TR .
R IIET, RAFMHEESRIER FHALD, B~ k%,

WIE3 AUlEM (Register), BCEWERZLRINA — & W&, i EMIFRMEAM (Register and Add
Another), FEAIAEM ).

WREEM LD, PR IMBIFR A WREM RN S 2 RS GRE  nR JEUb B AT
R, A LT I

* Ping - Vi i) BB ICLL, 2R )5 A H LA T 4 ping B B0 TP Hbbik:
ping system ip_address

Wi ping AR, A show networ ki -4 25 W9 £ B8 W A 7 ST 05 Jgu Do 480 A 2R IP M
fit, 1E ] configure network {ipv4|ipv6} manual fir4

 VENFEEEH . NAT ID FIE PG TP Mk - B {R A8 P9 AN & A R [R] 3 25 850 NAT 1D (A
HAERD) « LIRS H.CMEF configure manager add iy 4 18 7 2 4 A1 NAT 1D,

A Z ARG S, TE 21 https://cisco.com/go/fimce-reg-error.
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[ N ge = <

AT AR AR A P LA 5 R AR 2 4 N
© BRSNS F - D B 1 70 OIS TP Mudik,  JFKf DHCP JIAESM R EE 1 o
* DHCP Hi45-%% - 23582 01 E ok % 7 3 4 DHCP AR 45 %% o
* BRARE Y - TS EE R INER S e
* NAT - 7E4h 82 1 Al FH B2 1 PAT.
o Vi PR - FOVEIR A A F SRS
TN EREA AN, T e L RS
(1) [REHED (6.5 RHHRAD 524 T
Be B Hz 1 (6.4) , 3 28 Tl

(o) | B DHCP Jes54s , 28 31 UL

(4) |FCHE NAT, 5534 70,

(5) | RVFHEE M LRI . 56 36 TT

(o) | WWBRE . 5 37 .

BeEREO (6.5 RESMA)

R AE HA LG 1SN VLANT 82 L B0 S b Lo 44k By Kz 0, B O e B e X, ik
EIPHhE, B, SRR EWNMEO AL ARG EIEE R X RE. @Y, BBE N -
Ui % PR A B EL I R AN 11, LA I — A2 A L. BRAE LR, DKW 1/1 2
1S ] T AN o B kil 10, FLAxie D& VLAN 1 EROAs #ebLom 1 %30 VLAN #1415,
AT DL ICBE SO N o B, AT LB AS el L 1 3 B 4h 304t VLAN, - BOREAS 3t L 1445 4 B
KRR

ST Gt R D02 DHCP A ISP SRIXAM R LI, R A e 11 B s st

PURRBIRCE T — AN S i A bk s e 3542 0 (VLANL),  BLA—Md A DHCP fr) %t iR = 4k
HSEE D CBARI 1/1)

B EREEOEE M
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UK

HIE1 %P & (Devices) > % Z &I (Device Management), SR siili & (K4REE ( #) .
FE2 fiiiED (Interfaces).

Overview Analysis Policies eS8 Objects = AMP Intelligence Deploy , System Help v admin v
Device Management NAT WPN v Qos Platform Settings FlexConfig Certificates
10.89.5.20 (€ Conce,
Cisco Firepower 9000 Series SM-24 Threat Defense
Device  Routing l : ii :: . Inline Sets  DHCP
4 Search by name & Sync Device | | @) Add Interfaces ~
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernet1/2 Physical B &
B ethernet1/3.1 Sublnterface E] y
Ethernetl/4 diagnostic Physical E] &
Ethernetl/5 Physical E 4

HWI (k) AR IRHLE O (SwitchPort) FIER M He, WAL RTACHNIR T (LUK 12 % 1/8) 45
Bl L, s ey (O |

BIA TSN,
a) it AL T R R ()

Edit Physical Interface

Hardware Configuration

Interface ID: Ethernet1/2 Enabled
Description:

Port Mode: Access &
VLAN ID: 1 L} =0y
Protected: o

QK Cancel

b) IR FSEHE LS A O .
o) (A& M VLANID: ERIMEDY 1o £ Rk, REIN—4 VLAN #FORILECIH ID.

d) MikBE (OK).

WIES WA VLAN 4211,
a) AdidRiniED (Add Interfaces) > VLAN ##0 (VLAN Interface).

BT R —A% (General) iETT< .

| ERgEhomERmyE [



EREEROBERMBE |

B ==:0 esrEsun

b)

<)
d)
e)

2

Add VLAN Interface ? X
U1 IPva IPv6  Advanced
Name: inside Enabled
Description:
Mode: None i
Security Zone: inside_zone 7
MTU: 1500 {5 = Y
VLAN ID *: 1 (1 - 4070)
Disable Forwarding on MNone hd
Interface Vian:
Associated Interface Port Mode
QK Cancel

KB Rl 48 AN FEFEI Name.
W, 844k inside.

& Enabled & ikHE.

¥ Mode £ 4 None.

MZ & X3 (Security Zone) F IR HFIESE DA AN IR, B0 i (New) 7
IS IR 22 A X 3

Bhn, I—A%% inside_zone (X . WA SR REANE 140 BO s 22 A X IR /i O 4. R4
O HBEE T — A4, Ea]LLERE T2 041, %] DU X 3R al 2 3 224 5 ms . 4l
i, AT DK P9 D A EC R I, TR A A FE B A X ek AR5 R DA U e 42
Hs, SCVFIR RN NEBAE BN, (HA SRV AN NN K2 BRSO e A X ]
DLAE NAT 5eg . Tl 28 S mE F QoS S rp 4 FH X ek w22 11 4H .
¥ VLANID &&E N 1.
BRSO R, I A B L I #BEE 8 VLAN 1; 4 RAE AL FEAR A () VLAN ID, 3875 55 45
BAAAZHH LG, AFIHAL T B VLAN ID Frsf i VLAN .
RO )G, AT VLAN ID; VLAN ID B2 ) VLAN brid, 2Rl E h Ry
ID.
fiili 1PvA F1/8) | Pv6 2ETH .
« IPv4- )\ FHRHIE TP kB E FER7S |P (Use Static I P), SR )5 ARMT o n k4 TP Huhik A1~ k4
SRR
Bltn, %\ 192.168.1.1/24

B EREEOEE M
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Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.168.1.1/24| ig-z'-ngi?}2-51-"255-255-255-'-23 or

« IPV6 - IR I Bhiid Bk B S BLE (Autoconfiguration) & EHE .,

Mi#E (OK).

FE6 S E M FAMNEILURM 1/1 (1) 4R5g (4 .
General &I 55

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

pE s RGO I D PN T BRI, Wiz Dt e a4 A S k. AN

a)

b)

<)
d)

FEATRSEEEAR B, DO IX R P b A8 B rpo 0 48 BIDERE . IBDAR T LAFE L bR AE BN L
A SR T 2 A X ek

NN 48 AN FFFIN Name,

iy, 48 O 44k outside.

1% Enabled 5 1EHE .

# Mode f& 5 4 None.

MR E X1 (Security Zone) FRIFIF LR —NINA WM e X5, B3 s #iE (New) &
I—N 9 22 A X 8

ERgmtoBEEmyE i
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B, In—A~4 4 outside_zone [1J1X 15
e) iy IPv4 FlI/ak 1Pv6 LI+ .
* IPv4 - %$%{EFH DHCP (Use DHCP), RJ5HLE UL FikIES %

- {£ 3 DHCP 3XEXZX A& (Obtain default route using DHCP) - )\ DHCP 45 &% 3K HU 2R
N 25

* DHCP & Hi#5%r (DHCP route metric) - 43 Fe 2 Fr sk i fH I BERR B, AT 1 F1 255
Z00) o SR BRI FEE N 1,

Edit Physical Interface

General l|=. IPvE Advanced Hardware Configuration

IP Type: Use DHCP d
Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)

* IPV6 - IR Hahiic Bk B hBELE (Autoconfiguration) & IEHE .,

f) Rd#E (OK).
PR R TF (Save).

BcE¥% O (6.4)

o T A, G e e X B TP . B, RO E NN DA R RS
FEIEAT TR SR W, RO T 1R L ph s El R IR Y (R A 1, DA R R 4% ) — AN R
AW D, Hp—Sh Al “FRE X" (DMZ), fa] DUFE LA CE /T 2 TF07 R % 7, 4]
U1 Web filz45 4%

SUOF T e 0L RS DHCP A ISP JRHRAN I T HBHE [N 75 4 0 1Lt X A
LR /R T DHCP A8 1A BALEE T AR (it | JFERINBRE T A8
B

UK

HIE1 %% (Devices) > & & &8 (Device Management), SR siilil kB4 4miE ( 4 .
F;2 L&D (Interfaces).
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Overview Analysis Policies JsEMEER Objects = AMP  Intelligence Deploy » System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

10.89.5.20 (@ concer |
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing l : ii :: . Inline Sets  DHCP
4, Search by name ,,e“ Sync Device | | @ Add Interfaces =

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical ld<s &
Bl cthemet1y3.1 Sublnterface i 7
Ethernetl/4 diagnostic Physical [El &
Ethernet1/s Physical ] y

$E®3 S EMN TR OGRS (4 .
eI R —#% (General) TR .

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration
Mame: inside Enabled | Management Only

Description:

Mode: None 7
Security Zone: inside_zone ™
MTU: 1500 |2 = L)

QK Cancel

a) HIANK TR AN 48 N TR Name,
W, 844k inside.

b) k" Enabled & iLHE.

¢) 4 Mode & ¥4 None,

d) MR2RX1H (Security Zone) NHFIEPERE—DNIA NI, B0F St #E (New) 7
I AN BT 22 4 I
B, I—/~4 % inside_zone [f) X k. WAZIUKE A AN 1 73 L4 20 A X SR/l T 4 . A4
U BEJE T—N e X3, H A AR 8 T2 /M 4. SnT LUK DX S B B FH 22 4% 5 o 43
T DL YRR DB I, TRk A RIS I I, AR5 W] ARG 07 1) 455361
FEWE,  SOVFIR A AL RSN, AHA SSVE M AN B . K2 BRI AN S22 2 X 2]
DAFE NAT SIS, T I8 5% 5 Al QoS S Hh A F X Sk sz 141 .

| ERgEhomERmyE [
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e) i IPv4 FI/Eg I Pv6 BT .

« IPv4- )\ R4 & TP kB E FER7S |P (Use Static I P), AR )5 ARMT En k4 1P bk A1~ k4
HEr

Bltm, % 192.168.1.1/24

Edit Physical Interface

General lI:I IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.168.1.1/24| ig-z'-ngi?}2-51-"255-255-255-'-23 or

* IPV6 - HIOIRAS HBhALE % B BhBLE (Autoconfiguration) & iEHE.

f) M E (OK).
FEA SLEEATAMBME O wmiE () .
LK R — A% (General) £ K.

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

Name: putside Enabled | | Management Only

Description:

Mode: None Ed

Security Zone: outside_zone it

MTU: 1500 (64 - 5000}

QK Cancel

pE RGO I DTS T B U, WZak Dt a4 Sk, AN
FEATRSEREABEE,, DU IR P b 48 B rp o0 48 BIERE . B DAR T LAFE L bR BN L
U e SR P 2 A X ek

a) WIAKSEE R AN 48 AT Name.
Bilhn, Ki#kOdr 4 outside.
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b) % Enabled & IEHE.
c) * Mode{# 4 None.

d) MZEX (Security Zone) FuFIRPESE—NIA RSMB LXK, B0 Rl (New) o
I Br 12 A

B, Ishn—A~4k outside_zone X K
e) Hiili IPv4 /8l |Pv6 LT .
* IPv4 - #%$%{EFH DHCP (Use DHCP), #RJSHECE LI FikIHS 3.

« {# F DHCP 3REXEXIAZE R (Obtain default route using DHCP) - )\ DHCP il 45 2% 3k B 2R
UNGIER

* DHCP & Hi15%r (DHCP route metric) - 73 Be 21 sk & % | AT BEFE B, /1 1 Fi1 255
Z 00 e BRI BRI BN 1,

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use DHCP d

Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)

* IPV6 - A ICIRA A &k B 3hERE (Autoconfiguration) 53 EHE .

f) REHFBE (OK).
PS5 HHRTE (Save).

fic & DHCP AR 5532
R A P i DHCP M B AL SRIN 1P Htil, 1% )5 H) DHCP fR45%5 .

UK

HIB1 %8 % (Devices) > IR & E1E (Device Management), R J5 Sk & MHmeE ( £ .
$I®2 % DHCP > DHCP BR %28 (DHCP Server).
P 3 RS (Server) LI RN (Add), ARJEHELE DL R IE:

ERgEhomERmyE [
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Add Server ? X
Interface* inside w7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server
0K Cancel

* %0 (Interface) - )\ ISR IESEL I

* i3Ikt (Address Pool) - DHCP g% s A8 H () TP Huhk iV L CANBRAR B B i) o TP bl i il
G EH AL TR 7 R E, HANREEAG#E E A S TP Huhk.

* J3F DHCP BR %528 (Enable DHCP Server) - 7£ 1% 42 11 I )5 Fl DHCP IR 45 2%

PR nHBE (OK).
PS5 N RTF (Save).

AN ERTA S H
BRI FHOE 48 ] A ANEEE DU ) 1) B Ay . WK DHCP F/EANT Bz O, U ) Be 4 )
RECZE] T BN B R HZE TSRk e, W R P AT . SR 2k DHCP iR % 34
FIERINES 1, Hob BoR7E 1 & (Devices) > i & &I (Device Management) > B (Routing) > B3 75 8%
i (Static Route) TUfi [ 1Pv4 B&H (1Pv4 Routes) % 1Pv6 B H (IPv6 Routes) £ .

UK

HIB1 %% (Devices) > & E1E (Device Management), R J5 Sk & M%mE ( £ .
$IE 2 PR (Route) > B4 7S E&H (Static Route), s in#& e (Add Route), #RJ5 ¥ & DL R I

B EREEOEE M
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Add Static Route Configuration ? X
Type: ® vt O 1pve
Interface™ outside v
Available Network (5 @ Selected Network
\, Search | =2 any-ipva 5
~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local _
=2 TPv4-Multicast —

== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

=, IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway hal+ ]
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: b+ ]

0K || Cancel

* 23 (Intrusion) - MR ZEA IR HIEAY, Rty 1Pv4 B IPV6 FLIE#H .
* #0 (Interface) - EHFEH NN @ EAMNTHE

* AT M4 (AvailableNetwork) - 24 IPv4 BRI\ 2% HHIE £ any-ipv4, A IPv6 ERIA I HHi%+¢ any-ipv6,
RGN (Add) K H RS 1% TE M 48 (Selected Network) 411# .

* WX (Gateway) =k | Pv6 X (IPv6 Gateway) - i A\ B FEAE A Uik iR —ANER AU 9 G 6 1
%o BT USRI 1P Bk 5 25/ AL 5

* $5#R (Metric) - B H AR RS HIER S 8. A2EVEF 0 1 21 255, BRME 1.

FE3 E (OK).
e P B S n A A i 3K

Overview Analysis Policies sISUTSEN Objects = AMP  Intelligence Deploy s System Help v admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

10.89.5.20 fou have unsaved changes |_|a save || €3 cancel |

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Interfaces Inline Sets DHCP

OSPF

& Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
5 “_:] BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & ? [j

s uj Multicast Routing
¥ IPV6 Routes

ERgmtoBEEmyE i



B e=nar

FE4 HTHRTE (Save).

fic & NAT

EREEROBERMBE |

ST () NAT R2K5 P s btk 3 4 4y A0 11 TP btk b (o 1o X8 NAT FIAR A 22 11 iy 11 ik

A (PAT).

i

FIE1 IR E (Devices) > NAT, R i FiEE 5B (New Policy) > B fBA ) NAT (Threat Defense NAT).

P2 NN A4, PRI B, ARG RiiliSave,
MNew Policy

Name: interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices

24, Search by name or value | =192.168.0.16

| Add to Policy |

| Save | |

Cancel |

SRS B RN ER 0 o AT AR TR Bk SRS I
PIE3 sl N (Add Rule).

Add NAT Rule X iFHER: B .
U4 P E AL

Add NAT Rule

MAT Rule: Auto NAT Rule hd
Type: Dynamic i

Interface Objects m PAT Pool  Advanced

B EREEOEE M



| EREEhCEHERME

CEIN |

* NAT #0] (NAT Rule) - E$: B 3h NAT #0 (Auto NAT Rule).
« A (Type) - EFFZ (Dynamic).

1B 5 7 Interface Objects T [fi, 4 Available I nterface Objects [X & 7 [ 4h 5 X 1575 i #1] Destination

Interface Objects [X 1.
. Add NAT Rule ? X .
MAT Rule: Auto NAT Rule b
Type: Dynamic hd
Translation PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)

| -}, Search by name | &outside zone @

a -
san/t inside_zone

oL‘ outside_zone | SAdd to |
ource

Add to |

Destination |

0K || cancel

1E : N
SIR6 7r4EHk (Trandation) Ui 1 fic & LA R0 :

Add NAT Rule ? X

MAT Rule: Auto MAT Rule N

Type: Dynamic v

Interface Objects Tran!laﬂon PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* Translated Source:
Original Port: TCP i

- BHSTR - R () T IPvd SRR IR Z6 S (0.0.0.0/0).

| ERgmtoBEEmyE i



EREEROBERMBE |
B cinEsmmezsig

New MNetwork Object ? X
Name all-ipv4
Description

Network Host Range © network FQDN
0.0.0.0/0

Allow Owverrides
Save I Cancel

pE s TEABENE I R GEE X any-ipvd X5, DO B3 NAT BUUAERT G G R ids i
NAT, I STk R 508 XI5,

* ¥ 1Y% (Translated Source) - £ B#r#% 0 IP (Destination Interface I P).

W1 AHRTE (Save) LA AL .
FEIEN E AR A7 2 Rules K.

Overview Analysis Policies JBENMIEEE Objects =~ AMP  Intelligence

Deploy , System Helpv admin v
Device Management ~ NAT | VPNv QoS | Platform Settings  FlexConfig | Certificates

interface_PAT

vou't o changes | [ 58 B
[E] Policy Assignments (1)
#R Filter by Device ©  AddRUe
r Pa N\ 7 ated \
# Direction Type ‘Source Destination ‘Original Original Original Translated Translated Translated Options
Interface Objects  Interface Objects  Sources Destinatio Services Sources Destinations Services

¥ NAT Rules Before

¥ Auto NAT Rules

PN Dynamic o oy 4 outside_zone & allipva @ Interface @ on )

PR 8 rlidi NAT il LR TF (Save) LLORAF B

T 2 &
VR E MR ERMEE]IMER
SRS AE M BB AR I A A T SR AR I £ B A A U7 ) 4 T SR, D) [ SR AN R DA Fe iR
MR . DLNFE AT DR CL ARV P IR DX IR B AR X IR . e oAt X, 1 S5
IS0 ARV B B3 2 X 4 TR R
Tz
HIE 1 LPEERS (Policy) > i 18] 35 B& (Access Policy) > i (8] 56 B& (Access Policy), R )5 fiili 0 Ee s B9

(I i 4 S 1 RsE () .
FIE2 AR MMN (Add Rule) % & L NS5

B EREEOEE M



| EREEhCEHERME

werz ]

Add Rule 7 X
Mazme |inside_toc_outside Enabled Insert |inte Mandatory ot
Action |+ Allow v 48T

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)
| Z, Search by name | son /iy inside_zone B seuloutside_zone ]

a et
San/t inside_zone
) .

Sua/4h Outside_zone

| Add to |
Source

Add to |
| Destination |

« &R (Name) - AR My 44, il inside_to_outside.

« JE X 13 (SourceZones) - M\ A] A X 15 (Available Zones) FFk e A ¥ X B, SR sl hnE)3E (Add
to Source).

« B#Rr[X18 (Destination Zones) - )\ AJ I X 18 (Available Zones) HEFAMEX AL, AR5 s didvn
Z| B#R (Add to Destination).

Hofth s B O B SR

PR3 mihiiRm (Add).
MBI T4 N % Rules %.

Overview Analysis JIIIIISGEN Devices Objects =~ AMP Intelligence Deploy y System Help v
Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy You have unsaved changes | /i Show Warnings | | analyze Hit counts | | [H Save |[ @ Cancel
Enter on

Prefilter Policy: Default Prefilter Policy SSL Policy: Hone Identity Policy: None

Tz Inheritance Settings | [] Policy Assignments (1)

m Security Intelligence ~ HTTP Responses  Logging  Advanced

A Filter by Device.

|| show Rule Confiicts & (&) Add Category © Add Rule | Search Rules

v Mandatory - ftd_ac_policy (1-1)

o Hiow Ao L8

1 Ainside to_outsice 5 insice 5 ou

v Default - ftd_ac_policy (-)
The e this section. Add Rule or Add Category

-

Access Control: Block All Traffic -

‘
E

MiHRTE (Save).

e T O B BV A AR AT, TR S AR B B AR

{‘—;IL
rii

P11 Al EJERE (Deploy).

ERgmtoBEEmyE i
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B s=m=

& 9: 58

Q ¢ # @ adminv Wl secuRe

T2 Kl £EBERE (Deploy All) LLESE 2IPTAT i, Bl S 2RERE (Advanced Deploy) LLESE 2L S 1)
B

10: 2 FERE

Q Advanced Deploy JEESEYR
1010-2 I Ready for Deployment [=2)
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment [=2)
nodel I Ready for Deployment [=2)
node2 I Ready for Deployment £

© 5 devices are available for deployment 2 9

11: SR EE

1 device selected

[ Q_ Search using device name, user name, type, group or status I Deploy time: Estimate Deploy

Device Modified by Inspect Interruption  Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM = I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM = I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

PR3 MRABE ). s ERE (Deploy) 4% H1 4 K bR AT DL B AS

B EREEOEE M



| EREERLEHE R
g s rxos cu [l

12: FERTS

es Objects Integration Deploy Q © adminv  luth cee Ry

Deployments Upgrades @ Health O Tasks ) Show Notifications
P
m 0 running 5 success 0 warnings 0 failures Filter
@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

W5 18] X BB 451 #0 FXOS CLI
24T S (CLI) B] 1% 8 R G LR KRG AT I AR ) i b HE Ry . Tovidlid CLI 251G i & SRR o
] DL S F i  um 1 PAYF ) CLI
W A] BLT M FXOS CLIPAE AT i fesHER:

N

AR nT LUERE SSH RS B BT E R L. SEHIA SEANE, SSH S URERIE T
Bﬁ?ﬂl CLI, mAI{#i ] connect fxos fir 4% 3] FXOS CLI. 1 5% % SSH ER:4T FF N B g5 11,
TJE T DO EhE O k. BOATESC T, 25 SSH EUR#E: DU 1a) . BEFR P A 2845 5 i 1111
Vil CERIAMIEH FXOS CLD &

UK

LB BUG K CLL, 5 B ST LE R 240 & 4 1« Firepower 1000 BB T —4H USB A # B HfATH1 45 .
TR N I A E R L2 0hEE) USB AT IKENFE ST (35 2[5 Firepower 1010 il F45 9. #Hil & i 1
BRIN K FXOS CLI. i LA N E#ATH

* 9600 JHFH

* 8 I

« Trr ks

* LAMEIEAE
W& P FXOS CLL. AL admin H = A RIWI4G BUE I B E I 05 CERIME D) Adminl23) g CLIL.
=l

| ERgEhomERmyE [


https://www.cisco.com/c/en/us/td/docs/security/firepower/1010/hw/guide/hw-install-1010/console.html

EREEROBERMBE |
- LI L

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

W2 Uil Bt CLI.
connect ftd

IR

firepower# connect ftd
>

ok, W TR CLIH e & ARSI, A help 302, A7 SCMEHIE R, 1152/ Cisco Secure

Firewall Threat Defense iy 25 .

$IE 3 HHE N @B FTD CLI, % exit 5% logout #i74 .
PN

My & 2K B FH 5 17 42 FXOS CLI #2758, A 5¢ FXOS CLI Ha] iy & HIAH A5 B, i 2.
w5l

> exit

firepower#

A Y A Y LY _T_lz :

KA N IS B IR
RS T . (R T A S SO R R, Ol AV e
BEAT, Mo el AR B L 2 P A R

Firepower 1010 HLAA AT AN YR ITOC o S8R DA FH /7 B 0o B 4 57 B TS O P e 4 U, tmT A
1§ FHFXOS CLI,

{2 &3 i D KA B K IR IR

IEROC IR GEAR R 2, AP B alds I TR AT e S ECCIE R G™ EHUR . THetE, AF
DR HAE G BT, P s AR BE IE DG AT K his o

Ry U A B ARy TERROG A R S

i

TR EFRE > REEE.

B EREEOEE M


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| EREERLEHE R
woummrsen [

FIB2 AR ERA SIS, MR @ ).

$IE3 L& & (Device) ETF .

WIEA RGO B EAR (),

HES MIFRE, #AE T BRI .

FIR6 WFIE S KBS T ¥ 68, TEAER KB CHIN H R R G R B E DL HER:

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

WERBATEE R G R, WA KL 3 e LU IR R G 2 OCH]
SURT SEIUAE T LUAE D BN 4 H Y Sk DL BT ST T LA (1 L

£ CLI B iz & iR

$s 0] LT ] FXOS CLI ‘4 b6 R G K AW & . f8n] LLUE I E R R0 6 & 1k Vi la) CLI; i
2[5 ) Jg B 48 A1 FXOS CLI, 55 39 T,

UK

$I1 76 FXOS CLI 1, %3] local-mgmt:

firepower # connect local-mgmt

P2 K ih shutdown fiT %
firepower(local-mgmt) # shutdown

TP

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

TR I BRI KEORHAIN I RGP Bk B LU N 7R

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

PR A SEDUAE T LR B AT ALY Sk DL BT ST T LA (1 L

| ERgEhomERmyE [
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-
|
Iy
Sk
8

& 1 1B

E zr IR
BIRAPCE BB, S S TSR AR SR s AU FR} Firepower SCRY
ARATH FEPhLrER, 120 (Firepower & EHLORCE TR ) S

B EREEOEE M


https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/go/firepower-config
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