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FXOS Cisco Secure Firewall JUATE BLES;  HH Tibarli bR H K, ACCRFZ R CLI. A RPEAfEE,
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o FTIFBG KA IR , 55 10 7T

o (n[Ek) TP IP HuhE, 11
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* ASA REST API
* ASA FirePOWER ##i
(B M E I IE
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* Diameter

* GTP/GPRS
VLAN # QAR #flim O AR S5 RO T BE
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iT % ASA 5500-X B & .

* 414k %

o BT SRS 1 B4 R

* S Z B AR S B (ECMP)
* WIS BB

* VXLAN

* EtherChannel

o WIEEE RS FURAS B

* JE X

ARl (SGT)

1T ASA 5500-X i &

T LK ASA 5500-X Fir & & I JE R 2 Firepower 1010 . (B, BFHEEBMREE . HiETEVE
Z A — 2T o 2

1
2.
3.

4.
5.

EEHINCE, 157 ASA 5500-X 4 A\ more system:running-config iy 4>
¥ g E GESH T30 .
HEH: A Firepower 1010 [ G 11, AR5 HE N4 Je e B AR

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **kx%%%

Repeat Password: **%*xk%x

ciscoasa# configure terminal

ciscoasa (confiqg) #

1§ /] clear configureall ir 45 5 4 AT HC &

£ ASA CLI I CAZ i Bc

AR R ) BRABCE, ok, WERAEBLAECE PRI, AT o A ) R LR el AN H 1
1% ASA.
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. T ASA 5500-X B2 &
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ASA 5500-X fic &

Firepower 1010 fic &

DL 172 25 1/8 5 kB4 1

DK 1/2 45 1/8 AZ e L 11

PRINTEDL R, 3 DK W9 sy 1 A A e b L 1 o X6
FRIAEEANEE D, 2037 N no switchport iy 4 LT 2 1ok
FRB ke 1. .

interface ethernet 1/2
no switchport
ip address 10.8.7.2 255.255.255.0
nameif inside

PAK V] iF

ALV AT

SLHIRURENG OB, A2 N PAK PFale BRIAKGOL M BEA
LR MV AT R REVE AT ZERE R 2R REVE il IR 55 &% LA3R
CVFRTIE . A BEVF AT IA 2 500 ASDM B SSH Vi) (5 2 [
P3O .

Y1iE ASDM i 1)

Wi R TCTLE R ASDM B B BEVE ] AR Ss #s i M, T IBRAT
] VPN s HoAb s s hag il & CRIMEAACE T 99
0] LUAESRE S % (3DES) ¥ wl ik i 58 5 X LETh fg
SRS TR R A2, ASA BRSO N AR S H T H5 m) (1)
3DES Difig. WA s thae, WAL S L ASDM A
HTTPS yiie (B, S8 T IRS 252 mIMmE) . It
FIOU) (R ) A R RN SR A BRI 1, s BE 1/1. SSH

R,

P20 1D

fif R B8 2z 1 1D US55 58 ks ID DURC . 101, ASA 5525-X
BFEEFEL 0/0 FITFIK LUK 0/0 2 0/5. Firepower 1120 fl4f
B 1/1 FILLKM 1/1 3 1/8.

boot system commands

ASA 5500-X fix % 1 PU/ boot system iy 4 F8 & B4 I 1) )5
WAL .

Firepower 1010 1 S0 ¥F—~> boot system iy %>, A HLAERN 2
BTN NER 2 R, RN — A s kb EAERCE A

7 SAFAEAEAT boot system fir%,  BKIA B I A B HUE SR
T A BIG o d5 Ja N e ) UG 4 A0 T3 iz
7o

Ut boot system iy & 2 EEH AN HATEAE:  REEAFIiF
JEGimig, R R HIR 5] 2005 (FXOS & B disko |-
N TR ED o FEBHINEL ASA I, REOKmEUH 4
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.LIJ.I L
i 2l im F2
B LA AT 55 AZENLAR L5825 FIRC & ASA
N .-/"\‘ oy
Pre- ( 1 'Ins1a|| the (2 ) Review the .3 Cable the 4 ) Power on the
Configuration ~ firewall ~ network and ~ firewall ~ firewall
—p default config —p —
v
ASA CLI 5 ) (optional)
Change the IP
Address
l ¥ ) o v
ASDM ' 6 ') Log into (9 ) Configure \10) configure the
ASDM feature ASA
licenses —»
F 3

-

I/ }
\.7 ) (optional)

Cisco
Commerce Obtain feature
Workspace licenses

!

( 8 Generale a

Smart
Software license token
Manager for the chassis
()| BEE R & T AR G KK o VS R 2 2 R
N
( o\ | BC B T HE & T AE BE WA EFBOARCE , 2 6 UL,
(3)|MEES T |l 5950
FI I 7 K 38 L 5

| e A T

N
()
-

f& /3 ASDM #1E ASA .
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B esmsnzanins

5 )| ASA CLI (ATHE) Wk IP Mkl , %5 11 0,
()| ASDM %5k ASDM , % 12 Ti.

(70| R S5 LA | WCEVER 513 0T SRIRTDREVERIAIES

(o | EREBCIE RS\ RUEVEA L 813 00 W HUARAE BT AR

(o)A RUEVFT, %13 50 REEINREVFTE
Ay
:;/i_c"}\j: ASDM il & ASA , 2 18 T,

EEMEHMEMEANELE

T SR T AR BR AL B ) Firepower 1010 SR IA 2543558 o

Lt SR AN A 1 R 8 H R VA A U S R DSL A R VA A, FRAT TR DUAAKE T S A U 2 T
PR, DU ASA A f5 0 A 358 R 3¢ BT P A B R R NAAT o B0 SR8 5 2 A 1 Bl I BC L PPPOE LUE
PRIEI¥ ISP, W] LAZE ASDM Jii 8l 3 -P AT B A o

A
ER WERASREAEH BRI BE 1P Mokl E4T ASDM i n), BT DAAE ASA CLI BB & H IP Hubk. W& (]
W) K IP Huhk, 5511 .

W R T B S O B TP ik, A U] ASDM A B 1) R HAT BEERAE . B0, LRSI, e
e 2 A A TP ik«

o G RANERE: O 2R FR L 192.168.1.0 M &% GX 2 — B ERA M) LR IP Huht, DHCP #LA %
PRI, AN ORGP bl . B i ) S IR AE T ASA E R — M 2% EARBE T AN
FEXFRIEOL R, 250K P30 TP kb B O 208 M 4% L

© WERHG ASA UNINBIILAT A BRI 4, T ZORE YRR TP Hubik B B BRAT R 45 L

{5 F ASDM £3E ASA
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\

Internet

outside
Ethernet1/1

- _@ -
e management :
Management 1/ '

192.168.45.1

(Optional) Management
Computer (DHCP)

inside
192.168.1.1

(switch ports)
Ethernet1/2 - 1/8

E !

Management
Computer (DHCP)

Firepower 1010 ZIAEC &
Firepower 1010 1)) BRAC & 005 DL L :
« AR - LUK 1/2 2 1/8 J& T VLAN 1
© NER—SMERIAL R - ORI 1/1 (D, VLANID (P935)
< B - EENH /1 CGEHED , IP ik 192.168.45.1
* )\ DHCP [fJ5MER I P thhib, P IP dbhl - 192.168.1.1
© PR, R Y DHCP BRES585
* Sk A 4hi DHCP [IZRIABE B

Firepower 1010 ZXAFL & .

« ASDM Vjj i) - FUVFEFEEFIN S EML. B HE EHLRR I A 192.168.45.0/24 MI%%, P EALPR &N

192.168.1.0/24 %%,
* NAT - TR AN BT A i 194 1 PAT .
* DNS IR 55-#% - OpenDNS iR 25-#% VT C & .
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. Firepower 1010 ZIAFLE

PC T DA i & 4L

interface Vlanl
nameif inside
security-level 100

ip address 192.168.1.1 255.255.255.0

no shutdown

|

interface Managementl/1
managment-only

nameif management

no shutdown
security-level 100

ip address 192.168.45.1 255.255.255.0
!

interface Ethernetl/1
nameif outside

ip address dhcp setroute

no shutdown

|

interface Ethernetl/2
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/3
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/4
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/5
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/6
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/7
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/8
no shutdown

switchport

switchport mode access
switchport access vlan
|

object network obj any

. {1 ASDM #3E ASA
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waezny

subnet 0.0.0.0 0.0.0.0

nat (any,outside) dynamic interface
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd address 192.168.45.10-192.168.45.12 management
dhcpd enable inside

dhcpd enable management

|

http server enable

http 192.168.45.0 255.255.255.0 management
http 192.168.1.0 255.255.255.0 inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

\ kvalhd j B |l
EIRRZ
Ethernet 1/2-1/8 Switch Ports

Ethernet 1/1 inside, 192.168.1.1
outside, DHCP from Modem PoE+ on Ethernet 1/7 and 1/8

(Alternative) Management 1/1
managemeﬂt, 192.168.45.1

(Optional)

/" Internet Console ports

WAN Modem

Management Computer
DHCP from inside: 192.168.1.x

TEEF L 1/1 8RR 172 &5 1/8 (A EBAS#b L E)  F45 B Firepower 10100 BRIAMD B 623K LUK M
1/1 B & R A

i

SRR AL 27 R AT 2R B S A
TR 2 KENEHAEHUER S MR

o LUK 172 2 1/8 - B s BV S WL EL B e 21 b — AN A b Lo 1 (LUK 12 21/8)
Rz L AT BN TP Huhik (192.168.1.1), F£i24T DHCP JR4s 2% %5 P RS HEVEAL) $2

f& /3 ASDM #1E ASA
|


https://cisco.com/go/firepower1010-install

&/ ASDM %38 ASA |
| BTy

AL TP bk, PRI A R IX L5 AN S B AT A I 45 B 5E (W52 [ Firepower 1010 %4
NBCE , BT T

o EIEED 11 - BRI SN RS R R 11 B B 1/ SRR IR A TN %, i
PRI P BV SN LA R B 2% b, DR U N 4 B i il BAVs ) ASA. 3 1/1 BT
RN TP Hihk (192.168.45.1), 1217 DHCP &5+ %) iy CRUFREBEVHEAL) 3L 1P Hodik,
DRI SV A RO e 1 AN S AT LA A BN 48 B B P98 (W S [ Firepower 1010 BRIABL'E , 28
700

I TR HE 1/1 TP Mok NERIAE S O JLAb A, 38 DA ZI0R A BT S LI % R 3 31 65 i 11
WS (Afik) O IP Hhl , 25 11 1.

PR3 FIMBMSOERL LUK 1/1 #1.
XTRBEBATVFAT, ASA FR2E IR, LUE &) LAYs R VF T UEMUA LR o

U4 B N IR A IR RN AR I A e L 1 (ORI 172 2 1/8)
DA 1/7 #1 1/8 J2& PoE+ ¥ L o
bt Firepower 1010E A3 EF PoE.

FIFFBG K R iR

ARG IR B L

\}

AR OO S BTN, IR KT 15 2 30 0.

FHIa Z Al
BRI Y (B, A AR (UPS)) ARFEE R, ARISE KM T A& 32

TPERSAFRGR . B IRAAVFZAIEAEIZTT, Pk iS5 RETCIE IR KA.
iz

B7- 3 R S R/ S a3 G £l o S R 2522 L ERVAE L 8
i B ARSI, A S IE Y.

P2 KA B 1T i s IS U LED; W% LED R4 Emole, Ron s Ol il
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Power LED
l—Sta‘[us LED

@_m & FPRAON SERES & 1
sofnenfua =]
CI3ED

j
§
L]

PR3 KA BT s I IRA LED; JLRSERE R G, ROl iE bz .

(AJIE) SERCIP Mok

BUERANBEAL FHERIA TP ik 24T ASDM V5 1n], FJLAE ASA CLI %% management 4% 1] IP Hbdik.

)

AR R BN B BRSO FEA 1P Mk, T A SR (AT AR B 1) ASA BUE DK, A AT
JIEREF .

LB EER ASA G, RFHASRER. FRENER, ESHUIWASAFIFX0S CLI,
20 T,

W2 RSB E SR 1P Hudik.
configure factory-default [ip_address [mask]]

T

ciscoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface managementl/1

Executing command: nameif management

INFO: Security level for "management" set to 0 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

{5/ ASDM ZBE ASA
|
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Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational

Factory-default configuration is completed

ciscoasa(config) #

HIR 3 K ERANC B ORAF BN A

write memory

=3k ASDM

Ja ) ASDM DUF L & ASA.

ASA BN N 3DES hfiE, AH TV, KU nT DU R 38 e AR B8, JE AT AT
Bi{di ] ASDM. IR J57E ASA FRCE T SSH Vi, W alLAEH] SSH 1 SCP. HiAth 75 il hinas
(It VPND [T AE 05 P amin s, 3 sk f0% ) 2 B 000E 5 P 280 0T o

\)

AR WREAE N L AT A AT R N A T (RN T IS NED I HTTPS &4
e LWT, I BEOCVEE NG . PR A o B PR A B B 1, 9 i B
/1. SSH ASZsgmil. WREFER T HTTPS &8, v LRSI &l 1 LB RC & ASA. 1EH: 3
DB BIEE 1, B B A o N 2 Th RE L B K2 1

Fri&Z 8l
* 12 Cisco.com _ff] ASDM KATULIH T f#ia4T ASDM KK .

UK

T ENERF A LT URL.

* https://192.168.1.1- N#EL 1P Mk 7] DR SUTAT N EBAZHebliin 11 (Ethernet1/2 3 1/8) |
(1 P s btk

* https://192.168.45.1- & B2 11 1P Mkt

TR itRdE 2 https/l, 1M EAEYR € http:// BUFRE P ik CERIACH HTTP) 5 ASA A& H3B)
$ HTTP i K Kk ) HTTPS.

B 7R CiscoASDM ML, S8 AT BES A B W o 22 8, TRh ASA A3 2850k, bl
A b 220 3 A5 1 i) Y T

{5 F ASDM £3E ASA
12 I


http://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
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HIE2 S LR A %L 2 —: Install ASDM Launcher & Run ASDM .
WIB 3 MR EERMENT, B LR35 ASDM.
R B8 Cisco ASDM-IDM Launcher .
LB A B P AR B A W E R R, AR5 S EHRRE (OK).
Y% 5o~ ASDM XA .

ASA R RV T B8 nT DU AR ReVr ], X R H IR N B0 T2 B, S nT BATD
B AVE AT UE LR B B Re P B AR CZ PR A RSS2 o AKX s 4V ] Tk s
ZAEE, WHSLE ASA RAVDIREVFATIE: ATa & T 5 R REVEAT .
A AR ] I E FEANMEL , 157517 cisco.com/go/licensingguide
TEMALAGIN, R RERATAS g2 b B B R g PR A BILER 22 IA) (R T8 A5 UK IDAIE TS o B IS5 Bl 2K
BE 5y B BIAH DY B READK 7 o BRAERS m) B REAAF T AR, WK AT IO E e, R
Dfie fa SRR V], AH AR T T B EANSZ S . VFRTI D RE A0 45

o JLri

iR o Y I e s g e i

* 5N (3DES/AES) - U ARG R e ) ARIRAG oINS AL, {H Cisco CUfE SO VFIEAE ] 2%,

T8 AT LT B st in 2 VF e s n 208 0k -

* Cisco Secure % J'Jif - Secure Client Advantage. Secure Client Premier 5% Secure Client VPN Only

ASA BN AL 3DES Bhig, H T H Vi, T OB R Re A B8y, B n] RAAL
RI{EH] ASDM. tH2 J5fr ASA FRCE T SSH Vilnl, W rlLLfEi ] SSH A1 SCP.  HoAth 75 258 i
(4 VPN R ZhREDAZ i FH s N as, 3 8 SR 445 400 1) 2 BE AR A 45 FE 28T

)

AR WS A I E AT T R N A e (RIS E TS9N, I HTTPS 42
Sz LW, I B CVEERNER . PR B A o B B PR A B (B 11, 9 i B
/1. SSH ASZsgm . WIS R T HTTPS &4z, ] OB 450 6 b [ DLEHC E ASA. 152
USRI, Bl G B D o N 25 Th REFL & K2 1

MR ) B BE R FE AR SR ASA TR 2 T, ik EER L SR EMB =R LR FS HIESIRY
I &E (Allow export-controlled functionaility on the products registered with thistoken) Zi%HE, LUE
N SEFE BRI B VF T E CIE PR 7 2R G A 45D o MISTENLAE LR R 2 T, T
AR, RES A8ha HBRINE VR, RS ICFH A T A . W 5 feik - &
SRAFHINEAZAL, {H Cisco T VP F BN, 10T LLF 3R s in 2 Vr nl i s in 2 K -

{5/ ASDM ZBE ASA
|


http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
https://cisco.com/go/licensingguide
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B ==4v

FHia Z |l
* PR RER I FAE B AR R

WERBGR AT, U Ry R DABCEDRT K ™ o Tl IR B B, T IOV 2 —
A

o PRI BEBCIE R B AR IK P L IAT S sR NSs (3DES/AES) YF TR SR, A fEf TR (2
R T AR E R D .

UK

TR EORE IR GEVE R RS T (T VR RATIE, AR AR PR L (R SRV AT

245 M SERF el 20 7 I8 EEL I S A5 I, AR AR T UE Y 1% AL B S ) B RE T B AR K . HJE,
AR TR ORIV AE,  E A R R 45 CAE 25 1) ) Find Products and Solutions #8287
Bro #RLUNAHIE PID:

B 1R R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

o FEREVFAIIE — L-FPR1000-ASA=. FEAEVF A UE 2 27 1), (E AR 75 B0k SLTS I B8 0 2 e 4K
AT

o BERAY 22 2 VF A E-L FPR1010-SEC-PL =, #8507 22 & VF v F Ji ] 1 Wb 445 .
* BRN2% (3DES/AES) VF R[4 - L-FPRIK-ENC-K9=. X 40K /' SR FRE 42 AUA FH i o 85 b 75 2

* Cisco Secure % J ¥y - 152 bl JRE 22 4% 1 0 1T W 4R 1 o ANBE EHLHEAE ASA TR G VFRTIE.

HIE 2 7F Cisco Smart Software Manager "1, A BRI 15 45 75 N 21 1) R FOUK P 17 SR I 52 0 A2 it
a) il Inventory.

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) 1 General LI~ I, sTili New Token.

. {1 ASDM #3E ASA
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http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://software.cisco.com/#module/SmartLicensing
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General Licenses

Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) 1r Create Registration Token X iHHEH, AL F&'E, 4R)5 siili Create Token:

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description
* Expire After - JARHEBUXIN 2R 30 K.

* Allow export-controlled functionaility on the productsregistered with thistoken - j3 H 5 H &
MPEAR&

RGO A A I BN 58

d) e BT O 0 3 Sk TR T AT OT Token SHIAE, R RAMHURE 43 ID SR BYGIR . 2if 2E
MEASAIY, THAER ISR, LAAE AR th i 8 2

{7 ASDM #3:E ASA .“



{£F ASDM #3.E ASA |
B ==4v

. Py
B 22EETHE
General Licenses Product Instances Event Log
Virtual Account
Deseription:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...

Token Expiration Date Description

Export-Controlled Created By Actions
MJMSZ]IhYTIrZGOAOSGOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions ~
. Py
B 3 E5<he
Token @ X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY

mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMOANSTN%A3AN%ANA

Press cfrl + ¢ fo copy selected text to clipboard.

7t ASDM 1, {Kki%$¢ Configuration > Device Management > Licensing > Smart Licensing.
SBA4 Al Register.

. {7 ASDM #BE ASA
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Configuration > Device Management > Licensing > Smart Licensing

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for
smart licensing.

[[] Enable Smart license configuration
Feature Tier: —MNone —

Throughput Level: | —None -

Privacy Host Mame Version

Transport Call Home Smart Transport
Configure Transport URL -
Default URL
Registration
Utility
Proxy URL
Proxy Port
Configure Utility Mode
Enable Standard Utility Mode
Custom ID
Customer Company Identifier
Customer Company MName
Customer Street
Customer City
Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register Renew ID Certificate Renew Authorization

Effective Running Licenses -

License Feature License Value

Maximum YLANs 200

Inside Hosts Unlimited
Failover Active fActive
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 2

Carrier Disabled v

Apply Reset

7£ 1D Token Bt ANy M2t
[ ] @

Smart License Registration

ID Token: 'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

Force registration

Cancel

Help

10T LUa) ik 58l E AR (Forceregistration) SEHE, 730 CLid HE W] 68 54 BRI 8 BEZR AN [ 22 1)
ASA. fltn, AN e A E B TR R AMNER T ASA, 15EH 32 %1E M (Forceregistration).

mdrEf
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Bic & ASA
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ASA TS O () AR 11 1) 4 RE AR B E E, JE i RO EL I VP T UE AU A TR,
TAEIMK 7 RV, WA BE A B AR IR 2 N i i % (3DES/AES) VF nJ i MVF RS BB, ASDM
SSRIH U o #508 AT UL FR SR (Monitoring) > & 14 (Properties) > & GE1F A IE (Smart License) LA
AVFUEIRES, G M

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

WHEUTZH:
a) £ Enable Smart license configuration.
b) MINEER (FeatureTier) NHug&r, 1EHEA (Essentials).

PCHEEA = ] H
c) (n[it) i+ Enable Security Plus.
Wt A R T 8l s

ri Applys

s TR Save ElFz.

1B HHIFEHH 5l ASDM.

RO ATIER, SRR A 3l ASDM A fig s 5B B o

HIH ASDM, AT LU 1) R BC B A DI REA i DN e . 0L T AT ML & 17 3 PR B I Zh e -

UK

PR MKIKIEHE Wizards> Startup Wizard, #AJ5 siili Modify existing configuration H.ik %4 .
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mEasa

@& Launcher File View Tools m Window Help

@00 Startup Wizard...
(’a Configuration Monitor

VPM Wizlirds
| Unified Communication Wizard...

Cisco

ard‘ ? Help‘T\fDE topi¢ Go
I

High Availability and Scalability Wizard...

000 Devicellisy _ ASDM Identity Certificate Wizard... L
% Add [} Delete & Connect I{ Packet Capture Wizard...
Find: Go '

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface
IP Address:

Subnet Mask: 255.0.0.0

<

PV ' 4
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

$IE 2 Startup Wizard #5548 58 B C &«
* A B
< O, BRI SM R 1 TP Mk LR S R
* HASER
* DHCP JIR55#%
« HoAtb...

$'3 (k) 7F Wizards £, a4 HAL 5.
HIB 4 FEARLLEE ASA, SR ASA F A1 SCRY o A 18 IR B A RRAS (R SCRY
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177 15]JASAFAFXOS CLI

s LU ASA CLI (fidlE ASDM) Xt ASA HEAT #bmHE R Bk L & . nl DUE R B4 4 ot 1 LAYG 1)
CLI. 0] ARG e 42 0 FRC B A ASA /) SSH Vi in); ZEERINIEWL T, SSH Vil /225 ). A%
HEEE, ES0 ASA — AR E TR .

H AT L MASA CLI 5 W FXOS CLI, DIMEEAT de B HER .

UK

e B N LERE R0 6 3 1 o Firepower 1000 BEI T —# USB A ¥ B thATHISE. i R by 5 i 5
VERGE AL 21 USB S ATIRENIE (152 [ Firepower 1010 B4R M) o {FHILAT #3478

* 9600 WEFH
o 8 NEEAL
© AR
o 1 AMEIELT
ERES] ASA CLI. ZRINENL N, Vi a5l 4 AN T B L ] P 453 .

i 45 EXEC fEx,

enable
F—UHIN enable iy &I, RPN BUEE,
w5l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*%

Repeat Password: *****x*

ciscoasa#

WA ASA Tk g, JF HAEN FXOS sl Ry B, WEAE ASA EBCE KA # it 2E FXOS
BB R A,

FERFA EXEC B3t , P AR E ar S mT o i8] WRFAL EXEC A a(HE A Bl B AR .

ZHR R EXEC B30, 15 fi A\ disable, exit 2% quit fiv4.

V7 I 42 R B AR

configureterminal

T

ciscoasa# configure terminal
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https://www.cisco.com/c/en/us/td/docs/security/firepower/1010/hw/guide/hw-install-1010/console.html

| 15 ASDM %32 ASA

i |
,{F:T-l-
Nil
S

ciscoasa (config) #

AN A R AR T A TC S ASA . EHE H 4R B, TERIN exit. quit 2% end fir 4.
(A% %% FXOS CLI.

connect fxos[admin]

« admin- $EOLEFH AR AV IAUBE o a0 RAIERR IR T, P A s AR . TR, B
FAEFR AT, WERAMTERE &S .

REASTOREIRALH FAEUE. AT ASA H ' 2 KL 45 FXOS, Joii At 8ok . 2R [M1 3] ASA
CLI, HHi exit 8i%E N Ctrl-Shift-6. X.

7E FXOS h, #n] LU ] scope security/show audit-logs fir 4 & & 1 7 i 50
-

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

o BEARAEECE ASA, S W RN ASA F A SCRY P A A I A RRAS IR SCRY
o HIRMEEHERR, 1S (FXOS MbEHEERIER ) -
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