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Ko BRIME A OpenDNS 3L DNS g5 4% U R A8 S 7 BOT AL TS BONE, 18 sl
Fi OpenDNS (Use OpenDNS) LA Bkt A& (1) 1P Huhl 2N B

B K EH 2 - P ka0 B O LA

b) HcE R EI&E (NTP) (Time Setting [NTP]) Jf i T—% (Next).
1 BX -G RGN X
2. NTP BJ[EAR S5 8% - LEFEAE A1 BRIN NTP IR 55 s, ke Tahim A NTP JIR5 & ik . ] LS I
EZNI & P ST
c) LR 90 HiFMMEAM LA
ANEE [ A BE AR B AR B TV AR R O AT
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d) AT
e) ARLUKHREIEF =B (Cloud Management) i J# 37 (Standalone). X & BErR.O & FE, 1L
PEIIT (Standalone), SRJSIEFEFE T (Got It).

FIE3 (WAETHE HE I ANACE — NS IP Hubk . EPERE (Device), RIS S RFKIZE (System
Settings) > &I84% 1 (Management I nterface) #f4%
U R A B RS TP kb, VSR OR R BRI DGR O ME— DG, AN R B R . i A A
DHCP, WIJo#HAT A& .

PS4 QR ERCE A O, BRSNS AMOER T, 15 ERRZ & (Device), ARG AiiiEDO (Interfaces)
B R
ARIE WAEHR TREEOMNEZELE, ST W& EFMSPRED K5, 25107 1. 72
BB R, AN ORI R B AR L

WIES EF IRE > RRRE > EHREIE, AR50l BE wE EEh.O

PIE6 ILEEEHL/CDO HFHER.

i

B,

(Cisco Firepower 1010 A\ 1355 [
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Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP Hutik, B A LLEH 1P ks M4 U 1) g
L, i 2, W S A1 T NAT 2 5 s A 35 1P bkek B84, i AT & .

Il (Cisco Firepower 1010 \i7#57%)
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WIRAR DA — A% CRFBERAL B0 UG 1 2% HATm Ui ml (1) IP Huhk, A REEP N/
() 23 N7 X ] SSL 2% f i £ 3

b) WHEER 2, WHA BIBA.L/CDO E£H A/ P Hitlt.

¢) 18 EMF/CDO EMEA.
sk 72 Pl ISV (0 R/ G e ool s | ok 2 IS 1 04 A 115l IR LA S A oad = L B Wl W = DTS A o o2
A 37 MEFF. ARCTE RIS TE AT (A-Z. a-z. 0-9) AUEFFR (). LID WTHT
$ 2 G WA EM R B E L.

d) #5% NAT ID.
LU ID LR ME— M7 i, AR EH .0 BiREE. mRMNELP—5&& L
feE 1P Huht, Wb Beoh s (H GRS RIAELE s P 5 W & 10 TP shb i, {396 %2 NATID. NAT
ID A 37 M. AR REIEARET (A-Z, a-z. 0-9) AUEFFF (). ML ID AN
FH T AT AT oAt 4 473 M 2] 4 by . NAT ID 5 1P Ml 45 540, B TR e 5ok A I
W HAZERT TP Hihik/NAT ID 34T B 565, A SR EE M %5 .

$IBT NEEERE.
a) 1R FTD £H&.
b) f5:¢ DNSBR%284H.
TEPRINAT 4B — 4l BRiA DNS 41444 CiscoUmbrellaDNSServer Group, H: A%
OpenDNS k%5 2%

c) X TE&IB/CDO y7iaiE M (Management Center/CDO Access Interface), 1k #F & I8
(management).

PR 8 SiliER (Connect). SEMHRZS X IHHE Bon U3 & BP0 S 0PRES . 78 REFEEEFL/CDO E
Mg E LDBRE, R AL, RS k.
WU B D)4 2 A, W s BUEEM. S0, 5 RESEFO/ICDO EMEE PE L
Ja KM WA RS AR L WX, ol R, O A S I B A B
WA S .
WORIEAE RFFEE S O/CDO JEMIRE DB R R s B Bl , BmREKED 5EEH O
BIRTEES, CDO XHFHE. BAGIMIIT 5 Wi BLAR IE#2

(Cisco Firepower 1010 A\ 1355 [
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[ 6: P ThiERE

Registration Status

<

Successful Connection with the

Management Center or CDO
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

{£F CLI 52 BB AN BE il ¥ 35 B &

EERER) BUPBTE CLI DARATRIAGBEE, AR B 1) 3 BB 1P btk ORI LAt R A 9 2%
BOE. THEBE LR -MAAA A QM MEBERRRE L. 1E 6.7 M mAT : U RAE
EEEE VTR LSS, wTDMEH] CLI RCE B 1. BOLK I E B RO AEWE . I %
FE G (7.0 M R JATHIRBCE R, RO e s B D BEATA B, BRAY BERE ORI
BRAS VS 4 BB AN, 7R B PR T og M P A D I B R B . TR, A ORI ILARERIA
BB, R T 428 1 SR

Procedure

SRR B G 5 CER R BB CLL sl A e B Mg 2 SSH, BRAT L 1A DHCP 3R TP
Mok CRBEITH SN BE, RATEBUE RS S, DR WITER .

PG 3% 3] FXOS CLI. SSH 25 if HI%E 23] Bt CLI.
$H1B2 i HH M 4 admin 12465 Adminl23 &5,

FEFE G ), P DUESR R FXOS CLL. 55— 8% FXOS I, R iin i sist . Ihd
WHT SSH [ BB 8%

Note WA O (AREANKNIE, W 250 TR (5 B o LUK s i T BN BB A7 R 0T
WA IE B, WS 0 FXOS ks ERR A5 i o

Example:

firepower login: admin

Il (Cisco Firepower 1010 \i7#57%)
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Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ****kk*x

Confirm new password: ****xkxxx%
Your password was updated successfully.

[...]

firepower#

R G 0 RS FXOS, R3] gt CLI.
connect ftd

Example:

firepower# connect ftd
>

F— U PR I, R SPOREESZ (BRI ) (EULAYHL, 4 SR8 H] SSHIE#L,
W2 b 7n B TR admin #6%. SR)5, RGO 2R CLI BCE A

Note FRAETEBRACE, SWCVAESR CLI WE W (B, i S mg) o B2, nlbh
)5 4E CLI FPAE ] configurenetwork fir & 5 Ui 7 IX 281 B . 152 [ Cisco Secure Firewall
Threat Defense iy 25 7% .

BB B AR A A 2 s AEAG 5 B2 2T A MR, 1594 Enter 8.

THZ LR .
* MNEIRIEORY IPv4 BOARI X - BRI O BCE DGEH] iz e & B bl o B P A B, 72
BB EAE I B I, NONE R 11 BCE O TP k. AE R ZEEEE AR 20 s FIA S
FonBlb, SRR A B G, AEIXFPIG D0, NCRE R 5C TP il ise B0 i i) P9 B2 1 TP
Huhiks JE W2 T A B L BEE A ER TP Hdik.
c MREBHMBESEEYN, FEEMEE - WK CEY SSHIER, HAYMBEN TN T IP
Huhit, JERCREWOIT . A HDET 1P HUREAN S 6 BRI TIE R . I G EEA R I

« AHEIRIEE? - A & DM BBITuL. B2 yes BRI B0 SO AT B & BEAS .
* BRERAOERR? - USRI UATE BN BB KR AR AR BB S o KBS B R 2
R IEAEIBAT FIRC .

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

(Cisco Firepower 1010 A\ 1355 [
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System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkkk*

Confirm new password: **kkkxkkx

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

WIRS R BRI U o R A B
configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} regkey [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - &5 & #0 1) FQDN HY IP #
Hko T BEARL ANBETE TG0, 51T DONTRESOLVE Jf4&7€ nat_id. 204 /bAg ANk
2% CERErboCy B B BA A AT RTU7 [ 1P bk, A fEAE B S B4 2 1) 57 X0 SSL &5 1)
W5 . BAE Ay 452 DONTRESOLVE, U gl B 480 2545 7T 15 0] ) TP Myl k3
WA

* reg_key - $8E BIEFER)— PRI M B, B O A IR A B D BRI
AFFHIL 37 M PR AT U TR (A-Zy a-zo 0-9) HIETAF ().
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* nat_id-Fi IR PR ME— 1) — MR B, TR AR B — T A HR e nT U IR 1) TP bk sk
FHLA, WARZEAE E R Bfeee. Wil FEd.0 i) DONTRESOLVE, NI Z4E
SE'E . NAT ID AMHEEE 37 NMERF. AMAMAaE AR (A-Z. a-z. 0-9) FEFSF

() Uk ID ANGEF FHe AT Ao T Aty 152 A v A 1) A5 B o

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

LR FPOAT T NAT W2 05, A ME—F NAT ID DL F M4, 514552 DONTRESOLVE
mAEENLA, Bl

Example:

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

AR PSR A7 T NAT Weas 2 5, i AME—K) NAT ID BLK 8 B rboe 1P sk sl 0144, filtn:

Example:

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

What to do next
B K E v A 2 B E A

Varlan \
BEEEEA
A FE 5 B O P I W R 7460

FiaZ Hl

AR SCFR AR RS, WS R AT I (Z Fhttps://www.cisco.com/go/
firepower-notes)

UK

PR AT SCFR 0 g A LA URL.
https.//fmc_ip_address

FE2 A B E,
T3 EXR.
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3R BVE TR FP DAY T RTE
JITATVE RTUEHS ER A B b R L2 UM 9 A o 45T LA SR BUVF AT E
* IPS- 4G AT A IPS
o BRI BB EAT B
« URL - URL 3§

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2% Secure Client VPN Only

* IBET - Diameter. GTP/GPRS. M3UA. SCTP
A REEHF A B EEGIER, 155 ) cisco.com/go/licensingguide

FHIa Z |l
* PR R B g R

WG IEEAT I,V 5 S BERE DA BRI o TR BRI ELAY, T DO AL
ANEKF

o BRI BRI AFVRRTIR P 2T G iR N 25 (3DES/AES) VPRI TEIEESK, A REAE FH HLeThe (Ol
M AR SE R D .

g2

SR VG AT ST R T VT

2148 DRI R 20 A 1 S LI S VE A B, SR F AT HIE I 1% O B 2 S I R e SR VF T ER o (HE,
R G S INVERTIE, W R R 45 TAE =% 1R i Find Products and Solutions 8%
Bt. KLU FYFATE PID:

7 RER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

P2 WA FLT PID, & n] LLFE04 PID S ELT B,

* IPS. SEEIKAE BifHF URL VFr Uk &
* L-FPR1010T-TMC=
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s BIR PID 2 S IMEVRE AT B, T AL UK PID 22X W IR T 1«
* L-FPR1010T-TMC-1Y
* L-FPR1010T-TMC-3Y

* L-FPR1010T-TMC-5Y
* Cisco Secure % )" ¥i- 152 [ JRL 242 ) i 1T WA 1P o
 IEE VA

SER2 WURARPAT IR, 15 8 BEVF T IR 55 2 ey B

VI B R AR R R A B2 TP AL B IF A I . B OSEE UM, 12 (Cisco Secure Firewall
Management Center & {5 ) .

(o] & 28 AR L S A A B D
A P BE 2% TP ik o LA H S 7 0T S U 24 B

FHIAZ Al
o WCARIRAE BUBMSTAE AIAAHC B BCE K LA E
o BUUMDT A TP Mkl N4, LA NAT ID
o PO Y

UK

FIE A HHAPD B, EFEE (Devices) > & &I (Device Management).
BIR2 NRITHIED, EHRRmiEE.
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Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

BE LN 2L

o EH (Host) - %y NI BUPrBata i 1P Huht sk EHLA% . WRAE B8 WIaG & b R 1R
SE T EHILL TP HilE A NAT ID, 7] LB BB 4%

R 76 HA B8, 4PN B FA T NAT 2 J5 I8, AT DAAE 3 45 3ot rp oy it
JMB AT TGS AL TP B AR (HE, BB A E L sy B, i
At B 1P bk EHLA .
« BIRAFR (Display Name) - %t N B2 7L 7 3 A0 i S22 1R B 995 201 (1) 42 R
* SEMEE$A (Registration Key) - i N ST 80 Y5 A0 4G 0 i Fi e i I 4 .
* i3 (Domain) - W RAT ZIRIREE, K& LS k.
* 4B (Group) - W RAEAT AL, WPKE L o> B2 e 4 4o

* 7B HI SR BE (Access Control Policy) - IEFERILR TS . BRIk DA aE A O FHEM AN A
SE SR, 15 L PR ERIE S5 R (Create new policy), SRJG i+ IEFRE RE (Block all traffic).
A AT DU St B DL A VR R B s TS T AU VFR R WAL RSN L 5 40 T,
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8 FIE TR
New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

* EHEIFE] (Smart Licensing) - oA B2 1) Dh g /0 FL I 75 (W8 e VF vl iiE: Malware (IS & 4T 548
FRERESARE) o Threat (WIREITHAERNZBIED « URL (U R IEFT H R T2 1)
URLII3E) o jEE: 7ERINEG, el LLANERSGE > 1 0] > &5 BE 1 1] 4 7 [ [ H Secure Client
TCFEVF ] VPN ZF ] HE

* ME— NAT ID (Unique NAT ID) - ¥&5 & #8175 BB #1410 B h 5 € () NAT ID.

* HREEE S (Transfer Packets) - 7] ik 2K Hdl At 2 A B0y o A SRAE S R 2k T ik A
TIPS B% Snort i, Ao G BN S A Ps Ak B A E R 3 TR .
R IIET, RAFMHEESRIER FHALD, B~ k%,

WIE3 AUlEM (Register), BCEWERZLRINA — & W&, i EMIFRMEAM (Register and Add
Another), FEAIAEM ).

WREEM LD, PR IMBIFR A WREM RN S 2 RS GRE  nR JEUb B AT
R, A LT I

* Ping - Vi i) BB ICLL, 2R )5 A H LA T 4 ping B B0 TP Hbbik:
ping system ip_address

Wi ping AR, A show networ ki -4 25 W9 £ B8 W A 7 ST 05 Jgu Do 480 A 2R IP M
fit, 1E ] configure network {ipv4|ipv6} manual fir4

 VENFEEEH . NAT ID FIE PG TP Mk - B {R A8 P9 AN & A R [R] 3 25 850 NAT 1D (A
HAERD) « LIRS H.CMEF configure manager add iy 4 18 7 2 4 A1 NAT 1D,

A Z ARG S, TE 21 https://cisco.com/go/fimce-reg-error.
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=N e
AT AR AR A P LA 5 R AR 2 4 N
© BRSNS F - D B 1 70 OIS TP Mudik,  JFKf DHCP JIAESM R EE 1 o
* DHCP Hi45-%% - 23582 01 E ok % 7 3 4 DHCP AR 45 %% o
o BRUVEK H - G I 1R LA IR AR 1R
* NAT - 7E4h 82 1 Al FH B2 1 PAT.
o Vi PR - FOVEIR A A F SRS
TG BB A 2 AN, S T AESS
(1) [REHED (6.5 RHHRAD 528 T
Be EHz 1 (6.4) , 332 Tl

(o) | B DHCP Jlis54s , 28 35 UL

(4) |FCHE NAT, 5538 10,

(5) | RVFHE M EAESIIN | 56 40 TT,

(6) |FBEMIE , 241 5L,

BeEREO (6.5 RESMA)

RSN VI VLANT £z O S0k A e Lo 1 e o B Koz 11, K Bl B e A X, IR
EIPHE, W, BEDEE AN DA R RS R R . B, BT b
i 45 P e S EL I D (R R 1, DA LR I () — AN 2 A PRz e BROAS O, BUKIM 1/1 2
1S ] T AN o B kil 10, FLAxie D& VLAN 1 EROAs #ebLom 1 %30 VLAN #1415,

A OB LB E O N O B, n DA L B 4h HoAth VLAN, - O AS b L 11 8% 45 Ay B
KRR

ST Gt R D02 DHCP A ISP SRIXAM R LI, R A e 11 B s st

PURRBIRCE T — AN S i A bk s e 3542 0 (VLANL),  BLA—Md A DHCP fr) %t iR = 4k
HSEE D CBARI 1/1)
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UK

HIE1 %P & (Devices) > % Z &I (Device Management), SR siili & (K4REE ( #) .
FE2 fiiiED (Interfaces).

Overview Analysis Policies eS8 Objects = AMP Intelligence Deploy , System Help v admin v
Device Management NAT WPN v Qos Platform Settings FlexConfig Certificates

10.89.5.20 (O

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing l :i”: . Inline Sets DHCP
D @ Add Interfaces -

4, Search by name & Sync Device
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernet1/2 Physical e o
B ethernet1/3.1 Sublnterface E] y
Ethernetl/4 diagnostic Physical E] &
Ethernetl/5 Physical E 4

5

LI (Wik) A HME O (SwitchPort) FIHp 3E B, AATMIAS b lom 0 CBUKK 172 2 1/8) 2R
Bl L, s ey (O |

BIA TSN,
a) it AL T R R ()

Edit Physical Interface ? X
T E1E Hardware Configuration

Interface ID: Ethernet1/2 Enabled

Description:

Port Mode: Access &

VLAN ID: 1 (1 -4070)

Protected: o

QK Cancel

b) IR FSEHE LS A O .
o) (A& M VLANID: ERIMEDY 1o £ Rk, REIN—4 VLAN #FORILECIH ID.

d) MikBE (OK).

WIES WA VLAN 4211,
a) AdidRiniED (Add Interfaces) > VLAN ##0 (VLAN Interface).

BT R —A% (General) iETT< .
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B ==:0 esrEsun

b)

<)
d)
e)

2

Add VLAN Interface ? X
U1 IPva IPv6  Advanced
Name: inside Enabled
Description:
Mode: None i
Security Zone: inside_zone 7
MTU: 1500 {5 = Y
VLAN ID *: 1 (1 - 4070)
Disable Forwarding on MNone hd
Interface Vian:
Associated Interface Port Mode
QK Cancel

KB Rl 48 AN FEFEI Name.
W, 844k inside.

& Enabled & ikHE.

¥ Mode £ 4 None.

MZ & X3 (Security Zone) F IR HFIESE DA AN IR, B0 i (New) 7
IS IR 22 A X 3

Bhn, I—A%% inside_zone (X . WA SR REANE 140 BO s 22 A X IR /i O 4. R4
O HBEE T — A4, Ea]LLERE T2 041, %] DU X 3R al 2 3 224 5 ms . 4l
i, AT DK P9 D A EC R I, TR A A FE B A X ek AR5 R DA U e 42
Hs, SCVFIR RN NEBAE BN, (HA SRV AN NN K2 BRSO e A X ]
DLAE NAT 5eg . Tl 28 S mE F QoS S rp 4 FH X ek w22 11 4H .
¥ VLANID &&E N 1.
BRSO R, I A B L I #BEE 8 VLAN 1; 4 RAE AL FEAR A () VLAN ID, 3875 55 45
BAAAZHH LG, AFIHAL T B VLAN ID Frsf i VLAN .
RO )G, AT VLAN ID; VLAN ID B2 ) VLAN brid, 2Rl E h Ry
ID.
fiili 1PvA F1/8) | Pv6 2ETH .
« IPv4- )\ FHRHIE TP kB E FER7S |P (Use Static I P), SR )5 ARMT o n k4 TP Huhik A1~ k4
SRR
Bltn, %\ 192.168.1.1/24
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Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.168.1.1/24| ig-z'-ngi?}2-51-"255-255-255-'-23 or

« IPV6 - IR I Bhiid Bk B S BLE (Autoconfiguration) & EHE .,

h) AHAE (OK).
FE6 S E M FAMNEILURM 1/1 (1) 4R5g (4 .
General &I 55

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

iR WERG N I L S A RRAR U ), Wz e g a4 BT hE. AN T
FEATIX SRRV B, RO IR S A Ik 7 b B B 2. SRR T DAE L B B
T AL B SR T 2 A XA
a) MANKER AN 48 NFERFH Name.
Bihn, W64 outside.
b) & Enabled & A,
c) # Mode{# 4 None.

d) MZ£[XiE (Security Zone) TSRS DNIAIISMB 22X, B0 HdiEiE (New) ¥
I 22 A X

(Cisco Firepower 1010 A\ 1355 [
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B ==:069

B, In—A~4 4 outside_zone [1J1X 15
e) iy IPv4 FlI/ak 1Pv6 LI+ .
* IPv4 - %$%{EFH DHCP (Use DHCP), RJ5HLE UL FikIES %

- {£ 3 DHCP 3XEXZX A& (Obtain default route using DHCP) - )\ DHCP 45 &% 3K HU 2R
N 25

* DHCP & Hi#5%r (DHCP route metric) - 43 Fe 2 Fr sk i fH I BERR B, AT 1 F1 255
Z00) o SR BRI FEE N 1,

Edit Physical Interface

General l|=. IPvE Advanced Hardware Configuration

IP Type: Use DHCP d
Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)

* IPV6 - IR Hahiic Bk B hBELE (Autoconfiguration) & IEHE .,

f) Rd#E (OK).
PR R TF (Save).

BcE¥% O (6.4)

o T A, G e e X B TP . B, RO E NN DA R RS
FEIEAT TR SR W, RO T 1R L ph s El R IR Y (R A 1, DA R R 4% ) — AN R
AW D, Hp—Sh Al “FRE X" (DMZ), fa] DUFE LA CE /T 2 TF07 R % 7, 4]
U1 Web filz45 4%

SUOF T e 0L RS DHCP A ISP JRHRAN I T HBHE [N 75 4 0 1Lt X A
LR /R T DHCP A8 1A BALEE T AR (it | JFERINBRE T A8
B

UK

HIE1 %% (Devices) > & & &8 (Device Management), SR siilil kB4 4miE ( 4 .
F;2 L&D (Interfaces).
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rEzn 6

Overview Analysis Policies JsEMEER Objects = AMP  Intelligence Deploy » System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

10.89.5.20 (@ concer |
Cisco Firepower 9000 Series SM-24 Threat Defense
Device  Routing l : ii :: . Inline Sets  DHCP
4, Search by name ,,e“ Sync Device | | @ Add Interfaces =

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical ld<s &
Bl cthemet1y3.1 Sublnterface i 7
Ethernetl/4 diagnostic Physical [El &
Ethernetl/s Physical & Y

$E®3 S EMN TR OGRS (4 .
eI R —#% (General) TR .

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration
Mame: inside Enabled | Management Only

Description:

Mode: None 7
Security Zone: inside_zone ™
MTU: 1500 |2 = L)

QK Cancel

a) HIANK TR AN 48 N TR Name,
W, 844k inside.

b) k" Enabled & iLHE.

¢) 4 Mode & ¥4 None,

d) MR2RX1H (Security Zone) NHFIEPERE—DNIA NI, B0F St #E (New) 7
I AN BT 22 4 I
B, I—/~4 % inside_zone [f) X k. WAZIUKE A AN 1 73 L4 20 A X SR/l T 4 . A4
U BEJE T—N e X3, H A AR 8 T2 /M 4. SnT LUK DX S B B FH 22 4% 5 o 43
T DL YRR DB I, TRk A RIS I I, AR5 W] ARG 07 1) 455361
FEWE,  SOVFIR A AL RSN, AHA SSVE M AN B . K2 BRI AN S22 2 X 2]
DAFE NAT SIS, T I8 5% 5 Al QoS S Hh A F X Sk sz 141 .
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B ==:069

e) i IPv4 FI/Eg I Pv6 BT .

« IPv4- )\ R4 & TP kB E FER7S |P (Use Static I P), AR )5 ARMT En k4 1P bk A1~ k4
HEr

Bltm, % 192.168.1.1/24

Edit Physical Interface

General lI:I IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.168.1.1/24| ig-z'-ngi?}2-51-"255-255-255-'-23 or

* IPV6 - HIOIRAS HBhALE % B BhBLE (Autoconfiguration) & iEHE.

f) M E (OK).
FEA SLEEATAMBME O wmiE () .
LK R — A% (General) £ K.

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

Name: putside Enabled | | Management Only

Description:

Mode: None Ed

Security Zone: outside_zone it

MTU: 1500 (64 - 5000}

QK Cancel

pE RGO I DTS T B U, WZak Dt a4 Sk, AN
FEATRSEREABEE,, DU IR P b 48 B rp o0 48 BIERE . B DAR T LAFE L bR BN L
U e SR P 2 A X ek

a) WIAKSEE R AN 48 AT Name.
Bilhn, Ki#kOdr 4 outside.
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i oHce k5 [

b) % Enabled & IEHE.
c) * Mode{# 4 None.

d) MZEX (Security Zone) FuFIRPESE—NIA RSMB LXK, B0 Rl (New) o
I Br 12 A

B, Ishn—A~4k outside_zone X K
e) Hiili IPv4 /8l |Pv6 LT .
* IPv4 - #%$%{EFH DHCP (Use DHCP), #RJSHECE LI FikIHS 3.

« {# F DHCP 3REXEXIAZE R (Obtain default route using DHCP) - )\ DHCP il 45 2% 3k B 2R
UNGIER

* DHCP & Hi15%r (DHCP route metric) - 73 Be 21 sk & % | AT BEFE B, /1 1 Fi1 255
Z 00 e BRI BRI BN 1,

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use DHCP d

Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)

* IPV6 - A ICIRA A &k B 3hERE (Autoconfiguration) 53 EHE .

f) REHFBE (OK).
PS5 HHRTE (Save).

fic & DHCP AR 5532
R A P i DHCP M B AL SRIN 1P Htil, 1% )5 H) DHCP fR45%5 .

UK

HIB1 %8 % (Devices) > IR & E1E (Device Management), R J5 Sk & MHmeE ( £ .
$I®2 % DHCP > DHCP BR %28 (DHCP Server).
P 3 RS (Server) LI RN (Add), ARJEHELE DL R IE:

(Cisco Firepower 1010 A\ 1355 [
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B =i

Add Server ? X
Interface* inside w7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server
0K Cancel

* %0 (Interface) - )\ ISR IESEL I

* i3Ikt (Address Pool) - DHCP g% s A8 H () TP Huhk iV L CANBRAR B B i) o TP bl i il
G EH AL TR 7 R E, HANREEAG#E E A S TP Huhk.

* J3F DHCP BR %528 (Enable DHCP Server) - 7£ 1% 42 11 I )5 Fl DHCP IR 45 2%

PR nHBE (OK).
PS5 N RTF (Save).

AN ERTA S H
BRI FHOE 48 ] A ANEEE DU ) 1) B Ay . WK DHCP F/EANT Bz O, U ) Be 4 )
RECZE] T BN B R HZE TSRk e, W R P AT . SR 2k DHCP iR % 34
FIERINES 1, Hob BoR7E 1 & (Devices) > i & &I (Device Management) > B (Routing) > B3 75 8%
i (Static Route) TUfi [ 1Pv4 B&H (1Pv4 Routes) % 1Pv6 B H (IPv6 Routes) £ .

UK

HIB1 %% (Devices) > & E1E (Device Management), R J5 Sk & M%mE ( £ .
$IE 2 PR (Route) > B4 7S E&H (Static Route), s in#& e (Add Route), #RJ5 ¥ & DL R I
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wmziczs |

Add Static Route Configuration ? X
Type: ® vt O 1pve
Interface™ outside v
Available Network (5 @ Selected Network
\, Search | =2 any-ipva 5

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local _
=2 TPv4-Multicast —

== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

=, IPv4-Private-All-RFC191

52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway hal+ ]
Metric: 1)
Tunneled: O (Used only for default Route)

Route Tracking: b+ ]

0K || Cancel

* 23 (Intrusion) - MR ZEA IR HIEAY, Rty 1Pv4 B IPV6 FLIE#H .
* #0 (Interface) - EHFEH NN @ EAMNTHE

* AT M4 (AvailableNetwork) - 24 IPv4 BRI\ 2% HHIE £ any-ipv4, A IPv6 ERIA I HHi%+¢ any-ipv6,
RGN (Add) K H RS 1% TE M 48 (Selected Network) 411# .

* WX (Gateway) =k | Pv6 X (IPv6 Gateway) - i A\ B FEAE A Uik iR —ANER AU 9 G 6 1
%o BT USRI 1P Bk 5 25/ AL 5

* $5#R (Metric) - B H AR RS HIER S 8. A2EVEF 0 1 21 255, BRME 1.

PR3 mdHEE (OK).
e e B LS I 2 A B R R

Overview Analysis Policies sISUTSEN Objects = AMP  Intelligence Deploy s System Help v admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

10.89.5.20 fou have unsaved changes |_|a save || €3 cancel |

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Interfaces Inline Sets DHCP

OSPF & Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
5 “_:] BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & ? [j

s uj Multicast Routing
¥ IPV6 Routes

(Cisco Firepower 1010 A\ 1355 [
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FE4 HTHRTE (Save).

fic & NAT

EREEROBERMBE |

ST () NAT R2K5 P s btk 3 4 4y A0 11 TP btk b (o 1o X8 NAT FIAR A 22 11 iy 11 ik

A (PAT).

i

FIE1 IR E (Devices) > NAT, R i FiEE 5B (New Policy) > B fBA ) NAT (Threat Defense NAT).
W2 N4, GRS %, AR AliliSave.

MNew Policy
Name: interface_PAT
Description:

Targeted Devices

Available Devices

24, Search by name or value |

Select devices to which you want to apply this poli

elected Devices

=192.168.0.16

| Add to Policy |

| Save | |

Cancel |

SR B R 0 A B o AR 2 SRS I o

PIE3 sl N (Add Rule).
Add NAT Rule X1 HER B o
IR 4 i AN 2 15

Add NAT Rule

MAT Rule: Auto NAT Rule
Type: Dynamic

Interface Objects m PAT Pool

 (Cisco Firepower 1010 \i 1457
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| EREmpOERE RS
CEIN |

* NAT 81 (NAT Rule) - i8££ B 3 NAT # (Auto NAT Rule).
EA (Type) - L5017 (Dynamic).

1B 5 7 Interface Objects T [fi, 4 Available I nterface Objects [X & 7 [ 4h 5 X 1575 i #1] Destination

Interface Objects [X 4.
Add NAT Rule ? X
MAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| -}, Search by name eLoutside zone @
l,:—.L‘inside zone
moutside_zone Add to
Source

Add to |
Destination |

QK

| cancel

$IR6 {riEdh (Trandation) F{ i F G LL R I

Add NAT Rule ? X
MAT Rule: Auto MAT Rule it
Type: Dynamic -

Interface Objects Tranllaﬂon PAT Pool Advanced
Translated Packet

Original Packet

Original Source:* Translated Source:

Original Port: TCP

Destination Interface IP

o EEAE - SRR () WA IPvA VRTINS X4 (0.0.0.0/0)

(Cisco Firepower 1010 A 145%) [}




EREEROBERMBE |
B cinEsmmezsig

New MNetwork Object ? X
Name all-ipv4
Description

Network Host Range © network FQDN
0.0.0.0/0

Allow Owverrides
Save I Cancel

pE s TEABENE I R GEE X any-ipvd X5, DO B3 NAT BUUAERT G G R ids i
NAT, I STk R 508 XI5,

* ¥ 1Y% (Translated Source) - £ B#r#% 0 IP (Destination Interface I P).

W1 AHRTE (Save) LA AL .
FEIEN E AR A7 2 Rules K.

Overview Analysis Policies JBENMIEEE Objects =~ AMP  Intelligence

Deploy , System Helpv admin v

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT

[E] Policy Assignments (1)

#R Filter by Device ©  AddRule
P Pa e lated Y
# Direction Type ‘Source Destination Original Original Original Translated Translated Translated Options
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations Services
¥ NAT Rules Before
¥ Auto NAT Rules
P Dynamic & eny <% outside_zone ) alipva @ Interface & on S8

PR 8 rlidi NAT il LR TF (Save) LLORAF B

IFRE M ABRAE R IPED
QSRS AE D B A s A T R PR 0B A S 7 e 4 I SR, D) R I SR AN R I A e i
T 1B o > O N 5y o 1 7y 1 1 11 1 G o o N ] s RS 9 s O < 2 1L D A - 1A
NI SOV UL R B3 2 4% P
pUk

=1 ik PEERRG (Policy) > i8] S5 B (Access Policy) > i 18] 55 B& (Access Policy), 4R )5 iz lic sy i1

(I i 4 S 1 RsE () .
FIE2 AR MMN (Add Rule) % & L NS5
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werz ]

Add Rule 7 X
Mazme |inside_toc_outside Enabled Insert |inte Mandatory ot
Action |+ Allow v 48T

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)
| Z, Search by name | son /iy inside_zone B seuloutside_zone ]

a et
San/t inside_zone
) .

Sua/4h Outside_zone

| Add to |
Source

Add to |
| Destination |

« &R (Name) - AR My 44, il inside_to_outside.

« JE X 13 (SourceZones) - M\ A] A X 15 (Available Zones) FFk e A ¥ X B, SR sl hnE)3E (Add
to Source).

« B#Rr[X18 (Destination Zones) - )\ AJ I X 18 (Available Zones) HEFAMEX AL, AR5 s didvn
Z| B#R (Add to Destination).

Hofth s B O B SR

PR3 mihiiRm (Add).
MBI T4 N % Rules %.

Overview Analysis JIIIIISGEN Devices Objects =~ AMP Intelligence Deploy y System Help v
Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy You have unsaved changes | /i Show Warnings | | analyze Hit counts | | [H Save |[ @ Cancel
Enter on

Prefilter Policy: Default Prefilter Policy SSL Policy: Hone Identity Policy: None

Tz Inheritance Settings | [] Policy Assignments (1)

m Security Intelligence ~ HTTP Responses  Logging  Advanced

A Filter by Device.

|| show Rule Confiicts & (&) Add Category © Add Rule | Search Rules

v Mandatory - ftd_ac_policy (1-1)

o Hiow Ao L8

1 Ainside to_outsice 5 insice 5 ou

v Default - ftd_ac_policy (-)
The e this section. Add Rule or Add Category

-

Access Control: Block All Traffic -

‘
E

MiHRTE (Save).

e T O B BV A AR AT, TR S AR B B AR

{‘—;IL
rii

P11 Al EJERE (Deploy).
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B s=m=

& 9: 58

Q ¢ # @ adminv Wl secuRe

T2 Kl £EBERE (Deploy All) LLESE 2IPTAT i, Bl S 2RERE (Advanced Deploy) LLESE 2L S 1)
B

10: 2 FERE

Q Advanced Deploy JEESEYR
1010-2 I Ready for Deployment [=2)
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment [=2)
nodel I Ready for Deployment [=2)
node2 I Ready for Deployment £

© 5 devices are available for deployment 2 9

11: SR EE

1 device selected

[ Q_ Search using device name, user name, type, group or status I Deploy time: Estimate Deploy

Device Modified by Inspect Interruption  Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM = I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM = I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

PR3 MRABE ). s ERE (Deploy) 4% H1 4 K bR AT DL B AS

Il (Cisco Firepower 1010 \i7#57%)



| EREERLEHE R
g s rxos cu [l

12: FERTS

es Objects Integration Deploy Q © adminv  luth cee Ry

Deployments Upgrades @ Health O Tasks ) Show Notifications
P
m 0 running 5 success 0 warnings 0 failures Filter
@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

W5 18] X BB 451 #0 FXOS CLI
24T S (CLI) B] 1% 8 R G LR KRG AT I AR ) i b HE Ry . Tovidlid CLI 251G i & SRR o
] DL S F i  um 1 PAYF ) CLI
W A] BLT M FXOS CLIPAE AT i fesHER:

N

AR nT LUERE SSH RS B BT E R L. SEHIA SEANE, SSH S URERIE T
Bﬁ?ﬂl CLI, mAI{#i ] connect fxos fir 4% 3] FXOS CLI. 1 5% % SSH ER:4T FF N B g5 11,
TJE T DO EhE O k. BOATESC T, 25 SSH EUR#E: DU 1a) . BEFR P A 2845 5 i 1111
Vil CERIAMIEH FXOS CLD &

UK

LB BUG K CLL, 5 B ST LE R 240 & 4 1« Firepower 1000 BB T —4H USB A # B HfATH1 45 .
TR N I A E R L2 0hEE) USB AT IKENFE ST (35 2[5 Firepower 1010 il F45 9. #Hil & i 1
BRIN K FXOS CLI. i LA N E#ATH

* 9600 JHFH

* 8 I

« Trr ks

* LAMEIEAE
W& P FXOS CLL. AL admin H = A RIWI4G BUE I B E I 05 CERIME D) Adminl23) g CLIL.
=l

(Cisco Firepower 1010 A\ 1355 [
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EREEROBERMBE |
- LI L

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

W2 Uil Bt CLI.
connect ftd

IR

firepower# connect ftd
>

Gx)E, W TR CLI EP'HJ‘ﬂ% i 2 A S B, IR hep 2. ARG R, 12 Cisco Secure
Firewall Threat Defense #iy 25,

$IE 3 HHE N @B FTD CLI, % exit 5% logout #i74 .
PN

My A2 T 3 17 & FXOS CLI #2785, A 5% FXOS CLI Ha] iy A A A5 B, iFHIN 2.
w5l

> exit

firepower#

A Y A Y LY _T_IZ :

KA N IS B IR
RS T . (R T A S SO R R, Ol AV e
BEAT, Mo el AR B L 2 P A R

Firepower 1010 HLAA AT AN YR ITOC o S8R DA FH /7 B 0o B 4 57 B TS O P e 4 U, tmT A
1§ FHFXOS CLI,

{2 &3 i D KA B K IR IR

IEROC IR GEAR R 2, AP B alds I TR AT e S ECCIE R G™ EHUR . THetE, AF
DR HAE G BT, P s AR BE IE DG AT K his o

Ry U A B ARy TERROG A R S

i

TR EFRE > REEE.
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| EREERLEHE R
woummrsen [

FIB2 AR ERA SIS, MR @ ).

$IE3 L& & (Device) ETF .

WIEA RGO B EAR (),

HES MIFRE, #AE T BRI .

FIR6 WFIE S KBS T ¥ 68, TEAER KB CHIN H R R G R B E DL HER:

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

WERBATEE R G R, WA KL 3 e LU IR R G 2 OCH]
SURT SEIUAE T LUAE D BN 4 H Y Sk DL BT ST T LA (1 L

£ CLI B iz & iR

$s 0] LT ] FXOS CLI ‘4 b6 R G K AW & . f8n] LLUE I E R R0 6 & 1k Vi la) CLI; i
Z [ ) )@ B A1 FXOS CLI, 55 43 T,

UK

$I1 76 FXOS CLI 1, %3] local-mgmt:

firepower # connect local-mgmt

P2 K ih shutdown fiT %
firepower(local-mgmt) # shutdown

TP

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

TR I BRI KEORHAIN I RGP Bk B LU N 7R

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

PR A SEDUAE T LR B AT ALY Sk DL BT ST T LA (1 L

(Cisco Firepower 1010 A\ 1355 [




EREEROBERMBE |

-
|
Iy
Sk
8

& 1 1B

E zr IR
BIRAPCE BB, S S TSR AR SR s AU FR} Firepower SCRY
ARATH FEPhLrER, 120 (Firepower & EHLORCE TR ) S
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59 =

{5 FH I 3% & T8 0 BB E B AT B 5]

AEXEERG?

LEHTATI IR RGERE G, ES WM R REMEHSE G . 51 00, A
FITAE FR S A P B P RIS R 23 SCATUAR 8 Jl 1

BN BB bl KA, WA TR R, SRS A R IR . R
Web FrHf$R AR A EE G G, WA T P ARRIATE R, ST AR TS5, DR A
%

o SRS B AE CLI Eul Al H B8 Bas TG E BB, SR K Jgubh bl 4 50 21 i
53 SCHUR o

© X SCHUVRYE B DOERIFATIT BB Fa it
o HJAE BE G HT A B AR SE R BB AR PRI

)

AR RN SEHUR R ERAE A 6.7 s A

KT B5 A3
A R] LS AT B B A A B ASA BAE . 75 BUPMSIAEN F ASA 2 1] D) 48 75 B A6 1 46 AT T B ik
Bo WIARIETFEAF T YTV RACA, WENFHTWUS . 52 ) R4 JUR ASA 54 Firepower
I N
b7 KB 2514 THEFR A Secure Firewall eXtensible #1E R 48 (FXOS) MR)ZRIER G, B KEEASLHF
FXOS Cisco Secure Firewall HUAHE ML T HEHRR H 1, SCCRPZ R CLL. AR B,
W2 & T H & Firepower i1 1) Firepower 1000/2100 A1 Cisco Secure Firewall 3100 1) &%}
FXOS ks BREre o
PRFAUCEE AR AR - BT KA EER B SR A S5 o (H2,  nT DAZERCE R A A3 015
B P 4. AEIXME LU, & B R AEPATRC E 58 SNMP I v] e 27 25 B

o EFRE BT TAEIRBE , 2 48 1T

s FEFFURZ AT, 5549 1T

o U B FE T . A 49 UL
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ERnREER LBERMEE |
B ceemnTrRe

 EPEFIRTIRCE , BB S1 W
© IHIMIEEE , B 62 T
o LI DL EHCE . 3R 64 T

IR EER TIE[RIE

FEICVE A B T TLIBCR A B O B, TR A A AR L AN A B VAT R R
HI T R HOZRE > ST A AN TR MR, PRI AM R 4 B 0 U ) Ak B P A BB T 7T RE

N

AR DR AT B B O TR AR U ), a0, AR S A R, WM AR . (HZ,
AR R L ES T AR OV, RO e R ) SCHUR B T RERB B b7 35

BRI A B R R D TR E AR IR 1, e A O MR . RIE RS AE Bk
R T BV, WS BRI D R B B . P B e GRS A s AR B
WERAEAAE R O B T B AR U, DB A 2o A% AN B R I AR A R B B . T
PRt A B i, A I T T T MR U B e i B Bl 1

N ECH - 1 AT A FRLER U 1r) AT LU R

o HBEAE PR Ac D B R A B AR VT ). ANBEAE A 7% 1 88 EtherChannel. 534 w] A 45721
ol AE AN DB R A B AR U ), BASEEOUAR

o PEE O AU HI B .
o A% B kR, AR S B

* INSZFF PPPoE. WIRKE) ISP 752 PPPoE, IWAZIAE BN 5 WAN 1 A o 25 2 [A] N 52
¥ PPPoE 1) 1% HH %% .

* O HAEN T42)7 VRF H.

o BRI 42 11 /5 B SSH, - DR 250 Ji5 A H 457 B rpC SR SSHLe  F T35 B4z 11 I o B
HON B, RIS TG Bl GZE R I 2% 2145 BE B 11 1) SSH 21, BRAEIEAE ] configure
network static-routes fiy 4 4 & B TS NS B B .

* AR TR EIRXMEOL T, AU B .
RS T AL S B R ANE AR B RAT R B U BRI S B A

JE B 0 A O T A I TP M bR B LA LS VNS A B R S TR R ANIE % TP Mk DL T
WIER B E o BB DL AN T & 5 A& DNS (DDNS),  PLidE N AW A8 4L 1) DHCP IP 73t
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B I PAT B B AIARCE . iS00 (R} Firepower 5 FHLL 1600, 2600 1 4600 A4 22255 45

B ) BXCisco Secure Firewall Management Center Virtual PLg A [ JFEHT
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CLI or Device
Manager

(Central admin)

Physical
Setup

(Branch admin)

Management
Center

(Central admin)

Cisco
Commerce
Workspace

(Central admin)

Smart
Software
Manager

(Central admin)

15: i 2 im 2 FF

)

(1) .
\_! J Pre-configura-

tion

o

N\
(2 ) nstall the

.'/é\'
<Y, Cable the

N
(4 ) Power on the

~ firewall ~ firewall ~ firewall
—> —>
v - N .

A ) N ) N ) £ ]

\ .3 JLog into the \ 8 JRegisterthe | 9 JRegisterthe  (10)Configure a
management mgmt center firewall with basic security
center with the Smart —p the manage- —p policy

Software ment center
Manager
i A
(6) ot
W /(Opfrpnaf)
Obtain feature
licenses

}

7 |Generate a
license token
for the

management
center

(1) |CLIZ B Has |« (AN KA IR 2 apicas . 5 51 00
L S
CRAE 5D « A CLI BT HIRCHE , 28 57 0L
o fTH WA E BT ATICE , 55 53 1L
o) | WA LR KA ES e R e .
(O3 STHLAE 3
70
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(4 S WL 5T
)
4 | BB, 63
(S WL 7T
D)
(5) |t R R B SRR, 4B 23 T
| (bR D

f%j BRI S TAEAS A | 3RBUE B I RTE , 26 65 7. JSEIhREFEATAE .
| Ol RD

(7) |ERESEEEEA | PR IVRATIE . 55 65 UL O AFELLL ARVFRTIE S R

CHP S D)
Ol SR P IVFATE 55 65 5T [ REVE T UE IR G5 B A
| ohgemmay |
(9) |HHFL oy B L AR L 5 66 T
T g
Qo) |EEHL W A B 45, 56 69 T
| G

: fferm 3 7 ==
EhEER AR
B T T E BB AE, SR G TR L AL B0 LA

(AIiE) MERGHFREHMRA

SR IR AR FFA R o BN e AN R RCAS, T PAT LR 2D BR . JRAT T S A I5C B B K e 22 iy 22
HbrhiA . 80, 8t n] DLE R S @ AT G AT A9, (At (OREAICED Wl RE R ZE Lz b fE e
169 A IS ]

HMZITI T ARRA?

BB BGEAT A R80T A 5 55 05 £ (U5 511 Gold Star JRA . BRIk n] L2
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html * fITid i) &
NG B, A SRR EIRAS S (S EUI6e) « KIFRAS S CRHKI ] R 4E R4
FIAN T BEAMC IR A G 'S (KA BRI 4EP FROA R T, T BURNE)
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RS CLI. A5V EgE R, 15257 i) g A FXOS CLI, 45 80 Ti. MLFLF Wil kG

Uty 11, {HASd AT LAEF SSH.
A 4 admin FIZRIAZ5S Adminl23 &%,

IRIEFER] FXOS CLIL, 55—k, RESTRETEEEN ., WA+ SSH K @i

k.

TR TR U, EEAREIE, WA T )T LUK
EERETRELS, WHS0 FX0S MbEHERTRrE -

w5l

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: **kkkkxx

Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]

firepower#

fE FXOS CLI "', B nIEAEBITHIRA .
scope ssa

show app-instance
-

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State
Version Cluster Oper State

Not Applicable

R B BEPRAS, W IATIZ LD B

a) IR R OV EEA IP Hukl, ES R CLI ST E
PREE LKA I DHCP.

T S A A I ) PR 95 BT AR

{Cisco Firepower 1010 \|T3575)

S EENEOAME. AR )

Running Version Startup

H57 . BOAER N, &
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https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
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b) #AT (FXOS HbaflErear) F A E PR L)y

IER HITIECE

R B BEAE AT BUMMST M FIRIAA S . AT e B AR AT IR I E I, dn s Y)
x| bl ST B, R B UMV BE AR U M BCE AN, AR WA S TP oS BT #: DG
MR IR o TR, A ORE I BOARCEBCE, By 4 h s sz X . ] CLI i, R
B R LRV B AR ) BB SR B (B, ANOREEBOAR R DG ED

FHIa Z |l

o BRI PATEHPLIVIAIE . S (JFE Firepower £ FHH0 1600, 2600 F1 4600 ffif: 2
WA o EWCE BIPIAE 2 ur, B A E O TP bk el EHLA .

* {§ ] Firefox. Chrome. Safari. Edge &Y Internet Explorer i) 4RI R A

i

B ENERERNE (BLRM 12 & 1/8) #:1,
FTIF B k% L

i H RSN BIM A, AT KL 2 15 21 30 Sl

IR .

a) N gsH A AL URL: https://192.168.95.1

b) EHH 4 admin FIERIAZ TS Admin123 5%,

¢) RASTOIRNEIRIER R VAT EM” T OO B 5 B

T YOG SR A% B LA T AR TG B, VAR 1) o AT DA PEE i A DT 1 Bk A 1%
#1188 (Skip device setup) Bk ¥ & [ 5.

SRR S5, BT W ERE I (Ethernetl/2 % 1/8, ‘EAIT/AE VLANIT _EHIAZHBLIR 1) HIBRIANC &
Gh, BRI AN (LUK 1/1) B IRCE , %488 e G U4 3085 B b0 BILE 11 e kA7 ¢
¥

a) AN VR B TR E DA R IR, AR5 ST —3.

1. SMERZEOMbLE (Outside Interface Address) - G4 U 2 BLICR MG, JF H o] AR 88 Ui
)52 o EWIE B VOB IR, AN BRI B AR AN o 28— Ecls 2 L R BN AR

Ho
DR EAT AN (o R AR R R AT B AR U ), LA 20 e 1l i L ) 3 ) T3
[[WREE Ju

ECE |Pv4 - ShERE ) IPv4 Huhik. AT DL DHCP, i a] AFShH NER A 1P Huhl. 1R
LRI SE, BAh, Wl DLk HEsE, ANECE IPv4aHhhb. 8078 38 ) S S PPPoE. 1
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ERnREER LBERMEE |
B =5 ssensprnns

e LEF 2| DSL. L A5 il fif i 3 5 ISP [ Hofhidi 4z, I HL ISP i ] PPPoE K44It 1P skt
WAy BE 75 E# F PPPoE. #& 0] LL{ESE kIR 5[5 1C & PPPoE.

BLE 1pv6 - AM42 1 Tpve Huhkv] L H DHCP, tBn] LLFahii A\ #5 4 1P bk, Frgf i
Ko A, WTRLIERESR, AECE IPve Hidik.

2. EIEENO
WERAE CLI T TG E, BB ASE RS W E .

MM AE B i 0 R T B AR T I, S A B D B i, S A 1 AR
TR LB b AR R R A R A BERZ 1) DNS IR g5 a8 HT FQDN, 1M AR H #edi #2111 DNS i
55t o

DNS BR 5588 - R 405 BLHLIE 1) DNS k4545 . Hii N DNS R854 11— A5k 2 A Huhik DL g AT 44
Fro BRIMMEA OpenDNS 243k DNS JIR%5 85 Wi R4 gnih 7 BOFA IR E BONE, 15 S H{ER
OpenDNS (Use OpenDNS) LB &1 (1) 1P Mkl #N 7B .

R5 k3 E X2 (Firewall Hostname) - 4645 BEHb AL 4144

b) MiEEFEE (NTP) (Time Setting [NTP]) Jf 15 i T—% (Next).
1 MEX-EFRAMNX.
2. NTP BB AR 85 - IEFEAFFHBRIA NTP [lR553%, iR FahiA NTP IR 210k, wI LA in
A RS ARSI A -
¢) EFEREN 90 HiFEHIM A IEM
AN [ B BE R A BT MU Bl s TV AT PR B e B HRAT
d) siizER.

e) AW REIEPFEETE (Cloud Management) i J8 37 (Standalone). Xf - EHIrfCy B BE, 11k
PEIRIL (Standalone), AR JFIEFHIET (Got It).

$IS  (WRETRED RESHED., ESMIEE > EO LSO,
BRI N e BB . BRI DU, B EEE: O\ DHCP #2205 1P HuhiEF I oG .t L4
AT\ DHCP 2B M6 (B, 3% AT K e TE BRI 2% ), R SR ER YA Bdie 2 01, JFH.
B TATATACE . a0 R DHCP B 2] 7 WG, M5 24 FH RS 1P s b e & b 1, 6%
B AR C E AN

SIE6  WIRERE MO, SEREATEEISSIN SN D, HEFIEE (Device), ARJE M
0O (Interfaces) 42 1% .
AR WSS PRREZEOMNEZER, ESA WA EHaS T ER K8, 25107 1. 7EMm
BN R, AN AL &S SN E

ST EEIEE>RFIEE > EPEE, N5 A e 8E g0 S,

$IE8  flE BEMEF.L/CDO FAER.
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Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP #utk, B A LS 1P ks M4 U 1) g
L, s 2, W S A1 T NAT 2 s A3t 1P bk ek B84, i AT & .

(Cisco Firepower 1010 A 145%) [}



ERnREER LBERMEE |
B =5 ssensprnns

IR DA — AN g% CRFBERAL B0 UG A 2% HATm Ui ml (1) IP Huhk, A REEP N/
() 23 N7 X ] SSL 2 f i £ 3

b) WHEER 2, WHA BIBFL/CDO £/ A/ P Hitlt.

c) 18 EMFL/CDO EMEA.
DL S IR PR IR BB, S U SR B A A % I R A A B0 BFR e e . TR
A 37 MEFF. ARCTE RIS F AT (A-Z. a-z. 0-9) AUEFFR (). LID WTHT
$ 2 G WA EM R B E L.

d) 453 NAT ID.
LU ID LR ME— M7, TR .0 BT, mRNELP—5&& L
feE P Huht, Wb Beoh s (H U RIAELE s P 5 W & 10 TP suhk iy, {396 %2 NATID. NAT
ID AR 37 N7 AT RO TRET (A-Z. a-2z. 0-9) ABETSF (-). I ID AN
FH T AT AT oAt i 473 M 2] 4 b, . NAT ID 5 1P Ml &5 540, B TR 5ok A IF
W HAZER TP Hihik/NAT ID 3T B 565, A SR a5 .

TR EEZEE.
a) 15 FTD £M%&.
It FQDN ¥4l F4hakiz 1, sk k&8 dhiy/CDO i8] 0 (Management Center/CDO Access
Interface) EFE I,
b) f55& DNS PR 284H.

EREIA A sl AN B4l . ERIA DNS 41444 CiscoUmbrellaDNSServer Group, L5
OpenDNS 5545 o

DU 1 B 2 1) DNS IR 25 % o S0 FH 0 1) 3 10 B 1) 5 L DNS RS- s H T B . 20l
DNS flt4s#5 T DDNS (R CUAC S B0 T i D i) e 4 S . ST RE i B T B
AHI7) DNS IRZ5H34H, R A& #A SR i A0l i #5842 11 2178 DNS R555%

FE B L b, HdEE 0 DNS g5 as a8 B gn ot Jgui B i (- 6 BUE SR TP RCE . 88
JE B A AN E] B R R N, AW BCER IR, JFE DNS RSG5 AU IR 6 B E S
B2, QR R 5 VOB SRS 2 O 45 001 DNS BUE (1 BB i, e Bk 7 o A
TN TG BB B S BB E VL EC ) DNS -G BeE, DU & B0 A g B il [H)20 .

WAk, ACHERIERTE NN R I DNS k455, B BO AR B AHL DNS JIkR5545% .
¢) XTI /CDO ifa]#E 0 (Management Center/CDO Access| nterface), i iEFE5MEB (outside)
RET DO B AT OB B B 1, AEAHR g (B A I R 2 A 1 o

PR WEREIER T AN AN AR B 1, B AT INER A S 1

BHER—FHE, ZREMAECTFRGEOMBOANE S, mREEETINSED, Bafes
VRN SFHRCE T Ul WUREIEFE T HAE O, WA FEEERD S0 250 F 30 &R
N . AR WAEHLSS PRCEFSEMNE 2GR, S HAE BAE S PRCE R KR, 5
107 T,

$£E11 SR nEh7Zs DNS (DDNS) /3% (Add a Dynamic DNS[DDNS] method).
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s B 16 TP Huhk & AEAR 4K, DDNS nlAfifR 5 # 0 Bl se 2B 4 (FQDN) N 1K) gl b
., Zig& > R%i& S > DDNS BRI & 514 DNS.

WGSBS A S A AL 2 ARG E DDNS, U BB 2 B 3 JERZAE AR CA T
TR T CAUSINIESS,  LUME gt w7 LA UEH] T~ HTTPS 3£ f) DDNS k5523 IE+5 .
BB A8 32 RE# A DynDNS /2 API JUYE (https:/help.dyn.com/remote-access-api/) H{T-{7 DDNS i
5o

PIR12 SERE (Connect). SEMPARZS XEHE L m U1 2] B B O R Y EPRES . 78 REFEEHL/CDO
MR E LIRIG, HR EEpL, FRRINPI k.

R B D)2 A by, 3 A BUEIEM. B, GE7E REFEEEHO/CDO EMIRE PR
Jr RV Ve B DA AT o WURIZAE, AR s, JOF H RO R e B
WA SR .

ARG ARFER P L/CDO JEMIRE VB R FFIER S RS, R ED SEEHO
BRI T CDO W IRHE . RORIBTIT 15 o B PR (4

17: B IhiEE

Registration Status

e ol I e TR
Successful Connection with the

ror oo

Management Cente

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

£/ CLI EiTHiECE

AR PP CLI LATHIAA B . A CLISEATAIARRCE I, S B LRI B 287 ) 452 11
BEESWARE . ] BB (7.1 RS AS) PATATAGBEE T, W R D) 45 B rpn
AT B, R B LMV B 83 U5 45 L BCR AN, A B A B v 58 UK T A 4 1 T AR PR B
TER, AR MBOARCEBLE, B s a2 5 5

(Cisco Firepower 1010 A 145%) [}
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Before you begin
B I PAT B B RIGARCE . TS0 ER} Firepower & FEHLL 1600, 2600 F1 4600 Al 22255 45
MY o TEWCE BB 2 HT, R EAE T 1P Mk s =LA

Procedure

SRR STIFP K F Yt
Note EUUAS BB, WKL 215 3 30 Jr .

HUR 2 R RPEH G L EU B CLL
P & o 3% 4% 2 FXOS CLI.
FIB3 ) 4 admin FIE RS Adminl23 &5k,
U FXOS I, REATREHE SR . 1T SSH ¥ g 5.
Note U R RS LS, ARBEOANSITE, ) 2T T AR B A% LIORE A o O BRI . A7 KT
WUEREF I B, 120 FXOS M HERR R R o

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **kkkxkk*

Your password was updated successfully.

[...]

firepower#

LI 4 EHR) Wi CLL,
connect ftd

Example:

firepower# connect ftd
>

SRS UG P N, Rt A MR (BULAAT, QiR AEH] SSHIE S,
W2 PR LY admin B 5. SRJ5, ROREE 2 PIZ B CLI IRCE A

B s e e i 1 B T B AR U, AT e A T R T B

 (Cisco Firepower 1010 \i 1457
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Note BrAEERRICE, SNJCEESE CLLwE S (i, st mpdrmig) o A, nrbh
T Ja7E CLI HfiH configurenetwork iy 4 3 I A iX L1 E . 1522 [ Cisco Secure Firewall
Threat Defense v 4% % .

BB B AT AN B2 WoRFERG Srb e B2 2 Wi N W18, 1544 Enter 5.

B2 LR HEN .

@53 DHCP S F#E & IPv4? (ConfigurelPv4via DHCP or manually?)— %+ manual . £4%
EAFTEAE AV B L, (HAAZRBEE TP ik, filn L Atk I R BERZ 11 B0 DHCP, U

TCURRC RS TP, D BRI OISR datavinterfaces, #Z F— ML) TR
2B 11 DHCP [ 2558 196 Eh 8

WANEEREDOR 1Pv4 BHIAM X (Enter the |Pv4 default gateway for the management interface)
— KRR IE Y data-interfaces. MIRCENGAE T R AR B A, DR AT pl e B U
I He e 2 1

M%MMW%EMEE& EEEINEE - W O 8 SSH &R, MBERSEM T . WA
BN BN g b, AT DLAS R T I TP Mk N S Sk . TR R Gl
WHIER D) , BB IE NS g, B EERAS 2.

* AHEIRIZE? - A B DUEA] R L. 1% yes IR BRSO ] LA BE2s .

« BLERH AR ? (Configurefirewall mode?) — #i A\ routed. LA B KBS AR S Fr A58
FH2S VT ) o

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkxkkx

Confirm new password: **kkkkk*

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

{Cisco Firepower 1010 \|J3575)
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Update policy deployment information

You

- add device configuration
- add network discovery
- add system policy

can register the sensor to a Firepower Management Center and use the

Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or

the

IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a

NAT device, you must enter a unique NAT ID, along with the unique registration
key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must

use

the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.

>

W B A BRAS U 0] PRI AM R 1
configure networ k management-data-interface

Wa, RGP EONINBIE O EIRAM K R E . TS 0L A A a2 g5 R

3

WA AT P VAT B, WA B CGVAE ] DHCP. W SRAEWI 46 1 & A T3
W IP Huhl, WJaT LL# A configure network {ipv4 | ipv6} manual @4 ZEI ¥ E . R v
AR P E M G E A data-interfaces, M A5 7 B EE .

Lk BB A A NE] BRI, I SRR B ORCE, O RE: #N
ZFRANIP Hodik . W OCERAS K EH. DNS R4 %5 1 DDNS JIR%5 %5 . 175 DNS R4S e fic & 11 5
S, TESI . AEEHEA S8 AT DURY JE R BB Uy ) B G E AT S, E A R
ANSBH AL B E Bl A E ey F A B, WO R R, B A R
configure policy rollback fiy4 LAY & LA 355 -

U AC & DDNS fil 95 & 88T URL, W) o Bl 25 A shis >k B Cisco 525 LR CA B AL i
A EE CAUETS, DUME BUbMST 48 v LASIER T HTTPS 3£ 45 1¥) DDNS k%5 25015, BUbBi i 52
F{# ] DynDNS JZF2 API #{3E (https://help.dyn.com/remote-access-api/) FiJATA] DDNS JiR 4525 .

Ui A BB a2 1 DNS JIj %545 o A FHBCE A (84 A configurenetwork dnsserver sir4-)
WE I P DNS RS % T Bl . $dl DNS /IR 88  T DDNS (4R Cfid®) siE il T
PR 1 11 2 A SRS

FE BRI b, B T DNS RS S AL FLSS 0 S B A8 (0~ 5 BB S h s . S0k
SN AR A B I, A BCE R OR B, I H DNS RS S AN 5 B SR .
E2, SR R 1 SRS 2 L 45 €0 5 DINS 25 119 Jg i 180, Ui B0 7 s AN b B
FATE W EZ)ACE 5 B VTG DNS P W B, DI A& H 0 A gl By 5245 .

UEAh, SCHTERIUGTE M R0 DNS fR%5 2%, B RO A SR ACH DNS HR %5850 #ilan, i
TEATE S B IV ) T 4%, {ELBE S {8 1 configur e networ k management-data-inter face iy - fic
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| EREEEEhCHERHE

B

B2

1

gmcuirmmE

BEEE L, W2 4 B O R TR E T A XL A (BLHG DNS g as) » LUE S jguh
B i i UL -

o K BB A B B AR i, T DIOREZAS B 1 S SO0 A B 1 ) — Bl 1
EAEBLE 7] P A FQDN K] -tz 1.

T LUE A Ay STH PRAEA BRI RS ST A BRI, (AT BB ALY 4A YA
SOEH BAE R A e

o TASH B BE, 1% configure network management-data-inter face disable iy 4 .

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>
(Optional) PR il £E4F a2 W4 2% b 30 i B 42 1 U 1) B # ot
configure networ k management-data-interface client ip_address netmask

BOATEOLT, SRVFBTA 4%

IR 8 R I WM O 4 A B
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SR

configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} regkey [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - {§& ¥ .0 () FQDN 5§ IP 3
Hbo Wi EHEOASE HEE ] SGhE, 5] DONTRESOLVE. Wl E/0FH —AN s CGERE
8 RPN 7N | D= S 1 e TIPS o ol T 2 VA Y [ NN B9 N BT R =B i B LS
WERAE M4 82 DONTRESOLVE, W) Jg s fE 2h 2006 ] iy ia) () TP Huhbk sk =414 .

* reg_key - $8 € LRI — PEEM ST, FENH U B I B B O B e . M
B 37 NERF . AMTFRFOTE LT (A-Zs a-z. 0-9) FEFER ().

* nat_id - $/58 TR FRAIME—— IR, IS T EAE FHEh BIRE e . WA R B b
AT B, WU)AZ0 [ I AE BBt F 7 by B3 e Y NAT ID. NAT ID AN it
3TAFR . AMTPOFEZHET (A-Z. a-z. 0-9) FEEFR (-). M ID ANREF T BATAT
oA v £y M 31 A B

Example:

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

IR KM BT, DAERHE A AR B R 43 SCH LA o
IEHOCH R G AR B2 AR AL N I OC AT e s R EOC RGO EBUIA . WA, AU
ZREREFAE G BI1AT, R aOC I HLIEANRE IR H K RS
a) fwA shutdown 74,

b) MEHJE LED ALRZA LED DUGAFHIA 2 & O (R58)
¢) TENUAR RIS s, #nT LR A B 3k 1 L sid =k DA J7 X IR TP RLAR 1 LS

DR

WK B ok B R B A i, G URER AT IR B Kt fi Y, BV SRR L U e TR . AR
Jeis AR R B E AT S A

BB MR B4R

B O A I BV ST, T A 0, nr Dol 5 Bl B . EEAE Firepower 1010
AT, 1EZ LN,
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| EREEEEhCHERHE

wageeE |

[E 18 L I2 ERARB B Lk

Management
Computer

Ethernet 1/2-1/8 Switch Ports
PoE+ on Ethernet 1/7 and 1/8

Ethernet 11

v

Console ports

]

@m@ FPRIOO0 SERES.
o0fnenfue
Gl2ee

Eﬂ

e

/...— 4
( Internet

\ ") LT

Modem or Router ) S—

\}

E®  Firepower 1010E L ARSZF PoE.

B2

S W S e .
T2 KA (LUK /1) FEH RIS 4 .
IR 3 AR A P S UE 20 A e L ] Ethernet1/2 %2 1/8.
PB4 (i) KNSR B S E .
TE5Y I I H o TAE AT S 450 G 8 (0 T Hk bR 5 i, nTRERR ZEbiE Bk

IR & IR
RGOt R B S R

\}

AR OO S BTN, IR KT 15 2 30 0.

(Cisco Firepower 1010 A 145%) [}
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ERnREER LBERMEE |
- EEECELE

FHia Z |l
B PRAE TSR HE (B, RS IRIT IR (UPS)) AR EERE. AR RMIRT T B & S 2K
PPERSAF RGN . 5 BTV Z AR IETT, IR S S R G CVA IR KM

UK

S R B B4, O e B YR
i b YR 2RISR, E B3 R .
FIB2 KA WA Ie A Bk LED; U1 i% LED R4 fe i, £onisis Ol s

Power LED
| l—Sta‘[us LED

WE @ rreommm & 4

ofuaaln (=]
GIEEE
u
(=) =]
2
| I—

EASVDE =1
VDS =484

PR3 WA BT IR LED; R ORISR R, R CIHLE 2k

=

FREERREE

FERERE ) SR S P O3 Ao P 3 2 S 917 80 AASE AR 1 el ELIR IR 2 i, 8T AR S 85 40
VR B A I 58 B TR

EEEEAD
PR B B S o

FrIRZ Al
A RZSCFR AR IS S, WS P IT FRCAS I RZAT 3] (2 Bhttps://www.cisco.com/go/

firepower-notes)

UK

IR AEH SCHR ) A A LA URL.
https://fmc_ip_address

T2 W AENH ) AR .
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| EREEEEhCHERHE
sz oairaiE

FRER T8 L B 1 AT
JIT AV RTUEAS b A B LSRR 2R BV BT A AT DL PRI S DA D) BE VAT E -
* IPS- ZAf AT AL IPS
BRI BEE-E R AR B
* URL - URL i3

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2 Secure Client VPN Only
* IZ'E 7 - Diameter. GTP/GPRS. M3UA. SCTP
AR BRI E VEAIEA , 1515 1) cisco.com/go/licensingguide

FiaZ |l
PR RER A E A B R

WERBEGR AT, UF Rk R DABCEDRT I Tl IR B B, T LI 2B —
ALK

o SIS RRIR VR OTIR P AT G iR N 2% (3DES/AES) VP AT TEI K, A REAE I HLeT)e (CAf
M ERPEARS R D .

UK

SR SR A VF AT IR P 6L 2075 T VT

2 s M SERBR S BY i S LA SR A IR, SR PV AT IR Y % B B O R e SV AT S (HE,
WS EL A QAR IV, AR A SRR %5 T /E 2% W] 1% Find Products and Solutions 22 %
Bto #% LI NVFATE PID:

19: 17 AIER 2

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

TR R AFLF PID, &0 LLFE04 PID S8 nEiT s,

« IPS. SEEKAT BiEA URL 4 AT UEZH A

(Cisco Firepower 1010 A\ 1355 [
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ERnREER LBERMEE |
| B

* L-FPR1010T-TMC=
MK B PID 2 — VR BT By, n] DLk $E 5 LR PID 22— X B ) T H -
* L-FPR1010T-TMC-1Y
* L-FPR1010T-TMC-3Y
* L-FPR1010T-TMC-5Y
* Cisco Secure 2 /7 Uig-15 2 (%] JRF22 4% 7 i 1T W46 B
WIR2 WORMARTEN, V1 B BB I B O
T S AR RS PR ER  AE I S . AT ORTEANE S, S A B D BC B TR . R
fTRITC, A ZIUAE ) B BE AR A BRI I B S R AR EC Y = 1B (Cloud Assistance

for Low-Touch Provisioning). %2/ &%t (System) > i AI4E (Licenses) > & REi4F AT IE (Smart Licenses)
BT o

[a) & 38 L S AR B A B 4

A et TP ik il ST K S 917 480 T 3 M 20 B P

FHIAZ Al
o WS S AE BUY 9 B AR TG B b VB R LA R AR R
o BTG EE TP Mk A4, DL NAT ID
o B H UL M

i

FIE 7 D b, %FEE (Devices) > & &I (Device Management).
P2 R F R AR T, ERRmEE.
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| EREEEEhCHERHE
mgzhL e [

Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

WHE LS5
o EH (Host) - %y NI BUPratE () 1P Huhk sk EHLA% . WURAE B8 AIaG & b R 1R
BT B AL IP HHEAT NAT ID, 1] LU BB 22,
iR 76 HA BB, YA U0 # A T NAT 2 JG i, DUA] LR 32488 B b vy g
J B AT JE 5 ML TP BRAAR . (A, BEAERH ) A B At v B AR, A
AL BB (1) 1P Huhik e EHL4 .

RAFR (Display Name) - it A\ EEAE 4 BE AL {55 R 80 B AR PR 42 5K o

* JEME A (Registration Key) - fi A\ JE7E B B AT 40 0 FE mH s 5 IR D 9 o
* 1% (Domain) - WIERA ZIIAEE, PR B 7 Hegs 70 i

* 48 (Group) - WARAEAEHAL, WK Bogs v 4L

I [B1EFI| SR RE (Access Control Policy) - IEREAIUR TS . BRIk DA e A CFHEM AN A
SE SR, 15 L PR ERIE S5 B (Create new policy), SRJGiE+FIEFRE RE (Block all traffic).
A AT DU St B E DL S VR R B s TS T AU VFR R AL RSN L 5 40 T,

(Cisco Firepower 1010 A\ 1355 [
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L

20: FRIE AR
New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

* EHEIFE] (Smart Licensing) - oA B2 1) Dh g /0 FL I 75 (W e VF vl HiE: Malware (IS &7 548
RS ERER A . Threat (A REFTHAT I AZBIH) « URL (B FT 5 St 2800 1
URLIE) o 5FE: BRI IG, BT LR YE > 1 ATk > & G814 AT iE UL 1 v H Secure Client
TCFE ) 18] VPN YFATHE

* ME— NAT ID (Unique NAT ID) - ¥5 & #8175 BB #1410 B h 5 € (] NAT ID.

* HREEE S (Transfer Packets) - 7] ik 2K Sl AL 2 A B0y o A SRAE S e 2k T ik A
TIPS B% Snort i, &S o s G B S A Ps Ak B A R L 3 TR I .
A TN, R FARE BRI R R, HRaBdE A K%,

$IE3 LT EM (Register), , JERfATENRT).

WREN LD, B RS INBIFR A WRE MR, S B RS GR R  nn R g Bl A
R, Ak A LR I

* Ping - V5 i B4 CLL, 2R )5 A H LA R #iv 4 ping & B0 1P Hbbik:
ping system ip_address

2R ping AHEDh, AEH] show network iy &6 A W 28 50 E o n SR o 4 5 5 B D i A L TP 3
fik, ¥4 configure network management-data-inter face fir 4.

o AL NAT ID A BE A0y TP bl - A ORAE AN e 25 A R AH R v 25 AT NAT 1D (il
HAED o Al LAAE P HEAE ] configure manager add #ir4 ¥ E 7 25 411 NAT ID.

R Z R G S, TE 214 https://cisco.com/go/fimc-reg-error.
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| EREEEEhCHERHE

Ao EE AT 2RI

ASHR > S A3 QAT A DA 0 B I B A 2 4 SRS -

 WEBANSMIEE 1 - D9 A 1 7 IO 4 TP ik

BEE, BT R H A fogn 2 4 X

magrzezn JJj

TR BLAS U In) B B PP G L 1AM ER LR A

* DHCP JIR%52% - 46 N 3% 11 ok %8 il DHCP IRSS 2% .

* NAT - fEAMHBE D FAf R PAT.
o Vi)t - SR VR B A PN FAE B AT o
* SSH - 7E & #8287 )42 1 I )3 Fi SSH.

=g
A A HAL I IS N VIANT #2138 ) Ui 11 B 34800 [ K A 11, f 2 3 e B 22 4 Dk, IR
FIP Ak, Y, ELAEDEE AR DA R R GUEEAA E WE. %, SR L
e e ph A s ELIDR R AN 1, DA R 2 ) — AN sk A I . BROATE LR, BUKIM 1/1
P ] AR By sl 11, JeRB & VLAN 1 Eas#ell 1 %30 VLANT #2115,
AL BCE Y R . B, AT LA b L AR O Sl VAN, - BCREs3 Lon 1 e 1
KBGO .
S (30 Sl G DL LI 1 DHCP M ISP ARHUAMAE b, RIS £E Py e 11 b SO s st
LR 7RIS T — AN i A Rk () 2 e X N 5582 1 (VLANTL), LA —MdEH] DHCP [ i f i =4k
A CBURM 1/1) .
pUR
S 1 ELPEE (Devices) > IR ZETE (Device Management), X5 Mk & g (4 .
FE2 & O (Interfaces).
Overview Analysis Policies JeILEN Objects  AMP  Intelligence Deploy % System Helpv admin v
Device Management NAT VPN » Qos Platform Settings FlexConfig Certificates
10.89 5. 20 Q ca
Device Routing l==m Inline Sets DHCP
t &= Sync D ) Add Interf:
[ ethernet2 Physical A &
BB Ethernet1/3.1 Sublnterf: E &
Ethernatl/4 diagnostic Physical & .
Ethernet1/s Physical F] 7
SRR3R iR A (SwitchPort) S (i B, AT aZ bl 1 CLURR 1/2 22 1/8) ZEHAL

bl B, potaroy s (IR, |

(Cisco Firepower 1010 A\ 1355 [
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B4 R HN I
a) miih HACHA LG DA N A 4REE (4

Edit Physical Interface

Hardware Configuration

ERnREER LBERMEE |

Interface ID: Ethernet1/2
Description:

Port Mode: Access
VLAN ID: 1
Protected:

b) B EIEHELL S H R,

(F[iE) WM VLANID; BRIMEN 1. Rk, #BOKBEIN—4 VLAN $ HkRULEC L 1D,

d) AEHE (OK).

FIRS RIMAES VLAN #2111
a) ALiiAANIED (Add Interfaces) > VLAN ## 0 (VLAN Interface).

PEI K B8 —B% (General) JETIF .
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b)

<)
d)
e)

2

maz0 ||

Add VLAN Interface ? X
U1 IPva IPv6  Advanced
Name: inside Enabled
Description:
Mode: None i
Security Zone: inside_zone 7
MTU: 1500 {5 = Y
VLAN ID *: 1 (1 - 4070)
Disable Forwarding on MNone hd
Interface Vian:
Associated Interface Port Mode
QK Cancel

KB Rl 48 AN A4 Name.
W, W44k inside.

& Enabled & ikHE.

¥ Mode £ 4 None.

MZ & X3 (Security Zone) N IR HFIESE DA AN IR, B0 i (New) 7
IS IR 22 A X 3

B, Whn—A~% 0 inside_zone [ IX 3. IR REANE 11 0 FC S 22 4 DX SSOCRN /B8 1 4. B4
OHREE T ANk, HTIERE T2 A 041, Gn] DR X ok 21 v H 2 4 56 . 1
i, AT LUK YRR A B2 PRI, K AR T Ay BB AN X 38, 4R AT LATC B ) 42 i)
Fe, SV P AL BIAME,  AHAS SRV AN AE N PN K2 BRI A SR e A X 3 ]
PATE NAT Sl Tl € 28 5 A QoS S rpf F X Ik sl 10 41 .

¥ VLANID &&E N 1.

BRINEOLR, AT S He b Lm 1 #8 % E A VLAN 15 W1 5175 AR IE AN (1) VLAN 1D, i 75 55 4
AT D, AL T8 VLAN ID Frtt VA VLAN L.

RO G, AT M VLAN ID; VLAN ID B2 ) VLAN brid, 2Rl E h Ry
D,

fiili 1Pv4 Fl/8 1Pv6 3L T+ .

« IPv4- )\ FRHE TPk B E FER7S |P (Use Static I P), SR )5 ARMT R k4 TP Mkt A k4
HEfid

ildn, i\ 192.168.1.1/24
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ERnREER LBERMEE |

Edit Physical Interface

General lI:I IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.168.1.1/24| ig-z'-ngi?}2-51-"255-255-255-'-23 or

* IPV6 - IR I Bhiid Bk B S BLE (Autoconfiguration) & EHE .,

h) fiEERE (OK).
FE6 S E M FAMNEILURM 1/1 1) 4R5g (4 .

General &I B

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

WO IZZ N PRCE TR, P e adar 4. B M. AN B S EATIX 4t
FEARVE, DU IZRE S P I B o0 A AR . AR A AE I i L A A SR T 2 4
ngjzo

a) MBRZRXIE (Security Zone) F & HLEF AT IAMB 24 XEE, 0 5 #3E (New) i
A B 2 A X

fian, @ In—A~4 A outside_zone ¥ [X ik .
b) MdiE (OK),
FR1 S RTF (Save).
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B & DHCP AR 5528
DA S 2 PSR DHCP A Ul AL K3 1P Hsbik, 1754 Fil DHCP 55 %5 o

UK
FIE1 P& (Devices) > % Z &R (Device Management), SR siili & 4meE ( #) .

$I%2 %% DHCP > DHCP BR %28 (DHCP Server).
HIR3 EARSEE (Server) TUIH LSRN (Add), SRJEHECE LR IET:

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* 0 (Interface) - \ F R AR PIEER .

* ikt (Address Pool) - DHCP I 45 #5458 i TP sl (9 vE I ONRAR B i) o TP kv [ 4
Gk e A TR R E, AR HEE O &) 1P Hulil.

* A DHCP BR %28 (Enable DHCP Server) - 7£ T4 11 L3 ] DHCP JIR45 %% .

PB4 SEE (OK).
PIR5 rliRTF (Save).

B.E NAT

fic & NAT
MR NAT FE0205 N BB R i35 3 A a5 10 TP bk B om0 X288 NAT F0URR A 42 X v 1 Jhohk
4 (PAT).
UK

FIE1 EFIRE (Devices) > NAT, SRJ5 i FTIE KBS (New Policy) > BUBI G 1E NAT (Threat Defense NAT).
P2 NN A, ERREAT IR B, AR Rl Save,

(Cisco Firepower 1010 A\ 1355 [
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B e=nar

New Policy
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel

TS RN TSI A0 o SEATY AR TE R SRS VAN IR o
T3 LGN (Add Rule).

Add NAT Rule X iFHER: BoR .
SUE 4 T E I AT I

* Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic hd

Interface Objects m PAT Pool  Advanced
* NAT #0] (NAT Rule) - E$:E 3h NAT #0 (Auto NAT Rule).
A (Type) - EFENZS (Dynamic).

Interface Objects [X 1.

Il (Cisco Firepower 1010 \i7#57%)

HIE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 341 [ 4T IX 3545 i £ Destination




| EREEEEhCHERHE
CEIN |

. Add NAT Rule
MAT Rule: Auto NAT Rule b
Type: Dynamic hd
Translation PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)

| -4, Search by name | ei‘outside zone @
B
san /by inside_zone

— —_————

m outside_zone | SAdd to |
ource

Add to |

Destination |

0K | | Cancel
$IB6 7EfEdh (Trandation) T g & LL R
. Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic it

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & = or Doctiogeiog Into

o EEAIE - SR (D) WA IPv4 MRS X4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X%, PO B3 NAT BUUAERT o kR ids
NAT, I HIE Tk R 508 XI5,

* ¥ A9IR (Translated Source) - £ B#r#% 0 | P (Destination Interface IP).

{Cisco Firepower 1010 \|J3575)
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B rirrsmmmeasm

PIRT R TF (Save) LA InFLN
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

You t d chang [EES © cancel
[#] Policy Assianments (1)
#8 Fiter by Device ©  AddRue
r Pa N Translated \
#  Direction Type Source Dastination original original original Transiated Transiated Transiated opti
Interface Objects  Interface Objects  Sources Destinations Services Sources Destinations, Services

¥ NAT Rules Before
¥ Auto NAT Rules
F Dynamic &F any & outside_zone 2 all-ipva & Interface & Dnsifalse 7§

¥ NAT Rules After

FIR8 rlili NAT Uil EIRTF (Save) LLORAF B P

SEVFIE N AABIE R SR

DR AEAE T BV 0 I B T AR B SR R R A U e PR S, U 1) SRS A R LA fe v
P Yoo UR R AT A IOAIN LA ACTE AP X 8 S F DR o Ay LA X I, 37 55
AN SRV B 303 4 ) 45 X R o

UK

FIE1 EFRERE (Policy) > 7181 5 B (Access Policy) > 7 [8] 5 #& (Access Policy), 4R s i o Fedsy Jak i
(K107 45 ISR E 1Y 4R (4 .

e . R N =S8 TY S
T2 SR MAMN (Add Rule) JfiE LT 240
Add Rule 7 X
Mazme |inside_toc_outside Enabled Insert |inte Mandatory ot
Action |+ Allow v g 7
m Networks VLAN Tags & Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones €&

Source Zones (1)

Destination Zones (1)
| }, Search by name

= uinside_zone lu} =a/0, outside_zone ]
A.:“. ¢ inside_zone
san/4 outside_zone

Add to
Source

Add to
Destination

« &R (Name) - HULELU My 4%, il inside_to_outside.

« JEX 13 (SourceZones) - M 7] A X 15 (Available Zones) FHk e ¥ X B, SR sl hnE)3E (Add
to Source).

« B#Rr[X18 (Destination Zones) - M\ AJ I X 18 (Available Zones) HEFAMEIX AR, AR5 s didvan
Z| B#R (Add to Destination).
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wemsragEznrREssH

HoAth v B AR B SR
ilihn (Add).
HEUER 28 2 Rules 3.

ices Objects | AMP Intelligence Deploy = @, System Help v
Access Control » Access Control Netwaork Discovery Application Detectors Correlation Actions v

ftd_ac_policy /i, show Warnings || Analyze Hit Counts | [ B save | @ cancel
Enter Descriptio
Prefilter Policy: Default Prefilter Palicy. SSL Policy: None
S I [ poliey s )
[EEE] sccurity IntelligenceHTTP Responses _Logging _ Advanced
Filcer by Device.
Ne... VLAN Tags n o

1 Ainside side o Alow 23 o LB
=== o

PR 4 R TF (Save).

AEEEFpOEIEZO LA E SSH

AR 1 (Pl aER D) ER T T A E L s ), DA T R PR A 4% 1 R T SSH. AT
NG5 Y BB AR AN e A Bl ) SSH M. 2 Wi 4 1 EANSCHF SSH.

\)

FR SO FIACSH SSH, (HikEEEEAL A I SSH 17 .

NS RE LR O TR E RS IR R B L. Bk DK SSH 5
PREZ VY SSH LT N EBMISN S P 910 SOt e B AT O & 0 T8 1, At s i
SSH AI; i 513 B 4 1K) SSH A 1 Mt chC &, DR AN I A7 i A Bt ey 3890 0 LI B CLI
HRCE

ST E ML, EECE SSH Ui 3%, 152 Cisco Secure Firewall Threat Defense iy 22 2% H1 1]
configure ssh-access-list 4. ZACEF A, 12 configure network static-routes it 4. BLik
TR, FEVIAG VB I B i B

B SSH, MSHASTEE A VF AL IP Mk A7 B0 . 48 KT 3 A 20 il B SSHL.
165 HURE SSH 2 v Py [l B2 10 QSR SSH LML T-Ahz 1 b, T B4 ) 3 1 ke i B 2

\}

R PSS =R SSH &Sk CLI kA Wn, Wfhax# ik SSH i,

FFi6 Z A

* 1] LM configureuser add fiv 4. BRIANEUL T, A —MELEWIAA T E ) 0 HC & % A5 1) admin
e @A LGB AR 6 IE T ICE MR BB IEIE, (£ LDAP 5 RADIUS LRCEAMEH
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B s=m=

ERnREER LBERMEE |

o BT BUE UAVF S B 0T SSH IS M EHLE M 2% 280 B o S mT LIFE IR R AR 42, (5
D SR AR R R AR R — L 1P Hhudik, TR ORI R PR A D Ar A IERERTR > W REIR L
CE X 5

\}

AR ORI RS any MZExT 5. 118 any-ipv4 B any-ipv6.

i

RGEFE ®& > FAKE , JEOIEgmi B 5ms.,
PUTEE oo =g (G
FRULAVF SSH JERZ 1 H: 1R TP bk,

A P RT DAPR AR L84 LR 132 SSHUMERE, LU SRV It ST IR SRR 1) B )7 s 1) TP Stk S85mT LA
A FH P 2% i BT AN PR TP ik

a) KRR LS IR R, Bl g A LA U o
b)  C E U Je k-

o |P 3etiE- T hRiR SR VF i 57 HTTPS BEREIK EHLE R I 200 B s o R R8Ik +%
—AXG, B R T IR g S

© RERXE - PINESR AAVFIET SSH ERLIHE LM DX 6 T AEX I e, f5mT L
FE “ Pk X FIFR NI T BPEAZ DR, RS AR, AU B RS Pk ik
H eI, A 2o R LSS ] T84

c) rilif#E (OK).
M R7F (Save).
BB, AT LA R ERE > ERE IR SR 8 B T 0 T e o AEME T 5, S AR

K C L B A B B A AR T, R I TAT SN AR B B AR

UK

miifi EJ7ERE (Deploy).
& 21: &R 2

l oeploy J O € 12 @ adminv il

i
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| EREEEEhCHERHE

werz ]

FIR2 i £EERE (Deploy All) LLHBE 2 FTAT ¥ %, Bl &40 ERE (Advanced Deploy) LLEEE FIEH (1)

L
W o
22: =EERE
Q Advanced Deploy JEESEYR
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment ot}
node1 I Ready for Deployment [=2)
node2 I Ready for Deployment £
© 5 devices are available for deployment iz
23 SREE
1 device selected
[ @ Search using device name, user name, type, group or status I Dopioytine: Estimar
"] Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

TER3 MORIE ). A T ERE (Deploy) HEHLA K F AR T LA TR

B 24: BBEIRTS
es Objects Integration Deploy Q w& @ adminv Ml cecuRE
Deployments Upgrades @ Health O Tasks .:) Show Notifications

P
0 running 5 success 0 warnings 0 failures | O, Filter
@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s
9 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s
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ERnREER LBERMEE |
B 55 im0 exos cu

15 10) B A B 1 #0 FXOS CLI
{E v 247 A0 (CLD) A% E RS0 DL ST RGEHTIEA s HEBR . okl CLI 21 & 5
T DA $ 2 6 i 1 LAV ] CLI.
AT LA ] FXOS CLIVAHEAT ek HERS

)

AR ST LUE SSH SRR BB YA A B . HEHIA AN, SSH 2R BRI B
748 CLI, itk nl ] connect fxos iy 444 5] FXOS CLI. W%k SSHERAT T AN Bm 510,
R Ja T CUER R O il . BOATS DL N, 25 SSH &4 Ui vl o MEFE P A 4R 4 il 65 i 11 (1)
i CERIAMEH FXOS CLD

UK

SR BUESECLL, WK SN LER B & 5 . Firepower 1000 iR T —4 USB A %% B (4T HH 45 .
R s R A R 2 02 A B2 USB HRATIRBI R (35 21 Firepower 1010 BEFF45 ). $2:75 4334 11
¥RIAH FXOS CLL. LR AT E

* 9600 Pk

* 8 M fr

* LA

© LM IRAL
EHF FXOS CLI. {17l admin J 7 44 A1) 46 10 B I BB A (BRIVEDY Adminl23) 5% CLI.
il

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

IR 2 Uil Bt CLI.
connect ftd

i

firepower# connect ftd
>

BokJE, WIF T CLL o] Har SRS B, 15 hdp sk 2. HRMEHEE, 1557 Cisco Secure

Firewall Threat Defense 1y 227 .

 (Cisco Firepower 1010 \i 1457
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| EREEEEhCHERHE
snpsman rowmssgs ]

HI 3 LR B HFTD CLI, %A exit 2¢ logout 74>,
I A2 E B 3 ) 4 FXOS CLI #2755, 5% FXOS CLI FF ] JT i A AR 5 B, A 2.
il
> exit
firepower#

HEBREIEE O _E MBI E AR
BB

A T B e VAT A B RO AN AR ] L A BERE VI, A0 A A B0y o S s A
(K A 2% B, LR T WRAERS SO A A5 21 A B rpOs g B CSOE B  2RTE O
B2 P, s RER) R DU S SRR IERIEC S, WA RS 2 B L

A 2 BT S B A T R B T 2R T

EEEEERKTS
2L R, 1R IR & > IREEE > 8% > B8 > FMC I EEAIER > EEA7S i Lk
A PERRE

15 BB #E CLI, % sftunnel-status-brief iy 4 UL H & BLIE LR A « 838 ] LU
sftunnel-status 1 7 5 52 #4145

THZ UL N A SRR PIEE R s f]; B o IR “FE, Wl B nBbE e

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

WS LLR T S L IER R H ], e SR 70 SR E TE AL B E B -

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

(Cisco Firepower 1010 A\ 1355 [



B isseroroemsEms

ERnREER LBERMEE |

EE BB MEES

1E BB CLI

show networ k

> show network

Hostname
DNS Servers
Management port

b A EA A PO U 1) B T A T

[ System Information ]====s=s==========
: 5516X-4
208.67.220.220,208.67.222.222
8305

IPv4 Default route

Gateway data-interfaces
IPv6 Default route

Gateway data-interfaces

[ brl ]

State : Enabled
Link Up
Channels Management & Events
Mode Non-Autonegotiation
MDI/MDIX Auto/MDIX
MTU 1500
MAC Address : 28:0F:7F:D3:CB:8D
—————————————————————— [ IPv4 J-—————————————————————
Configuration : Manual
Address : 10.99.10.4
Netmask : 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 ]-—————————————————————
Configuration : Disabled
===============[ Proxy Information ]
State Disabled
Authentication Disabled
======[ System Information - Data Interfaces ]======
DNS Servers :
Interfaces GigabitEthernetl/1
===============[ GigabitEthernetl/l ]===============
State : Enabled
Link : Up
Name : outside
MTU : 1500
MAC Address : 28:0F:7F:D3:CB:8F
—————————————————————— [ IPv4 J-—————————————————————
Configuration : Manual
Address 10.89.5.29
Netmask 255.255.255.192
Gateway 10.89.5.1
—————————————————————— [ IPV6 ]-—————————————————————
Configuration Disabled

Em EE A OEM BB

75 MBI CLL Y, A f B0 JENHE R 258 . TR, i AR

A R

show managers
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spspen rnemssgs

> show managers

Type : Manager
Host : 10.89.5.35
Registration : Completed
>

Ping the B 38 dly
18 BB CLI b, AE I BLE i 4 AR FOF 45 B0y 04T ping #24F -
ping fmc_ip

5 BPBTAE CLI b, AR BAE fiy4 AV B PO B L AT ping #2408, %42 1 BOE L H A

e B HE
ping system fmc _ip
3R BB MEMED ERYEEE S

(ae
capture % #x interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

WERSHZEORT, FIHESMEEEITH
2 BB CLI L, #5547 X T 1 nlp_int_tap (f45 5.
show inter ace detail

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, 0 frame, O overrun, 0 ignored, 0 abort

pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions, 0 interface resets

late collisions, 0 deferred

input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec

O O O O Ul o o o

{Cisco Firepower 1010 \|J3575)

7E A CLI b, 3R A AR E 1T (nlp_int tap) LS4, DAIEE L RKIE T & B




ERnREER LBERMEE |

B isseroroemsEms

5 minute output rate 0 pkts/sec,
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

0 bytes/sec

TR B NAT

e BB CLI Hh, WA 75 O InER At (S *), DAAEHEE I (nlp_int tap) & 757746 A 36
NAT B0,
show route

> show route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, IS-IS summary, L1 -
IS-IS inter area, * - candidate default,
o - ODR, P - periodic downloaded static route,
SI - Static InterVRF

Gateway of last resort is 10.89.5.1 to network 0.0.0.0

su -
ia -
n

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected,
L 10.89.5.29 255.255.255.255 is directly connected,
>

show nat

> show nat

Auto NAT Policies (Section 2)

1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface

tcp 8305 8305
translate hits
2 (nlp int tap) to
tcp ssh ssh
translate hits = 0, untranslate hits

0, untranslate hits 6

(outside)

73

IS-IS level-1,
U - per-user static route

source static nlp server 0

L2

IS-IS level-2

- replicated route

outside
outside

service
service

ssh_intf3 interface

sftunnel ipv6_intf3 interface

3 (nlp_int tap) to (outside) source static nlp server 0

ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0

4 (nlp int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0

5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0

>

MEHAMIZE
TS LL R dr & DR A @ AR FA I B . e T AR B L 1R & > REEHE > ]
%> EE >FMCiFIEI$MER > CLI it sl LB S|P 2 X4

show running-config sftunnel
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> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn address fmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

144 DDNS BF 2SR Ih

1E BB CLI /7, #67F DDNS 535 & 15 il o :

debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0
DDNS: IDB SB total = 0

UYLSE BRI, 5] debug http A debug sl fir 4 X THUETYRIE I, IR A AL 7 L7
g EARE

show crypto ca certificates trustpoint_name

LR A DDNS #:4E, AT LU ERAE:

show ddns update interface fmc_ijj ] _ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD_DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225

mE EEL BEXH

15215 https://cisco.com/go/fmc-reg-error.
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ERnREER LBERMEE |

B szeshonmegierns

N REIR O T EEN B R B

Un AR BV A ) et S A B Ry, R MU B RO B S I SRR A C B S L AT L
R YN B BC B R B EUGR B RO E, DMEWCR B . SRS, T DU B G R
POEBCE, AR M IEEIF Rl . BB ZJGER, ] A PR DI fE: EAURT
SRR T O

THZ B LA AEN:

o WA LUHT RS nT CAZE PS8 B (s IS TEk R BT B 5 5

o i ] F PR AR B B AN SRR Rl

o [RR N SR ma AT DAE A E AL AR R E I ECE . B, [RITRA SRS H A B LA G IAT
AL E, S REAE BT CLI TR T . VR, WERETE B S B S S A
il configure networ k management-data-interface fir 2 5 2 7 £l W &, ARG T [nli& iy
Ly WXL EWE A SR AT IRR 2 BB R .

* UCAPL/CC L ToVE MR -

o JCVEBIE b IR B S R ST ) e A SCEP ik 5345

s TEIRIRIAR], EBKSR R, O A HIRC =R R B

FHIa Z Al
A5 SCRF- 5 A

UK

76 B BIE CLL Hr, RV F 2 AL

configure policy rollback

IR, PB4 2l 0 4 By ST IR . A8 BRI B R s — A A
L T A ST o

W AE R, 121 https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/
215258-troubleshooting-firepower-threat-defense.html LA T ff 5 UL E 0] /. AEFELerG o0, R &
L Ui ARG ERR T e Ss RI AEXP LT, ST DU A R0 FOE L, IR R
L BT .

TP

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

 (Cisco Firepower 1010 \i 1457
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| EREEEEhCHERHE
gremaoxapEer 1

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

N
g
N

R BOERGE B SRR T

fE AL, 7R IRE > IREEE > I8& > B2 > FMCiFEIEMRER > EHERE i LA &
HOERIRE .

1E BB CLI, i sftunnel-status-brief iy 4 LA & & BRI BRI A

IR R NOE R EE 10 0P LA L, N HERRE SR . 15 2 D HR R B 1 B A P
, 5581 L.

ins

EREEPRORHR NIERIR
G RGO (LR E T % R 2 S S RS TBUR . e, 47
SR FAE R EEAT, s PR A I3 5 P B
ST MBI 4By K PR 5

UK

TR R E > REEHE.

HI2 AEEEF AR &AL, s @ ).

$IB3 Ll & (Device) KL k.

WA RGO S B (),

LIS HIPERI, #A SR E SR &

PLIB6 WARE S KBS TG &R, EEN KB N R RER. BEE RN

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
MR G IR, HERRY 3 e IR RE L.
WIRT EINAE AT LLAE D EENHAT L i Sk DL 37 Q0 T ARG 1 i

SIREENCE BB, S R TR SOk SHTULRE Firepower SCRY
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ARATH FHEhLrER, 120 (Firepower & HHLOTCE IR ) o
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4.
2R B i B 1

i

{EHIK&EEIER

AREXHEE L ?
BEAEIAA T ERE RGN LS, IESRWPHEE RGNS BSE G, 10, AEE
FH T B 7 A R 6 2 LA
AR AU HIET Web BI85 B E 7T, 58 BRI 1 R 46 1 B ARG E
A B HRAE ] DATC B /N X 2 S5 5 FH AR IR S AR T RE o b i B N B G — B 8L & e a8 1 25 1 ¢
T, EIXF LR, EFRAEH SR L & &SRR T2 WS B B R M 44,
KFBh NI
] LLEAT O B AR A 5 ASA BAF . 76 MBI AT ASA 2 Ta) U1 4 75 B0 v 26 AT J ik
1% RS TFEAR T YA7 23R, SR FE g . 15 FoH g BB ASA 5§ Firepower
JB U 5 A £
7 Kk 5 251817 WEFR M Secure Firewall eXtensible ££1F R4t (FXOS) [M)E)ZE1E RS B KREA S Fr
FXOS Cisco Secure Firewall LA A - TaBEHERR H 1, SCZRFZIRM CLI. A %1415 &,
W i T H 4% Firepower BB () Firepower 1000/2100 Al Cisco Secure Firewall 3100 [/ 8%}
FXOS # b SR TR F o
FRRAUEE AR AR - B KA EER B SN AN S 005 5o (H2, AT DAZERCE R AN A B 015 8.
B ;44 FEIXME O T, B AEPAT L B0 SNMP i i) e & 25 B .

o Ui B|u R, 58 90 1T

o A M ERNEOARCE , 5591 7T

o EREWACHELE , 294 L

o FTHFBI KA HIR . 55 95 T

o (AR KR I LBBRA , 5 96 1T

o (W[IE) 7 CLI MU B I 4 i, 56 97 L

o TR ALY, 99 1L

* SERHILARCE » 55100 7T

s BCEVFR], 25101 5T

o W AE ISR ECE R K, 2 107 1L

o Ui [l B BT FXOS CLI, 25 110 1T

s AAEMIAEE , 4112 01

I
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B :aes

o RMIBE KRS, 58 113 T
o JEEBIR, 114 T

=|-

iz 7

=I-

i 213

TS LRSS DAFENUAT A2 S By AT e 64 RS o

Pre-

Configuration

CLI

Device
Manager

Cisco
Commerce
Workspace

Smart
Software
Manager

ERgEEEENERMEH |

Install a new Change Mgmt
software —» Nelwork
version Settings at the
CLI
|
N ¥ o\ AN
\7 JLog into the (8 ) complete the (11)Register the
device initial firewall with
manager —» configuration the Smart
Software
Manager
‘ A
a) v
\ 9 ) (optionai)
Obtain feature
licenses

|

.10 Generate a
license token

£ N A N ¥
(1 )install the (2 )Review the (3 ) cable the (4 JPower on the
~ firewall ~ network and ~ firewall ~ firewall
—p default —» —»
configuration
v
5 ) (optional) 6 ) (optional)

S
(12)configure the
firewall in the
—» device
manager

| A A

LRI KA WS BB R R

oL e T

R ML E MBOARCE » 26 91 1.

( _j. P B RS T AR

ERE LS, 55 94 T,

(2| BB R T A

FITTBT KB, 5 13 L,

CLI

CRIIED R A AT IR 2 BEH A, 28 96 1T
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| ERREEEEBERME
samensnnileEs [

6 | CLI (R[3E) 78 CLI "o s B 26 8, 55 97 L,
@}&%%ﬁ% ERWRAERAS , 2B 99 UL,
Ok SERHILARCE . 85100 1.
()| BHB TAE | L) WEVET, 5101 76 SORNEVETIE.

o) ERERMAE IS | RCEVFR, 55101 00 ARRVFATIES R

()| B A RCEVFAT . 45101 5Tc 180 VEPT IR S5 A 246«
(1)| B EHS 75 B EPEL LR A L 5 107 T

EEMEHMEMIANLE

AT LUMAE B 1/1 43¢ 1) B Ff5 4 1 o Y e 2R B A B B . L A B L2 —F BT B 20
W 25 B0 AT R 1

RS THERE T RS A R AR SR 1 BB R ) i 2 R U U 25 B DS A 1 2
FATAE DA VR i R 4% B IR, LAAE Bl A DA J5 00 P9 AR I 25 S0 T I A it A NAT .
RIETRE N IR LS PPPoE USRI ISP, W LAE WA BEAS 58 BV Uh 6 B I AT I 45
(=

\)
AR WURGOCIEME AT B IP bl (i, B P M 2N EE DHCP RS 48) ol OSSR BIEH &
S I JFAE CLI FP AT HIAGBEE, AR BEE B IP Hudik . I SCMIHLAd R A R 26 B0

A T B N TP Mk, RTDAAE AL R e OGBS BT IR . BN, fELUT
U, BT BEFT B O S TP Mk
o (7.0 MW ERA) PIERIP Mkl 192.168.95.1. (6.7 S RLEA) P IP Hihik > 192.168.1.1,
TR AN 1 243K 192.168.1.0 M 4% GXE— Ml EAMES) B 1P Hiuhik, DHCP FH
R, AN ARG TP Huhik o HA I 1) RSP D DRAE T S B 41 A [ — 48 EANRE AT A
P, fERXPMEOLY, 250K PN TP Mk B R I 4% E

o T SRA U BITAE SN BB NI ES TR, SR A TP ik BRI 2%

N EER T AEAEAIERABC B Y B RS (10 U B A BROA 2%
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& 25: i B 45 AR E

Internet

outside
Etherneti/1
(DHCP and IPv6 autoconfig)

Threat & I I
Defense — management . -
Management 1/1 .
(DHCP)
(Optional)
Management Computer

(switch ports)
192.168.95.1
Ethernet1/2 - 1/8

Management
Computer (DHCP)

\}

ERgEEEENERMEH |

AR T 6.7 LERRA, W IP Hibkh 192.168.1.1,
W 6.5 M B E A, FEE 1/1 BRIA TP Hikikh 192.168.45.45,

FOAECE

VIR BCE R, B KEERCE AR LT WA

o NER - IP Hbibl (7.0 2 EIA) 192.168.95.1; (7.0 ZHIfRA) 192.168.1.1.

o (6.5 MHEERA) IR - LK 1/2 2 1/8 J&T VLAN 1

 (6.4) TR G AR - LR 172 £ 1/8 J& THr41# 0 (BVI) 1

o AMER - DIKM 1/1, TP Hbdik>k H 1Pv4 DHCP Al IPv6 H &I &

* REB—SMER UL
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o BB OGP 11 R

N

o (6.6 M ERA) IP Huli->k H DHCP
o (6.5 FHEERAA) IP Hulik 192.168.45.45

a4

LU R TR O R R 1, T R REVE T R
FEsE B, MR S AN D Gl ) L, silre —MgdE
e, (B FIARRE ER R CRIER &R B¥RE) » BlUlsyslog
g SNMP. AT IZWE . ACEAE R, 12 (Cisco Secure
Firewall % % & PLESIC E /)

* E1BE) DNS R 38 - OpenDNS: (IPv4) 208.67.222.222, 208.67.220.220; (IPv6) 2620:119:35::35
oA BRI AR PR IR 4 . RGEMANET A DHCP 3R DNS IRk 5545 -

* NTP- AR} NTP JlR4%%: 0.sourcefire.pool.ntp.org. 1.sourcefire.pool.ntp.org. 2.sourcefire.pool.ntp.org
IR B A R P R E IR 55

* EUARSH

 BiEHED - WO DHCP 3RHL,  slAEBCE IR TP R E 1 K TP MLk
« EEEO- (6.6 MIE mhiA) WE P DHCP 3RH. WRBATWCEI I, TIERIA RS t /57 B

PIFE R L. (6.5 K RRA) FET I Hd ik 1

TERD R H SRR IR, DAAE TS AR s ] S ) I I DG SR VR R RIEA T
BB iR, R AR OB EA R, S, B DR AV AR S i
YN =1t ARETHRER

* DHCP BR5588 - fTENEBE R (IR 6.5 RITERARAY) A BEF: 10 LA H
BB FIE) - EHAN D EARER TS L.
* NAT- $20 PAT H T BT M 38 B 2358 i
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TR L

[%] 26: Firepower 1010 8975 %%

Ethernet 1/2-1/8 Switch Ports
inside, 192.168.95.1

. Ethernet 11 poe, on Ethernet 1/7 and 1/8
outside, DHCP and IPv6 autoconfig
from Modem (Alternative) Management 1/1

management,
DHCP from management nw

otnatfoe
CIZED

g8

Modem or Router

Management Computer
DHCP from inside: 192.168.95.x

\}

AR T 6.7 I RLRA, PN IP ikt 192.168.1.1,
T 6.5 RFEERRA, 4 1/1 BN 1P Hihl A 192.168.45.45,

\ )

B F 6.5 NIEERAT, Ethernetl/2 & 1/8 it B AMEFAZ #ALEG 10 ; PoE+ {E Ethernet1/7 Al 1/8 L]
Mo 7€ 6.4 ixH, Ethernetl/2 3= 1/8 B & A MMl CRAAZHMLEG D 3 PoB+ ANrl . PR
A HIHTUEAT LA o

N

8 Firepower 1010E A3 #F PoE.

FER B 1/1 8RR 1/2 52 1/8 A5 Firepower 10100 BRINAC B 1B 204 LUK 1/1 BE & A ShEB% 10 .

UK

SRR AT 2R B REA T 2RI B S B
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T2 K ENEHEHER S DM

© DUKIM 172 22 1/8 - B S A BN L B R B30 rh— AN Py ac b Lo 11 (LUK 172 52 1/8)
P8 D 4 R RO TP ik (192.168.95.1), FFiz4T DHCP lk45-#s LA 25 iy CELE S BEVHEEHLD
PRALIP kb, DRUGIE i DRX BB S A 2 AT W 2 i B R GESTIBOARCE , 5
92 1) .

B 1/1 (BRidh MGMT) - B85 BE 1/1 32 E R B B 2%, TR0 AR BEVHEEALAL T-45 BE X 4%
b, AT A B AS . B 1/1 B O N B 2% O DHCP IR 2523 3K B IP Huhik; A
FHUEEE O, D)6 25000 2 A B0 2e UMD 78 (70 TP Hbchl, DAGE ] LN BV RE 2) 1P Huhl .

TR T EOE P 1/1 TP Huhik BRI TE S5O G B R A TP bk, B A0Ks B PR S LA R B
G, S (A3E) 76 CLI WP MU MRS , 5 97 1,

LB 3 BAIMNBM A EE 2 LK 1/1 #:1.
BN OL R, i IPv4 DHCP A1 1Pv6 H BC B3R HCIP Huhik, AR A DAE AT 46 I B 0 R) 1 B i S Hu ik

IR 4 RPN IR A BB AT e L 1 CRAKI 172 32 1/8)
A 1/7 F1 1/8 42 PoE+ ¥ 1 o

FIFFB KIS FIR
ARG R B L

\}

AR OO S BTN, IR KT 15 2 30 0.

FHIa Z Al

BRI I (B, A AR (UPS)) ARFEE R, ARISE KM T 2 32
PEERSAERGR . B IRAAVFZAIEAEIZTT, PUILK iS5 RETCVE IR KA.

iz

B7- 3 R S R/ S a3 G £l o RS R 25 £ ERVAE L8
L RYRE AR, B Sk FE
PR 2 W AR TS K B IE LED;  WRi% LED B4t esol, Foniis Campik.
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Power LED
| l—Sta‘[us LED

WE @ rrmommm & 4
sofnenfua =]
CI3ED
u
i
(=] =]
2

LI 3 R AR T I E T KPRES LED: HESERE R G, R Cildam iz .

) MERHHREHRAR

S A AT IA T AL ZEI LA R A, WEHATEL D IR B T BUE AL L Bl K 3 iy 2%
HARRA . o, W nT LIRS FsT R AT T, (HTH (REFICED W RE 22 Hu i LR
TR A (R

HIZIE I T ARRA?

BB BGEATHAF R80T A 5 55 05 £ (U5 511 Gold Star JRA . BRIk n] L2
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178 .html "+ ik ¥) &
g B, A SHREIRAS S (S UI6e) « KIFRAS S CRHKI ] 1 4Ey R4
AIAN T BEAMC IR A G S (eI BRI 4EP FROA R T, T BURNE)

i

B ERR| CLL, 3 RVEIME S, 5S35 ) 8P A FXOSCLL, 25110 7. MR F Bonfifishk o
g, E& WA PR SSH.

1# FH H P 42 admin FIERA 0 Adminl23 &3¢,

IBEH ) FXOS CLI. 55— IKE NG, RESHRNEE S, W H T SSH ) Jdi il

iR W S, EEAIE, WL AT ) B DO S O, O
EEEFREE, 20 FXOS MiEHERR IR -

w15

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***xkkkk*

 (Cisco Firepower 1010 \i 1457
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Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]

firepower#

$HIB2 4 FXOS CLL F, BoRIEAEIBITHIRAS .
scope ssa

show app-instance

T

Firepower# scope ssa
Firepower /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version Startup

Version Cluster Oper State

Not Applicable

PR3 WERELZAEH A, T HRATIX LD R,
a) WEREONE M BB RS IP Mk, WS (W) /E CLI P U 28BS, 56 97 Ui,
BOATEOL T, B BERE LR (6] DHCP.

Tt L NPT A LB U ) A R 55 s R OB (R AR
b) AT (FXOS #iebiflbrtnra) iy B HrmRiLF .

(FAlik) 7£ CLl A E M EEMRIRE

WA TCEAT B BE 1P kb, vl DO E R0 & v 1 IEAE CLI AT e, SR E R B
IP Hbdik . PSRN LAt LA o 2 . % B RE I A BRI BE s VA S W s s o, fY e
T 4E GUI HFlECE EAT,

)

AR PRARERRECE, WIJCEER CLIwEMA (i, M dEmgdrmg) o (Hg, LIRS LE CLI
FAf F configure network fiv4 5 BT A IX L E « 155 [ Cisco Secure Firewall Threat Defense iy 4>
7;i%%‘o

UK

W EER BB e . A OCEERE R, TSI RSB R FXOS CLL, 55 110 T,

(Cisco Firepower 1010 A\ 1355 [


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_n5q_3v1_hbb
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
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B o zcssngensgs

1 4 admin FELAZE TS Admin123 &%,

KBRS FXOS CLI. & — AN X, RSN SCEY . L4 T SSH 1 g b

(iR

iR WIS O, (HEARKNTE, U200 R T AR L & DURE 208 5 O BRI . 3 R F T
WL FE PG B, 1S FXOS ke 45 .

Pl

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kxkkk*

Confirm new password: ***x*x%x

Your password was updated successfully.

[...1]

firepower#

IR 2 ERR| Y CLI,
connect ftd

i

firepower# connect ftd
>

T3 HUCEFBMPIEN, RESPOREER CBRA VRPN (EULA)JF. K5, RG0K WoR CLI

B A .
BROAE B AR A B 2 s FEAE 5 SR Z W A {8, 1544 Enter .
THZ L E

s MINEIREEORY IPv4 BRIARISE - W R E T30 1P kb, J0Iw] DU 99 G % b 2% 10 8 4 0
B IP Hbdik. data-inter faces KRS 1 B E s B A, DLOR I . W R
AT LA I ELIEE D () SRR B 2, WU v AR A o U R R IR R L R U ) LR
W P T IR YR e 2R B T . n SR 44k ] data-inter faces,  7F B4 2B B 48 O S OL T
FE Ay DAZERS BB 0 AP A R BEAS  (BUSSHD (HUZ, SRR 2 M4 ol L LA T e i 1,
WS 1Z A% FH configure network static-routes iy 2 VS A H . TEE A, Bdie i B s
AR B HANZ B E IR . A ] DHCP, W &R e fd ] DHCP $#2 411 9 ¢, ik DHCP A
PRALRIC, AL &R O BB T %,

* IRWEE S S E M FEZEHER - W LA Ol SSH RN 1P Hudik, (HAERI4GBE N
T P, W W ISR A RT 1P Mk MR A TR AT 3 B . FE B IE A R S .
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CEAMEEEE? - HAR (veo) LN B ., I (no) 4 B A ok
2&ﬁﬁ§z4¢%§i@tﬁlD;E%giﬂﬁi%&O

T

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

PR A A B IP Hohik EE SRR A

ML Varlan o
ERITEETEEE
B WA B 2 DATC Y 4

FIaZ Bl
* {f{H Firefox. Chrome. Safari. Edge ¥ Internet Explorer [ 47 it A o

FE AN AT LLT URL,

o (7.0 MU ERRAS) AP (LUK 172 % 1/8) —https://192.168.95.1. 1] LA $ BF-Ar] 4 538 #e
MLt 1 (Ethernet1/2 # 1/8) L[ PRtk

o (6.7 M ERA) AEE (LK 1/2 25 1/8) —https://192.168.1.1. 7] LLZERE ST P #AS el
Uy |1 (Ethernet1/2 % 1/8) AN HBHuAL .
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o (6.6 M A & H - https://management_ip. & FE#%11J2 DHCP % /i, A TP Mk Bk
T DHCP IR 5545 . WURAE CLI WO B 74 B IP Mk, W4 A huhik .

o (6.5 FITEARARA) 452 - https//192.168.45.45, WIHLAE CLI ¥ & i o 17 &P B 1P bk,  JUl% N
Mtk .

B2 i 44 admin FIBRIA 2565 Adminl23 & 3.

figtt

T—5 it 4
iR I S AT WSS HAIANLE 5 100 51,

@ i

TN =

TR VIRELE
B TR LS DL S AR, TR S SRR SR (IR % A L
TR TR A A s

* 4N (Ethernetl/1) FIPN#B4:10 . Ethernetl/2 & 1/8 /& N &8 VLANT 2 1 EAIASHb LI H (6.5 &
FERRAS) 5 BVIL LA AL AR 52 (6.4) .

* IR F 224X 3

o ARARSITA A T 2 M AL R IR U 1) R

o PEETNAT B, TR A A 8 0 0t fat e 0 3 A1 11 TP ik b oy o3 11
* fEW I 3247 () DHCP JIR4545% .

\)

ER WIREHATT () 7E CLIFP U FE MRS, 55 97 TR, M SSR4 W iZE —ir C
25, RIS B admin S5 A DA G B AN R B L .

UK

HEN RASPOREFIHAEZ B YT PRI 5 T SR B
/\ﬁ)ﬁ)&ﬁ‘lﬂﬁ 7J— EQH‘Qj?
WIR2 AR VA B LG DL IR, AR5 AT —

TR MET—%E, BREEBTERRSAT. ZEDKmZAN “outside” , FHINE
“outside_zone” ZA=X . IHMAIRIE AR B ARG IR

a) SMARIED - RIVAH 2 M G 8% A o 1 o AEATAR B BB ], SRRk P AR A R 1
SRR R BRI A R 1
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BLE | Pv4 - SR8 11 TPv4 Mkl o] DL H] DHCP, 0] DLFEhi A ERZS TP Ml 7 MRS Al
Mo o, WATLAESR K, AECE IPv4 Hihk. B 3CE 7) S 8L E PPPoE. R4 1%
Pe3) DSL. ATy hIfR 23 5L ISP (I ILfb %Rz, Jf: HL ISP {# 1] PPPoE K44t 1P Mkt WIn g
BUFH PPPoE. 0] LAYESE I 3 J5 L & PPPoE.

B2 & |pv6 - SMFE: 1) Tpve Mokl nf LU DHCP, 0] LLFE3hii A # A IP Huhk. R4 G,

b) EMEQ

DNSARS 28 - R4 E BEHhE ) DNS fi45 2% . %\ DNS 45 2% (1) — Aok AN ik DURMT 4 7k . 2R
NME A OpenDNS 235 DNS k454 . W B g - BOTARZEM T BROE, 18 s {2 FH OpenDNS
(Use OpenDNS) LLH G 3d 1 1P Hlk 2N B o

BF KIS EM A - REUE HHUIER L4
FLEARSEMNEBE, RaatT—%.
a) BYX - IEFRLN X,

b) NTP BB ARSS 88 - LA BRIA NTP IR55 2%, 82 Fahi A\ NTP RS2tk wf LA 2 4
R 55 a8 KA L& o

(ATE) ARG E R BEVF AT
3 BT Ve o5 B B BT EAVE R UE o AR AT VF PR 2 rTE )

A HARREVFAEIR ™, A REIRIBCRIN ] R SU 5 EEAOVFRTUE . foedl), W] LU AT A 3 90 R KPR F
AIE,  DUR R ER REVFAT .

BESLRIVE B, 1 R BRGSO B B IK P, JES I E YRR, 5 101 L.
B PSR ATE, 5 $F Start 90 day evaluation period without registration.
i FERL .

o JRUE ST AR SEAE FVEAS VR ATE, HIRA TRV T s s & TSRV, 55101

s TR DA P et i BEES OB IS A e i B T I E R KBS L 5 107 L

JEMM S AP A BE AR ARV AT, XA A A mT A rp g ST BV R U

VEMPHURAIN 5 e BLES 2 0 WURR AR RE B H T B s I (RDELAE TUA IDAE A o B S fg HLA 23
P AH 1 14 R AU

1 SERHE O] (Y E PEANMEIR , 5751 cisco.com/go/licensingguide
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Bentihi VERTUES HEN A EAEN o B REVF Il A S BRG] TR I SR 7= i D g . I A8 1) Y RE S
ERLESREAT TN, BRI SZ BN R IV RTIE,  JFAE USRI SEZ VR IE . XA RS RE S F B AN AL ] 2
AE, JFRES TR A L e iR o W2 [ LR VFATIE:

* IPS - A5 R —AL IPS
o TEEIY BHE-E R B
* URL - URL if &

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 8¢ Secure Client VPN Only

FiaZ |l
o PG B RE A A Tk )
WERGIA KA M, i R A S 0K o IR BRI LAY, T DU LR A —
A ENK .

o SEIOR BRIR PRV R 2T B SR N2 (3DES/AES) VPl TEMEER, A REAE St ThEE (CAf
A RS HD .

UK

SRR AR REVE I G P (KR T RTIE

24445 M SERF R 20 7 I8 B S A I, A (R R RIE Y 3% A2 B 8 (K B R TR VP RTIE R . H,
RIS TR | SN AT IE,  WEAE A Rk 45 CAE=S ] B Find Products and Solutions ## &
Br. R LU N4 ]IE PID:

27 IR R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

IR WA PID, 0] LLFFK PID ¥s N 23T #d .

« IPS. SHEAKATF B AT URL Y UE4L A
* L-FPR1010T-TMC=

MK EIR PID 22— IR NSV T U, W] DA #ES LU PID 22— 3% B R 3930 -
* L-FPR1010T-TMC-1Y

* L-FPR1010T-TMC-3Y
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* L-FPR1010T-TMC-5Y
* Cisco Secure % FUii-15 2 1 JRF 2 4% P i 1] WA F5 7

W2 E BRRRATE RIS b, D BRI AN I 3 1) R FOUDK P 3 SR I S AR
a) i Inventory.

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) 7 General LI~ I, siili New Token.

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

he registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) ff CreateRegistration Token X[ iEHEH, AL N & E, #RJ5 i Create Token:

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description
* Expire After - JUBHEUGZIN R 30 K.

« FE{EA IS EEME R ERIFSHIEFI BT EE (Allow export-controlled functionaility on
the products registered with this token — 7 I 75 1) 5 58/ X VAT 38 5 (15 00 B A
M-S H ARG W AT R Ee, W27 RIE Pz T . an A a e ohae, W

(Cisco Firepower 1010 A 145%) [}
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it SR A P B B S T B I B A W RSB BT,

SO R I TR .

RGURE A A I BN 587

Kk o AN

d) sl A A O AR Sk BB RT AFT T Token XFGEAE, T LU HCRE-& 4 ID S B3I . 45 2%

BRI, TS G AR, DAAE AR i i (1 8 A
B 28: BELHE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled
MJM3Z]II’1YTIIZGOAOS{]0YJK2L@ 2017-Aug-16 19:41:53 (in 30 days) ASBAFP 21101 Allowed
2 . A
29: EHIShE
Token @ X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

PR3 7 WAEES T, At R&, R BEEIFRNE M, Sl EEERE.
T 2B BRI RTE DU
$12 4 5l Register Device.

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

69/90...
days left.

IRV, R REVE RIS AROS TEHE F AR 50 R UG 4 et -

Created By

Actions

Actions +
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Smart License Registration

Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Nzly%0A0Dg5Mzh8SUQ5VmS mN

JLQ2FFeGhEWmMIW%:0AWCOWTTO%3 D‘;&OA P

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v
.j_b ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

$IE 5 i Register Device.
TR [P B BEF RIE TR . ARV, B BILU TR

>

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

FEVC A M IR TG, B BT A

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

PIR6 M2, sidifE NV IR B AR

(Cisco Firepower 1010 A 145%) [}
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BLEFA

‘SUBSCRIPTION LICENSES INCLUDED

IPS ENABLE

This License allows you to perform intrusion detection and prevention and file control. You
must have this license ta apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: T Intrusion Policy

This license allows you to control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and reputation.

B - BV TR R s Y SRR
IR BAZ A m UF R R s T

« 2R - BUHVFATIE ) R
XTI RE, MARE

5 3 1 T Cisco Secure & P VF Al iiF,
VPN Onlyzk, Premier ¥0Advantage.

VPN Only
y of the by the
Premier

Premier and Advantage

SRR, AR S T B VR LR, WAERDET O S, e

Device Summary

Smart License

LICENSE ISSUE

Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE

Next sync: 10 Jul 2019 11:57 AM

REHCTAE BEARIK P (TR, JF4E
ﬁ%ﬁ%ﬁﬂ%ﬁlﬁﬁuﬁ’ﬂﬁ@%o

TR P A AT IESRAY . Advantage. Premier .

Malware Defense

ENABLE

This license lets you perform malware defense. You must have this license to apply file policies
that detect and block malware in files transmitted over your network.

Includes: Cg File Policy

Cisco Secure Client

Type Advantage v ENABLE

Please select the license type that you purchased to enable remote access VPN. Note that
Secure Firewall device manager does not support any of the advanced features covered by the
Advantage license.

Includes: RA-VPN

RERIFET BRI, JF R I DhRE . BLAE, fn] DAC

PEHIIIDIRE . HrHEms b o ikie &

B BILL P AE I S

There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

FIET Uik T HYIR % FE ResyncConnection (F1[A]25

Lo

R, RVPRTIER S R e

AT B R

Il (Cisco Firepower 1010 \i7#57%)
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Go to Cloud Services

Resync connection

Unregister Device

S Ay Kb gy +
E ISR E P A
DU D IRMEIAR T n) e 75 B0 E AL Th RE o 38 i T RO B AL (), FREUCE BN D IR 1R
f5 B

g2

TR WERAEEFE A B 1 (6.4) B0 AU SR A L VR0 B K s 1 (6.5 MR flRAS) ik
FRE, 5 R O 2P I
SR i B b (D), DABEERER I TP Mkl RO A

DU 7k — N G E o AE “BRsg X7 (DMZ), o] LR ] 2 FF 55 [l %8 7 (540 Web JIR %545
AR . SERUE SRR (Save).

[ 30: HmiEIE O
Interface Name Status
on ®©
Description

IPv4 Address IPv6 Address Advanced Options

Type

Static e

IP Address and Subnet Mask

192.168.6.1 24

HIE2 IR COECE R, EEFITR (Objects), RJ5 M H bk £ X8 (Security Zones).

(Cisco Firepower 1010 A\ 1355 [
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7 Q& E TR BB RS A

R i 2 20 4 B BT DAk RN I AR 28 TS, DR AR AR 2 4 DTy AN 4 11 oK
PO W o IO BB VN AN BE FUBE X I, DRI 2 Gl e B SO B DG 2 5,
AT R DI R

DR ] o AT S DMZ 2 F1 BB ) DMZ X85
M LXK

Add Security Zone

Name

dmz-zone

Description

Interfaces

(@) dmz

HIB3 MR TP il H DHCP M B4 3 TP Hhlik, ik #i& & (Device) > RAIRE (System
Settings) > DHCP R $5 8% (DHCP Server), #XJ5ik+¥DHCP BR$52% (DHCP Server) iEJi .

P TR T DHCP IRgs#%, HA] LG bbb it 5L o JOMIR . G i & 7 JoAth 4 11,
WUFERX L4 11 E YA DHCP g5 g R0 IR ik miili +, DB PR LG B0 25 s A ik
it

Ak, AT LLZEELE (Configuration) B35 otk 2% F o4 41E () WINS F1 DNS %1% HE1 7R 40 14
# DU R oI £F inside2 211 (Huhilit k) 192.168.4.50-192.168.4.240) % DHCP It % %%

32: DHCP BR %5 25

Add Server

Enabled DHCP Server o

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

FIB 4 k3R & (Device), #RJ5 & H (Routing) 41 (M EEEE (View Configuration) (i gEE—4
#7508 A (Create First Static Route)) , Ft & 2R\ .
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BRI FE I 45 1AL TN 2 10 2 A BB ISP i 8% . BRIN IPv4 % 3% FH T any-ipv4
(0.0.0.0/0), T ERINF IPV6 i H13E FH - T- any-ipv6 (::0/0). Sk FITAE FH AEEA TP RRAS B8 % o un SR
DHCP SREXAMH L L [kl AT #8 40 T 5 BRI i .

i PRI g R i AUE ] TR 1, A R B D RE > RRIRE>F
RO EREE MK,

PUR 7] B TPva HIERIAS . EUER 7, isp-gateway A& H THr 1 ISP B3 TP Huhk ) P 2% 5 4
CUZBM ISP kI lE) o nTLLIE I 255 P % (Gateway) v S5 1 B B # M 4% (Create New
Network), >KOIHIZT% .

& 33: BIABR E
Protocol

@ Pwe O v
Gateway

isp-gateway

Interface

outside

Metric

1

MNetworks

:.L-TJ any-ipvd

HIR 5 EPEREG (Policies), J£4 WL & 20 4> 5 o

B 2 () T B E SR VE N AR IX S AR XS TR AR R i), IR T AT 5 3 g 0 B4 1 R
SR T I e (NAT) . RIAERCE T8 O, SRR LA 21 P A Do e ey, Dy ) 42 iR )
B BB I .

HOE, WERAT 2 AN PRREE O, DI 2 25 U7 1) 22 AR UK SC VA B X S ) (R 3 o A 228 i oAt
AR, DURE AN R SR VIR S X (A AR o KA 5 o B EA T 1) i I B R 1 B

PEAb, S v A SN DAS AL IR S5, I NAT R [ LW BEAT RS 40 4, DLSEIl A 245 2
I3 T ARG E LR S .

* SSL f#% (SSL Decryption) - 4n JEEAG A % & H: (FIWIHTTPS) R B FAENR . BRI,
T DA 20 fif s B2 o A SSL i3 SR W A o 75 BEAR A MR . R EOERL S, KL EHT N

IrRe
.

* 517 (Identity) - WA LR 285 BN 15 25N TP A ORI, R 49 FH ™ s 4Lk g 5 473 47 1 ) 245
Vi, TEEH] B SRS A 0 L 2 2 U TP Ml SRR AT

(Cisco Firepower 1010 A\ 1355 [
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B 55 im0 exos cu

« 22153k (Security Intelligence) - fif FH 22 415 SR PR 5 773k F1 N B2 44 PR TP Mk B URL
P&, B CAPE RS AN )G, FET7 45 ) S B o] o /525 e 2l . SRR At
SE AT DA R M AT URL Y8, nI e 5 R 2 s s & 8. (EA IR, LR E
To Gt R SR S RS I A Bk R 4 PR R I

* NAT (Network Address Translation) - i F} NAT 50K Py 55 TP btk 445 g #0358 ] i e Hohik .

* if7lal4s ) (Access Control) - i FH U [l 2 5 Shems ff 2 X 4% b AR VFIIERE . ] DAJs 22 =X 4, TP
Hobk. B, B, N URL. P sl A 7 b AT il 9 o i vl DA F U ) 2 30 000 ok v FH
MNRIRIE RSO OB SRS . SLS3enE S URL i 3E.

* A& (Intrusion) - 1 12 SR I s br o BPASE A FH 7 el 42 00 U] 2 N AR S, a7y ]
PGB NAZ S, DL R J ) sl 4 Y R 2 T N AR 0

DL R 78] S8 /s ] 76 U 1] 428 1 SR VPR X 3k S DMZ X3k 2 [ )it . ZEdbon i rh, RT3
fle T EI AR B EATAET, BRERIERE (Logaing) K4t, Hob#EiE$ELE R AT (At End of Connection)
I .

34: i la) iR R R

Add Access Rule

Order Title Agtion
2 b Inside_DMZ
Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones Ly Metworlks + Ports + Zones
@ inside_zone B dmez-zone

$IB6 PR E (Device), RJn A E# (Updates) 4l EFELE (View Configuration), kRS HiEE
[N TR7 S
WA IR S, WA RN R0 “VDB” Edls PR E e R, W R A e AR, W M
W7 F“VDB” BEEERCE IR . WA AR AR e A SR AT M AT BN UL LA, E O R
> F1“VDB” Fdhi e e 5 R

v )\

ey [

BIET A ((ERE (Deploy) Hil, SRR ek S BT (), DR B T L
RABFE BT R %, BilA Sk,

5 18] B R BA %0 FXO0S CLI
1 F A 247 FHH (CLI) 7 W RS DL KRG HATRAS P e . ol CLI &b fie & SR
] DL R 5 6w 1 AT 1] CLI.
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AT LLYT M FXOS CLIVAHEAT i HE

\}

AR R nT DUl SSH ER R BB v R HE . B 621G A, SSH 2l BRI

B8 CLI, HHAT {3 F connect fxos i 4442 5 FXOS CLI. 1 5145k SSH BT FF 54N $ids b2
FJE T LA 2% 0 k. BRIAEOL R, 25 SSH EHn £ 15 il o BERR P A 24450 65 i
vill CBRUEH FXOS CLD .

I:I b
i

i

FE SR CLI, 1K H T SHLERE R H G55 1 . Firepower 1000 BT 7—H USB A # B s 47 HL 4%,
AR N 18 IR A R G0 2 b ) USB Hi AT UK AN FE P (3 2215 Firepower 1010 il F4519). #5H 65 bt
2RIAH FXOS CLL. LR AT &

* 9600 PR
o 8 MNMPEAL
o AR

o 1 AMF AT

TEER B FXOS CLI. A H] admin HI /4% RA1 46 e BN BEE RS CERIME ) Admind23) &% CLI.
IR

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Ui 1] JE 97 48 CLL
connect ftd

Tl

firepower# connect ftd
>

Tok)a, W THECLI EPT?H i TS B, R hdp k2. XA S K, 1525 Cisco Secure
Firewall Threat Defense fiy 25,

FHEH g EFTD CLI, i exit 2% logout iy 4.
My & 2K B FH 5 17 42 FXOS CLI #278. 4 9% FXOS CLI Haf iy & HIAH A B, I 2.
w15l

(Cisco Firepower 1010 A\ 1355 [
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B zzsues

> exit
firepower#

EEEHRER

ERgEEEENERMEH |

iy 47 St (CLY) AR AT 3%@1%’]1;,%, BIRHBER S . AR FA S PR AN (R

LA o T DU e 3 12 2147 il
, #5110 5L,
UL

B K V7 ) CLI; 152 5 U ) @i 95 i A1 FXOS CLI

LB BRI S, 154 show model 4.

> show model

TP

> show model
Cisco Firepower 1010 Threat Defense

PIg2 BERRHHTYS, G show serial-number 4.

> show serial-number

Tl

> show serial-number
JMX1943408S

A B R 7E show version system.,  show running-config 1 show inventory %t .

L3 G RE R LA &P IR E T e bs i

HAF (PID) WRASHR T (VID) RS (SN) () BLR

PR ITAAE R, WM EXEC BB EXEC X M i show inventory T 4.

> show inventory
a) M BB CLI:
il

> show inventory

Name: "module 0", DESCR:
PID: FPR-1010 , VID: V0O
M FXOS CLI:

i

b)

firepower /chassis # show inventory
Chassis PID Vendor

 (Cisco Firepower 1010 \i 1457
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1 FPR-1010 Cisco Systems, In JMX1943408S 0.3

A Y A Y LY zIZ :

XA PG N IS IR
W RS R B, (AR fes S8 KRG ERIR. idE, A2 dtE - EH5E )G
BIaAT, RPEES A YR ANBE 1 W I B kRS R S8
Firepower 1010 LA A M I TT o< 80T DU 5t 4% 45 B 28 O A ke B, m) L FHFXOS CLI

FERIREEIERR XA AR
FEFTRA Wi P8 (ERC R,

UK

W A WA AR IR K.
iR YT 6.4 O RIRA, 1ETE W& ELEY CLI Héi Ashutdown iy 4.
a) A& & (Device), R i RGI&E (System Settings) > E# /B /5% A (Reboot/Shutdown) %
.
b) ridiki.
W2 MRS KB TGS, EER KON R RS . B E B LT R

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
WMRBA R G IER, EER KL 3 LR R g LKA .
IR 3 TEHUE AT DU EEIN A B A Sk LA B 5 KT LAR (1 e

£ CLI B FFix & iR

#5 0] LS FXOS CLI ‘46 R R I & o S8 mT LLE I E R 20 & w1k Vi la) CLI; i
2 517 ) g W95 AT FXOS CLI, 45 110 UL,

(Cisco Firepower 1010 A\ 1355 [
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UK

N
>

7E FXOS CLI #1, #%#2# local-mgmt:

firepower # connect local-mgmt

N
g
N

& shutdown iy %
firepower(local-mgmt) # shutdown

T

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

FIR3 BRI KEER PN RS R . BORA LU T .

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

SR 4 UL T DL SRR RS Sk LAY B 5 ST T LR K L

TR R B, S PSR T AR SR LS R} Firepower SCRY o

HREHESEEHBRAMGEE, ESH (GGH T Firepower & % % 225 11 A} Firepower Jal i iy 7L &
R o
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.5

1og

{£ /1 CDO &R B A By i

AEXEERG?

LAE P A TN ERAE RGME S, IES R A RGME HSE G2, 381 5l ARE
FHFA8H RHSG iEPp  2% (CDO) [ 48 £ Cisco Secure Firewall Management Center [ & /Hr B i . %2
o WA LA DIREAE CDO, 1521 CDO Y.

)

b

AR R B SCRE BB 7.2 KR RRCA . T RIROR, @R LI CDO ) B LA D)
figo R, BEREBLARAOGE T O iz B gl B il (984 CDO 1.

A MM 2R RO, WERIAMTAR . CDO M —/ Web FLEH U RS,
BT BT F RIS, LB A s

ESE P

P T LAEA UMD S0P ASA P, 7 UMD B 1 ASA 2 DD S AT T
9. WETEA R T XSS, WA THG. W2 HTHILEH ASA 5 Firpower
BB 7

7 Kk 5 21217 8RR M Secure Firewall eXtensible £/ R4t (FXOS) [M)E)ZE1E RS B KEEA S Fr
FXOS Cisco Secure Firewall HUARE #LA%; T o HERR H 1, (G22I CLI. A TR B,
W2 id T H 4% Firepower J&U B 18 1) Firepower 1000/2100 F1 Cisco Secure Firewall 3100 ] &5}
FXOS #fEHERR 45/
PR FAUCEE 7 AR - B KB ANER B S EEN AN BB B (HE, &nT DIERE TN A S0 1E B,
B 4. ERXPMELL T, B R R AT I & BT A SNMP I 1] G825 F 2 A5 B

* KT CDO HEAT Bk B, 55 116 1T

o g B R AREARAL . 28 117 0T

o U R FE T WUE S, 5 118 1L

o PO R NCE . 5 120 0T

o SRR R OB BT kB L 2R 126 1T

o SE 0SS ERE D KR, 5 130 0L

o FUE AR AN, 5 143 01

o WREEHERRRILED , 2 155 TT
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1% cDo ZRE M |
B 733 coo 7 mmbmm B

C RUHRME 2163 71
XTi&3J CDO #t1T BUANBA1H E1E

Z X {#4 Cisco Secure Firewall Management Center
BASATI) RO FRAEV 2 S A RO MR EE, I H R AERIAMI. 7E% CDO
gi%ﬂ%ﬁ,@H%ﬁﬁﬁﬂ%%%ﬂ*&ﬁﬁ%ﬁo$ﬂ%%%ﬂ¢@%i%%%ﬁﬁﬁﬂ
EFEHEE MEAE
T nr L LR J7 ORI ¥ -

o AT P55 BT AR Al P . -

o SRR RS BE D SoRs BB AR IR BB RS SEHIME . O PUGRCE . LR b, ANAE
B ERCEARAT A, DA I ik o NG AN I T PG B B 5

\}

ER OO BT DAAERG B RIE B SCHU 2 BT, A B 8 A A1) A A
CDO _EF0uyE W g 5 0 o

© O SCHUVRE B DUOERIFAT I b Bt radit o
o U B BT CDO S R EP B A G

IR CIT AR BB, T LUE TP 5ok s e i Bl ds, (AT M I R A %0775

o H ] CLIVEM B0 173 - USRS ZEPAT AR AT IRAC AL, B QAR [ A AR e 1 A 52
FrO0E BAs S, E BT k.

BLARBG 1 B IR 881/ el O

AT DA P B ) AN R FOR AT B U ) o (HJE, SRR T AN D5 ). I fd iR
BEA SCFFAN R 1

B E A B AR R O TR E AR AR, e A O M BCE . RIS AE Bt %
L ER A T BRI ), Wb A BRI 28 BB . DT A B B e AR S A A A P 1
URAE R e 1 LR ] T BRI, g A S A NS BRI T T AR A B R . X T
FR A BRI, A B e TR T ORI R e e B Bl 1

M F FVEAT A P U i) BAT LA BRI

o HBEAE WA B R A B AR U ) . ANBEAE ] 7% 1 88 EtherChannel. 4534 w] A 52
O AE AN B 1 LR R B AR U, DLSEBOUAR .

* SEEE OARE R DU BRZ L
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e mEminE i

o D B KBRS, A R

o RN3ZFF PPPoE. UNRMEH) ISP 755 PPPoE, IAZAE BB 5 WAN 1 il g o s 2 18] N 52
¥ PPPoE ) 125

o PO LR T45 )5 VRF s

o BOAAK Fedadz O )5 H SSH, (Rl A Z00RS Je 4 FH 8 2 A0 SRS SSH.. B T8 #1482 10 Y Sk B
SON B O, RIS TE 1 A Bl MGZE FE N 2 214 B 1117 SSH 21, BRAEEAEH configure
network static-routes iy 4 A& HHE TR INE A S .

imElimiE . RIEAIRA
TS LA M55 DA AR Al e 7835 74 CDO 1Y) g s 48«
35 HEIHIE R (RIEAIAR

|/-- --\.
(1) obtain

Cisco
Commerce licenses
Workspace
(CDO admin)
CLI (2 ) (optional)
~ Check the
(CDO admin) software and
install a new
version
CDO @, Log into CDO '\E_;__/-'On board the \9 Configure a
device with basic security
(CDO admin) low-touch —» bolicy
provisioning

1

N =N\ e
Branch Office | \ 4 JProvide serial (5 install the \ 6 JCable the \.7 JPower on the
Tasks ~ number to ~ firewall ~ firewall ~ firewall and
CDO admin ~ _,, —» monitor LEDs
(Branch admin) for ClOU_d
connection

OO BR RS T
| (cpo & 5D

FREVFRIAE , 26 120 T2,
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1% cDo ZRE M |

CLI
(CDO & H 51

CRIIED L A 2R EFRA 58 121 5L,

| B

(CDO & H i1)

5k CDO, 5 123 1L,

| 73 SCHLMAE S5

oy SCHLR 7 B

5

[ A B BRI KB P A S, 5 127 D,

73 SCHURIAESS
oy SCHUR R B
)

(
=}
Al

LR Ko S BT ket -

| SIS

(o SEHUR 7 BE

)

DK BRI LS, 5 127 DL

| 2 SCHUAT S5

oy SCHLR 7 B

H)

FIFFR KBS YR, 58 129 T,

HEAEE
(CDO & H 51D

TR AR B ER N, 5 129 T,

ey
(CDO FHL51)

fit B FEA A R, 5 143 T,

i 2 i A2 P -

A [E]F

THZ LA NS, AT R 3 AE CDO s B b i o
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| 153 cDO EE AR

& 36: im B imiEF: BUEES

p
Physical Tasks '\4

~ <S\|
4 JInstall the 0 JCable the
firewall firewall firewall

0 )
Cisco 1) Obtain
Commerce ~ licenses
Workspace
N i o\
CLI \ 2 ) (Optional) ( 8 ) Perform initial
"~ Check the ~ configuration
software and
install a new
version
1 r
CDO \.3 JLog into CDO ' 7 /'Onboard the
device using
the onboard-
ing wizard

b .

{6 JPower on the

—> —>

waer: 3Ens |

9 /Configure a
basic security
policy

(1) |ARHE g LAE ARIVFATE , 35 120 5L,

5 |CLI CAlige) KM R RA , 5 121 3L
(’5}. L S % CDO , 53 123 TL,

(a) |EAES AR K. E SRR .

i

(5 |WEUES LRI, 5 131 5.

oy

l\g) YIBAT 55 FITTP KL, 5 132 L

(7) | FREdEE PO ) P GE B, 5B 132 L.
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1% cDo ZRE M |
B eemrnrs

g |CLI Bk W& EHldy o FEH] CLIBATAIAARCE: , 26 134 5.
o M WA ELA PUTHIAERCE . 5 138 UL,

(o) | HHE RCEHA AN, 5 143 7T

AT AU TR ERL BT KBS D REVF I UE s S n 75 38 2 - i 2 BB I P RROAS s LR ) % 3% CDO

% B A] JE
AT VERTUEHS H CDO $2 ALy W B A o 465 ) LA R S LA SRSV Rl iF «
* IPS- ZAFG AT A IPS
o BB BEE-E A B
* URL - URL 3§

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 5% Secure Client VPN Only
* IZ'E 7 - Diameter. GTP/GPRS. M3UA. SCTP

AR BRNF AT I T VEIEIAR , 15 Vi 1) cisco.com/go/licensingguide

Fri&Z 8l
o PR e A B R
RIS BA M, 1 e e LA E R IR S, e LU 2 g —
AEM .

o R RE BV AT IR P A ZRAT A SN (3DES/AES) VFRITEM SR, A Refd ] Fosbahe (OAE
HSHamrEteEERD .

UK
SRR AR REVE T A P KR I VE RTLE
24 s SR s B 1y IS HL D) SICBE A IS, RSV TR N 2 B B S R R e ARV TR R . (HE,

G BT S INVE R IE, S A8 R 45 CAE 45 10)_E %) Find Products and Solutions % 7
Bro #RLLUNAHE PID:
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37: FRNE R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

e 2 IR AT PID, &0 LLF204 PID BB s,

o IPS. EEAF B AT URL VFAJ IR 5
* L-FPR1010T-TMC=
MK LA PID 22— N BE I Hr, aTRAUE SRS LUK PID 22— MR s #H T H -
* L-FPR1010T-TMC-1Y
* L-FPR1010T-TMC-3Y

* L-FPR1010T-TMC-5Y
* Cisco Secure & ' ui-ig S 4 A2 4% P uii] W o

« EHE R VAT

T2 WORARTEN, 5 & GERATE B &M CDO.
VI A B AR BT B T A A . AR UEW], 1§25 CDO 3RS

(ANE) MERHFHREIMRA

LR A AT RRA T AL AL BN 2 A R IORRCAS , AT BA N 2D 3R BA Tl U AR TG s K i 2 iy 2 ¢
HARRA . B, R nT AR R S FsiTa AT T, (HT10 (RETICED W RER 22 L i e R
A28 AR IR 1]

HEOZIBEITH 4ARRA?

RSO AT A NI F I RRA S 55 ks 4 (45 5 11 Gold Star fRAS . f&IEn] DL 2%
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178 .html * ik i K&
N B, A SRR IS 5 CES R UI6e) « KIHRAS 'S CRUKIN 8] 1R 4E4 fRA
FANTD SEAMC IR A S (AR 4 AR RN T, T BUM AR .
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B o vesssrzerns
pug
S TP KB, REEREREE G . ARG R, ES ST IR KRR, 5 132 sUrY;

N
5

] Jg B 4B FT FXOS CLI, %5 155 B,

A 4 admin FIZRIAZ5S Adminl23 &%,

IRIEFER] FXOS CLIL, 55—k, RESTRETEEEN ., WA+ SSH K @i

k.

TR WA S, (HEARIE, WZHAT ) EE LU A E OB AR )
EERETRELS, WHS0 FX0S MbEHERTRrE -

w5l

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkxx

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

fE FXOS CLI "', B nIEAEBITHIRA .
scope ssa

show app-instance
-

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

Not Applicable

WHRBLLBEH A, EHATIXLE DI,
a) WRENEEEE R EFA P Mk, ES R CLIPATHIGECE , 55 134 1. BRI OLT,
B IR A DHCP.

T S A A I ) PR 95 BT AR
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b) #AT (FXOS HbaflErear) F A E PR L)y

3x CDO

CDO 1§ [f] Cisco Secure Sign-On 15 4 S #E4L R, FH48 H Duo Security #£47 £ K 25 & 43 564F (MFA).
CDO % MFA, ‘& AR S ERaMe —E R . R R S AR (—Ff MFA) 5%
AN 23 B DR 22k i R 5 o CDO 1 H ' B ELSE

BN ELEH 2R, 5 AN E Duo Security 147 A B X %6 (OTP).

%7 Cisco Secure Sign-On EiE 5, #1] LLM Cisco Secure Sign-On #5#il#i 5 5% CDO. 7E Cisco Secure
Sign-On #Hil#Rk I, 0] PG AT H AL SCFEN Cisco 1= i o

* WRIEAT Cisco Secure Sign-On Kk /', 15 FERTHEEL 2 i F Cisco Secure Sign-On 3% CDO , 5
125 i,

* WIERAEHA Cisco Secure Sign-On ik F, 3 4R EEA HF 1) Cisco Secure Sign-On ik, 55 123 i,

Bl Z 21 BY Cisco Secure Sign-0n i
WIGRE S TAERAE D WD . 18T 5 T DU D B8

FHia Z |l

* &%E DUO Security - FA T BUETETHL L %%% Duo Security N o WO T Wil 222%% Duo 1
5El], HAA Duo XK R S Rbdarmd . VENHER

s BEES — BEM s RV E S . d1 T OTP & I T, P DU AR 50 26 I ol
L5 SN R0 R AR T o TR DR A 0 B 6 I BB Dy I A AR I T

o fEH 4 HTRA T Firefox 5% Chrome.
igiz
$ %1 SEMEBY Cisco Secure Sign-On kA

a) Y5 F| https://sign-on.security.cisco.com.

b) fE “ER” BEERA, sdiEM

(Cisco Firepower 1010 A\ 1355 [


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_n5q_3v1_hbb
https://guide.duo.com/enrollment
https://sign-on.security.cisco.com

1% cDo ZRE M |
. SIEEHY Cisco Secure Sign-0n =

38: Cisco SSO ;1 Af

Cisco
Sign In
Username
Password
Remember me

¢) BHEIEMWAXGHEFK B, K5 A diE M

& 39: 6|2 M A
NMIT
o [{o{+]
Create Account
|
Back

RN BN T8 5% CDO K HL s fEshl, IFASINZH 2344 PR MRS A 7] .

d) sidiEMG, Cisco 2RB ik Ly WS AR BV E M RO hE . FTIF - IBEE, AR5 R iBUER A .
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FIR2

{# 3 Cisco Secure Sign-On % 3% CDO .

¥/ Duo & &% AESFHIIE.

a) MEREZEZZMEIE AT, fihiE.

b) MEFRIRE, HERORIERRS, RIFRIEZ RS 5K SRR .
HRIEAEE, 1S Duo WK ZE G IGIEFRRT : MR . WREN K& T4 A Duo NH,
TR 2 ek - S A0S . Duo SERF— N LIZ AR .

c) TENFEERI, MHEER.

d) IE IR B K IE B 5% Cisco Secure Sign-On.

(73%) 1% Google Authenticator i& & 4 MiinS15 16 IE5E .

a) P L Google Authenticator FLX IEE 3% &, KRG T—H.

b) IZHEE SRR E Google Authenticator.

Bt & Cisco Secure Sign-On i A B9 1k S £ .

a) LA R m%.

b) EFVKE RIS L] SMS EE MK .

o) LEFELEIR.

d) rmiditIEmKP.
WAE, BEHFE CDO M KR Cisco Security Sign-On AR . #3AE A] LLA 31 HoAd v 1K
o
N T nT DAFEE AR 4l B DA s R P A T HE Y, G e - 56 Pl oy 4 9 o

AT A4 ET R o

[E 40: Cisco SSO = #R
il e
Cisco
Work +

CDO CDO (EU) CDO (APJC) CDO Docs SWC

{$£ A Cisco Secure Sign-On % 3% CDO

Bk CDO AN R BG4 o

FiaZ |l

Cisco Defense Orchestrator (CDO) fif i Cisco Secure Sign-On 54 S 43324t i,  Ff4d F Duo Security i
172 N ZE S 5HIE (MFA).
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BT R A B AT B B K I

* B CDO, WAUYEAE Cisco Secure Sign-On FH MK ™, S8 )5 FHEH] Duo Bt & MFA; 1521
@IE B # Cisco Secure Sign-On MK, 25 123 T,

o A 24 R AS [#) Firefox 8¢ Chrome.
puK

L1 AN, S48 https:/sign-on.security.cisco.com/.

P2 MANERR&MED,

$3 i Login (&) .

1B 4 {4 Duo Security # 7 — NS UER 2, RJEHINES . RECHIHINE G FIFE R Cisco Secure
Sign-On iR .

$IE5 7T Cisco Secure Sign-On & Hil#i F riiliid 41 CDO El¥k. CDO o7 i 2
https://defenseorchestrator.com, CDO (EU) il <77 % 3 https://defenseorchestrator.eu, 1] CDO
(APJC) i 27 18  5 https://www.apj.cdo.cisco.com.

41: Cisco SSO 1= ##R

]
CIsCo

Work +

CDO CDO (EV) CDO (APJC) CDO Docs SWC

HIB6 i Sk B K0 AIE 28 bR LLZE £ Duo Security 5% Google Authenticator, 21 9444 £ % B IX AN & 43 5
UEAS o

s WEREAEBLA AL ECAT sk, RS SRz AL
s WUREHERT T ECA sk, WK ek £ 2442 CDO HL)™ .
* MAREAEBA M LIS sk, KRS TRk CDO RITESR (5 B e il ik

188 3 (R 5 i 18 B 3R 2 By A8

e IR b e 0 NS A, S EEIEAT OB KB v, B AT AR S U7 ) ELIA R o 4R
Jeis R LB SE R
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[a) A RETE SR B KI5 F 5 S

FE RN KAl T ARG W, Wl FReA) S, DI rh s B Pl

UK

TR ST ABUE AL

FEMERRAT AT FLBE AT T Bl KB IR R, 1 B O A . b NGB H AR A R . A/ FRTLED.
TR 2 ALK KRS

PASHT LABT KB H S o T ELERT KRS bR %5 R3]
PR3 Kl KBRS RAE LS TT BT 1/ S S CDO 2% BEL 5L .

W 224 A B 57 7 AR B KR 91 5 A RE R S EAT (IR AR S . B B KBS I AT I RE T B

5 CDO & B A 9438, il Ss I 18] 2

EIERG N ISR B4
AT A Fs Firepower 1010 ZEHZ RN G AR, DUE w550 B ST L,

RIS 7 SO R T Bkt OF HAS I TR AR AR 2%, TAE IEL. A4 T 1
(K35 K Sk b4 7R Bl KESARZS 1K) LED WY Wik a5 28, W& LED RIaT [ IT S 160 IARS K (1R
P

0N o
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B =evosnas

[%] 42: Firepower 1010 8975 %%

Ethernet 1/2-1/8 Switch Poris

inside, PoE+ on Ethernet 1/7 and 1/8
Ethernet 11

outside, DHCP from Modem (Optional) Console ports

B F @ reon s

sinanfna
Modem or Router %

clsee
! Management Computer

BAROC=128
VDT =484

A R C SCRFIE R B LUK K 1/1 (AMRD B[ CDO.

IR Ethernetl/2 %2 1/8 FLE NEFAS #e A% 11 PoE+ 7E Ethernetl/7 Al 1/8 AT A,

¥ Firepower 1010E A3 #F PoE.

W RHAH. ES R R

W2 hﬂéﬂz})\uitﬂ 11 B2 R 1N (WAN) I A . WAN T g 8 35 A% 2 S2A U 5 TR
(RERE, R BT K5 TR R

IR 3 LGRS I $E B A AL 1 Ethernet1/2 32 1/8,
PLKI 1/7 F11/8 52 PoE+ ¥ I o

WA (IR CKE IR NLEE RS G g O .

FE5Y SCHURR K 0 AT rpANTS S I 0 e i, (R T iebeelb bR F IR, P RE S 204k

Il (Cisco Firepower 1010 \i7#57%)
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FTF B AIE B IR
RO A b AT L

\}

AR OB BTN, IR KT 15 2 30 20

g2

SRR KR SRR B B, Iy B A Y
i B RRE ARG, B S FE
PR 2 W AR TS IS IR LED;  fRi% LED ap (e sol, R Sl k.

Power LED
Status LED

=

FPROD WRER D 4

5

2

‘Q_-e
B
= ®

L] L]

%
L &
] @

3
I

—
PR3 KA BT s I IR LED; HESERE R 5, R CiliE iz .
P4 SUATT H B I KPR A LED: M4 W R shi, RS LED 22 S 4 (P [ 1k .
UUARAFAE )R, RAS LED 22 PRI (sl A ke A SR XA 00, T S50H 1T 81T
PERS WHEBA T MR FIRZA LED; i & IER AR 2, R3S LED &S i8 RSkt

WERAFAE R, RE LED 2 IRHIOMER AN, JF R & iR E 2 AR = R b B F
Ol VDR 0 2 1 3 LUK 1/1 42 FURT WAN TR o . R g, R s 2 R4
10 73l I ARERBNR 2, WEECRE 1T 517,

T—% it a
o HEHIT BT IVATE, B G REOn I R ANE S BN S R SR CDO R ) Sl A
ikl
« SERUALSS)E, SR CDO FHL UK e IC B iU B A BB 4o WUAT T

CRURGREY LB PN 4=

A5 PR AR Ak R FC R 2 5 B 7 A o
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B () S ADE B U

UK

W1 18 CDO FHidtsH, rish 3= (Inventory) , AR5 skt n'5 34 () DU BGE

PR 2 EFEFTD H.

PB3 L EEEX N, MWL FTD .
P FTD ARG, ] AR 5o B IR R 1F ATIE 1M 18 eoide & o) F I BAT 3 R e ]
UEe THS RS aE , 25 120 TTLAEF Al VR Al

$B A EFERFYIS (Use Serial Number) 75 k3 72
3:1EAF5IS

A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from

CDO after onboarding. Learn more &
Firepower Threat Defense
=
Use Serial Number
Use th ethod for |
anage Smart License

LIRS {E7%E#E (Connection) Xk, #iANi&&F%IS (Device Serial Number) fli& & & %R (Device Name),
WJa st T —2 (Next).

$IB6 (EZBAYEE (Password Reset) Xk, fidiZ, WHEFIZREMREFRNEEEIEEE (Yes thisnew device
has never been logged into or configured for a manager) ¥k %4, AR5 i T—% (Next).

PR X TR ES (Policy Assignment), i 4 F T~ 735 58k B £ B £ U5 il 42 T M o SRR T A S s
W IE P ERIA T B)4E HI S BE (Default Access Control Policy).

FIB8 X TiT A ATk (Subscription License), i 2 g H IREANThREF il k. S T—%.

FEO (k) MR INARZE, LI BIREHEFE (Inventory) T REATHEF AL 38 BIAARZE, SRIFIESEIE

Gy IREE 7S] () o WREESSTEW AT CDO H e Ja N 218 %

T—F Mt 4

TEZRPE (Inventory) B, EEEREWINIZRA R B4, SRIEEBEA T4 M ETE (Management) %t
N AT A B T

B TR 0] AR B B A

AN AT AE ] CDO 0 17 3R BE BB kb, A T3

 (Cisco Firepower 1010 \i 1457
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EFERG N ISR B4R
A F AU Firepower 1010 ZEFZ RIS 4%, DT H o5 i 2ok & 78 B,

44: Firepower 1010 £975 4%

Management
Ethernet 1/2-1/8 Switch Ports Computer
inside, POE+ on Ethernet 1/7 and 1/8
console OR
: inside
Ethernet 1/1, outside - (Alt.) management
=Y

Modem or Router

REAT LRSI B 1 B B 1 L08R CDO,  FARHR g T-7E 440 v B 11 1) D 7 PRLES Ul i 0 L A%
Ho AR g mEE L

i Ethernetl/2 & 1/8 it & M A#/FAZ #eH 3w ;. PoE+ 7E Ethernetl/7 F1 1/8 Lt .

% Firepower 1010E /AN SCKF PoE.

T RN BB div .

B2 FHMBIL T (LUK 1/1) ERFIA S i as .
St T DU P R LR AT A B AR VT W) o (HUZ, ATRR LN AN U], DU E R sy
SCHUR R T RESB IR 5%

SUR3 JHHLBER 00 PN S OE BR B A M L 1 Ethernet1/2 42 1/8.

(Cisco Firepower 1010 A 145%) [}
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DL 1/7 F11/8 & PoE+ ¥iii 1,

SR A R BSOS BRI 6 i s AR O

WERAE ] CLIKRPAT WA 3R, W SR R hl G o 1o I T sbaHERR 1 Y, tm] RE s 2

G o AR B B A SRPAT WA BCE, WFERR R N AL 1

FTF B AIE B IR
RO A b AT L

\}

AR OB BB, IR KT 15 2 30 2.

FHIa Z |l

AR BTSRRI (I, AR AN RIRT YR (UPS)) AR EE . AR FSE I ATl BT v vl i

PPERSAERGE . 5B IRAAVFZAREAEIZTT, PILK B ES RGTCVA IR KA.
iz
SRR K AIR S R B Ve, Iy B YA

i LRGSR, A
PR 2 AR TS G Y LED: Wi LED B4t iiesild, Ronies Campik.

Power LED
| l—Sta‘[us LED

WES mocmm @ 4

sofnenfua =]
GIEEE
[
oo
2

EASVDE =1
VDS =484

—

TR 3 R A BT MR PIRZS LED; HESOREEZ G, R Climfis.

1%%1%&/%”#1%&/% %

i CDO R0 1) A ] CLI A SRS i 5 1
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S S
5
N

gRwEnswEes |

£ CDO LA, sl B (Inventory) , ARJE i 85 (0 in = 444 () DU 5 W75

et FTD i .

E BB T, WIRILHEFTD .

P FTD VR BRS, nT LRI S B IRE R ATOE VM B8 t50 4% nl FH (R LA 8 RV mT
WE. WS PARBGF I, 55 120 T AR A ol F 4 ol 3iE .

WHRMER CLI ;EMZEEA (Use CLI Registration Key) 1 3N 1%

45: 15 3 CLIE M=

A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from

CDO after onboarding. Learn more &
Firepower Threat Defense
= =
r
- FDM &
m Use CLI Registration Key Use Serial Number
on =

Manage Smart License

R & BFR (DeviceName), R 5di T—4 (Next).

X1k 5 BL (Policy Assignment), 15 )N $7 3 5008 BE A& P U7 1) #2510 SR ot SRR 15 S
TP BRI 355 5k B (Default Access Control Policy).

XF 3T R ATHE (Subscription License), i siifi#)32 FTD i€ % (Physical FTD Device) Huik %4, &
Jrik A FI A DIREVFANIE. Rl T —2.

AT CLUEMER, CDO XM HIEM S PIMHAD S EOR A iy & b 20U T 3 iy I U 91
R anBe E P .

configure manager add cdo_hostname registration_key nat_id display_name
76 CLI B ] 458 FA S8 W) URTIE B
* ] CLI $UATHIARCE , 2 134 00 - 5EBUA8IIAS, {E FTD CLI & Hltt 4.
o IR BT ERAY BUTPILAACE , 25 138 T - ¥ 21 cdo_hostname. registration_key fil nat_id
4y I ) B TR A0 /CDO EH14&/ Ptk (Management Center/CDO Hostname/l P Address).
&1 h(,/CDO ;EAZE$A (Management Center/CDO Registration Key) £ NAT ID 7B
il
CLI W & 1 fir 2 7451«

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

GUI B & iy & A F 7 -

(Cisco Firepower 1010 A\ 1355 [
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B

& 46: Be B E IR SR an S LA
cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5Sha2qSRf8pKFX9E
LzmIHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

|

nat id

PRI AP T AT =5 (Next), DAMETFHATEM B % .
PRI (AR AR INEREE, DLAEBIXTEFE (Inventory) TUHIMEATHEF R IE . SAARSE, SREIEPEIE

N5 () o MBSAER AT CDO T Ja N B 1 4% o

T—5#ft4

FEEFE (Inventory) TUII T, EFENINIERA IR, SRIGIERA T4 MM EIER (Management) % k%
B H AT AR S T

PATHIRECE
HEFIT CLT SRAEHT 447098 BUAT BB 0 IR

£/ CLI ITHIRECE

HERE R MBI CLI LATWIAR VR . AR RIARTC EAL ] CLUIN,  COR B B 1 A0S B 2 U5 1) B
B AR BRI PUTHILGBCE I, W RETIHE] CDO MEATA B, BRAE FIE NS B U
W BB AN, TE BRI TP U T B E AR B . R, AR AR R
B, B i 2 SR

Procedure

SR BRI EH G 0 8P CLL
P & o %4 2 FXOS CLI.
HIE2 i 4 admin f1I#05 Admin123 25,
B Gk FXOS I, RGSIREE S . AW H T SSH 1Y) BUBI 8 85k

Note DR RS LR, (HIEANTITE, W) a2 BT B o5 LIORE S A 3 B N B A7 R HHr
BREREI PR, 1§20 FXOS HbaH R

Example:

firepower login: admin
Password: Adminl23
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Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***kkkk*

Confirm new password: **xkkxkk*
Your password was updated successfully.

[...1]

firepower#

R A CLI,
connect ftd

Example:

firepower# connect ftd
>

O TN, RESPOREER CREH PPN (BULA). ARG, G P& MR
1% & 1 CLI % B BIA.,

RIS AE B 10 R T A BESS VT i), Al F A F R D e

Note BRAEvs PRt e, ANCEESE CLI BE S (B, @il FraErmg) o Hig, mLd

F#J £ CLI ] configurenetwork fir 4 8 T A X 251 F . 1152 Cisco Secure Firewall
Threat Defense 7422 % o

BB B AR B 2 s AEAE 5 o SR Z W N MR, 1544 Enter .
HZ I LL .

* @33 DHCP s F#hBLE |Pv4? (Configure |Pv4 via DHCP or manually?)— i manual. 4%
TEAFT AT B 0, HAAZ0E TP Mk, ol R kb o 0 SR 3% 11 & 9 DHCP, U
TOIENC B T TR, RO BRIAES 1 (6202 data-interfaces, 15 F— 24D AlfE
SRR DHCP IR 55 35 1) 1 HH 78 5

< MINEIBIEOHY IPv4 BRIAM 3£ (Enter the | Pv4 default gateway for the management interface)
— WG E A data-interfaces. I BN AT B RE FRR A, DRI T S b E e A P A Uy
I 4 1

- K EIRIF? (Managethedevicelocally?) — #i A no LI A CDO. [M1% yes BMH Rl
il BB HA .

s BB AIERER ? (Configurefirewall mode?) — #ii A\ routed. F A % 1 B kB AR 2 S 5 A
PRASVT ) o

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement
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B =3 cunsunes

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkkk*

Confirm new password: **kkkxkk*

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

W P A B U7 ) A A 1
configure networ k management-data-interface
WG, REAPRENANREE D EIEA MU . THS P U A A e fir & PR {5 -

o BT B e AT B, 0 B G ] DHCP. W R AE w46 e B IR %A F-3))
BEE TP Huhk, AT LLd ] configure network {ipv4 | ipv6} manual iy 4RI B E S . WHRE
KN BB 1 M SC U E N data-interfaces, i 4K B ¥ B E
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o SRR B AN E] CDO I, CDO 23 R ILIFYEd #: RS, ORI N IRE: 4P 1P
Huhik, MOCHEASER B DNS 55 &5 H1 DDNS Jluds+s. £k DNS RSB MG R, S
[ F3Co A1 CDO o, AT LURS J5 0 BAS U5 fn) 35 G B UEAT S0 (R ZERA DR BT AN 23 BHLE
JMB A 5% CDO FHT L4 PR . an S B T W, BB 1 K505 configure policy
rollback iy 4 LAVK & LAHT (1365 .

WA E DDNS AR5 #% 58 URL, W s f8 B 20 ok B Cisco S2 45 LA CA HHZE L iy
HEECAUET, VMW g o LA UEH - HTTPS iE£2(1) DDNS AR5 Sk o, @i =2
FEii ] DynDNS ZFE API J5 (https://help.dyn.com/remote-access-api/) [#)4T-{1] DDNS Hi 45 2% .

ey A B B HOR 2 1 DNS RS54 . TR EIA (5 ] configurenetwor k dnsserversfiy %)
WE N B DNS R4 8% FH T By s . %0l DNS /R4 45 H T DDNS (4R 2t s sii
B VI 22 A SR

#£ CDO I, %4811 DNS R4 2 £ Feeh Uk BBt 1R°F- & 3 B SRS P L E . I8
B 5 N2 CDO I, AL EWG AR, Jf H DNS IR SA SN BT & % & A . H2,

WURFY J5 57 6 B RIS 20 B 2h A0 7 DNS BCE (1) g B,  WHZRC SR s A . AT
A T E S IR B UCEC Y DNS SFA WE, LU CDO A g i i 725

BEAL, ACULERIERTE M & B DNS JRk454%, CDO A4 & {# B A DNS R4S 2%, Hltun, 4n Rl
FHA bz R T % 4%, 1ERE)S 1 configure networ k management-data-inter face iy 4 it F 1
P, WZiAE CDO W TR BCE T A X L3 s (45 DNS JIRS54%) , LU s B i &
NI

B g HEE M 2 CDO J&, 0T DUEZ R FERE T SO B R O ek s — Bl R
o AEWE M S E I FQDN B H T,

o BT DUE R A T PR A BRI R R S Al BIE T, (A IRAIASE USRI 4G B A
BUEH B A E .

o AR MR B, %I\ configure networ k management-data-interface disable fir 4.

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

(Cisco Firepower 1010 A\ 1355 [
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Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

{fH CDO “E ) configure manager add iy 4 iffi i 7 BE UL B B 1E1 1K) CDO . 1 2 AT B0 17 3
PG 4%, on page 132D A 2.

Example:

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E

LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

EH & EESR PUTHRER

SkSk

Qe

Qe

X g

N -

R VA RS LARAT MU IOAIAR BOE . AT A B AT I BRI, W R D)
#e3| CDO AT BE,  RAE A AN PRER VT W B AL, A8 B A BAS 58 B BT A4 11 T A s
R TR, A OREIMBOARCE B E, Bl vy e d s sl X . (/] CLI N, A7
BNV BEERU M B R SR B (B, ANOR B BRIARI A AR B ED o

UK

BT EYERER] U102 —: Ethernetl/2 3 1/8.

RIS

a) FEWYER AN LL N URL: https//192.168.95.1

b) fEH 4 admin FIERIA RS Adminl23 &%,

¢) RGN EINRAEZ “HREH ) VERI ML T S B Y

G W A% B LSS WA BCE Y, A BB ) T ST DL PR s 55 o T JE S 1 Bk A i
#i&E (Skip device setup) KBk B & 7] F .

SEIRRE ST, BT NEBEE (Ethernetl/2 & 1/8, 'S4 & VLANT A HRLE 1) (BRI JL &
Hh, BEGEKARA AN CLOKK 1/1) B0 RRE, %38 07 B Y1 3] CDO 4 FIE I3k T 459
a) ONANEEE R B R E LRI, RJE AT
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1. 4MERIEO ML (Outside Interface Address) - 4 T & BB W 5G, I Ll FAE R B A V)
W . ERIR WA B B IN], EARBRIE BN o 38— e LR BN s i
I,

WUR A S AN (BN AR D ORSH TR EL A Vs In),  ILAZIAE 5 0 1) 5 )5 T30
BCE %L

L& |Pv4 - SNEE 1) TPv4 Huhl. AT LU DHCP, o n] DLFshi NS A 1P Mk, TR
TR e, ShAh, WATLAEEESE, ANECE IPvA Hihk. 40040 F 55 17 S i & PPPoE. 1
FEER: 2 DSL. FLAE I HIfR R 45 5 ISP 1 dLAhi%E$z,  JF H ISP {4 ] PPPoE K42 it 1P Hutil:,
W] e 75 2 H PPPoE. #&W] LAZESE iln] 7 J5 Bt & PPPoE.

BLE | pv6 - AM4% 1) Tpve Huhiknf LU DHCP, ] AF-ahii A58 TP Huhk. §rgimmix
Ko Sphb, WaTLLEFEX, ABCE IPv6 Hilk.

2. EEENO
WURAE CLI AT T WA E, EEBASE ISR E.

B A im0 B T B AR U, A AT B L i i, i R iR A
TR AR B A R A B T DNS iR 55 23 ATt FQDN, 1y {4 ] #da 4% 1 DNS i
G o

DNS BR 5588 - R4 H PEHLIE ) DNS k5545 . %\ DNS 4545 16— A8 2 AN Huhik LLig AT 44
FRo BRIME N OpenDNS 223k DNS fiegs#. A g 7 BT AR B S BRINE, 1 s {E A
OpenDNS (Use OpenDNS) LA Hrfs 453 1) 1P HihkZ N 7B .

B kI EH 2 (Firewall Hostname) - R4 BB AE B4

b) MACEEFEIEE (NTP) (Time Setting [NTP]) Jf 5 i F—# (Next).
1 X -G RGN X,
2. NTP BfEAR S5 85 - A HIBRIN NTP k4535, iE2TF-ahm A NTP IRS54 k. nf LA
AR BRI
c) LFEEE 90 HiFMEAT AIEM
AN ) B R A B A W B AR s T VRRTEILE CDO BT

d) miliFER.
e) RGN EIEF ZEIE (Cloud Management) Bk J# 37 (Standalone). XI- CDO =44} 4 Hih
Ly, HEFIIL (Standalone), ARJFIEFRBET (Got It).

= ETE (Cloud Management) £ ii&E H T14 48 CDO/FDM Tfig.

(ATRERT 2 MCEAEHHE L. WS RE > O L B0,

B LA 2B A SR B A A e BRSO, 45 BERZ 1 DHCP 50 TP MU IEAT R 5G . SR £
BT A DHCP 2RI M5C (i, SBcA it IR R R4 ) WM SSRERA B 11, Jf H
R RRATEMTRCE . W R DHCP #2150, I FE A AT A TP Mk e Bk 1, JFHs %
WS BB Bt
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PERS  WCRERCE A 1, AR R T B AR UG ] A A A B 1, I PRIR & (Device), R i
&0 (Interfaces) i 2P A HES: .

HRAE WSS PREZAONEZELR, ESE &SR PRGN KR, 55 107 T, 7E W
CDO MBI, AR A 5 % B AS HlE .

HIB6 P IRE > RYORE > EhEE, W5l gkEE WE AL L
$£E7  EEEZEHO/CDO EMIEE (Management Center/CDO Details).
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[ 47: €320 0/CD0 ¥ ARIER

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X TEENEEIEFL/CDO EHABL P 1T (Do you know the Management Center/CDO
hostnameor |P address), Ailiz (Yes).

(Cisco Firepower 1010 A 145%) [}
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N

CDO £3%E 1% configure manager add 4. 8 2 B4l F B0 1n) 30 v %, 55 132 00 DUAE i
4.
configure manager add cdo_hostname registration_key nat_id display_name
il
#:EREEER TG SELT
cdo_hostname registration_key
I I

I Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
I |

nat_id

b) ¥4 1 cdo_hostname. registration_key Fil nat_id 543 5 i £ & 38 fh ., /CDO E 42/ P ik
(Management Center/CDO Hostname/IP Address). &I 1:(,/CDO ;i Z 48 (Management
Center/CDO Registration Key) f1 NAT ID 7B .

T8 NLEEREERE.
a) f7E FTD £HAE.

It FQDN ¥ i F4hakie 1, sk k&3 fhy/CDO i8] 0 (M anagement Center/CDO Access
Interface) L FEMALATE T,

b) f5E DNSARS284H.

EFIAE At — N Frdl. BRk DNS 41444 CiscoUmbrellaDNSServer Group, LA fufs
OpenDNS JI 5545 o

WV A R 45 1 DNS IR 452 o A FH A0 1) S5 80 65 1) 5 2 DINS IR 259 FH T Bl oo i
DNS k%5 % T- DDNS (AR CACHE ) B A 1k L) e A o . ST R s e T B
AHI] DNS R 25 #4540, DA A/ SN HICH R it et #0028 0 1542 11 213k DNS JIR45-4%

£ CDO I, Hdide 11 DNS R4 g5 A S/ By Mt o B8 1F°F 6 1 B SRS P LR . ks s
B4 s INE CDO I, A B ERLRE, JF H DNS RS EA SIS INBFE & 35 E SN (H2, W
MG Fe1- 6 B TR S B 25 0 7% DNS BCE R P18, Ul C SR 28 a6 A 1 . FRAT T
BEGRE 5B E VLI DNS “F 5 E, LUE CDO Al Bt [F)25 .
BEAh, ACULEYIGATENN A I DNS il 554%, CDO A {f B Al DNS 554 .

c) X T-EIEAL/CDO 1813 A (M anagement Center/CDO AccessInterface), i#i%FE5MER (outside).

] LLEFAEN CRCE IR D, HATE R B B 2R sh R

PR WURBESE TAMBZANR b BRI ATE AN ER A o

TRER—4HE, ZORER AR A BRI th o U RIGEHE AN 1, A es
FEBE 1) RO E T ob e SRR T MR O, A R AR CDO 1 T-3h e B AR A
Hio A7RAE s Bids PRCEFSE ML ZE R, WS WA W& B SR & K5, 25 107

-
DA
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HE10  SiliRnaEI7s DNS (DDNS) 753% (Add a Dynamic DNS[DDNS] method).

Qg B A 1 TP Mok & AE AR 4k, DDNS Al ffiff CDO #1858 4= i e 1k 44 (FQDN) W4 1) ik 95 i o
S8 % > R%iIEE > DDNS PR & il & 514 DNS.

RS BB N3] CDO 2 Hilid ' DDNS, W) g B <> A5k BRFZE (TR CA #gh

BT 2 CAVRINUESS, DU Wi 8 o] LA UE ] T HTTPS 341K DDNS o5 a5 i/
B8 37 55 H DynDNS 32 F2 API#EYE (https://help.dyn.com/remote-access-api/) FI1T-47] DDNS k45 %%

SEN  AHERE (Connect). SEMPIRZSGHTHE W R D)3 CDO M4 HPIRA . AERTFEERHL/CDO SEMHE
& (SavingManagement Center/CDO Registration Settings) 382 7, #%|CDO, SR Ing k.

WU BEEGE )3 CDO, i S BUH M (Cancel Registration). 150, 7ERFEIRH1/CDO ST
®E (Saving Management Center/CDO Registration Settings) 5 ¥ 2 i AN 5G] 4% 5 BEAS ) Y 28
W WA, o Rk E, I B A S 2 WA B BRI A Sk
WMRAEREEEFL/CDO FMZE (Saving Management Center/CDO Registration Settings) & % 5
55 s By IR FFIER:, BRABASEDS E18 %03k CDO B Ihi%E# (Successful Connection with
Management Center or CDO) XFAHE, Rt 5t 5 Wi Hias Wirdsz.

49: PR ThiERE

Registration Status 2]

Vianageme wenter or Luu

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense ge
management center configuration

2.or
CDO r,'or'fig_]l_.lriili(_:-l' guide (2 to configure your device.

LB E AL EREE

ARGy S A3 A A LA e B e B B A 2 A SRS -

o PIERFNS L 1 - D R A RS TP Mk SRR RS VS 0 B TG T MR 1A
BE, HA T EER L o 24 DX

* DHCP fili%s#s - fEN &R Fo0 & i ] DHCP ARS5%% .
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* NAT - ZEAM B4 1 A3 F4% 11 PAT.
o Yyl - SOVFTE N BB AL B AN
* SSH - {EEHELR V5 0] #2 1 )3 H SSH.

S LI VA I VLANT £z B8R A A Lo 1 3 3 B ki gz 11, K DV Bl e A X, IR
EHIPHdE. W, S E AN O A B R LA B . W, A T b
Wi A B LB (A2 11, LR 2N G 1 — AN a2 AN B8 . BOATE O, BAKM 1/1 #2
1] T AN 0 B kBB 11, HoAx e 2 VLAN 1 _ERUAS #ebLim 1 8 VLANT #2115,

LUK L BEE N N o B, TR AL 11 2 Bo g 2t VLAN, - sleRe s b L 11 e e Bl

KBGO .

TR PR 30 5 % v A U A T
PLURRBIBEE T — AN
R (LUK 1/1) &

i

DHCP M ISP sRHU ANz O il R I E Py a4z 1L i Al
Huhk i % R R BB O (VLANTDD, LA —MiH] DHCP (1% thisi s 4

FIE1 PRI & (Devices) > % Z &R (Device Management), SR i & 4meE ( #) .

$E2 &0 (Interfaces).

Overview Analysis Policies JeEMLEEE Objects  AMP  Intelligence Deploy 4 System Helpv admin v
Device Management NAT VPN v Qos Platform Settings FlexConfig Certificates
10.89.5.20 2.cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing li:m Inline Sets DHCP
4 Search by name .f:}" Sync Device | | @ Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical [EE-A.
E Ethernet1/3.1 Sublnterface E] &
Ethernet1/4 diagnostic Physical E] y
Ethernetl/s Physical [E] .

$IE3
el OB, 3ty (D) |
B4 RS
a) AU AL U R (4

 (Cisco Firepower 1010 \i 1457
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Edit Physical Interface ? X

Hardware Configuration
Interface ID: Ethernet1/2 Enabled
Description:
Port Mode: Access &
VLAN ID: 1 (1-4070)
Protected: o
QK Cancel

b) BB EIEAE LR I,
c) (H[#) T VLANID; BRIMEN 1. FE Rk, BERI— VLAN # 0RICRECIE ID.
d) AiEEE (OK).

SIS ISIAES VLAN 21
a) AdidRin#ED (Add Interfaces) > VLAN ##0 (VLAN Interface).

B H s — A% (General) IR .
. Add VLAN Interface ? X

OUTEIE IPve IPv6 Advanced

Name: inside Enabled

Description:

Mode: None i
Security Zone: inside_zone 7
MTU: 1500 {5 = Y
VLAN ID *: 1 [l ==Xk
Disable Forwarding on None N7

Interface Vian:

Associated Interface Port Mode

QK Cancel

b) HIAKJERAA 48 AN FHFH Name.

(Cisco Firepower 1010 A\ 1355 [
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filtn, FHE O 4404 inside.

% Enabled & iEAE,

¥ Mode &£ % None.

ME2 & X8 (Security Zone) F IR ik F— NI B2 A X, 5 53T (New) 7
IH—ANH e A X 3k

B, A—A~4 2 inside_zone (1 [X 1, AZUREREAN 1 70 HU 4 22 A DSR4 . BRI
FURRER T4 DXk, Hn] AR s+ 2 A 4. f0n] DURR S X el 2l N 22 4 5 . 491
LU G R A bHiE e Wb MUl =i P PR A 6 e m o LS P R e A R AN - ) T ke
S, SRVFRUE AN ERAL RIS, (HANSRVF SN EAE AN 8. K2 BRSO R 2 42 D0 ]
DAAE NAT Sl FI0d JE& SEns A QoS SRm rh i ] X I sl iz 124

¥ VLAN ID &N 1.

BRONTSOL R, TS He L L E % E ) VLAN 1; 21 R AE AL ik AN [H () VLAN ID, i 75 5 4
AN L 11, A T8 VLAN ID it Wi VLAN .

RAEREOE, LS VLANID; VLAN ID B2 H 1 VLAN Frid, 2 MEdE F iR n
D,

R 1Pv4 F1/oX, I Pv6 ST o

« IPV4A- I\ Ny ik B E &S 1P (Use Static I P), SR LARIAT e 7-i2:fi A 1P Hbdik -1 94
e,

B, N 192.168.1.1/24

Edit Physical Interface

General ll:. IPvG Advanced Hardware Configuration

IP Type: Use Static IP hd

IP Address: 152.168.1.1/24| fg'z;ﬂg‘;'?',"'2'51"'255'255'255'_‘28 =i

* IPV6 - A JOIRES A 3L E % H B shBLE (Autoconfiguration) & iEAE.

MR RE (OK).

SE6 LU TANBI LUK 1/1 1) SR8 (4D .

General &I+ TR o
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Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

WOZIZE N PICE TPV R, B Dt e g ar . Ja AT k. AN B U TATiX 4t
BEARVCE, DA IXARAR S v Ik 5 B b0 B BIE R . ADAR A Z0AE I i e b R R B SR T 4
R

a) MEEXIE (Security Zone) FHid R P ik#— NI AN T 22 4 X8, 2 S EE (New) i
RN 122 A= X 35

filtm, dhn—~4 4 outside_zone f[X 1.
b) ritH#E (OK).
LB LR (Save).

fic & DHCP AR 5532
R A P i DHCP M BB A AL SRR TP Hitil, 1% )5 ) DHCP fR45%5 .

UK

FIE1 LRI & (Devices) > % Z &R (Device Management), SR sili & (K4meE ( #) .
$I% 2 %% DHCP > DHCP BR %28 (DHCP Server).
$IE3 ERRSSEE (Server) TUIH LA iRAN (Add), SRJGTHCE LA R &I

(Cisco Firepower 1010 A\ 1355 [
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B e=nar
Add Server ? X
Interface* inside hd
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server
oK Cancel
* #%0 (Interface) - I\ FRzFIRFIERH L,
* Hifibith (Address Pool) - DHCP AR5 254 ) TP Huhik (976l (NIl B ) o TP HuhikSa [
e LA M, HANRERREE: O H 51 1P k.
* 2 DHCP BR% 2% (Enable DHCP Server) - #EfTi% 42 11 1 )3 i} DHCP k45 4% .
PR nHBE (OK).
PES HTRTE (Save).
FCE NAT
HLAR ) NAT R 20 N 0 b b 4 AR 4: 11 TP bkl B R0 110 328 NAT FNFR A 42 1135 11 il
A (PAT),
pug

P11 EPIRE (Devices) > NAT, R s i #T2 5K B (New Policy) > B BAfEl NAT (Threat Defense NAT).
P2 NN A, EPREATHISEMG B, AR5 ridtiSave,
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New Policy ?
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel

SR B S I A Bt o AT AR 2 SRS I o

HIE3 LRNBN (Add Rule).
Add NAT Rule SHFHEE: 87w

SR A FCEFEAN LI .

Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic »

Interface Objects m PAT Pool  Advanced

* NAT #10 (NAT Rule) - EF: B3I NAT #0| (Auto NAT Rule).
A (Type) - IEHFFZS (Dynamic).

IE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 3541 [ 4R IX 3545 i 2] Destination
Interface Objects X 1.,

(Cisco Firepower 1010 A 145%) [}
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B e=nar

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| -}, Search by name | e,i‘outside zone ]
u:—.i-‘inside zone
oi‘outside_zone | Add to |
¥ Source J
Add to |
Destination |
QK | | Cancel
- H » N
IR 6 745 (Trandation) T _EAC & DL R kI
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & ched For Doctingeiog Intg

o EEAIE - RN (D) WA IPv4 MR IS X 4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X5, PO B3 NAT BUUAERT G kR s
NAT, I HIETiEgm i R 508 XI5,

* ¥ H9IR (Translated Source) - £+ B#r#% 0 | P (Destination Interface IP).

Il (Cisco Firepower 1010 \i7#57%)
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PIRT mRTF (Save) LA InFLN]
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

You t d chang [EES © cancel
[#] Policy Assianments (1)
#8 Fiter by Device ©  AddRue
r ginal Pa N Translated \
#  Direction Type Source Dastination original original original Transiated Transiated Transiated opti
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations, Services

¥ NAT Rules Before
¥ Auto NAT Rules
F Dynamic &F any & outside_zone 2 all-ipva & Interface & Dnsifalse 7§
¥ NAT Rules After

FIR8 rlili NAT Uil EIRTF (Save) LLORAF B

SV E MR ERFE E SR

U SR AEAEE W Y A I B T IR AS A S SRR B U IR PRI S, U g SRS A I R LA fe v
ViR B AN TS LU ELSC VR A A S DX B S A0 B DX B P e A Al X, 37 55
AN FEVFL 3 3 4 0 45 KR o

UK

FIE1 KRG (Policy) > 7151 % & (Access Policy) > 37 5] % B& (Access Policy), 4R sl Zh o2 i
(V7 Il B s 1) mig () .

P2 SUERMMN (Add Rule) I & LIS S5

Add Rule ? X
Mame inside_te_outside Enabled Insert |into Mandatory w7
Action |« Allow il = A

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments

Available Zones €&

Source Zones (1)

Destination Zones (1)

| |, Se s /b inside_zone ju]

=/4 outside_zone a

san/t outside_zone

Add to
Source

Add to
Destination

* ZFR (Name) - AU Ay 44, #l40 inside_to_outside.

« ;B X 18 (SourceZones) - M\ A] A X 18 (Available Zones) FF ke A #E X 1, SR 5 s ok hn 23R (Add
to Source).
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B =z=samEzn LRE ssH

« BHR[X1E (Destination Zones) - M\ AJF [X 18 (Available Zones) HiEFAMIBIX IR, 4R i iRan
F| B#F (Add to Destination).

A R R B I
nJ“j]u (Add)
FUURI C %8 N 42 Rules 3.

%
Xy
w

[EBSN Devices Objects | AMP Intelligence Deploy = ©, System Help v

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy You have unsaved changes | /& Show Warnings || Analyze Hit Counts | | [=] Save || @ cCancel
Enter Descriptio

Prefilter Policy: Default Prefiltar Palicy. SSL Policy: None Identity Policy: Hone

[EEE sccurity IntelligenceHTTP Responses _Logging _ Advanced

## Filter by Devi " Show Rule Confiicts &) @ Add Category © Add Rule | Search Rules

PR 4 HHRTF (Save).

HEEERIG R HIEEO LACE SSH

BRAEHAE R O CEInANERD) LR T RO Dy R, DA R AR 13 S ) SSHe AT
@Al 5 Y g B A AN S Hds B O SSH M. 2 WnZ R 1 EANSCHF SSH.

)

ER PO FRGACE T SSH, {HI R FEAN S S FE SSH Vi 1h] .

BRI 5 LA 3. T RE WA IR L B B b0 . B 1 SSH 54
FEZ 1) SSH AL AN AN T 1 426 o Hof i B P AEA T S X Eu R O, Al e s
SSH F7ia| #1) 3¢, B O 1 SSH IR & f I U IS &, JEANZ T E B i i 274 ¥ & Il CLI
R E

ST, ZECE SSH Ui 43, 124 Cisco Secure Firewall Threat Defense fir 42 % 1 1)
configure ssh-access-list fiy 7 TCEFSE ., 20 configure network static-routes ﬁﬁ/% LININ
TEOUT , FEAIGR e I ek A # e C 2 BRI P o

PAER SSH, B AT ARVEENL IP bk Fv5 N 58 75 2 AR 45 1 & SSH.
18 LR SSH R m Vs i) 5 10 an St SSH MU T-AMaR4e O b, WL fE B m) A4 D kR HEE %

\)

IR S =GR SSH &5t CLI R Wn, W f4ar# ik SSH i,

Il (Cisco Firepower 1010 \i7#57%)
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werz ]

FiaZ /i
« T LA ] configureuser add 4. SRUREIL T, A ANMELER) AV E 111 g FL00E % 1 ) admin
Mo den] Ll & W E H R E MRS IEIE, F LDAP 5 RADIUS LECESNMTH .
o T ELE Y AVF S WA E T SSHIE B LB M 48 M2 % o 48 mT DAE bR FE P s e %,
L SR A 6 S AR 4] TP ki, iE AU BT A B A e . IR R > I RETELL
P B

AR AR RGN any MO R . T {E ] any-ipv4 51 any-ipve.

iz
WOGESE & > FEIRE , I g P S .

EHREINE.
PR SCVE SSH EEHL K2 AT TP Mk

A PP mT DAPR MR 64 LR 132 SSHUIERE, DU SRV I ST IR SRR 1K) B )7 g 1) TP Stk #5m] LA
AP A 22 i BT AN 2 PR TP ik

a) KRR LS IR R, B it i LA g A AT U o
b) HC B Je k-

 |P fbhib-FH FAR IR oV S, HTTPS JEFE M ENLE M2 (1 I 256t % 82 o AR b 3R ik
— A%, B S T IRIETI M S

« REXI - NI SR RV T SSH IERMI#: L IX . X T AZEX S 410, #&a L
Pl 55V, o P8 ] ol N I R = oL NG - O /N Tl B oy ) PO Ve R v S g Y, 7
B XN, A2 i e B Y i 3 7% .

¢) mMii#AE (OK),
M fR7F (Save).
BB, ST DUE 2 308 > ARE K g &5 28 2 e 7 MU ) e e o AERRE 2 m, SHHUA AR

R C T B A B S RIS AR B R AR

UK

P11 st EJ7EBRBE (Deploy).
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B s=m=

[& 50: R 2

Q ¢ # @ adminv Wl secuRe

T2 Kl £EBERE (Deploy All) LLESE 2IPTAT i, Bl S 2RERE (Advanced Deploy) LLESE 2L S 1)
B

51: 2 EERE

Q Advanced Deploy JEESEYR
1010-2 I Ready for Deployment [=2)
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment [=2)
nodel I Ready for Deployment [=2)
node2 I Ready for Deployment £

© 5 devices are available for deployment 2 9

52 EREE

1 device selected

[ Q_ Search using device name, user name, type, group or status I Deploy time: Estimate Deploy

Device Modified by Inspect Interruption  Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM = I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM = I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

PR3 MRABE ). s ERE (Deploy) 4% H1 4 K bR AT DL B AS

Il (Cisco Firepower 1010 \i7#57%)
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53 BB R

es Objects Integration Deploy
Deployments Upgrades @ Health O Tasks
P
m 0 running 5 success 0 warnings 0 failures

@ 1010-2 Deployment to device successful.
@ 1010-3 Deployment to device successful.
© 1120-4 Deployment to device successful.
@ nodel Deployment to device successful.
© node2 Deployment to device successful.

WU R HEBRFALE SR

AV Y A

i3 (3] B A B #ED #A FXOS CLI

e T |

sl oo o
casco SECURLE

O\ o admin
() Show Notifications

Filter

2m 13s
2m 4s

1m 45s
1m 46s

1m 45s

A8 1 d AT AR (CLL) AT BE RSSO RGEAT A e E B . il CLI 23 15T B 5K -

AT LR B 4t H LT ) CL
AT AT [0 FXOS CLIAHEAT Mk HERS

\}

ER AT DUE R SSH RS B WA R L . SiEHESIE AR, SSH S iGER A B
748 CLI, H itk m] {8 FH connect fxos i 244 %) FXOS CLI. 41545 4 SSH IE#:4T FF RN S 11,
FHJG AT LA B 24 0 FHbhl . BRSSO, 25H SSH B2 1005 i) o BERE P A 2R 6 i 1 )
Vi) CBRU#E A FXOS CLD .

pUK -]

W TGS CLL, W Y LER B E] S35 . Firepower 1000 i fff 7 —H USB A %% B Hi 4T H1Z
AR R S B E R G e BEh BE) USB B AT IRENFEY (15217 Firepower 1010 i FR ). #5ih &0

ERINK FXOS CLI. A FHELT HiAT I :
* 9600 JHFH
* 8 ML
* TR

o 1AM AT

%t

(Cisco Firepower 1010 A\ 1355 [


https://www.cisco.com/c/en/us/td/docs/security/firepower/1010/hw/guide/hw-install-1010/console.html

1% cDo ZRE M |

B isseroroemsEms

IR FXOS CLI. f# [ admin 7 Z AW 63 E I 3 E B3 08 . (BRIAECY Admind23) &3 CLI.
w15l

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

Vi 1) JE 9 78 CLI
connect ftd
w5l

firepower# connect ftd
>

GxJE, W TR CLITh ] Han & A E B, iR help 8?2, A AH{E R, 12 Cisco Secure

Firewall Threat Defense iy 227 ,
TR BB AIFTD CLI, %\ exit 5% logout #iv4> .

Ay A S B H 3 M 2 FXOS CLI &7k, A7 X FXOS CLI Ha] Hdn & IIAHCAE B, WA 2.
w5l

> exit
firepower#

HERRBUE R O L B IR e

i P B T HEA T RS U 1) 10 A2 4 5 P P2 L0, AT i AE CDO 5B Jg BB 4 (%)
PO GBS, Db WiiZie. WERAEK By A 2] CDO J& S ol & Bz 1 2R NS 2
ERL, oNEBLEIESD , WURBE ORI ERIEFECE, WA GEa B RS IER.,

A 2 R 5 B A o A L 4 T ORI ) L

EEEEEERS

1t CDO ', {rig# (Devices) > & EIE (Device Management) > & £ (Device) > &I
(Management) > &3228 i710) - L Ei¥ 4152 (Manager Access- Configuration Details) > &1
% (Connection Status) ﬁﬁt%ﬁﬁ%ﬁ‘ﬁ%ﬁ(*o

15 BB #E CLI, % sftunnel-status-brief iy 4 LA & & BRIE LR A . 73 1] LU
sftunnel-status & 5 56 3 1145 B
SR LN R HER R oG WA Won “IEEE “HR, WEH R OBEE:
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> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

WS LR T IR R s ], L R 7O SR TE A B B

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

EE BB WEES
75 BB CLI b, A7 8 BNV BA% Uy [n) B0 1 11 10 2%

show networ k

> show network
=============== System Information ]===============

Hostname : 5516X-4
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6e Default route

Gateway : data-interfaces

[ brl ]

State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— [ IPv4 J-—————————— - —————
Configuration : Manual
Address : 10.99.10.4
Netmask : 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 J-—————————————————————
Configuration : Disabled

===============[ Proxy Information ]

State : Disabled

Authentication : Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces : GigabitEthernetl/1

(Cisco Firepower 1010 A\ 1355 [
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===============[ GigabitEthernetl/l ]===============
State : Enabled

Link : Up

Name : outside

MTU : 1500

MAC Address : 28:06F:7F:D3:CB:8F
—————————————————————— [ IPV4 J-——mm—mmm e
Configuration : Manual

Address : 10.89.5.29

Netmask : 255.255.255.192

Gateway : 10.89.5.1
—————————————————————— [ IPV6 |]—————————————————————
Configuration : Disabled

W2 [ CDO ST/ BLABHTE
7E B CLI H, &2 CDO VEMHE & O . e, i

show managers

> show managers

Type : Manager

Host : accountl.app.us.cdo.cisco.com
Display name : accountl.app.us.cdo.cisco.com
Identifier : f7ffad78-bfle-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

*F CDO #1T ping #21E

75 YT CLI b, A F LA dr4 A ER 2 L6 CDO $4AT ping #R4E:

ping cdo_hostname

1E BB CLI L, AFH LU a4 B P8 6 CDO 44T ping #:4%,

EIEACTE P RE
ping system cdo_hostname
IR BRI MERE O LSRR €

15 B CLI b, 3R A BT AR % 1 (nlp_int tap) _F (#1405 fu
Al

capture % %% interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail
HWEREFEORT, FiHESNBEE T
1E BB CLI |, &EA XN HEE D nlp_int_tap 1115 5

show inter ace detail

> show interface detail

[...]

1% cDo ZRE M |

7 BERRIN 2 IR

(23 AmIA BURS LT gt

DA 215 508 T8 P

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up

Hardware is en vtun rev00, BW Unknown Speed-Capability,

 (Cisco Firepower 1010 \i 1457
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(Full-duplex),
Input flow control is unsupported,
MAC address 0000.0100.0001,
IP address 169.254.1.1,
37 packets input,
Received 0 broadcasts,
input errors, 0
pause input,
L2 decode drops
packets output,
pause output,
output errors,
late collisions,

O O O O U o o o

input reset
input queue
output queue

(1000 Mbps)
MTU 1500

2822 bytes,
0 runts,
CRC, 0 frame, 0
0 resume input

370 bytes,
0 resume output
0 collisions,

overrun,

spsman togmemgs

output flow control is unsupported

subnet mask 255.255.255.248
0 no buffer
0 giants

0 ignored, 0 abort

0 underruns

0 interface resets

0 deferred
drops, 0 output reset drops
(blocks free curr/low): hardware (0/0)
(blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp int tap":

37 packets input,
5 packets output,

2304 bytes
300 bytes

37 packets dropped

1 minute
minute
minute
minute
minute
5 minute

(G2 O I e

input rate 0 pkts/sec,
output rate 0 pkts/sec,
drop rate, 0 pkts/sec
input rate 0 pkts/sec,
output rate 0 pkts/sec,
drop rate, 0 pkts/sec

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

Control Point Interface States:
Interface number is 14

Interface config status is active
Interface state is active

T BFN NAT

e BB CLI Hh, WA 275 O InERIA Mt (S *), DASEHEE I (nlp_int tap) & 754746 A ¥
NAT B0,

show route

> show route
Codes: L - local, C - connected, S - static,
D - EIGRP, EX - EIGRP external,
N1 - OSPF NSSA external type 1,
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
Is-1s, IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

R - RIP, M - mobile, B - BGP
O - OSPF, IA - OSPF inter area
N2 - OSPF NSSA external type 2
i - su -
ia -

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

{Cisco Firepower 1010 \|J3575)
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wE

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipvé6_intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 _intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client O ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0

HitigE

A LUK B A AEE TG A i B . #8ETT LAZE CDO 11 1% % (Devices) > % F &R
(DellceManagement)NQ% (Device) > EIE (Management) > &2 881/ 0] - BL B 4H{5 2 (M anager
Access - Configuration Details) > CL1 #iH (CLI Output) Wi & FIVF 2 X i 4,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

&% DDNS EF 2GR I

1E B BAE CLI H, KA DDNS S5 5 2 -
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

W EOR R, 151 H] debug http #1 debug ssl fir$ . % RS UE R, iFA A2 1T OAE R &
g AR
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me coo wimEnEwnE [

show crypto ca certificates trustpoint_name
LRI A DDNS #8245, 1 AT LU R A4E:

show ddns update interface fmc_1jjin)_ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225

& CDO BEXH

15215 https://cisco.com/go/fmc-reg-error.

gnSR CDO B FF &N B RECE

DO ACRE B B AT AR O TR LR VT, IR CDO B SN P 4 E B A IO E S e, AT DCKE
JEEN A B C B PR B BB R, DM B R . KA, AT LU CDO H (¥ 1E B B
B DMERFF M GGERIF TS . RS ZR1ERE, ] DMEIRRRIRE: S AR T il
HERRAE UL o

THZ L HEN
o S LUHT R v DALE BB EACHAR Ut R8TV PR B A AL 2
o (AR A MR LIAE CDO B E I E . B, [PRRA S5 & A B L SC AR f A

MR, S HREAE B CLL P TR S . 1R, WARETLE I CDO 68 5487 H configure
network management-data-inter face iy 450 00 T Hdin 5z O s, ARSI T R 4, jix s
WERHASRE; TATERE R LJGRE R CDO W .

* JCVAIIR b URHR IR BB K 47 A SCEP A5 % -
* FERRWIE, ERREF, b 257 BRI B

75 BB CLL Hh,  [RIVR 22 B ECE
configure policy rollback

15, BB 23l %0 CDO Ul 58 IalE . /£ CDO Y, FE B dets s — 4R, Il E
AP
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B =5 coo simm aos

Nil

B

1% cDo ZRE M |

bk o3 R R R H CDO BB, 155 Mhttps://www.cisco.com/c/en/us/support/docs/
security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.htm1 L T fi#
HILIFE . RS UL, R CDO R L I AU PR R T e 2 R IRy
GUT, BEATLUiR ¥k CDO BCE R, JF A CDO B gl .

-
O T8 Bt 1 R T A BRAS U B ) SIS 480 -

> configure policy rollback

The last deployment to this FTD was on June 1, 2022 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

R BOERGE & QBT 7.

fECDOH, 7Fi%#% (Devices) > X &FEIE (DeviceManagement) > i% & (Device) > &EIE (M anagement) >
EIBEZi 0 - L Ei¥MI5E (Manager Access- Configuration Details) > #E#£1K7S (Connection Status)
YU A A BE RS .

76 P # CLL, i\ sftunnel-status-brief #r 4 LLEF & & HEBRRE .

IR TR R T 10 AP LA b, W NHERRIE T . 15 S e HE SR B 1 b A B
, 55156 U,

{£ F CDO < A1 B K 3

T

W2

$IE3

PIR4

IEROC IR GEAR T 2 AP LI g2 F T R AT e S EOCHF R g™ EHUA . iFietE, AT
ZHERE— HAE G BI8AT, PRI BRI A IR BE LR H DR AT K e o
&I LS CDO IE#fIR I R %%

UK

HFR & > REEE.

TEZEFA 51, g bs ).
il #& (Device) LI~ .

st B4 (System) B3 H 195G B % bR ().
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ol
e’j}
%
™
-

FERS IR, SRR .
FER6 WORE S KA TGS ER, WEPT KRN R G, R A 2L N K.

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

WEARBA R G, WKL 3 B AR IR RS Lok
SRR T AL AT DLAE A BN AT AL Sk DAY R KT T LR K

[REEIRIE

SO RO T ARSENCE R, WS 0 SR g
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.6

1og

£/ ASDM #BZE ASA

AEXEERG?

WA PTA T HEE RGNS B, SR RGNS ARG AR, 61 . A%E
FH T4 F ASDM [£] ASA.

REANE LU EE, 155% (ASALETRR) THAMHINE:
o WRE D
s CLI it &

AR QAT T B A 22 4 TR S S E R R, TE S E R
KFBE NI
] LLEAT O B AR A5 ASA AF . 76 BB AT ASA 2 Ta) U146 75 B4R 6 W 26 34T J e
1o WIS TR AN T 200 A AR, BN TG . 155 0 F % [0 R ASA 5% Firepower
B 9 AR £
7 Kk 55 21217 WEFR M Secure Firewall eXtensible £/ R4t (FXOS) [MJE)ZE1E RS B KEEAS Fr
FXOS Cisco Secure Firewall HURE BLA%: T #BEAHR H Y, SOCRZ A CLI. A7 X0E410E .,
W2 if T H 4% Firepower J&U B 18 1) Firepower 1000/2100 F1 Cisco Secure Firewall 3100 ] &5}
FXOS #FsHERR TS5 r o
FRRAUEEAS AR - B K AN ER B R SN N S5 B o (HAE, T AEERCE R AN A S 015 B
B4 . FEXPEL R, & RAESRATECE B0 SNMP I Al fESE 2 E & .

o =T ASA, 5166 U1

o Ui B R . 5 169 1L

o BB MBI EMBUAIE , 5170 1T

o MEREN AT, H 173 0L

o FTIFBG KA R , 55 174 L

o (TIE) MR Huhk, 55175 00

s %% ASDM, %5 176 1L

s MEEVFA, 25177 1L

s it E ASA , %182 T

* 7R ASAFIFXOS CLI, #5184 7T
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B o=7ssa

o GBI, 185 T

XF ASA

ASA 11— 6 Wk TRt R ZOR A K VPN L 83 T BE -
T LU DU AR — 8 B HE ASA:
* ASDM (AFEH TG - PO E MRS g s,
* CLI
C HREEAEE - AR ST A2 WA L
o R R PSS - AT BRI RS 4% LK 2 B A FL

AT LA ] FXOS CLI LA 47 i b HE G

A FFRITIRE

ASA RS HFRI—RRINBE
Firepower 1010 ASZHFLLN ASA Tjfig:
s RIS
« T/ MR
s JURHN
o« SRR
* ASA REST API
* ASA FirePOWER ##i
(B M E I IE
* DURA A
* SCTP A& (ZFFEH ACL 1) SCTP RASH A
* Diameter

* GTP/GPRS
VLAN # QAR #flim O AR S5 RO T BE

VLAN #2% FURIA bl FASSCHF :
* BasE
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iT % ASA 5500-X B & .

* 414k %

o BT SRS 1 B4 R

* S Z B AR S B (ECMP)
* WIS BB

* VXLAN

* EtherChannel

o WIEEE RS FURAS B

* JE X

ARl (SGT)

1T ASA 5500-X i &

T LK ASA 5500-X Fir & & I JE R 2 Firepower 1010 . (B, BFHEEBMREE . HiETEVE
Z A — 2T o 2

1
2.
3.

4.
5.

EEHINCE, 157 ASA 5500-X 4 A\ more system:running-config iy 4>
¥ g E GESH T30 .
HEH: A Firepower 1010 [ G 11, AR5 HE N4 Je e B AR

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **kx%%%

Repeat Password: **%*xk%x

ciscoasa# configure terminal

ciscoasa (confiqg) #

1§ /] clear configureall ir 45 5 4 AT HC &

£ ASA CLI I CAZ i Bc

AR R ) BRABCE, ok, WERAEBLAECE PRI, AT o A ) R LR el AN H 1
1% ASA.

(Cisco Firepower 1010 A\ 1355 [



. T ASA 5500-X B2 &

&/ ASDM %38 ASA |

ASA 5500-X fic &

Firepower 1010 fic &

DL 172 25 1/8 5 kB4 1

DK 1/2 45 1/8 AZ e L 11

PRINTEDL R, 3 DK W9 sy 1 A A e b L 1 o X6
FRIAEEANEE D, 2037 N no switchport iy 4 LT 2 1ok
FRB ke 1. .

interface ethernet 1/2
no switchport
ip address 10.8.7.2 255.255.255.0
nameif inside

PAK V] iF

ALV AT

SLHIRURENG OB, A2 N PAK PFale BRIAKGOL M BEA
LR MV AT R REVE AT ZERE R 2R REVE il IR 55 &% LA3R
CVFRTIE . A BEVF AT IA 2 500 ASDM B SSH Vi) (5 2 [
P3O .

Y1iE ASDM i 1)

Wi R TCTLE R ASDM B B BEVE ] AR Ss #s i M, T IBRAT
] VPN s HoAb s s hag il & CRIMEAACE T 99
0] LUAESRE S % (3DES) ¥ wl ik i 58 5 X LETh fg
SRS TR R A2, ASA BRSO N AR S H T H5 m) (1)
3DES Difig. WA s thae, WAL S L ASDM A
HTTPS yiie (B, S8 T IRS 252 mIMmE) . It
FIOU) (R ) A R RN SR A BRI 1, s BE 1/1. SSH

R,

P20 1D

fif R B8 2z 1 1D US55 58 ks ID DURC . 101, ASA 5525-X
BFEEFEL 0/0 FITFIK LUK 0/0 2 0/5. Firepower 1120 fl4f
B 1/1 FILLKM 1/1 3 1/8.

boot system commands

ASA 5500-X fix % 1 PU/ boot system iy 4 F8 & B4 I 1) )5
WAL .

Firepower 1010 1 S0 ¥F—~> boot system iy %>, A HLAERN 2
BTN NER 2 R, RN — A s kb EAERCE A

7 SAFAEAEAT boot system fir%,  BKIA B I A B HUE SR
T A BIG o d5 Ja N e ) UG 4 A0 T3 iz
7o

Ut boot system iy & 2 EEH AN HATEAE:  REEAFIiF
JEGimig, R R HIR 5] 2005 (FXOS & B disko |-
N TR ED o FEBHINEL ASA I, REOKmEUH 4
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| 15 ASDM %32 ASA

.LIJ.I L
i 2l im F2
B LA AT 55 AZENLAR L5825 FIRC & ASA
N .-/"\‘ oy
Pre- ( 1 'Ins1a|| the (2 ) Review the .3 Cable the 4 ) Power on the
Configuration ~ firewall ~ network and ~ firewall ~ firewall
—p default config —p —
v
ASA CLI 5 ) (optional)
Change the IP
Address
l ¥ ) o v
ASDM ' 6 ') Log into (9 ) Configure \10) configure the
ASDM feature ASA
licenses —»
F 3

-

I/ }
\.7 ) (optional)

Cisco
Commerce Obtain feature
Workspace licenses

!

( 8 Generale a

Smart
Software license token
Manager for the chassis
()| BEE R & T AR G KK o VS R 2 2 R
N
i_‘\ e B AR TAE A M4 B FBOARCE , 25 170 1L,
\‘). W B A LA ER AL, 5173 T,
FI TP KB , 25 13 0L

| e A T

N
()
-
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&/ ASDM %38 ASA |
B esmsnzanins

5 )| ASA CLI (AT T 1P Huhl , %5 175 Wi,
()| ASDM %5+ ASDM , % 176 T

(70| R S5 LA | WCEVER 5 177 B SRERTDREVE AL

(o | BREBIE S, | REVE , 8177 00 U TS

(9)|ASPM REEVET , %177 1 RRINREVFTIE.
Ay
(10)| ASPM WLE ASA, 182 .

EEMEHMEMEANELE

T SR T AR BR AL B ) Firepower 1010 SR IA 2543558 o

Lt SR AN A 1 R 8 H R VA A U S R DSL A R VA A, FRAT TR DUAAKE T S A U 2 T
PR, DU ASA A f5 0 A 358 R 3¢ BT P A B R R NAAT o B0 SR8 5 2 A 1 Bl I BC L PPPOE LUE
PRIEI¥ ISP, W] LAZE ASDM Jii 8l 3 -P AT B A o

A
ER WERASREAEH BRI BE 1P Mokl E4T ASDM i n), BT DAAE ASA CLI BB & H IP Hubk. W& (]
) W TP Mkl , 5 175 1.

W R T B S O B TP ik, A U] ASDM A B 1) R HAT BEERAE . B0, LRSI, e
e 2 A A TP ik«

o G RANERE: O 2R FR L 192.168.1.0 M &% GX 2 — B ERA M) LR IP Huht, DHCP #LA %
PRI, AN ORGP bl . B i ) S IR AE T ASA E R — M 2% EARBE T AN
FEXFRIEOL R, 250K P30 TP kb B O 208 M 4% L

o TAUKE ASA NINEIELA R4, 7R B Y TP Mkl BE e B ELA 4 .
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\

Internet

outside
Ethernet1/1

- _@ -
e management :
Management 1/ '

192.168.45.1

(Optional) Management
Computer (DHCP)

inside
192.168.1.1

(switch ports)
Ethernet1/2 - 1/8

E !

Management
Computer (DHCP)

Firepower 1010 ZIAEC &
Firepower 1010 1)) BRAC & 005 DL L :
« AR - LUK 1/2 2 1/8 J& T VLAN 1
© NER—SMERIAL R - ORI 1/1 (D, VLANID (P935)
< B - EENH /1 CGEHED , IP ik 192.168.45.1
* )\ DHCP [fJ5MER I P thhib, P IP dbhl - 192.168.1.1
© PR, R Y DHCP BRES585
* Sk A 4hi DHCP [IZRIABE B

Firepower 1010 ZXAFL & .

« ASDM Vjj i) - FUVFEFEEFIN S EML. B HE EHLRR I A 192.168.45.0/24 MI%%, P EALPR &N

192.168.1.0/24 %%,
* NAT - TR AN BT A i 194 1 PAT .
* DNS IR 55-#% - OpenDNS iR 25-#% VT C & .
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. Firepower 1010 ZIAFLE

PC T DA i & 4L

interface Vlanl
nameif inside
security-level 100

ip address 192.168.1.1 255.255.255.0

no shutdown

|

interface Managementl/1
managment-only

nameif management

no shutdown
security-level 100

ip address 192.168.45.1 255.255.255.0
!

interface Ethernetl/1
nameif outside

ip address dhcp setroute

no shutdown

|

interface Ethernetl/2
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/3
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/4
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/5
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/6
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/7
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/8
no shutdown

switchport

switchport mode access
switchport access vlan
|

object network obj any

 (Cisco Firepower 1010 \i 1457
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waezny

subnet 0.0.0.0 0.0.0.0

nat (any,outside) dynamic interface
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd address 192.168.45.10-192.168.45.12 management
dhcpd enable inside

dhcpd enable management

|

http server enable

http 192.168.45.0 255.255.255.0 management
http 192.168.1.0 255.255.255.0 inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

\ kvalhd j B |l
EIRRZ
Ethernet 1/2-1/8 Switch Ports

Ethernet 1/1 inside, 192.168.1.1
outside, DHCP from Modem PoE+ on Ethernet 1/7 and 1/8

(Alternative) Management 1/1
managemeﬂt, 192.168.45.1

(Optional)

/" Internet Console ports

WAN Modem

Management Computer
DHCP from inside: 192.168.1.x

TEEF L 1/1 8RR 172 &5 1/8 (A EBAS#b L E)  F45 B Firepower 10100 BRIAMD B 623K LUK M
1/1 B & R A

i

SRR AL 27 R AT 2R B S A
TR 2 KENEHAEHUER S MR

o LUK 172 2 1/8 - B s BV S WL EL B e 21 b — AN A b Lo 1 (LUK 12 21/8)
Rz L AT BN TP Huhik (192.168.1.1), F£i24T DHCP JR4s 2% %5 P RS HEVEAL) $2

(Cisco Firepower 1010 A 145%) [}
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&/ ASDM %38 ASA |
| BTy

PEIP Hhik, DRI Hl ORIX L B A S AT AR I 2% B B P (7 2 Bl Firepower 1010 R
WRCE . #5171 50 .

o EIEED 11 - BRI SN RS R R 11 B B 1/ SRR IR A TN %, i
PRI P BV SN LA R B 2% b, DR U N 4 B i il BAVs ) ASA. 3 1/1 BT
RN TP Hihk (192.168.45.1), 1217 DHCP &5+ %) iy CRUFREBEVHEAL) 3L 1P Hodik,
DRI SV A RO e 1 AN S AT LA A BN 48 B B P98 (W S [ Firepower 1010 BRIABL'E , 28
171 10 &

I TR HE 1/1 TP Mok NERIAE S O JLAb A, 38 DA ZI0R A BT S LI % R 3 31 65 i 11
WS (Afik) FEOIP sk, 25 175 T,

PR3 FIMBMSOERL LUK 1/1 #1.
XTRBEBATVFAT, ASA FR2E IR, LUE &) LAYs R VF T UEMUA LR o

U4 B N IR A IR RN AR I A e L 1 (ORI 172 2 1/8)
DA 1/7 #1 1/8 J2& PoE+ ¥ L o
bt Firepower 1010E A3 EF PoE.

FIFFBG K R iR

ARG IR B L

\}

AR OO S BTN, IR KT 15 2 30 0.

FHIa Z Al
BRI Y (B, A AR (UPS)) ARFEE R, ARISE KM T A& 32

TPERSAFRGR . B IRAAVFZAIEAEIZTT, Pk iS5 RETCIE IR KA.
iz

B7- 3 R S R/ S a3 G £l o S R 2522 L ERVAE L 8
i B ARSI, A S IE Y.

P2 KA B 1T i s IS U LED; W% LED R4 Emole, Ron s Ol il

 (Cisco Firepower 1010 \i 1457



| 15 ASDM %32 ASA
) mHp s

Power LED
l—Sta‘[us LED

@_m & FPRAON SERES & 1
sofnenfua =]
CI3ED

j
§
L]

PR3 KA BT s I IRA LED; JLRSERE R G, ROl iE bz .

(AJIE) SERCIP Mok

BUERANBEAL FHERIA TP ik 24T ASDM V5 1n], FJLAE ASA CLI %% management 4% 1] IP Hbdik.

)

AR R BN B BRSO FEA 1P Mk, T A SR (AT AR B 1) ASA BUE DK, A AT
JIEREF .

LB EER ASA G, RFHASRER. FRENER, ESHUIWASAFIFX0S CLI,
5184 T,

W2 RSB E SR 1P Hudik.
configure factory-default [ip_address [mask]]

T

ciscoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface managementl/1

Executing command: nameif management

INFO: Security level for "management" set to 0 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

(Cisco Firepower 1010 A\ 1355 [
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Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational

Factory-default configuration is completed

ciscoasa(config) #

HIR 3 K ERANC B ORAF BN A

write memory

=3k ASDM

Ja ) ASDM DUF L & ASA.

ASA BN N 3DES hfiE, AH TV, KU nT DU R 38 e AR B8, JE AT AT
Bi{di ] ASDM. IR J57E ASA FRCE T SSH Vi, W alLAEH] SSH 1 SCP. HiAth 75 il hinas
(It VPND [T AE 05 P amin s, 3 sk f0% ) 2 B 000E 5 P 280 0T o

\)

AR WREAE N L AT A AT R N A T (RN T IS NED I HTTPS &4
e LWT, I BEOCVEE NG . PR A o B PR A B B 1, 9 i B
/1. SSH ASZsgmil. WREFER T HTTPS &8, v LRSI &l 1 LB RC & ASA. 1EH: 3
DB BIEE 1, B B A o N 2 Th RE L B K2 1

Fri&Z 8l
* 12 Cisco.com _ff] ASDM KATULIH T f#ia4T ASDM KK .

UK

T ENERF A LT URL.

* https://192.168.1.1- N#EL 1P Mk 7] DR SUTAT N EBAZHebliin 11 (Ethernet1/2 3 1/8) |
(1 P s btk

* https://192.168.45.1- & B2 11 1P Mkt

TR itRdE 2 https/l, 1M EAEYR € http:// BUFRE P ik CERIACH HTTP) 5 ASA A& H3B)
$ HTTP i K Kk ) HTTPS.

B 7R CiscoASDM ML, S8 AT BES A B W o 22 8, TRh ASA A3 2850k, bl
A b 220 3 A5 1 i) Y T
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HIE2 S LR A %L 2 —: Install ASDM Launcher & Run ASDM .
WIB 3 MR EERMENT, B LR35 ASDM.
R B8 Cisco ASDM-IDM Launcher .
LB A B P AR B A W E R R, AR5 S EHRRE (OK).
Y% 5o~ ASDM XA .

ASA R RV T B8 nT DU AR ReVr ], X R H IR N B0 T2 B, S nT BATD
B AVE AT UE LR B B Re P B AR CZ PR A RSS2 o AKX s 4V ] Tk s
ZAEE, WHSLE ASA RAVDIREVFATIE: ATa & T 5 R REVEAT .
A AR ] I E FEANMEL , 157517 cisco.com/go/licensingguide
TEMALAGIN, R RERATAS g2 b B B R g PR A BILER 22 IA) (R T8 A5 UK IDAIE TS o B IS5 Bl 2K
BE 5y B BIAH DY B READK 7 o BRAERS m) B REAAF T AR, WK AT IO E e, R
Dfie fa SRR V], AH AR T T B EANSZ S . VFRTI D RE A0 45

o JLri

iR o Y I e s g e i

* 5N (3DES/AES) - U ARG R e ) ARIRAG oINS AL, {H Cisco CUfE SO VFIEAE ] 2%,

T8 AT LT B st in 2 VF e s n 208 0k -

* Cisco Secure % J'Jif - Secure Client Advantage. Secure Client Premier 5% Secure Client VPN Only

ASA BN AL 3DES Bhig, H T H Vi, T OB R Re A B8y, B n] RAAL
RI{EH] ASDM. tH2 J5fr ASA FRCE T SSH Vilnl, W rlLLfEi ] SSH A1 SCP.  HoAth 75 258 i
(4 VPN R ZhREDAZ i FH s N as, 3 8 SR 445 400 1) 2 BE AR A 45 FE 28T

)

AR WS A I E AT T R N A e (RIS E TS9N, I HTTPS 42
Sz LW, I B CVEERNER . PR B A o B B PR A B (B 11, 9 i B
/1. SSH ASZsgm . WIS R T HTTPS &4z, ] OB 450 6 b [ DLEHC E ASA. 152
USRI, Bl G B D o N 25 Th REFL & K2 1

MR ) B BE R FE AR SR ASA TR 2 T, ik EER L SR EMB =R LR FS HIESIRY
I &E (Allow export-controlled functionaility on the products registered with thistoken) Zi%HE, LUE
N SEFE BRI B VF T E CIE PR 7 2R G A 45D o MISTENLAE LR R 2 T, T
AR, RES A8ha HBRINE VR, RS ICFH A T A . W 5 feik - &
SRAFHINEAZAL, {H Cisco T VP F BN, 10T LLF 3R s in 2 Vr nl i s in 2 K -
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&/ ASDM %38 ASA |
B ==4v

FHia Z |l
* PR RER I FAE B AR R

WERBGR AT, U Ry R DABCEDRT K ™ o Tl IR B B, T IOV 2 —
A

o PRI BEBCIE R B AR IK P L IAT S sR NSs (3DES/AES) YF TR SR, A fEf TR (2
R T AR E R D .

UK

TR EORE IR GEVE R RS T (T VR RATIE, AR AR PR L (R SRV AT

245 M SERF el 20 7 I8 EEL I S A5 I, AR AR T UE Y 1% AL B S ) B RE T B AR K . HJE,
AR TR ORIV AE,  E A R R 45 CAE 25 1) ) Find Products and Solutions #8287
Bro #RLUNAHIE PID:

[ 54: FRIEE R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

o FEREVFAIIE — L-FPR1000-ASA=. FEAEVF A UE 2 27 1), (E AR 75 B0k SLTS I B8 0 2 e 4K
AT

o BERAY 22 2 VF A E-L FPR1010-SEC-PL =, #8507 22 & VF v F Ji ] 1 Wb 445 .
* BRN2% (3DES/AES) VF R[4 - L-FPRIK-ENC-K9=. X 40K /' SR FRE 42 AUA FH i o 85 b 75 2

* Cisco Secure % J ¥y - 152 bl JRE 22 4% 1 0 1T W 4R 1 o ANBE EHLHEAE ASA TR G VFRTIE.

HIE 2 7F Cisco Smart Software Manager "1, A BRI 15 45 75 N 21 1) R FOUK P 17 SR I 52 0 A2 it
a) il Inventory.

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) 1 General LI~ I, sTili New Token.

 (Cisco Firepower 1010 \i 1457
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General Licenses

Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) 1r Create Registration Token X iHHEH, AL F&'E, 4R)5 siili Create Token:

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description
* Expire After - JARHEBUXIN 2R 30 K.

* Allow export-controlled functionaility on the productsregistered with thistoken - j3 H 5 H &
MPEAR&

RGO A A I BN 58

d) e BT O 0 3 Sk TR T AT OT Token SHIAE, R RAMHURE 43 ID SR BYGIR . 2if 2E
MEASAIY, THAER ISR, LAAE AR th i 8 2

(Cisco Firepower 1010 A 145%) [}
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. Py
[E 55 EELTHE
General Licenses Product Instances Event Log
Virtual Account
Deseription:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...

Token Expiration Date Description

Export-Controlled Created By Actions
MJMSZ]IhYTIrZGOAOSGOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions ~
3 Py
[ 56: £ <4
Token @ X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY

mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMOANSTN%A3AN%ANA

Press cfrl + ¢ fo copy selected text to clipboard.

7t ASDM 1, {Kki%$¢ Configuration > Device Management > Licensing > Smart Licensing.
SBA4 Al Register.

Il (Cisco Firepower 1010 \i7#57%)
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Configuration > Device Management > Licensing > Smart Licensing

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for
smart licensing.

[[] Enable Smart license configuration
Feature Tier: —MNone —

Throughput Level: | —None -

Privacy Host Mame Version

Transport Call Home Smart Transport
Configure Transport URL -
Default URL
Registration
Utility
Proxy URL
Proxy Port
Configure Utility Mode
Enable Standard Utility Mode
Custom ID
Customer Company Identifier
Customer Company MName
Customer Street
Customer City
Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register Renew ID Certificate Renew Authorization

Effective Running Licenses -

License Feature License Value
Maximum YLANs 200
Inside Hosts Unlimited
Failover Active fActive
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 2
Carrier Disabled
Apply Reset

7£ 1D Token Bt ANy M2t
[ ] @

Smart License Registration

ID Token: 'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

Force registration

Cancel

Help

10T LUa) ik 58l E AR (Forceregistration) SEHE, 730 CLid HE W] 68 54 BRI 8 BEZR AN [ 22 1)
ASA. fltn, AN e A E B TR R AMNER T ASA, 15EH 32 %1E M (Forceregistration).

mdrEf
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Bic & ASA

&/ ASDM %38 ASA |

ASA TS O () AR 11 1) 4 RE AR B E E, JE i RO EL I VP T UE AU A TR,
TAEIMK 7 RV, WA BE A B AR IR 2 N i i % (3DES/AES) VF nJ i MVF RS BB, ASDM
SSRIH U o #508 AT UL FR SR (Monitoring) > & 14 (Properties) > & GE1F A IE (Smart License) LA
AVFUEIRES, G M

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

WHEUTZH:
a) £ Enable Smart license configuration.
b) MINEER (FeatureTier) NHug&r, 1EHEA (Essentials).

PCHEEA = ] H
c) (n[it) i+ Enable Security Plus.
Wt A R T 8l s

ri Applys

s TR Save ElFz.

1B HHIFEHH 5l ASDM.

RO ATIER, SRR A 3l ASDM A fig s 5B B o

HIH ASDM, AT LU 1) R BC B A DI REA i DN e . 0L T AT ML & 17 3 PR B I Zh e -

UK

PR MKIKIEHE Wizards> Startup Wizard, #AJ5 siili Modify existing configuration H.ik %4 .
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& ASDM #3E ASA

mEasa

@ Launcher File View Tools m Window Help
@00 Startup Wizard...
VPM Wizlirds
High Availability and Scalability Wizard...
| Unified Communication Wizard...
ASDM Identity Certificate Wizard...
{ Packet Capture Wizard...

I

Cisco

@ X . 1 -
(’»’ Configuration @ Monltot _ard‘ ? Help ‘T\fpe topid Go

Device List
% Add [ Delete & Connect

Find: Co

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface
IP Address:

Subnet Mask: 255.0.0.0

<

T .
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

$I8 2 Startup Wizard 345 3458 A & -
* A
< O, BRI SM R 1 TP Mk LR S R
* WA
* DHCP JIR55#%
o oAl

$'3 (k) 7F Wizards £, a4 HAL 5.
HIB 4 FEARLLEE ASA, SR ASA F A1 SCRY o A 18 IR B A RRAS (R SCRY
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B 5 iaasasrxos cu

&/ ASDM %38 ASA |

177 15]JASAFAFXOS CLI

s LU ASA CLI (fidlE ASDM) Xt ASA HEAT #bmHE R Bk L & . nl DUE R B4 4 ot 1 LAYG 1)
CLI. 0] ARG e 42 0 FRC B A ASA /) SSH Vi in); ZEERINIEWL T, SSH Vil /225 ). A%
HEEE, ES0 ASA — AR E TR .

H AT L MASA CLI 5 W FXOS CLI, DIMEEAT de B HER .

UK

e B N LERE R0 6 3 1 o Firepower 1000 BEI T —# USB A ¥ B thATHISE. i R by 5 i 5
VERGE AL 21 USB S ATIRENIE (152 [ Firepower 1010 B4R M) o {FHILAT #3478

* 9600 WEFH
o 8 NEEAL
© AR
o 1 AMEIELT
ERES] ASA CLI. ZRINENL N, Vi a5l 4 AN T B L ] P 453 .

i 45 EXEC fEx,

enable
F—UHIN enable iy &I, RPN BUEE,
w5l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*%

Repeat Password: *****x*

ciscoasa#

W ASA kg, JF HAERHEN FXOS Mbsfry #50, MIELE ASA & )i H % th /& FXOS
BRI,

FERFR EXEC A, FrEdEfCE a2 3mT H . 18T MR EXEC FCEEN Bl g A,

ZHR R EXEC B30, 15 fi A\ disable, exit 2% quit fiv4.

PR3 Uil E A

configureterminal

T

ciscoasa# configure terminal

{Cisco Firepower 1010 \|T3575)
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| 15 ASDM %32 ASA

i |

,{IZ_T-]-

il

2

ciscoasa (config) #

APNA R ERGUTAICE ASA. SR A RRC B, WA exit. quit 28 end A4

(A% %% FXOS CLI.

connect fxos[admin]

* admin- S AU ORIV BB o A SRANEFEIEIETI, P A By AR . TR, Bl

(AR R DR, BT E 2 n H .

ROEANSIRRESLAH P ARIE . S4BT ASA H S 48 3045 FXOS, a8 5% .

CLI, i\ exit B\ Ctrl-Shift-6. x.
7E FXOS 1, #4n] L# i scope security/show audit-logs ir 4 7 & 1
Al

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

© BARLENCE ASA, ES TN RER ASA R STRY HE S IR AT RSUAS IR SCRY

o HIRMEEHERR, 1S (FXOS MbEHEERIER ) -

JUEE

LHR A ] ASA
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