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Secure Firewall 3120 25
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FEREAU R s G B A A oh sl e R 2, S ZBSE B i e 2% O I FL R 1 .
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N 22 R P00 1 2%

pUE ]
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P2 PATUL AL —
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o PaE RIS (SR AUFE F I + Bkt D K LK L
o i L R e A (D) LA R A LB

o BE RIS s, A ERIERBERE M (Virtual Router Properties) KB, LLgw#E 5 IE A
11 A0 % eh 2% 1 JB vk o

© ER BRI AR, S AL AR SRR S ) Nk, RS T R L B 8% (Create
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PR3 AR IR h A R
© AR - HESLE LA PR
* LA - HEAULEG ER AR AT AL U]

o EO - A+ RPN E TR A SN E D B D, WS RbRREARED E, R
MR EORAMM X o AT LB . 132 1R Etherchannel 4 fit 25 EFUS th &%, (HANHE
SHc4s VLAN,

B AR A OB Tt 1 A i s 8 RO e, A U e s BRI D T e 1

FIE 4 LiEHE (OK)ZURTF (Save).
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RIGOIEX IR, HXRPEAER, HSMNEE ECMP i & X 5,

« BRUT BGP PR, 1011 BOPIEIR, AR G4 %R TN Smart CLIX %, 1
HREAER, B R XD (BGP).

WA T A R th 2511 BGP 42 Jm ¥ & . M A0RIN “ Rl th2s 411287 W, fidi BGP
25 E (BGP Global Settings) 1240 it B ix L8 & 1 .

* ZECE OSPF i thBERE, ¥ it ospf BT, RJ5E B E X% 2 AN HEREPTHT ) Smart CLI X
R ZE O E . AXRTENEE, WS IR (OSPF).
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o FE BB Bk ERCE R A @ AU T as, HLrP GigabitEthernet 0/1 73y 4

57 B A, GigabitEthernet 0/2 7} AC4S “ " MEALRE H 5

s BRI | HEEHASEESAE S, HTEREM 10.20.0.1/30 #: 0 K% F] 10.50.0.5/24,

UK

$IE1 K 10.50.0.5/24 5 10.50.0.0/24 QIR %, MAc, JMIE 10.40.0.2/30 GlEN % .
SR TNB £ PR O R IR S5 22 Y B A TP bk, 3548 =ML %3k 2 X 10.50.0.5.

o, WA

P A A BT 1) 4 e rp (1 oA R GE, R 10.50.0.0/24 I ZS G EE I 28 00 5o FEAEI T, FRAT TR AL
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MName

Warehouse-Server

Description

Type
Network (@) Host FODN ) Range

Host

10.50.0.5

c) MiiHE.
d) A+, SRJGHENAE R 1) 1% T 2% 9 S % 5 e

MName

Warehouse-gateway

Description

Type
) Metwork (@) Host ") FODM Range

Host

10.40.0.9

e) MiifAE.

HIB2 E SRR O R RS GI0/2 B AT R b B 0 R
FEARGIF, Gio/1 K “inside” , Gi0/2 fiv4 A “inside-2” .
a) WEHEEE, REAhEAMETNEERE.

b) BRI RIIR T, e R R A RIS T AR KR (O,
¢) FERFASEEHIENUR E, il + JFRCE B

o ZAFR - AT FR, U Warehouse-server-route.

* 0 - ik insde-2, KA KBS, RO T AR b, JF LR G
It X A T AT IR AT

« WS- ZEARBI T, {EA 1Pv4. S8 AT LIS 1Pve Rtk Sk SEEL R4 o
o M4& - % F¢ Warehouse-Server $f % .
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o W3R - REUEITH B i kR 2 S S RSO A I, AN IR M S

XA LR s
Mame

Warehouse-server-route]|

Description

Interface Belongs to different Router

inside-2 (GigabitEthernet0/2) st @ Warehouse

Protocol
®) Pua ™) IPu6

MNetworks
If1 Warehouse-Searver

Gateway Metric

v 1

SLA Monitor

d) miE.
SR AL O BT, SR SR 2 RIS

o, R DU BC B B A A DG P Th 28 2 i e R P BORSE b A o AEARBI T, AT E
Mg
a) MHHIYON “HE 7 B tids M iuaUh, B AT MR s LA thas .
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Device Summary / Virtual Routers

il Sales v |
H T Filter

) 4+ Global (System Defined, L
Virtu M dieanoetic ousids il
diagnostic, outside

Sales A

4+ Warehouse
-

' o i I

Creata new Virtual Router

b) {ERRSEEEIETR b, aidi + JFBCE -
© BFR - (LM 4FK, {541 Warchouse-route.
* $#0 - %k inside-2.
o W - B4 IPV4.
* P& - 4% Warehouse-Server X .
* WX - #F$F Warehouse-gateway X1 %

XEHER U1 T B s -

smdE s Ensnssnmnerss |
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Source/Destination

B wmEa s mnesmsmmaneRs s

Narme

Warehouse-route

Description

Interface

inside-2 (GigabitEthernet0/2)

Protocol
@ IPvd O IPvE

MNetworks

+

IT: Warehousa-Server

Gateway

Warehouse-gateway

SLA Monitor Applicable o

Please select an SLA Monitor

c) MiiHAE.

P
Balongs to currant Routar
e Warehouse
Metric
bt 1
W

SR A W ORATAE STV VT 1) 12 R 55 & B U7 T 2 s L) o

T T PRI RN F /e N RSB B UL Fh 28 w582 11 21 H AR Warehouse-Server W 2850 G411 “ 7R
REFULE 28 P A H AR D3R . S8 m] DUAR $ 75 B0 I & N AR ST

(7 B =l £ (7 33 e a1 MKV A = ] PR e o P S T R L £ /8 2= S R ]
PIL T O PEXIR” A, s ) 32 A R B id -

Warehouse Rule

0
Applications URLSa Users

Action
B atow

[i] Li ]
Intrusion Policy File policy Logging

SOURCE

Zones + Matworks

a Salas-Zone

DESTINATION
+ Parts * Zones + Netwarks + Parts/Protocols
ﬁ Warshousa-Zone 'T;l Warshousa-Server
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AT Xt & 2 E Sk == (8] B9 % A $ULE% R 2% B9 B EX 177 (5] A PR

A5 FH R FOL FH AR INT, A8 R DA B B AR SOl 28 T i 2 AN B E AR R R g ko i dn, BT LKy
inside 1 inside-2 #2211 5& X348 1) 1P Hihik 192.168.1.1/24, M7 Z3m 845 70 HAE 192.168.1.0/24 ¥4
oy B b HE, BRI S OB S ADL  ph A K R 1 TP kAR [R], PRI A T B LA B
RERLER thAs B, DU DR IR (9] G e A 1) IE A H A bl

Bilan, L AVFIE A AN P A () k2 R 1) R AL b 8 U ) IR, A T R NAT RO 43 31 v T
AN g O, B UE ] SO NAT 5 PAT #h. ] LU PAT K5 e 40l i 28 1 b s
bk 10.100.10.1, FEFFRERUES f#s 2 S b F4 404 10.100.10.2. FE SR Tk E, I
HRTHT ) ELIDE I PR 7 T A R R 1R300 AR, A AU WA A BRI Y5 T ok X
NAT/PAT K0, [ROAAEH “ARA)” A A4 PR R GE ik RO IE AR, 32 DR A PR AN AN [ (1) 422
AT REAFEAEAH [R] ) TP Mkl

[ [— PAT to 10.100.10.1 __*

- e 172.16.1.024

192.168.1.0/24
192.168.1.0/24

1= s PAT1010100102 4
Inside Networks E IPv4 Public

T Internet

)

AR SRl PRSI A S MR IR NI BRI SO 20, W
FEREAS R O NAT RN RO AN S 25 ik 2 19 £ R 0Lt ey 45 v 10— 245
M, JHEEAE NAT B0 bR e 1, o] B e sbelE R e, IRl ORI 2 X 7ok A 5
IR RSR[5 R 086 1 o 2 M) R

UK

S B A 1 (VRI) BCE A .
a) M & (Device), ARJn &N (Interface) i MEFRAED (View All Interfaces).
b) X THAML VRIIHIT, 76 “Bfl” (Action) 41l tisdi gt i b (©).
¢) ZERELTEM:

© BFR - CEABIT N inside,
BB - R,

« W& - EAED.

* IPv4 itk > KA - R PEERTS.

* |Pv4 HehEFF PIHEED - fi1 N 192.168.1.1/24.

| bt |
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Interface Name Mode Status

inside Routed w D

Description
IPv4 Address IPvE Address Advanced
Type

Static v

IP Address and Subnet Mask

192.168.1.1 [ 24

Standby IP Address and Subnet Mask

d) AEHE (OK).

FIR2 R A 2 (VR2) BL'® inside-2 #2110, {HA$E % IP Huhk.
a) fE “FE11%KR” (Interfaces listing) ULIHI b, iR EC4y VR2 1 “484E” (Action) #1H
rigmisEbr @,
b) Z/DECE LR EE:

© AR - /AT Y inside-2.
R - WLHEEREH.

« RS- RO

* 1Pv4 Hihk > KA - EFERTS.

* |PvA I FNF RIS - F X L8 7 BUR . WERIEELAE 2ulie B 5 iR DO R sk, R 4¢
e lwrs —ZRBRIH R, PRI G ART REMENC B . Joikal i /) — i ey s P AN ) 12 1 6 oy
B [F] —Huhik =5 1)

W EngmE
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TR 3 B & E B M hE 2 (8] A9 % 4> EE H00RE B 25 B ELEX I i (21 AR .

Interface Name Mode Status

inside-2 Routed w O

Description

IPv4 Address IPvE Address Advanced
Type
Static ~

IP Address and Subnet Mask

Standby IP Address and Subnet Mask

c) MEHBRE (OK).

W3 ACE B A VR, Jorh Qs 20 S50 O A BRI B it -
a) P (Device), ) mitiBgH (Routing) £ EFBBLE (View Configuration).
b) siili “B%E” (Routing) UL [ TS 1A% N EHLEE B 28 (Add Multiple Virtual Routers).
c) TEULIAMEIAR AT N, st E—A B E X EPIEEH S (CreateFirst Custom Virtual Router).
d) HE BRI s VR B EE,

© AR - HN VR BEGE R A A FR
* %0 (Interfaces) - fiili +, % insde, A5 fiifAE (OK).

MName

VR1

Description

Interfaces

[_.3 inside (GigabitEthernetD| 1)

e) MiifzE (OK),

bt |
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XPTEHERF G, JF W etk th #3410 36

f) FERIIER LS F T, W7 VR BRI th 2 e S b oS i b (@),
g) {CER7SEEE (Static Routing) &I I, Al + JFHc & 4 i

« AR - AT AZFR (B, default-VRL) o

 ##0 - k¥ outside, BORE R AN, IRME DA T AR RS, JF ARG
itk o XA AT AR AT

W - AEARGI T, AR 1PV4,
* B4 - EFE any-ipv4 X5 XK TCIELE VR A B H AT AT B A BR LB H
© PSR - RFURIIH B 2o R i iR B 50— REOLE th A, AN B R M L

X URAE AR B :
Mame

default-VR1

Description

Interface Belongs to different Router

outside (GigabitEthermnet0/0) v -8 Global

' any-ipvd

Gateway Metric

v 1

SLA Monitor

h) MM E (OK).

HR A FCE R has VR2, JLrh BRI AL 1B it .
a) BF VRIN, sidi)qiBl (e mriR (e 2] s b8 51k .
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b) RIS THR +.
o) TR s VR2 s L.

© BFR - HIN VR2 BB IE R AR
 #0 (Interfaces) - Aidi +, EFf insde-2, R SdfEE (OK).

Mame

VR2

Description

Interfaces
[il] inside-2 (GigabitEthernat0y2)

d) AEERE (OK).
HHEHER A1, B U s 513 .

e) TEREILES thasHI e, HAE VR2 MK b 28 (K B 1E 51 th i 2 5 AR (9.
f) 7EBR7SERH (Static Routing) ¥EIA - [, Aidi + - 0c & 4 .

« AR - AT AFR (B, default-VR2) .

* 0 - k¥ outside, BORE R AN, SRR AT AR RS, O AR A
itk o X R T ERAT AR AT

- FEAGIH, AT 1Pv4,
© W% - L any-ipv4A X 5. ROREHT T IOVALE VR2 ALK H AT A 5 (0 BROA R i
© PR - RRURIIH B2 R R B 50— SRS th AR, AN AR R L

FPUERER U R FroR

| bt |
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. WA A B & EB IRz 18 B9 % AN E LR B 25 A ELEK P 7 B AR

MName

default-VR2

Description

&\ The selected interface belongs to a different virtual router. If you create this static
route, the route will cross virtwal router boundaries, with the risk that traffic from
this virtual router will leak into another virtual router. Proceed with caution.

Interface Belongs to different Rouwter

outside (GigabitEthernet0/0) i =+ Global

Protocol
® P () 1P

Networks
+

{T:| any-ipvd

Gateway Metric

Please select a gateway = 1

SLA Monitor Applicable anly for IPvd Protocol type

Please select an SLA Monitor hd

g) MiifE (OK),
LIRS 04 R A A B A DB .
Pk P T 24 AN R4 £ 58 T 20 4 o3 8 o 4% 00 42 11 14090 0 40 LA 1D D9
a) B VR2 W, i GURITES Y VR2 SRR AT FE RS tH a8 213, SRS P4 R 2% o

Device Summary / Virtual Routers
iy -
;
H T Filter

Vi 4+ Global (System Defined) :
=+l
irtu ¥ diagnoatic, outside *
Lt VR a~
+
1 rou neide

VR2
g |
1

Create new Virtual Router

W EngmE
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b) TEA A “HA s H” (Static Routing) #EIF I, &l + Hlc & ¥ -
© BIR-ALATHFR (PN, default-ipvd) .
* 0 - % outside.
WL - AT, A 1 Pv4.
© P4 - PR any-ipva X4 . IR TATAT IPv4 Gt K BRIA RS o

* WX (Gateway) - IR R AELE, s CIEFMLEIT SR (Create New Network Object),
BRI R A2 11 0 288 50 % ) — i (KT 9 S () TP bl (FEAI ok 172.16.1.2) 58 X EHLK
%o QA B, EERABHR “MK” FRPIERIZT S,

Mame

outside-gateway

Description

Type

@ Host
Host

172.16.1.2

X UEAE R TR B

bt |
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IR

<)

MName

default-ipvd

Description
Interface Balongs to currant Routar
outside (GigabitEthernet0/0) ¥ Global

Protocol
@ 1Pvd IPVE

MNetworks

rI_:I any-ipud

Gateway Metric

outside-gateway b4 1

SLA Monitor

RH#BZE (OK).

R[E#EE O (Interfaces) Tk, JE4F IP HublVs N3] inside-2.

a)
b)
¢)
d)

Fii& & (Device), X5 mdi3EDO (Interface) B IMEFMAAIED (View All Interfaces).
AFHM L VR2 (1) inside-2 21, siadi “BRAE” (Action) v fse s (69).

76 | Pv4 HEHEZEIT S b, SN 192.168.1.1/24 1 1P Huhil A7~ W HE6D

M E (OK).

A AL B ES TP Hhk (9455, X124 inside 1 inside-2 $ QIR T AN R 1 RE R FH 28

B NAT B, LUK PAT P-Ahi AL 4 E) 10.100.10.1,

a)
b)

d)

HEFREE (Policies), X )5 s NAT,

SN -AMZ 1 BT 44 4 InsideOutsideNatRule [ NAT FUUK RN 2 11 PAT, 17 s 5 6 v 1
g (@) EhE. w0, AGE + QU

TR, WM IUAE AN, A 42, F5 IR O H AR 0L T A I R0
o, FFHEFEE BN X ATEARTE T P RAT RIERAE .

T B g — AN A RO, 35 AR S AR € (Trandated Packet) > iR ik (Source Address)
W R Rk, R M B #IM 4G (Create New Network) (B4 %A3 F 15 X 10.100.10.1
RS IROE DR

i PAT Huhk i) NI %o X% N 2R T- AR s

W EngmE
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WIATR T B & BB Iz (8] B9 % /4N LR B 25 B ELEK I 17 (B AR .

MName

VR1-PAT-pool

Description

Type

() Wetwork (@ Host () Range

Host

10.100.10.1

e) EFEFR AN IR HEIRE € > IRk . NAT FUN AT LR N4

Title Create Rule for Status

InsideQutsideMNatRule Manual MA ™ O

Placement Type
Before Auto NAT Rules ~ Dynamic w
Packet Translation Advanced Options

or this rule to function comectly.

ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface

inside e outside w
Source Address Source Port Source Address Source Port

any-ipvd N Amy » VR1-PAT-pool b Any ~
Destination Address Destination Port Destination Address Destination Port

Any v Ay b Any b Any hd

Y

) i E (OK).
HIE8 OIH NAT MU, #5 M inside-2 ¥ [ 4N A PAT £ 10.100.10.2,
SERUN 5 VR (RN 56 4 AR TR, AH AR TR Sb -
© ZFR - WJME—, Il Inside20utsideNatRule.
« FIAEIREE > BIED - 4% inside-2,

gEnmE I
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o SIS HOEIE G > SEHBLE - o 10.100.10.2 GIEEE I ENLHE RS .

SRR 2R ABL T BAT Py 2

Title Create Rule for Status

Inside20utsideNatRule Manual NAT b4 O
Placement Type

Before Auto NAT Rules w Dynamic w

Packet Translation Advanced Options

& The source and destination interfaces belong to different virtual routers. Please ensure you have configured
DRIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface

inside-2 v outside v
Source Address Source Port Source Address Source Port

any-ipvd b y b VR2-PAT-pool b i v
Destination Address Destination Port Destination Address Destination Port

s R W A4

WIB9 EFREE > yrieldTEl, JFECE U R HEUN LL AR VERE inside_zone FI inside2_zone MR AL Hir £

outside zone.

o, ST EELE Ui il 2 ) s LA SR VR M inside A1 inside-2 2 11 [ A2 DR B . b 107 ) 4761
R BRAF ] 224X, IS TR 2N RN DA X . 53, mT DA AN XSk [ I fR A7 inside
Mlinside-2, (HA ] HE A B A1 AL s H At S vh G HAR BRI, DL 23 73 ey 45 PRk i 1 A 2R
jﬁ‘iﬁ o

RV T LA w24 X3, D) RV A e 23 1) BTG 9 ) S A UK G s o] AR 5
B NAZ SR N TR o AT R SCHAB SR BRI AN 22 s, i, F TS0l URL i 645
k.
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wrgnxns

Orde le Action
3 w AllowinternetTraffic
. ; - I 0 . . O
Source/Destination Applications URLs Users Intrusion Palicy File policy Logging
SOURCE DESTINATION
Zones Natworks Ports FZones Natworks Ports/Protocaols
a outsida_zona

i . »
@ inside_zona

O - r
ﬂ insida2_zona

B R PO FH 2%

TR AU 45 EAT

o

PSR HERR, 1EF T CLI #8 & B8OS4 CLI T LA F 4. k]

LA “B 7 (Routing) LI A5 < (Commands) SZ ik F i —L8 iy 4,
* show vrf W7 R4 e SR BRI #8115 B
* show ospf [vrf name | all]

AT R B d1 4% OSPF R4 B
HREFEIE R, BE IS I, DARE A AT RE AU rh & 1K) VRF /5

Al AR I
* showbgp [vrf name | all]

TR AT R MRS & BGP BERE (145 5
BEREMME R, BE RS, DU A P70 th 25 BN VRF /55

B AR .
* show eigrp &
R4 % EIGRP BEFE 15 B o

T n] UFR K 400 Hh 25 U A B A % 40 Hh 2%
{ifi Fi| show ospf ?

0] LR T MUK th 2 LA B B A DG I RO eh 8
{# il show bgp ? AT

EFE show eigrp ? A A& nf FHIE I .

bt |



Enns |
B sosnemms

B EEms



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



