A Y

ABigE

PLUR B ac & &R0 3] “ RYE” (System Settings) T & F RG R E . X LEE K
ARG RE
s MCEBBUIM , M1 0T
cMERFHEICEEE , HSW
* il & DHCP , % 9 1T
s MUES)A DNS, 4 13 11
 fit'® DNS, 55 15 5l
s FLE WAL, 19 10
o BOE I B (NTP) , 55 20 1T
o W RGN A B (ISA 3000) , %5 20 7T
o FCE PR HTTP AL, 25 23 W
s BB MRS, 524 00
o S ERAE LN . AR 28 T
* BCE URL 8L, 26 28 UL
o RS BLES DI E) ARG B CDO , 2R 29 1T
o N E BTG B CDO Pl 2] a4 B HEAs , 25 34 It
o P E TLS/SSL %A , 55 35 1L

o Jfeke LS N Y
Ao B =150
EELT ) $5 BENS G S B PR W BT A IR . s DAL E LRI

o AAA T B 11 P U7 in) BRI E 1 B . 8] DAAE B A i FH 7 bl PR s AR AAA IR
%o%. HREHHPEHAEAGER, ES IS W& B2 A g et s .

o BF T B RN BT i) et . h I e VA B DT R A . RS LAY E fo TRl a
IP Huhibi7 i) HTTPS (JH T #4418 f1SSH (T CLD . Sl E &R R, &
2 Wi,
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* B Web IR S5 UETS, HI bR EAIA REIE R B et i PGS o T AR R4 B 8 AR 1
MTEFS, AT OB P e SRAGAE R AR . TSRS BB Web IRZ5SFET , 2 4
e

~

BeEEIRIGIETIFR

BROATFOL T, AT LOMATAT TP btk (055 B IR ) 80 4% 1) 804575 B Web B CLI Ft i, R4V
SR A R (HRE,  BEnT DARCE VT 1) 813 MX SR VoK B R € TP Mkt sl (ISR, DAk
IR .

TR0 ] DLIFTRCECH 42 1 DA A VF WA A5 PI g B SSHSHE 48 CLL. ARJS, o M FH 480 B0 Ml k- B ) /25 390 4%
o Plln, T LUV AN LT B ), IR AR R R . F T /B AT 1 AN
BEEPINER . BINENT, PR 0 HTTPS &5 35 0] 2378 P 858 115 i 7E A i3 11 124
o 6T HATERIN “PEE7 PIFFALIY Firepower 1010 X R A5 AT DL S8 4685 FHL 28 3 1k R4 P (KA i
Bl Bz 11 AR AL TP Muhib e N3 B: (BRINME N 192.168. 95.1) %37 Firepower B4 &7 FE a4, &
AT LUAERE N B £ BT 3o (9 11 1 TR0 B 2

A

AR WERIAAVRUT R E I, B ATT R A SR B CBIUEAE RS B RUIMBR X 2 i B 1P Mtk
rviial, Jf HLBAT AR sahikge H . LRSS SRS I 4 2 R U ) AR P Bl DT 1 51
K, IR N

FiaZ 8

ANBEAER]—42 10 LA [A]— TCP iy 11 [F] N RO W 27 BESS U i) (HTTPS Ui in) ) FIE 275 i) SSL VPN,
wltn, WRAEANEREE D R E AR ] SSL VPN, W Ik AE i [ 443 E47FF HTTPS R AR
P, mRAER—H 0 BERCE XA ThRE, TEM R D T — IR 45 1 HTTPS iy 11, LA A i

o

Ko

UK

TR A&, A AL RFRE > ERFEEL.
WRE O T “RGBLE” (System Settings) UUTH, H 7 miidi H sk O E IR 8] (M anagement Access).
ROEFT UIAEBE DU R E AAA,  SEVFANES AAA IR S5 as o LI BEAT A BEDT IR) o A7 R PEAfR B,
TSI B B i AR AN BV A R T
B2 L BRGNS PRAT AR B A
a) ILEFEIREOLIR.
B SCACVEVS ) Mo 1 (R ik 443 FT B B g:  (HTTPS MZg#zn) , 22 T

SSH CLI
SO J A FFFIRE, S TP Ml 5 R O FERAUE R, R P B2 5
Bt
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| muem
eapEn rRERTEmsan s 0 [

AR RN, I U BT R (O MR T R TR, WA
AT LU T D0 1) 4% R
b) i + JFHUS LUF I
o WIS - PR H T HTTPS (it 11 443) J&52& SSH (it 11 22)
 |P ik - P ONAZAENS Ul i) REEH IPv4 B IPve MLl AL M4 X 5. ZLiRw “AT
faf” Haht, &% any-ipv4 (0.0.0.0/0) F1 any-ipv6 (::/0).
¢) milifE (OK).
SR 3 EOHCR R R, TR DL 4R A
a) EPEEIEREOLIR.
BN 2R 52 SCARVFS 82 1 14 P L1 k. 443 BT 45 188 (HTTPS M) , 22

- SSH CLI.
KA SE— AN P H) 2R . W —AN 1P Mkt 5518 R it H AT =AU USRS, DU HH 7 ] DL 6 %
B o

R RN, i e e A AT (O, MR T AN A I, TS
AT UL P SV ) %8 1
b) il + IFHUE LU
HEO - PRI ARV B B

o TS - RPN T HTTPS it 443) . SSH (U [ 22) 42 —F . AHE MR Al
VPN A & SO A AT i 2B G & HTTPS JE .

o RIFRIMLE - EPEE N IZ RSN 0] 2R GEI IPv4 B IPv6 M 4% B WL 280 % . BidEE “4T
a7 Huhik, 15 any-ipv4 (0.0.0.0/0) F1 any-ipv6 (::/0).

c) (A%, ) W RFEFE K HTTPS Hdhium Ddn's, 15 AN g5 -4 A B 0 . 1§S RESPE
M LS E AR5 i HTTPS o1, 26 3 Ui,
d) S E (OK).

Y14 == [===] Varlasl L LN ¥ iy

AHEEO LECER T &I 89 HTTPS in O
BRUAESL T, T H H AT B Ui in) O B8 8 BEES 5 U B 181 APTD 233t il i [ TCP/443
BEAT o 85T DL ST SOt B A B ) g 11
QRS e 1, P L ZiAE URL s a8 e S A REVT Il R Ge. filan, R £e 2
ftd.example.com, Jf HAN o H BT BUh 4443, WIH] 26 250% URL AZ UK https:/ftd.example.com:4443

JI A B UREARE T [ 1 o AN DA 4 1 E AN [ P 1
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\)

AR AN SR B R BT IR i o R AR A i 1 443

I3

PIR4

gz
Fdn& & (Device), RGOS T RGIZE (System Settings) > & 3#if (8] (M anagement Access) fif

Pz
WRECAL T “RGE” (System Settings) UL, N mith H & W& E] (Management Access).
A #¥EIED (Data I nterfaces) £ .
m HTTPS #3Ei% 0 (HTTPS Data Port) 5.
P8 KB TREE T WHEHER, ¥ HTTPS $03Eim O 58 ook B8 i 1 .
AR LR i S
* 22, i%dn 5 I SSH %

o HF@FE V7 ) VPN o 1 Clnt S48 2 8 So e F 58 305 i) AR AT 22 O BC T 1% 1) o S RE Ui
i) VPN BRIAE B om0 443, (BRI DLUG HELE A 2 X .

* FES 03 SR % T T B3 S A IAIE, BRACY 885,

M E (OK).

B & BANFG1E Web AR 55 25 UEH

IR ] Web FHRIN, ARGV AE B A UE 15 RO /A HTTPS it 22 4. BRUGE AN Z A1
HEARAEAE, PrAESE BIAZEENI AU UGE S, Il R R 2SIt B AT
REZAUE A ORAT BN R A AERIORUE FAEA# D, B AT DA_E A% CUC N 32 300 B8 45 AR IR FTE 1S

UK
Rl ®, WEKX AL RRIRE > ERIFE L.

WS CAL T “ RGN E” (System Settings) ULIHI, H 7 i H & H (1E 17 18] (M anagement Access).
A IR Web BR5588 (Management Web Server) £ <.
7t Web BRZ8IEF 1, EFEH TR WA S BEASHTTPS 1EH2 (1) P HB k.

TR AR EAR G AR, E S SRS FTEZ M EBIES (Create New Internal Certificate) fif %
SERI g .

ERINE K Tl 2 X DefaultWebserverCertificate %% .
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SR A WAL AGE HAERUETS, TP S8 A5 AERE T AP A R IRRIE P MRIE B in 21 Z 5 255135

Rt 2 AT LU BERASIN 10 MIEF . miily + SIS EESS, Sda i e . (i R7EF (Save)
CIRJE AR 5 1 Web Hik 55 4K TR (RN ATHE il 42 43 (Proceed)) I, WIRUIEF K, fokifics)
—AREHRH R, PO EEETR O —MEE B AR RS INANE R IIESS, ik
PRI R . AP AR, Al TS s R e

Hili + )5, At B EEZ{E1E CA IEP (Create New Trusted CA Certificate), RIF[7EIAL FAEIE
o

PS5 M RTE (Save).
FOCK LRI, HRFES TN 5) Web s 4. LT HEE .
VAR LM, BRI SERUE, ME

RRERZHETIERIKE

T Loy @i & RS HE LR (REHE o HE A5 50T LA B A I 25 19 4%
BB TC L ) AT DA IS IR H RS S R AR DG H A5l sk CRIFE Uy Pl A A= B A sc
JOEREBAHE IR BHARSGHE,

2 H & sk ] DOy S5 RAA RIS CRAE 5 B RR G FEOTR O LA A 9 286 e B AH SS IR = D)
FRUE RS RS o v AR SN U [ 2 il 0 py e e e H Rl s o

W H &SRR FIZ4T M ThEe (RIZE CLI FCE b o SCRIThRE, W LAEH show
running-config fir & A A X LEThaEE) A IH R . XA WS H. VPN, ZdiE#: 1. DHCP RS 45
NAT 4 Djft .

XL B B, 155 [ https://www.cisco.com/c/en/us/td/docs/security/firepower/Syslogs/b_fptd
syslog_guide.html" ] Cisco J@MrBifH £ 4t HEH A .

PATR A 4 e T 28 538 30025 i LB 7 B 2 R SCA AR S R H Rl =%

= E R

NERIH ARG H S S BRSO .

F 1. ZRFEREHE™ERS

LS FEE MR 152 AR

0 R 2 RGEAWH .

1 ik i 27 R R it o
2 FE FEEE DL

3 EiR HHR T DL
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B e=szasosiesssanm g0 sREs

BcE & 415 H

S FEE RS 15t AR

4 1] DL

S 10 IEFAHTE KA DL

6 (Ef=8E3 HEMES%,

7 it AL
P R, A SR IR 1 H . e H 8400 T fg
RAMKRZ MR, TSI R S g

\)

ERE ASA R BB AN A e AR % (emergencies) 1 &R 48 H &N S .

,L'\'LEERLZEL_EIJ *E ‘.zl'iéﬁ EIL,\

T AR E RS R H G RAOE RSN R ST H S IR S5 a% . X2 RS0 H il sk i fpe ik i, i
ﬁ%%%%%ﬁ,@ﬂ%%ﬁ%%%@%%ﬁ%ﬁ,%ﬁ%%%ﬁ%%ﬁ%ﬁ% PAIEAEES EHERSY

SEAN, G SR AR T e PR 6 St T SO, SRRSO U i) Bl it s [ I s
PRI, A AT DUBC B AR GOk SO R B AR RIS R S H B 55 & AR EOR IS B R 40 H A IRk 55
ae, WACATHE B g P SR S E R S,

LURPERA G T iz (Bdle)  H LM AR S B H il sk R g H & BIEmT LY
DA SRR E A H S ek

27 U P TBUR R e LTE VS WU O e 25 S WU 7 o s M e i il w2 s Y
o

o NMzHfE, R ANR RIS BCE IR R R G H SRS A

FiaZ |l

0 S5 FH 5 22 TPS A S8 R R ARV P IE (9 S B R SR I, SRS R R e H
B BCEA AT

LA, A Z0URF PR AE Y X L SRS R il R 3 1 SO S > BAESCHRILT. U, R4
AL EWAEM R, AN RGEHE, WA FIEEER SRS,

i

miigE, REAERFRE > ARIERRERE.

MRCEN T “RLERE” (System Settings) LI, T aidi Hx P BEIERIRE (Logging
Settings)
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P2 LIRS T, MR BEFRREIGRNER, DOIS W1 A s i SR AR H &g sk
BRI ARG H SRS 4 ARG, BOE LU

* REHEIRSEE - il + PR ARG NSRS BN, ReahfE. DR EA
A, EATHRMARG BERS R, A%, FOEER, ESHE R4 H
S

* FiE FXOSHLFEZ 4t BRI E MR - X T FXOS [M4FE B, Heail FXOS ~F 54
ARG H ST B R BRG] OIS RN, R4 2 Won kI, P
PR o L2 s i ) R S ROE B R G H S IS5 4% o

* HBILIE- WAL R BB A 3 AR G R

* BT SRFAASEHRTEMSR - WFE LU BEI s i U0 A B2 AR B R
GEHE MRS 45

* BEX BEIRFTIERS - WORAEPAT At B vk, DUMEARAF BRI R, ik
PERFPIRIIESS, SRS A R . R M AEAEIL DRSS, T R B FTRY SR
FUFRILIERS, RREIEL MRS AR R, SRR R IRLIES . 5 8 I,

T3 BXHIEEREIIUA N BR, DO SRR E A 5 AR H S s kIR BIAME R 48 H S k55
fro AR, BB SCIFAE AT H DK LT -

* R HERS R - ERAGHERSHEN G WA BALAE, 5 iR AR S HE RS 275
%, JFLRIEIE 5.

* BEFEMR A - CEEDY 73 B8 A% AT AP RO o T AR G BT SO A
PR EATAR RN B, RIS PATAEATIL 08 IRk BEMERr g, B 2 4
o XK e S B BRI g (B, FTD-x-<message ID> H x) o SCHFSRAERT
KUID Oy 430004, SEEFAT AR 430005

PR 4 1R TF (Save).

Ao E A5 HRIERERFEI AERE R X

T LIRS B AR G0 RS0 H S B PR A B A S H B 22 P IX . WI#E CLI B CLI ] & H 44 1] show logging
W BE G XN A

HH B BRI B X AR I o AP X AR I, RGOS BRI IX 4k ) s v R 4 H
SOOI, RGUR IR TR, DURERE i DX 1) (OB B AR
iz

B g E, Rh b RRRE > BRIERRETL.

MPREENT “RHERE” (System Settings) T, HiFddHxH M BFIEFKIZE (Logging
Settings)
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S 2 HRFBMERXIFHRIFNBR, LU IX B0 HE LR H AR,
SR 3 ACE A ARG X H AR i I
* BT SIRAEEHREEMSRA - B EIEL . IION BCE MO I3 B2 RIL B N e
X

* BEX HEICRSIER- (Tni ) A RAR AT FAR I SO DE, DA OO R EOGER (17
TR LI IESS, 8 AL B e WER M AR v 3, 1 i G F B 4
FIFIIRRR, RACIEEIEA. AXREAEL, ESHIE FIFIIRIES , 5 8 I

« XK - I TRAF ARG HEN BN X RN e Qg ph X, el giE . B
MR 4096 1. JuHh 4096 3 52428800,

P4 HTHRTE (Save).

o B &R HRiE R &2 EEiEH &

BT LARC B RGO BR L BIESG o S/e il G i B S CLI I 23 WX S99 B . 4§/ show
console-output 4] U\fli\ﬂﬁﬁﬁ (EFEEH N 1) SSH &1 h A& FIXLEH &, tah, NE
CLI %\ system support diagnostic-cli Bl ] 7Ei2 W CLI " S & X 269 L.

i

TR g, RE A RFIRE > BRICFRRERRL.

WHRELEN T “RGEWE” (System Settings) JLIIH, HF7didHHZH I BEIERIZE (Logging
Settings)

P2 Kt e RPN B A, Lok G B8 H R d sk Hix.
PRI EFEEMION . IO B =S PO 0 B 2 RAL B &
PR 4 R TF (Save).

Ao B EHFIRTIERS

FAPIR L UER A F 2 SCOLUESS, LU LN T H A& E S H bR, DAESHPRRLE T RURIE 1% H A%
SR EE R I8 F AR R, HAT U SRS R s G2 SRR BARIRAT (ID)
At DI EROR T .

A A2 ™ E GO D B L LA BN H I, A AL vg as .

uT A U 7E X3 & (Objects) TG JE 8% . 7ERCE v] LUE ks # i H Bl s Hbri, &
A LLB L e A%

B 7suE
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UK

TR LR, REMNHRPIEFEGHIIRTIES.
T2 PATLL R AL
o« WAV, Rl + 4L

o SRR, i i g g b (@),

SRS RS R G, % G B s (O).
HIES LT L DL R
- BER - LR RO L AR
* JHAR - 0RO .

o EEMR A ESE - RAEY BN TIENE, WA+, RS N e R A
Fonl, IRERRE. ARG, s CEEIONN R N RE Sk, e E GO Bk ei A
K HATIEIE, HATHRE.

A48 200 1T B R RGO AL T B TGO, REA SREHRGHEHE. &)
DA BEAS P VR GO0 e 2 IR AT
W e ™ EAEGON ER T ST IE, R E IR A, IR R H &R E
BRI, At ARG R4 R RGO .

* ARG AEEEGER ID - AR E KRG H BN S ID k8, S AR O S RN
KL ID 85 ID S ya R . A HEERF B IF 4R ID S5 RIS ID %5, #1401 100000-200000. 1D J& 6
P RS. AOFEE NS ID FIAHICH R, 15214 https://www.cisco.com/c/en/us/td/docs/security/
firepower/Syslogs/b_fptd syslog guide.html ] Cisco Firepower Threat Defense &4 H &N A .

TR R E

TEBUAE T BUAE A SOk FE s 5, T Avred i S IEx H s, B RiRE > RRIR
B> HEERRE-

fic & DHCP

DHCP A 45-#% 1] ) DHCP & F i e i ML BL E S50, 4 IP k. &n] LLgEE: O _FRCE DHCP R5%
28, DM IER M4 ) DHCP % im e e & 240, T LigERz 0 LS DHCP W4k, DUIEEE
SREL I BRI R IF) 55— 6 B4 LISAT I A DHCP R4S 2% .

RN DIRER AE 3L BT UIRCE P — A IhEs s — N IRE, (EARER N C EX P ThRe .
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fic & DHCP AR5
DHCP JIl45 #% vl & DHCP & )7 v I W 45 e B 240, 90 4n 1P bk &8 n] LAZES: 1 _Eid & DHCP R4

Nil

(8

NI 2% 1) DHCP 2 7 S il B 240

IPv4 DHCP & s T #E1m AEH 7 bk I8 iR 4528 . DHCP % 7 syt T UDP % 1 68 _EHIvH B
DHCP Jlz 2575 il UDP ¥ 11 67 L1H K . DHCP les w5 A FE BOOTP i3k o

)

B

i

AT O 4 DHCP R4 281847 M 4% L E DHCP IR 2% . X PANRS 260 R Az pvhss, 4R m]
T .

FHia Z |l

DHCP % )3t 2505 o FH T R 5% s B0 VR T[] — 2 N o BRIV 55 2 AN 80 i 2 18] AN BE AT T Tl et
& HA A AZHAL .

WIREB AL FFZA ML, (HAMAERMZ D LEE DHCP k4528, &0 LANCE DHCP H4k, ¥
DHCP % 3R I\ — NP8 8% g B T AR 2% L) DHCP R4S %% . EXFhAL N, DHCP JIR4528 470
r T M2 P AR % b ABRLE R — B I — A% 1 ERCE DHCP R454%, Ay — M0 Eid
B DHCP W4k, /7] DHCP H4kirt, &Ml DHCP R4S fed 55 H I AF A 0 4% M bk 245 1) i & 3t i

e

WL E DHCP H14k, S E DHCP W14k, 25 11 .

B2

1 fdiig&, K5 i RGE > DHCP ARS8/ 4r kL.

WROLALT “REGWE” (System Settings) WA, H T i H 3¢ ) DHCP > DHCP BR 5525
(DHCP Server).

U BN, T, BEETE RS RS
DHCP BR % 883471 ¢ 0% CL 76 3L R T DHCP R45 5 (082 1L 5 55 PN 1 L KR 5 58

it

2 wECEETR L, BCE HSECEM SRR .

DHCP H 3 &/ DHCP AR %% %% e 4 DHCP % P uif it NIz AT 98 € #1019 DHCP & 7 i 3451
DNS Rz %525+ 1844 F1 WINS 454515 8o W5, WiRGEEEM T DHCP skichht, W24 B 3hid
B, HG A DLk R L DHCP SR M hE AT 8 0 . R A BaRd S, T ATl LT
LTI

a)

W A E, SRR EEE>FF GFRNALTAMD , ARIG/ERIZED hIE S EAE
1k DHCP SRECIL b 4210,

Un ARG AV ph s, DU R REAE 4R R UL ph 4 R 8% 1 L AST] DHCP k554 AR E . 4
FIP 5 SCH READRS H e 20 FE (45 AN SCRE H BT RC B DI fE
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BcE DHCP 4z

3 n] DU E DHCP F48AC 3 DL — Ak 24> DHCP R4S #8454 32 11 F W3 DHCP &K .

& oHer iz ]

b) WERAEH ESIACE, B W S AT AN A S E W, TG E DA AR, XL
R R RN DHCP 4525 1T # 1 1Y) DHCP & /7 biff o

« £ WINSIP #ufit, 488 WINSIP ik - Windows Internet Name Service (WINS) IR 45 2% %

U N IZ T NetBIOS 3844 @ #7 ) Hul o

« & DNSIP titit. 458 DNSIP itk - % 2 5 3 % H T304 AT (10384 22 45 (DNS) 4% 2411

Hodiko G EERCE OpenDNS A3t DNS i 4545, i# sidi{EH OpenDNS. s5iliiZi% 20 1
fifa i IP bk N 7B

o) milifR7E (Save).

$IE3 il DHCP BRSS S5 TR IF Mt B 45 2%
a) HATDL R EEAEZ
o TR A 4 LS B DHCP RS %%, i i +.

. THEDIA I DHCP R4 5%, i izl & s g i b (@),
TR IR LS5, % %R S 2 i B A b (©).

b) HCE RSB L
* JAFA DHCP BR%5 2% - L i IS5 4% o R8T ABC B IR S5s,  (HAEMU HE 2 T a6 A ] 2 i

T E A

« EO - EPECAE S IR AE DHCP Hibb ()8 0 . B0 RN S A 1P bk, W SR sie i

3217 DHCP Jleg54s, WANGENEH] DHCP SRHUL o T R4, E R EL 1 (BVI)
b GmAZ R ED BUE DHCP iRksss, JIF HRSSaAEITA 1k & 1 EisqT.

TEAREAE L A P A B 1 L DHCP IR45-4%, MMNAE BACE, ©07 T % (Device) >
0O (Interfaces) T

o dodkih - SCVFAR ST AR AR BAE K 2 s ) TP AR K VE ] (R dem) o $RE %

HITFAE AN G5t & 2 AFRR T . #1140 10.100.10.12-10.100.10.250.

% IP HuhbYE Fl 40 5 Bk A TR — 70 b, IF BORBE G ARG 1) 1P Hudik. | 4% b
| 1 A 1

BB B8 Bk A R NI AN 256 ANk, R bk YE G T 253 M
HE, 0U) NS A B R M R R AN e SN C 2R (filtn 255.255.255.0) HFSERCH BEOKIK)
Hodik, @l 255.255.254.0.,

¢) RiiffE (OK).
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DHCP % /7 3 A 1] UDP | #% % 1% HoA49] 44 DHCPDISCOVER M &, BN BT 5 i B M 28 A5 5%
A B e WS A E RSS2 B, WEH UDP |38 A2 i g i B 4 301756 4
KU EAE R 1 s . DHCP F4kAQHE A v B & e & 1 b B il e £ 1982 11, LK DHCP
i SR R B A iy — AN 8 (%) DHCP IR %5 4%

DIk, 7 AT DHCP iRk 5543 1195 7 S dT5 48 o] LAMAL T AN A7 R H ) DHCP I 55 23 3K H TP 3
AR
FHIEZ Al

o ENINEEEAS 7 B B AT Mk i DHCP IR 4525 B, QSR 7E HA5 192.168.1.1/24 Huhil:
(132 11 _F 5 JT] DHCP H 4k % P i, 737 192.168.1.0/24 M 4% _F {17 F i, DHCP IR 22040 g
HRAE 192.168.1.0/24 7™ EfF) IP #uhik, #1201 192.168.1.2-192.168.1.254,

* JyEE> DHCP RS S BU8 EALM LR 5, $75E IRS5 45 1P Huhk.

* MR O MR e C 25 H DHCP>DHCP AR %588 (DHCP Servers) Ui ifi E A ka5 . Wikfrdz 0
LR T DHCP W4k, MIEARELEAT 32 0 _FH64S DHCP RS 4%, BRI e e A .

o PRSI - He i HAG T IRS 2 AR EE I 4 K . bAb:
o BEOIASHE 2 B 1 ECMP i 2 X 88 (1 i 0
o B3 F DHCP $REC L Hudl:

o AT DIFEYIREE . T, VLAN #2110 R EtherChannel ((EAZ BRI GE) FE
DHCP iz %5#5F1 DHCP H 4k,

o WAV ULE R ARSI 1 (VTI) _EFCE DHCP P4k %5 2% .
o IXPHIARSSHRAN SRR B 10, AR SR IR 2 B LR o

UK

AR &, KRG AT RSZIRE > DHCP BRSS88/F aksi i, R S H X1 ) DHCP>DHCP H k.
IR CAALE “ RYWE” (System Settings) T, H 5 il H 3674 (¥) DHCP>DHCP Fh 4 (DHCP
Relay).

CAldk. D M4 T5 Z 4L | Pv4 sk B AT FI | Pv6 Hr gk B AT i .
TR LG ISV B T E 4 € TP AR DHCP H 4k bt ¥ 5 By R VAP 4. BRIMEA 60 B (1 43
B, BRI E AT 1-3600 0 HABE NG . 401 kAT DHCP IR 4% 28 2 [A) 47 4E B S 483, )
] e T B K PR I R T
fii & DHCP H kPR 5588,

DHCP H 4k iz 25 75 A& I 25 0 W o4 DHCP A 4k Sk 3 1A 25 1 DHCP Ali %5 4% . X %E DHCP R 45 4% 5 1%
TEAERC & (B AT T M4 AN TR e 4% Lo

a) fiii +, YEPEECEAT DHCP JIRS54S IP Huhik i BN 0%, ARG S E (OK).
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WAL R AL, TSR RI G . A R ] SV i) DHCP Ik d%
s U RHTIZIRSS & 2 H A X R FEINES o

b) AN DHCP 45 a4 H, SRJaik$en L a) DHCP JIR45 a5 4% .
$IE 4 1S DHCP T 4kfer,

DHCP F4kRBAE R O LigqT. ek B H M B & P i i DHCP i3k # & 21 DHCP 448, &
S B W R [B 2 4 i o

a) A+, EPEVIZAT DHCP P4 L, R )5 ST E (OK).

WURE AR AR LI24T DHCP takRRE, 3 fidniz /g5 4 2 H A M X K J0mIkR . 2,
T LU AR P DHCP 48R 55, i AN AR A IR 1

b) s AR DA, PR AR L) DHCP Ik55, AR5 miili#E (OK).
* BR 1Pv4 - £ 1Pv4 HUAIETE K e A 51 DHCP IR55 4% WUERANZEFEILLE T, )42 ZgAEAT [Pv4
HhETESR, JF HL%e )7 ORI TPv4 Hudik .

CIRBIE (LR IPv4) - M\ DHCP R4S 4% K% (50 60 P 15— AN BRI ph s ik o 4
JIZ4T DHCP P 4kACHL R Ja B A e A2 ok o Sl edsed, %) i ) LOREJLER A %
FH T TR ) B %%, R DHCP fkgsasta e T 7 — ik et 8
W CBRIA S tH#R 1L T, DHCP H 4R ARV In—ME 3 42 L Hb ik ik 1o

* B IPv6 - 5 IPv6 Huhlid K K ) DHCP IRk45 a3 GnRAIERRLIE T, W2 Z0EATf] IPv6
Hohbig sk, I B oA SR IPve skt

TS iR TF (Save).

BL & 3175 DNS

T LUKE R el B0 A Web BB VAR 2h &4 248 (DDNS) B HSURIA 237 DNS JIjgs. XLt
M55 Bl Je 25 B DNS g5 a8, LM 5 5¢ BG4 (FQDN) SRIBRFHT TP k. [Ak, H] %
WA ENLAZ U5 R SE, DNS 2Rz 4 B 4 IR 1 TP kit

{1 DDNS 17 B T 0/ A 2 Gt Hh K42 F1 e S FQDN SR8l Aft 0 IERA T 1P hhik . %0k D&
] DHCP SR HER, X — SC 2, (A BRI A& TP Huhik LU f& DNS e d54% BAT IE
T e R AT A, O HLAE S S A ik I m] AR 5 S

RIS DDNS B8 0 A ] 413 5€ (1) DDNS Bk 5 St i, BB AL T A 32 SCEIIOHR SOBTE ) 2 SCHF
Web SR FIAEf FoAts DDNS $efit i 80045 352 1K) FQDN Wi 211X 26 il 554 AL o

\}

ER BT LU W AL [ Web 1357 DDNS. 8 ANBERE B DDNS K52 IETF RFC 2136 1o X
(K5
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FHia Z |l

RGN EAER CAUET, VISR AIIETS, 7501 DDNS Mok A2 i BT LLNIRSS
St r Al fU N BAEAS o TEE IR EARIF AR B I I B DR R AR (RS (B F i
HAudE SSL BRSS R . S EALSZ AN CA L.

UK

T SR E, RIF A RSIZE > DDNS BR S8z
WmRCEA T “RGERE” t, WS H 341 DDNS Bz 5% (DDNS Service) .

Z LI 278 DDNS B iA5R, SRR AR . #10. O rsEaileEks (FQDN), Lk
DNS fil 45 %45l FQDN IP ik 58 S5y S8 AR o« 48n] BL S i 45 H 1) B R 2SRk A 2 5 1E
TAE,

T2 PATLL R AL
* EAEPTIBIAS DNS BB 7%, i Al + 2632 DDNS AR5 144 .
- BYRIRBIATINE)ZS DNS Bk, st nk s eis (@).

BRI, i dRZo s R (O,
IR 3 Bl 57 DNS R4Sk
o AR - RS HIHFR .

* Web KAVE i - MR Y5451 DDNS RS2 05 10 SRRSO B Z s B s i 287 . BRIAHHI PR B
otk (IPv4 F1IPv6) o #EATLAEET | Pv4 ik, IPv4 F0—4 IPv6 Hitlk. —4 IPv6 it ERH
| Pv6 it .

XFTIPv6 Hihk, EE R LA LI
o AT Rl . AN BT A Hb B B
o T B Y AV AN ORCE AN IPve Hhl, RULAESZERF, RSB H-—A1Pv6e
Hodilk.
© BRSBTS - P B AL HE B4 DNS SRS R AR o 4 mT LI DA R IRSS R L 7
* No-IP - No-IP DDNS e 45#2 £ 7, https://www.noip.com/.
* #1175 DNS - Oracle Dynamic DNS 45 #2{/L#, https://account.dyn.com/.
* Google - Google Domains K55 421, https:/domains.google.com.

* BENX URL - L34t DDNS R 5424575 . #8508 75 B 05 Web URL 7B by Nk s 42 fit 7
P ) URL CRLFEH] - 24 F1%65) . DDNS JIr 45 Vs 5¥ https:/help.dyn.com/remote-access-api/
TR AR AE .
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* BR&. %8 CIEAE X URL J5%) - KiAZ)Z DNS ST S48 e iRk S5 3R i F 6 FoE X
(IEARPIE S TR

TR
P AARE ST, WARCE @M PR/, B SIS AR 7 AT
o BEAROSTRE @ T4/, BUVESBAEATBRRT . B ZJa M @ Z AT AEAT - 7
BT LA B )
* WebURL (Hj& L URL L) - i k4% A o€ SCURLAE A RSP AR, i 5m AE1)3) 4 DNS
551 URL. URL AR A%, RS 511 A4
http(s)://username:password@provider-domain/xyz?hostname=<h>&myip=<a>

https://username:password@domain-provider/xyz?hostname=%3Ch%3E&myip=%3Ca%3E
* BOMNSE £ PREE - WRLIRSSFLAUL R h BEHH DNS sk i, R A SN L 584
FsEtk 4% . #ltn, interface.example.com. #2152 % LA R BR ]
o BRI E R LU TR
o BEANEEIERELL FEM K0, &, BVI/EtherChannel Bi L 5. VLAN. mEdlpgER: O
(VTD).
 Hfigfe > DDNS g APk #eas e M 1 o 0] LAEFE N A [ — DDNS S0t % rp A
PR S5 H A i) AT 46 11

* EHRIEIRG - A iXBAS DNS P IRIR o BRME SERE, U5 111 TP ik 5 5ot A i S
i, TR RENE . SXNER. BRI NBE S, @ n] DIRCE AR R A
() EE Y (RR —R A 3L BT o

T4 SRAE (0OK).

fic & DNS

44 Z %8 (DNS) e 5 #5 SRR EALA ERT 2 1P Hudik . DNS R 4545 (10 B 70 W) 4A 2R 40 e B R T
I FLAXEE iR 55 b I T Rl AN B 0 o S8 mT DUAE B0 58 il Jm e JE AT S e, xSl AN ey B
AP b ) — 4R 55 4% o

/b, BN EIE O E DNS. W R AR LAY F 5L T FQDN (15 Il 5], B AREEZE CLI fiy
A (i ping) WP EALA, A4 B AR ks B G B DNS .

DNS HIBCE S A58 & DNS 41, RJ57E#: 10 L& DNS.
PLUR F 8 PR A 4H T X R
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zggE |
B ==onsa

BicE DNS 2H

DNS 415 X DNS I 4548 51| M LA SCHE IR P o ST DLZE S SR A #2211 F sl i & DNS. 7
] DNS R4 2855 52 4 R 2 1k 44 (FQDN) fiitft 4y 1P Hitik, 5140 www.example.com.

SERCBEE BEE P E, BRI RY0E KLU T DNS 4

* CiscoUmbrellaDNSServerGroup - M2 A 45 R Umbrella T4 10 DNS [R5 %51 1P Hudik. 1 A
TEWIAA B B 1 IX LR S5 4%, ML e R G0 E SME—2H . B8Joi B ikt 20 v 1) 44 Pk e
MR 25 #8512, AR AT DA g 3L A 7k

* CustomDNSServerGroup - W1 A AL % BB W B HE Umbrella IR 5525, R G0RAH 00 Ik 5%
A B RO A o BT LAGg 4 A (R AT e 1k

UK

SR ERIR, W5 H R HILESE DNSH.
T2 PATLLFRAEZ

o SEOIEAL, W AR (W) H L
- WO, WA AR R (D).

BMREEA KRB S, 3 SdiZ R s s E b (O).
I3 LR R
* Z#R - DNS RS US4 K. (-E DefaultDNS Z#k: AR 4K,

* DNSIP 3t - iy X DNS 452511 IP Hihik. S5/ 5S — DNSIP bkt & 2 k428 .
S AT R R 25 Sk, 3 A i R g A (©).

FIFEROLSEU: AR LRI HN R A SRR ST A5, U 2 DRI ) A 55 2 WA 21 iy I
AL TS5 4% . e T LANCE 6 MARSF 4. (HE, DCHdE 0 ESRy 6 MRS 48
PR DA R AT 0 3 AR SS As

IR R BT - WIBM ML A4, Hh0 example.com. IR N E R 4 BRE K AL,
B serverA T /AN & serverA.example.com. & FR AN AEREL 63 A7 4F LU A ks b2 L 41

* FIRE - RGBSR RN, Fl DNS JRESHFIRIIRE, AT 0 A1 10 ez i). BRIAE
N 20 BEBCEGE T T Hn £ 1 AT DNS 4.

* #BAT - 223U R > DNS RSG5 as 2T EAEAF KA EL 1 1 R 30 Fhz ). BRI 2 B BEX
ARG IR AP, BOBIRINGT . BB OGE ] Hdl % 1 _EAEA] ) DNS 4.

PR nHBE (OK).
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AR REMNEER=0.E DNS

4 245 (DNS) IR55 8% FH KoK EHLA AT 1) 1P Hudik . A7 P RPE F T AN [A) 2R B9 & ) DN'S JIR 2% 2% %
B B R R B . B R A T 21T DNS A4k FQDN BT IR SS, fiin
U 1) P B U A FE e N VPN IR BRI i R0 e O B R IR e, B R RV vl AN Bl 1
.

WERAEH] CLI 222¢1m) 2, WIAERT R R SERC EIIR], O B B DNS g5 & . I m] LAAE B BiLas %
B R E A AN B DNS R S54% . I LRl A5 S 24 DNS iz 55 4 ERIA B

fEk ] LLEE CLI AR configure network dns servers il configure networ k dns searchdomains iy \,
SHTA DNS FCE o W R s B U AR A () DNS 41, 40855558,  HPT i s et 2576~
IRV ESIp g/ JE R

N T HE DNS o5 8% AR IR IR0 1, Ul o i A e h g, (R PRt it e AR B T8
DNS [ . ARG R, 1S5 T i i 3

W RAEETCVEREAT DNS f#tfr, 16204

* B PEL L HEER DNS s

FFiaZ |
* WifR O DNS ikgs#84l. AU, 1HSRBCE DNS 41, 5% 16 i,
o BRSO B A8 A FLAT I 2 P A A I i m sh AR B ok U7 ) DNS iR 45 2% .

UK

FE1 LR E (Device), Mo miidi RGIRE (System Settings) > DNS AR 5538 (DNS Server) #4% .
MR CLAL T RGEIRE (System Settings) Ui+, il H k¥ DNS BR %525 (DNS Server).
PR 2 HEIEEOM'E DNS.
a) FEFTA I SRR R 15 DNS 7k, JX ik £ 2 S i B A8 A 0 % th 26
TR, R FAH DNS Bk R e T AR VR R[] . B0 IR 248 FH I b ikt e
e min
AR ORERATMTE D - fEFTE . B DU A 3 i th 3k .

© CHEFRR I, (HAEPEE B O o #L R D - AEfRE 0 EJa ) DNS &gk Bk
AR % R

o COEFEN, JF B T B O BUE L RO - fEfRE 0 _ERJ DNS k. Bk
BRCHRBE tHAE, WRORER Sy, D0 [P 3E PE L P i ph

o DR T IR A FEL AR ) - AR B P R VB JS H DNS A k. AU A
R i A
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b) EFE AEBFERE O A R4S 2% 1) DNS 4B IS4 MAAEAE, i i 8138 #5789 DNS 4B
(Create New DNS Group) Bl g 4 . w0 S AEAREE R e Al 3 10 BT &4k, 1B .

c)

(A% D G RAE VG U Al FQDN M 46584, Bl FQDN DNSI&E .

SUFHT FQDN X S A X LERE I, ALAT ILA SR (K] DNS AT #0Hs ZsIX LE 8 o

* BIARTIE - K FQDN M40 ST 4 1P Mk pO%e 0 30, BAOM ol Bfr . AAE D ) 42561 58

W& thAE ] FQDN WP E, fRHTIX S0 % . T I 28 e P AT 2 0] i B KN T] ;. DNS 4% H
FAEAF S TE) (TTL) R0 T8 S0 8 TP HuhEAEAT O], DRIk, @A > FQDN 8% ]
AER TH WM. BRIAEE N 240 (4 AN/ o YN 1 & 65535 434k,

* 38 - DNS Z Hilit] (B, & DNS R4S 48304510 TTL) Ja, A DNS A ik iz

2 H TS FE I B0 8. MR H ZSR EBrgm ik 22, A2 AH B4 G 8 104 st 2% b i AL 2 61 2
Ay Mttt DNS 45 H DL IR B TTL (B4 3 8D, Fr A Re s Al FH b 18 B S br FEE K
TTL. ZRIAE SN 1440 (BT, TTL &G 1204, MBS E) - JEEN 1 & 65535 4
il

d) AHRTE (Save). HEIBDAZIFRERC S, B 5 O H 2% &
$IE3 HEFEONE DNS.
a) EPEE XAE R O FAT R (R IR S 25 %) DNS 4R, 41 W AAEAE, 5 Al 83 3730 DNS 4R
(Create New DNS Group) 7RI 241 .
b) iR TFE (Save). WhZIHREE B o LUK B B DNS 5545

= A DNS (o] 3 5 BEHEFR

WA Ry BRI RO B2 10 BB B DNS IR 45 4% o SEAL T eIl R IX Py s orp g Jorp— 2882101, AN 2
XN, T . A, 25 I RERHAE A [ g i, BARHGR T anfa i i i fg .

%41, ping hostname 1 pinginterfaceinterface_name hostname fir 41 FH B4 52 11 DNS JIR 2% 2%l Ar 4k
4, i ping system hostname fir 4> 145 F4% 1 DNS JIR 5% 5% o 3 A 4 0] L k49 5 9% 100 R i vy 23000

I

HEER ERLA AR RN, B e R
A RHEER T B4 1 DNS R 015 8, 53 iE 2 0 5 B D HERR DNS s

R &SRR
UERARASEAT KSR A b, TS LR s HERR R
© BUEROE T OO0 BUMEHE I N0 E DNS IRS5 4. W TERIE L, SHE O] “ARf” B

o DY EAALER BB RE ] ALY DNS I, AR E L .

o RETCTRIE RS P 1 s BT I 15 ) DNS IR g% ds . dn R B T BERZ 11, S0 fR 3% 1 2

B 7suE
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magzing [

« JUIT ping B, LLROUERL AT s I AEAS DNS JIR45-4200 TP Sk, ] system A1l interface et

FIREFE L o W ping BAEANEY), TR AR TR G . T RE T 200 I 55 4
i

* IR ping BEAEIES, AHBRAA AR RN, VSR AT VS R4 R o S0 UE R 77 SO VIR 55 4% X4

[11¥) DNS it & (UDP/53). By th il GE#E RS AT DNS H4s4s < (a8 2% BHE, PRI ] R
BAF R[] DNS 24525 .

WK ping #AFRED . Bhe L, JF BN A S AEST BTE, 1155 18 DNS 55 st 1545

£ FQDN Wt o f&n] B i ZEAEHIA [ O A 5545 -

R YIRS

WURBEAT T IR AT, (R FRIE IP Mk A R BB bl T BEAAAE LA ) e b o) RS o Tt
PO DIRE, B85 )42 R A A% T ) FQDN R 46500 52

AGAT T B 3R1 1 DNS {5 B A M ZE A . T EU &, ARG CEAM A P i k.
WRAMZAE P A %GR, WEGR B RE) TP Hidik. a1 B A A7 T kT iZis =k, ¥ DNS 7
WKL S DNS IR%5 . WA DNS JR45 s pTig sk, AR 1P Hhhk 5 HAH R (1) F A4 e AF
fEEA MG A7 .

TR — N AEAF M, 1% {H H DNS k4548 € XOF B s NRAF RN . Iboh, RGN
TR A FH ) FQDN sE MIRIHNZ E. 2/, RSB EEE CGRAELT, &4 /8-
YO TlEr, AT %4 H G AEAEI T, B8 el F AR

i ] show dns-hosts 1 show dns #ir 2 K B AHZE /7. WIS FQDN (1) IP #ilib45 1%, n LA dns
update [host hostname] fiy & 55 il R GBI 5 B o an SRR e dn & WA $8 08 0L, RS hbH T
HENS

] LA H clear dns[host fqdn] 1 clear dns-hosts cache fir 4 i i 2% 47 145 B

BLBIR&EEN A

AL e s B4
434 7] LLZE CLI FH 48 1] configure network hostname i 4 52 E L4 .

IR EBOER B RS BN, BT S L AN, DI 2 000 B4 B4 19 U5

o T B PR PIB%

ST nilng &, R AERERE > EN AL,
RO T “REwE” i+, sl HxH W EN S (Hostname)
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B ==massiamni e

T2 NGB T4 .
T3 AR F
LA S R S LB R B R . (2, MRS S A SE B, LA R GERERE

HAL AR R ) 44 o

fic & M £ B 6] 113 (NTP)

WOZBTC 9 2% N T) B S0 (NTTP) e 5%t A REAE R G0 L SUINTA] . NTP 9% ds -0 00 2 40 v e U1 ) TC 5
BT DU T LR A R o0 JEEAT S . A RIS CVEIE#L S NTP, 12 NTP #bifl iR .

BB e 44 SZRE NTPv4.

\}

ERE T Firepower 4100/9300, 127035 #0448 BLZH X NTP. 7 FXOS 11L& NTP.

B2

P LR E, RE G RFRE > BT E RS
WROKTE “RAEBHE” (System Settings) GUIHH, W7 ik H 56 (1 BT 8] AR %% (Time Services) Hf
G
HIR2 8 NTP BFBIARSZ 88 rf, MEFAE 148 1 OO IR I 1) IR 2% o s A JELRFIR ) IR 25 2% .
* EXIA NTP BB AR S5 8% - i R I, RS54 51ER S a1 NTP FIIRSs 45 4 F5

* APEXHINTP BRSS RS - W AR FELIEI, I AN BSZEA8 1 1) NTP IR 55 4% 1 58 42 B € 544 54
IPv4 5% IPv6 Hutik. 140 ntpl.example.com 5% 10.100.10.10. % 0] L7 3 4> NTP 4525,

FIE3 HHRTE (Save).

o= A s
fe B F5fa AT (8] 13 (ISA 3000)
FEHORT TR BRI (PTP) J&2 — PSR FD 0, e T ER Mg b [7) 20 S PP 2 RO RS 4, JX 1
e A I Bl s B ANRNRS SRR Tk . sy DMV = A RS et 1 BaodE & H
FTOAARNARG, Ky HF5 B D 1) B R AL BETT4 .
PTP RGN RS, A5 PTP W4 FHE PTP W44 20 &« PTP 44002 LI i 4
DA FLE B, JF PTP 25 B & R AT AL 145 B 25 0 A JE il 58 it 1% 4% o
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me et iy 1sa s000) [l

WYL PRI A E B I B BB B AL N Bl PTP RIS Bl B A
BEFORHAE PTP BRIACESCAE, i PTP I L 3o

FCE PTP BEAGIN, i 2O B I AT B s e Mg 7o Ak, AT Z A PTP IR, SRR
AN PTP e 2 Be B AR & B A PTP I 4
Fia Z |l

52 Bt AR T ¥ PTP I B C B (K sidi 5  S34h, 8 2R 48 vl TRl MR 245 1) BIABKF 1) PTP I
B

PR 2 PTP Jit & e 4
* I BErE R ISA 3000 B A ANHH .
o JARFPTP {741 4% PTP i B
* PTP {X AT HF 1Pv4 4%, ATl FHF IPv6 4.

 WIBE LUK PO 3 1 SRR PTP R, Toie 2 i 4L 2 ML it . R . THH
Etherchannel # 11 Mr#Z fE4z 11 (BVI) BT JoAh 0L EZ LT ANSCHREERROA .

o RunAE D L RAEEMA PTP BC'E, WISZEE VLAN 7410 L/ PTP i

o DA OR AR PTP Bl Wil il 3245 . PTP Jit &t UDP H by 11 319 F1 320 DL H #x 1P Mtk
224.0.1.129 briH, PRI Fo v O o AR AT 5 i) 2 S0 DU 340 I A5 285

o Y PTP U GAERS e D 2 [ AEsmn, a2 8 #ikd, - 8 MZONIIA 224.0.1.129
IGMP £ BSZH R4 . 24 PTP B G AER — MM 08 0 2 s, SICT 5 A3k 5 b Fn
it & IGMP 4.

UK

BOUETHI [7) PTP B4 (82 1

BREC B A 3 BT I — AN R AL, AT UM R R 2 oM B 11 o 0 200 2 10 A % e 41
DUIESE OFFZL R B, DR R0 T2 IGMIP 4110 35 3K W ol 5 00 R AT A [ F TR

AN B E 25 SR A 28 L e iy s WIS e 11 2 PO AR AL 5 o R AR 46508 PTP T 48 11 A 15 4 AR A 52
a) Mg E > EOTWERREEQ.

b) (EFIFRPERAN A, Jfkrh B S w2 BridgeGroupMember, WU EURA J& T R M
Al NNZ)E T .

P2 pilng®, RN AHRERE > FERS L.

WRELAERGIRE (System Settings) T A, W F fith H A (183 8] BR 5% (Time Services) Rl r] .

$E3 IE PTP K&

 WERS - EMZE I PTP B ERCE IG5, JEIEH0-255, A8 AR -l iR St t ok 15 1E
WARER PR, ANSBEATAEAT PTP AL PE.
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o B PR K- £ EndToEndTransparent. & M AER & AE l PTP i&E W I 441247 .

B, WA LLEFRRE AR, HIXAEA N LS ANECE PTP I G BOAHIR] . S5 5 K 4 2% . PTP ¢
PR T AR Rl B % . KR BN PTP FLE..

<3O - EFTHRGH T IERE M) PTP B BT B2 0. AN AEX L8 0 15 FH PTP.

$IB 4 LR
PSS R EEP AT D2 B D (RIS MR ), WFT 248 F FlexConfig Ji H 241 4% 4%
i, IEREE B D N IERIRT IGMP 4.

W R ITAT 3 8 R T2 AR AR L, AN SE O P 3R . I AR S e R 4 R B LG IGMP,
I PAFRE:/ RHIE Fu {8

a) &> aREETNLEERE.

b) & “mRHALE” H3x KKl FlexConfig > FlexConfig 315 .

o) U FH 2L K Ak 6 4 G & IGMP A JIT i IR 5

PL K0 B B ARR . EARI, GigabitEthernet1/2 J& %75 Horb 3 1] PTP f)—ANBK 4%
o MO 5 20 e iR AR, IR H W RS H 2A B b0, il A d: O K interface
Al igmp T4 .

igmp fir 2B 224.0.1.129 IGMP 41, JCie PIZ& Hubildnfar, I AR B 42 1 E A TP Mk o

multicast-routing
interface GigabitEthernetl/2
igmp join-group 224.0.1.129

WGBSR N T B as -

no multicast-routing
interface GigabitEthernetl/2
no igmp join-group 224.0.1.129

d) i RPN FlexConfig 5RH&, i 545N # FlexConfig SmH, AAE midiRkTF.
IRAETH T N B 77 2 B 0 S A T iy 4

T—5#tta

EE s, WWHELAE PTP &' . 1F WAEHES CLI #5830 SSH Bzl & & ifh, K&
Ff show ptp fire. Flan, WHALH GigabitEthernetl/2 B 'E T T4 10 B9 PTP, % P9 25 v] e a0
PR

> show ptp clock
PTP CLOCK INFO
PTP Device Type: End to End Transparent Clock
Operation mode: One Step
Clock Identity: 34:62:88:FF:FE:1:73:81
Clock Domain: 10
Number of PTP ports: 4
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> show ptp port
PTP PORT DATASET: GigabitEthernetl/1
Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 1
PTP version: 2
Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/2

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 2

PTP version: 2

Port state: Enabled

PTP PORT DATASET: GigabitEthernetl/3

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 3

PTP version: 2

Port state: Disabled
PTP PORT DATASET: GigabitEthernetl/4

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 4

PTP version: 2
Port state: Disabled

it & & 1815 AY HTTP K18

R RGN IR 2 3T ELAER:, W LION A PR I BEE HTTP ARRE . K5, RERZAE T
P PR, BRS B B (KR LR T B 178 50T 0 M AR e 21 R Rl ST PR e

1834 m] LUAEFH configure network http-proxy iy & EPrBifil CLI HACE HTTP /R,

i

PT1 g E, KRG AERFIRE > HTTP RERE.
R CEN T RGIEE (System Settings) T, R Adi HxH g HTTP X3E (HTTP Proxy)
P2 pGh U R AR, ARSI E AR
* HTTP X8 - fQRHIR S5 & 1 1P Huhik.
* Sm 0 - FEAMTUT HTTP 2Rz R4 2% 5 115
'1%Fﬁf%ﬂ¥é%ﬁ%%§ﬁ£ U SRR 5 25 B A 5 SO AR B AT B S0, T IR PRI, iRk
PRULIETR, B 74 N W] A RSS2 1k 7 (1 B P 2 A1 258
PRI MR E, REHIASEAT L.
T s SE R o AN B AL
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M TS R G e U BER 55, IR R B SR i BEAR R E . 155 R LM B LUSE E
o8 SR I D s B I ER 6 ok

B E AR S

B LA M = RS, DMEE R S 3E T =S A, 41 CDO. Cisco BH M AT Cisco Success
Network.

e TVEMHG 20U ST PRSI ZRAY, - DL Y v o A Y O IR 7 44 K

UK

midiig&, REnhRTRE > ZRS L.
R el TR E (System Settings) T, R sl H3x K = AR S5 (Cloud Services).

AR AR, Bt B RS REM ke MR, R REE R T sEHT A
=R .

P2 EENER S (EVPRE BT SN 2 RSB EN R ISR R IETZ —:

* R£/CDO M - L] MEHILL R ik —:

* j#33 Cisco BrfEIth Az B EMAEA ({XME Firepower 1000, 2100, Secure Firewall 3100
) o BTG A B M A R IRBGE M . 1%, HFBICDO, MBS IT S SN
Weko WG, £ WAFHAET, LR BN B EER 5 FIRUY
F1'5 . X1 FXO0S, 0] LLE A FXOS CLI H-f#H] show chassisdetail iy &K% bx1c }) “Serial
(SN)” HIIERIFH) S o IEVER, BB fr4 show serial-number $2EA 755, A
AT CDO M. MT7VEH T CDO i = A2 4+ & Bty LK CDO AL G e 4%
HRARB

AR LR EIDGE ] T C A A S B B B L .

s CDO B A 2 4K P 3 F AR i M . SRR I T, 1% 4% = BR S5 X 38 (Cloud
Services Region) Jf- 45 I E AR 23 4R (Registration Key). 7 72A0E H] T CDO 1 LG ¥ 4%
EHAIIN. 9% CDO I AASAH B, 1ES I W& B8 D) s & B 0 o7
CDO , 29 i,

AR LGRS IGEH T O A R B g B A .

SE I v LA S B RLBR I8 88 A1 Cisco Success Network. BRINEHL T, X LET)REAL T
Ja AR -

* BREVFAIE- (SUCUEAMEH] CDORY . ) rihiBlE L 2] “4BEVFn]” (Smart Licensing) U [ H-F
M CSSM. EM CSSM J5, &M =M% .
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AR RO SRS P EGEAM, MR eV R U ] e T B LA IR . R
T, %R =R XIE (Cloud Services Region), #X )5 il i (Register). i 7%
Kt iER (Accept).

PRI M ARG, BT DR 5 25 e T D g . T2 LR 32
* JAMEZE CDO (G s B B , 5525 1T
* %3 Cisco Success Network , £ 26 71
s B RE R R S, 526 1
« UMM =055, 227 1T

JEFEZER CD0 (R 4iR B IR AR AETL)
N

R RHHUE T CDO SIS B, TRIE T T 2RI B .

IR CDO HAE FIVENF S DI T = Rk5s (A E 2 kS5, o5 24 nibHESE) , M 21 CDO
VEM . RS, T DIORRH if ZEAA ] sl B o R

R R REVF TR BTN B 2 kS5, WIEJE ) CDO I R BLR L & AN B dE CDO i
o SPGB 4 IS (39 PRI R AR SR E MR AR S . UHVE
JG, A\ CDO SRIBGE MR, AR5 AT %A A I 22 A BT, e s S g%, 56 24 0t

k.

HREZEAEIFEZEE, S0 CDO [])7 (http://www.cisco.com/go/cdo) B &) 1 I 244 7 sl &
YEAKFE

FIRZ Bl

D SR AR w2 s A i m] PR A T P £ e o

UK

T AR, Wa b RRIRE > TRSHEL.
MR LA T “HRGBCE” (System Settings) Ui, H & sidi HxH M ZARS (Cloud Services).

I 2 riidi CDO Uifelt) IR FA/ZEF 44k, AR AR 2O
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. 4% Cisco Success Network

iE$#£% Cisco Success Network
TN, FhE 2T Y Cisco Success Network 2 [8] (& . 15 S 3 L % .
I3t i F Cisco Success Network, 0] L [a] EURHE A FAE BAZEvHE B, X6 R SR AL H R SCRE
BREE, WIER, BERHEA PLEdtr =&, JHEEIRBRMEH AT TGS, PMEE RS M 4%
O AN e KA .

JA PRI, Wkt 5 BB A L 4k, DU iR i T LA 5 R K AR G5 (flinseR
SCREMRGS . A BARAEIRSS) o IR R BN IR i . R B e e T IE
FfE &, TES BN = %% . 58 27 5.

MG, "TLLSE K Cisco Success Network W .

\ )

AR RGAEROR BRI, ARSI S B BOE L

FiaZ |l

LI H Cisco Success Network, W40 ) 2y E M 5. EFE NI E, 15T Cisco B BB & BEAE (fE
“RIHEVFR]” (Smart Licensing) BUH ) yEHZ W&, AN ES: “Cisco Success Network”
TR, B i A E M AT CDO HEHATVEM ((LFR CDO L g e & HL s i)

)

IR W RELE s AR %% EE ] Cisco Success Network, tH27E 45 % % F 8 %% E.

UK

ST AR E, REAERFRE > RS,

IR AL T “RGBCE” (System Settings) G, H i niidi H X I A RS (Cloud Services).
$1B 2 siili Cisco Success Network Lt 1/ /AR R4 1F, W] LR 2 ik g .

Ll AEEARURRE, A RIEG BRHNE BRAL

JAFHZE R, V8 D P R 1 45 B SR

BEHAXERRE
L PR 2 B 6 B8 SR 2 TP IS 0, AR o WA e 2
BT 3 A T 350
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BWHE

wiinzns [

= THRME R IOR M S WA TR, s a8, DU IR A 2 AR A
g RIE S & OXSIRPT WAAEE AR o W IC, RS THNFE RIS, i)
TR S B AT T BT AT TH AR PRI E S s T 2. il

* CDO 12z a3 M Al H Al s TR AT LUR ] e i # 4iA

o B N AL EgOE R A, I EF R A E RO B . B4, R UL
Wz aemit e FHirr.

FHia Z |l
WA ) = RS M, R A e A e S5

ESEE M X JE T https:/visibility.amp.cisco.com/, {ERHTHLX E T https://visibility.eu.amp.cisco.com,
DL AE APIC Hu[X 3@ https://visibility.apjc.amp.cisco.com ] LLZEFE 22 BN . #E7] LAZE YouTube
EAMERS (http://cs.co/CTRvideos), T fif b FH I 5B AL s o A OGTEAIE B, 5SS
https://www.cisco.com/c/en/us/support/security/defense-center/
products-installation-and-configuration-guides-list.html Zb$2 {1 [#) Cisco Secure Firewall Threat Defense F1
SecureX S R4 R R o

UK

Mg, R R RRIZE > RS
MR EENT “RGWE” (System Settings) T, N7 Ad HXHHI=RSS (Cloud Services).
M T BEGLZXZERR LN B R/ZREMm, ol DR b i 2 ok i

MRS, RGO R RS B s, B0 LRl i SR R 5510 1)
YmAE Ll SO S, e PR RO AR AU F R RE .

o LB - JE T TAEARAT Y ) P U N A ] SC A SRS o
o NR -3 FAEAT AR i) 42 AU e 2P PR AT AT A AR SHees

o EE - EHT ORGSR AU R R . PR IETIUS , BE T LR R AR P IR
P, B RROE mAUe 0SS M SOERE R IR SN . SO BEE R A
WIEFEAN G, Bl VL HC 2 4 e ELLE SHEms (R AT G

it = iR 55

WERA AL AT =055, WIAT BLA 2 A G E M BE o o T BEA BEAE MU 55 Fh I B3k 8t 26 B DA
A5 AR B A I G E M o R 5 EE R R 5 DX, VS SE G e Y AR A8 S HT A I e B
R

A FH R 7 AN 2 P BB T AN S S 4 REVE T o
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UK

B AEE, REMTRSEE > SRS,
WROAEA T “RYGWE” (System Settings) ULIHI, H 7 fiddi Hax = BRSS (Cloud Services).

2 it () TR TR EM SRS .

S 3 A I A R

C i AR 2 ik 55 #88 A 345, OF BLEOR JCI R X e 55« (HBAE 2 Bomit M = i A,
] AHOH M

& e R R & 57 4

JE P P 4 5 A ] AR DT o 5 ) RO R (IR 4 7 S A S DUE R IXRAE B AR 1 BT A
BT EAEBR (KIS TA] S SUBLASARAS R RAS . B ML A 5l 3 B SR e D) e AR,
T )RR wh o PTG DU 35 0 B 2 e, AN S AR U o

BRI A I 2% 53 B o
UK

S L& (Device), RJhmii R E (System Settings) > M& 24 (Web Analytics) 4% .
WRCSHA T “REEE” wT, HFE AT HZT MK SH (Web Analytics).
FIB2 MK S (Web Analytics) THAENN B /22 (Enable/Disable) #44:, HR a7 B i d & o

AL & URL i3 & 1EIR

RGN SRHR G 22 (CST) (B} Talos 15N (Talos)) SR URL 2850 FIME 24 e . 1X 46y
TGS T K dhe P SR AT AR G e Ak B  m A ORI URL. 25U HY URL RLJEVFRIE, A REist
XL LT

UK

FTE g ®E, Wh b RFIRE > URL SIEERBIEHL .

WRCENT “KRAERE” (System Settings) TLIHIH, K S H % $1 1 URL 3 7E &£ (URL
Filtering Preferences)

HIR2 BB L NI
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* BRBMER - AVFRS QS EN R ECE R URL B, X288l o a5 2R A E 2645 5.
ARGUEE30 7P A — KB, AN B R R SRk BOAS R B, W R I %
W, I HARAE NS AMEZ I E, 552 90 %2 RE LASRA 9T 0 URL $idls

« URL Zif)iF- Z3RHL URL (128 S A5 25 1 A i

* Local DatabaseOnly- {X7E A i URL it 5 2 b A RIS HIAE 25 . W47 VLRCIi, URL
WWROH 2, BAEE. WERTRe 2 2 H, R EAE GG BRI /=48 b, [
It URL i S8 A

o AR EIEEFN Cisco &- IX S HEAE LT o A H BOHE e b AT DU, A R =
PLSRECE B 2 A5 25645 B S e ma i, DK SLH FUCRE H . 0, Wl ses
VLRI, URL KHEGE 25, BHEZ.
* X Cisco - 1424 i) Cisco = B Wi MIAME 265 B . 1208 A Hs URL Bl 72
« URL 4 75RF0E) (EFFTRE URL &if) Cisco CSI AT ) - 452 URL [FI28 BRI E 26 2 $RA5 1)
AP TR] o AEAFI I BIHARS, N —/N URL U5 [ 24505 S ECH 25 2 A k. SR )2
FEALEERGIY) URL 1€, B4 45 AR50 URL 75 K E LRI Brl L% TTL BB A
2. 4. 8. 12. 24 BL 48 /NI, —JHELMA CERIA)
LB 3 ] LR 75 2 E URL 9251,

T LU ARe € URL IOZRIAME 2 . 7EFFRE R URL HEthii N URL, )5 mdiaifE. Rgaki
e b Mt LA A 45 A . WERIERT 2 I A AR L, 15 RidiR 3 URL 39l sk, st
g Al

TR SR TF (Save).

MigEETEEE 1)z E1Ed . s CDO
I RBE I\ B2 BB AT UM, T LK UM R A4 e R R B 0y B CDO #E TS
N

AR CDO A LUME ] 2 A A 4 B Lok A B BB 246 CDO PPN L e i s Dh RE UG HT T 2
CARBLRE T B i B o R DUE T T B A A A B L

A B BLAS T A B PUL/CDO B, ARSI R A B 0/CDO BEATAE BN, R B
BNV BV M BB AN, S ORBEAE B i s oS Ty JEDE . R, AR AR
BROABCE VA, 1y P e sl se 4 X o A3 bl i CLI A A5 B rp L/ CDOA T 414k e B I
ACOR B BERE VNV B RS U ) B8 (9, ARBEERARI N I DD .

D2 4 B h0/CDO A, RO JEI PG ] A% B A 4 B mUDr B A e 4% o
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FrIRZ Al
U SRR Kk h CRCE R e PR, A Al B T EEAS (W eI RE) BR configure
high-availability disable 4 il FHPERCE . BRARES OO R, N 32 F o & wh b v

UK

IR U FAEOR B K B B LR e A RS, DA AE U M BB 2 BB T A B kB . 1S L
TR
HI 93 U977 K B 2 B e A VF R UE AT AT DO REVE AT iE o 40 SREAREUR v B kB, IR SV IR
Syl sh OB RE S B 38 (1 By K B
$IB2 (WHEFRED) RCESPED . ES M E S,
0] BE T O L G, BT S B U ) A A . R R e RS
VRS PRI, DAZ BT 3 A TS .
o TR BRAR VT i) (OB B 1 - B ELRE L0 M S T O B RE I . BRIATE O, B ELREE IO
DHCP $2ir IP HuhilF ¢ . G 143V 45 M DHCP 42 2 e (B, e 1 a4 1R 3
), MIMSCKERA A BT, I BTN E . W DHCP B0 3 T MG,
D)5 e A TP bbb B R 1, IR S B o B R .
o FH A BEAR VT ) FOET R 10 - QRS G A TP bk, TE AR OR 3 R BR A X D1 A I — )
Xy WA RGBT DHCP, WETHIH TS, Arde 2 C iz )\ DHCP 3k
Bk 5%

$IB3 K IRE > RHIRE > EPEE, K58 98 W E B AL/CDO B,
T4 [E FEPO/CDO EHAEE.
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Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP #utk, B A LS 1P ks M4 U 1) g
LY/CDO , s &, Wi BB .0/CDO 7T NAT 2 JG B A3 1P #ihk sk BH144, i A
%
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B v ossems mime gmh 5 oo

b)

d)

WA DA — A g CEFBEEFLY/CDO B @ B 2% A n i ml (1) 1P dhht, A REAEM A&
£ 2 [AIEENT XL TLS-1.3 %5 (1) A 3 .

R 2, N B2 a0 /CDO £H4&/IP ik,
15 EEH0L/CDO EMER.

SRR R0 U R B, R 77 8 e 46 5t B A BP0 CDO E AR R .
HHRTHELL 37 DE. HRFHARFENT (A-Z. a-2z. 0-9) MEFHF (). JLID ]
T % Q¥ 8] 4 3 H.0/CDO.

¥ NAT ID.

U ID IR PRI ME—— TR, IR TR EE B .O/CDO LR e .. AL —&
W BigE TP Hohilk, 7B, 0 SR RIS ZE I8 P & 1345 17 TP Mok, 453G € NAT

ID. NAT ID AMFHRE 37 NMERF. ARF AR ERET (A-Z. a-z. 0-9) FEEFRF ().

It ID ANRE I TBAT A oAl 5 4533 W 51 4% B 0/CDO. NAT ID 5 IP Huhik &5 S48 1, T 3030F
BT A IEMIR %4 SN TP Hiuhl/NAT ID #7500 E 5, A SRy,

PS5 NEERERE.

a)

b)

<)

}85E FTD £H%&.
T S A Btz 3k T B3 F0/CDO A al3EEN Vilk), Mk FQDN ¥ H 1tz .
}5€ DNS AR 384H.

EPEIA Al — AN B4l . ERIA DNS 241444 CiscoUmbrellaDNSServer Group, FLH 5
OpenDNS JIk 5545 -

Wy B AL /CDO i 848 OIE B 11, Wb B 4 B B0 £ 10 DNS 4528 4f
FH 222 1m) 3 150 B 10 B DNS IR 45 a8 FH T4 By 2. £dis DNS JIR45-28 T DDNS (Wi B icED)
BIE TR e A TRng . ISP RS I B T JL A ] DNS RSS2 41,  DRA 4 BRI it
TR I AR 4 1 23k DNS RS 28

fE EHPL/CDO L, #idaf 1 DNS RS 28 AE A TS UG B 18 /765 % B RS P I E . 2
A8 BB 7 AV A N B B /CDOIN:, ASHE W B AR B, I H DNS IRSS8% A4 iR F
BBCE R HIE, WIS T 6 135 SRS 2 e 25 0 7 DNS BCE 1) BB e 4%, Wi &
B A G E . FATE NS B E S B E ILEC K DNS & E, DUE & #Hu0/CDO Al
JEM SR B A

AL, DOCUMTERILAE M R I DNS B4 4%,  BEIH.L/CDO A &R AN DNS AR4s 45
Ry EIBAL/CDO e E P PR T, M S & & 5 F1 DNS R4S %%

X1 &IB AL /CDO i EED, R O E .

R B 3 A e A A 2 BP0/ CDO i, SR LUK BRLER 10 BE cOh  BRLE 1 0 A 2
Ho

P (k) WURBESE THIRE D, JF HAZE OAZAMNIE 1, A7 B A R i
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g el gl s oo ]

BN, ESRER A RSB O B . R T AN D, A ER
ez S AL E T . AR T bR T, A T AR R R B P L/CDOZ BT A
BERIASH, AR ESSEANELZGE, SR K EFSKD

WUR P TR 10, 04T MG BN ME— MG, ARG A REAE ML bR g R4k SAE . 155
[5e] P P A B 1

CAfie) SRR T HdEE 0, 15 AR INEN7S DNS (DDNS) 7.
WU TP Huhik % A 484K, DDNS #ififf & F vho0y/CDO W] 238 52 4 B & 144 (FQDN) F J8 b B 48 ¥ 4%
Z R > BRFIEE > DDNS BRI 54 DNS.

I SRS AERG SO B3 AR e 2 V8 N £ B AP L/CDOZ HITAC & DDNS, - Ui B 81 5 %22 A 314 Cisco %2
fEAEAR CA TR P 22 CAVSINIETS, LA B 8L 46l LASGIE JH - HTTPS 34:4% ) DDNS
IS5 ARAEFS o M BIs 18 SR AR i Y DynDNS JZEF2 AP BV (¥ DDNS 45 2%
(https://help.dyn.com/remote-access-api/).

fi YA BERE VUG ) 8 AR IS, ANSZHF DDNS.
mli%$E (Connect). EMHRZS XITHE B /s VI 1) 45 B .L/CDOM S AR . 7E REFEHE H1L/CDO
EMMRE LRG, HEEBL/CDO, JRES NG K

G FEEEGE D) e B A F A 0/CDO, 1 sl BGEEM . SN, EE RFEEGO/CDO SEMHEE
B2 G WA EEAE AR 1. WORIRAEE, 2R, R BRI SRR B
BRI A K .

WAL RFEIEFO/CDO EMNRE L BJG R FFERS A SIS, BRAKER 588 dh .0
BY R TS, CDO M UTHE . BB T 5 V845 BB 1%

B 2 BshiEsE

Registration Status

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.
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M E3Edh> 3 CDO 1)]30 3 X FETHEEE

AT DICKE 2 117 E AN 30 28 5 2 A A 14D 38 o B R J I 0 A 6 TG B A o FH e 4% i PR AR 152 4% o

s AR BE AU D)3 B A RS, IO TS T 2 A . R A B PO D 3 A4 B 2 T
TR G2 B LA L IS T T R . A RN WA B DI B Ry, TES N W
B P R0 58 CDO . 5529 T,

A

AR V)RS B SR RAAICE, PR ARRKEEOARCE . (R, R IP Ml A LA R

A%,

g2

70 EHi g8 (Devices) > & &2 (Device Management) UL (i fifl B By K 55 o
{8 H SSH alidz il & vy [ IEFL 2 BB CLL. i SSH, 1541715 &1 |P #eht(fi%H:, JHd
M admin 4 (EEAG B BR AT S 7O B sk i 48 CLI.

P4 4 S 1 ERIA N FXOS CLI. 1 connect ftd fiy 4352 3] Jgih it CLI. SSH £ il H %851 ik
Jlr 54 CLI.

W TCEAE R R FE 1P bk, SEPATLL MR

o FORE BEA P i 1B B IE HASAT 1) M 45

 BORN A BRI S50 T TP Mk FI OG . 48] configure network ipv4/ipvé manual iy 4 .
RAFECU AT AL T IR R R N .

show manager s

i

> show managers

Type : Manager

Host : 10.89.5.35

Display name : 10.89.5.35

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

TR R B, HEA TG BEAR R

configure manager delete uuid

TR E IR B AW B, W RE LT 2GS, RG2S b (AKh UUID;
12 [ show managers %) o FMMEREEME G H

T

B 7suE |
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> configure manager delete
Deleting task list
Manager successfully deleted.

>
> show managers
No managers configured.

e A M A B
configure manager local
PUAE, AT LU Web i %28 4E https://management-|P-address £/ B ] JTAS 2 FE 2% .

i

> configure manager local
Deleting task list

> show managers
Managed locally.

BoE TLS/SSL Z 831K &

SSL e B ¥ h) SOV MR LS TLS RRAS RN 2 S i f ok 3r 5 45 1) TLS/SSL 7. BAKIM
XSG B A A AT 0] VPN SEREINT SRR A S5

T, ECE SR N AT 2N 0] RIS S i 50 . RGOBH 0 25 ) i AT a9 480 158 46 70 S
R m TLS BAS, ARG kB 30  He H 5% TLS fRAFEAR BB . RGOS IEB A L858
R A TLS FRAFUSE RSB, DU PR AE 8 SO VR 608 rh 7 e e A i o

2T
BRIAHEBL T, RGeHET] DefaultSSLCipher #5058 XU VFIOBIIA k. HotH R et 0 2 SR T4
(B VAT P 5T T i RS A BB R TR % 2 2, AR AT R 1
% P A5G R e AT IRIAR Diffie-Hellman L. SCHERIATIR Y & 45100 KRBT, 475 B0 0
SRR,

g2

S milng®, R AEREIRE > SSL RERL.
P2 FE LN IET:

o BAY - kPR X AVFIY TLS FASHIN 2 5790410 SSL 5 5% % . DefaultSSLCipher X % % B [ %
A B X %854l CiscoRecommendedCipher BEH4S [ LK) A 2 UGS %, LLSL it o
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B == nsssLzmns

$IE3

r R, BARE OO, GBI — 0%, R T HACE IR A B SCVF TLS MoA AN
5.

LU SvARIROIFE0 o R PN i IE bl = £ e TR

* IRt DiffieHellman 28 - B TG I s 520 (00 DH 2H. 43 5¢ DH 41308, i 2 5 v s S48 H (1)
Diffie-Hellman #4504l . BRIMEN 14,

* R 2% DH 2B - TG0 2 n 3 SH0A DH 4. BRIAMESS 19,

R HRTF (Save).

B2 & TLS/SSL AL &

T

$IE2

$IE3

SSL # it 522 SUAERENT S DB B e 46 1) SSL e i) ] LUATFH (1) 22 42403« TLS/DTLS Wpisl iR A%
M FAER A G . B & > RFEIRE > SSL & E T AR LG L w37 SSLIERLI N 7 58
AT AEFEIR) TLS A AN 3 8 Hhy S5 R R RE VR AT IR P F2ebil o  SR A2 th VA RV 5K, W] DL
AT AL ARV rEARF G H D 2K, 0 R fefl B I 22 42 55t TLSv1.0 Al
DES-CDC-SHA . PP AN G IR, DAV REEZ T, IR 2 52 2R o

RGP UL ANTUE G MCATIE SO EATT & %A ORI, A H ZAEEHN R . X508

* DefaultSSLCipher - JX A& — /N AR . & /& SSL & & 4 F ERIA GRS, H TR
HREZ (K15 7 o ] LSS RANIERE . I RGBT R A R 25 1

* CiscoRecommendedCipher - 1X i — AN g AL m A, A EEE e A 03 A A TLS WieA. Ik
HPA B )22k, AR T S ORI 1) 2 7 i o] LA VLRGBS o HH T3 B AN DL G ) i,
BB P Sy TGV 0 R IR P RE I K .

UK

EFEXIER, RJA M H R PIESE SSL S,
PATEL R A2
o BAVEXTR, TRl + AL

o TGRS, T % g R (@),
TR AR AT %, 5 i R A s (O).
TR BFRRU 5%l i) .

R4 BNCE LRI

s RERH - MRS LRG0 FRER, WERAEIER 2 P00 5 9 45 PR RAS ol 1S 151
Ry M BB S B 2 A GO W RS PRI PR AL RC . JEFELA R L — NI
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