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< Deployment Completed: User (admin) Triggered Deployment

Summary Differences View

DEPLOYED VERSION

() Syslog Server Removed

Entity ID: 4al685d4f-311d-11e8-893d-cl548F450Fd9

syslogServerIpAddress: 192.1568.1.25
portiumber: 514
devicelnterface:

inside

) Network Object Added

Entity ID: b6dfd101-311d-11ed-893d-a302dbBbcile

) Network Object Edited

Entity ID: ddbcdde 11c-11e8-893d-5588b9285%4¢ca

value: 192.168.2.9/24

PENDING VERSION Legend:

subType: Network
value: 12.1.190.8/24
isSystemDefined: false

name: RemoteNetwork

192.168.1.8/24

zogEr |

Removed Added Edited

P S e At gt Aot ISR LSO G s m. (B« BB (MR bkt
Gl (OB o RIS AR 7S B A SR R . 7EMEARNL T, RS S S AR

AT AR bR . iR WIS B ) S AR

IFEET B AL IR e

A SRR 0 AR OB ) i B AN

UK

%’éﬂo

o ERTLUBGE A fr A B SE . R AR AL T h e X 1
Rt FAAERPIRE . 25, BnT DL EOR T 40 e & S k.

T sEM A E A EERE E L (Deploy Changes) El#7.
WHFAERF OB, RGeS IR AR e R

HIB2 KON E %% (More Options) > £ &R/3 (Discard All).

FER3 Rl AHE T I # E (OK).
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RGUK TN, BRAE S e T B SRR B A B I S . RS AR 1% H S s
OGP i

FHiIxFEE

PIR4

HTLL JSON #2040 AT S B E . T DM SR AT AR sl S o SR A s 35 i AT B
JERHACHR B4R i o

ToibR A3 NS BE A A B . IHBEA SRR G
WA ZR D SE AN D IR E A, A fE R

UK

18 % (Device), Ko & & EIE (DeviceAdministration) £ HF [ ZHELE (View Configuration).
M Ak i T B & (Download Configuration).

il 3RENE & B B (Get Device Configuration) i &6 8 SC AR .

WS Z AR T AN, B B NEEHRT— 48 SO H AR ST T E50H B
AL ST BE TR EL LA BRI ], R R TECE /N . R BT AR e H Z H &, sl e ik
[ GO, ELE S M e O AR

A S s R RT3 T O T 2B & 324 (Download the Configuration File) #4411 (59) #4314
TRA7 B T AR,

EIE RFETESE 0 BANBAE A P

TSR] LAy 265 s )l 97 080 640 P P A S A B L AR AR (HTTPS Vie)) o B8] LUK AN 55 2
A P e R VAR S5 3L admin J P S AER], BAMERT R P . iR, BOCiA R T
B BELAS V7 IR RN AH I bk

BRG] AT 2 AN W] DS SORC B A A0 e i B Pk, (BRI AN BRER XSS . 2 —
FSESECUN, rAT P RO (S O . BT BIE . B, 2N T RE S 2R AE ]I IR
BB A 5, IR B AN BRI R AT S G e T B

AL S AR P 2l WERE /N S THRIN S i BEhiEs . a2
PN, ARE SN 25 20 20 BhE A -

3BT LS g A8 CLI (Y] SSH U5 1) e B0 8 B4 AR AR AN AL o AEAL MU 1T, Bt
ASHEH P, DL T UG HA AT P, SEIUSOSEORA DT 1) o T 20 CEAS ML YA 1 05 v i 52 61
. Eradmin /7 24k, CLIA B8 FLES T 2 B AR A S ik o e AT o




zogEr |
B e aems HTIPs) B AR ESNE (AAA)

\)

IR ARG A, G n] DUE R B ) AAA IRSSARAL, B SRVE P U R BB &
# 1P HuHE ) AAA JIR S5 s T G S 0 IO UEAZ ARG, SRAZ T 0 S8 70 B 1 ) o

DU 2 21 e e AN B e A8 B AP U AT CLL L D7)

LY S /5 o J o= = htya

A EEIE:S (HTTPS) A R ECE SN ER1R X (AAA)
$E 0 LA AAA IRS5 2 HRAEX) W44 BEAS (1) HTTPS ViR BR o 3l T H AAA B 56 E A7
B AT CABRAEAN [R50 14 U il AR, A AN P #8384 1 admin 0K 7 6 5.
IXECHR ] P kA AT 0] B85 7EL APT F1 API Explorer.

T LGE I AE AAA IR 55 a5 BEEE B B BORSR AL T M G 7 1 42 (RBAC). 0 M ik 55
SRR Pk B A A, DA LA s A R B A O
HIJe {5 RADIUS Jeds ds FAERIBCE IR 5, Rn DUE T eRe 78 Ik ™, AREAT A5 BT 1]

SAML A FPE

FEBCE SAML iRk 55 a5 5 U5, bRl el & AN GO I 7B o 5T LARC B BAT LUR B FR28L5 [7] f1
M EELOL. SRR . I EHE AL BER . REH . S A SAML RS A .

RADIUS F P#21

FPLAEEL T4 (4 17 )45 H) (RBAC), i 558 RADIUS JIR%s 28 L ik 7 LLsg X cisco-av-pair &
Pk GERIXAZLE ISE ', 17k Free RADIUS H1iZJEPEPFS 4 Cisco-AVPair; 5K RGPS T
B o DZUE P IR FIE e S E M, BRSSP Ui B S, DUF &2k
() cisco-av-pair J& I {H :

+ fdm.userrole.authority.admin $2 {158 24 B 015 i AR o IX L8] - n] AP AT A H admin A P e
DABRAT (1) I A 4

+ fdm.userrole.authority.rw &5 Ui AR « X8 7 m] DABRAT LB FH 7 v AT R4 A
VB, BT LAGwAR RIS AL E . IR BRI VAT K R G, BRI . BRIk
B0 BEFHEU LI A E IS P i,

« fdm.userrole.authority.ro # 4 H iz 05 ) ACPR « IXEEH Fon] DLA A Sl R R &, (BT
AT E L, B P 2T, 2 BonEiiRibg S, FeWAUR A

UK

FTE GRS, RAIKIKAGLERRIRE > ERif L.
AR CAL T “AREBE” (System Settings) i, A7 s H P& 177 18] (M anagement Access) .

PIB2 g AAABLEERTR (R ILE )
$IE3 HE HTTPS &L 10 :
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« EIB/REST API YRR 55 88 48 -k £ A A 3 22 5 3 B0 UF Y 1) RADIUS B¢ SAML Iz 45 %841 (H
TANBG 050 TR0 BiAHH 338 14 (LocalldentitySource).

W MAAFAERS dvdl, BT WA RS 24l )T RADIUS, k75 2N RN IS5 4
B4 RADIUS R4S 2855 %, B iX st RN B4l CE SRS 24l nl ABAT ) - A%
RADIUS HE4IME B, 155 RADIUS RS 23140, 455 SAML HIf5 8, S0 ilE SAML
AR5 28

s FRR SN REHITEMEIE (LR RADIUS) - W RGPS RADIUS R4 4541, nl LR
SE WA B B Al admin FY 7 KO IR AR HE B U . B DA — AN I
* TESMERRR S5 88 Z BT - AR 40 1 Sex HEUAS H SRS, 25 FH P 4 R
* TESMEBRR 588 Z 5 - A A NSNS T AR AN R rh AN B K B, A A A A )R
M- ORHERE. D WAV AHYE,  BIEANRE LA admin 7 B35 5%

R WEIRBNERE A, RICEEME BIRR Kk B A o WIR AAA RS AR A
AT, BB ORAE AAA JIRS5as TECEIK ), BRBBE 7L R G4

F8 ] SAML i, LOCAL B938E NG . H SAML, #UG4n] DU iy A A H A
RN R AT A M B A 5 o, DROA A48 b 20 I A s 7 B e B 3R (SSO) 5 4 fig it N\ SAMIL

%‘I’EO

R4 LEHIRTF (Save).

B & BUANEA1E CLI (SSH) A PSR4 (AAA)

0T LU NS RADIUS IR S22 4855 B4 CLI 1 SSH 37 MR R » 383 55 ] RADIUS S35 iF
FIFZRL, ] LAMAAS G O B8R S BEAS R O R U7 AR, 10 T AR 6 B 2% b SO ) A 1
FH K

X4 SSH A 2 A HL 455 ) g JBrsh 1 APT A APT Explorer FURUPR . 52 X SSH 2RI HLEIA
[i] - HTTPS 5 [n) AR BT 75 ML . (EJE, 8807 DURC S [A] B 75 & SSH R HTTPS 424 4514 1f) RADIUS
FH P, DM@ H P ar DU e R sl oy i) & 45

4 SSH iy i) BUSR $EAEIE T £ (A 1 U [l 4216 (RBAC), i 5 5 RADIUS fil4s 2% LI ik, LhE
X Service-TypeJ@ k. AAER K b XobJEYE, S RKSILH o B4 11 SSH Uil LA
L2 S HFIN Service-Type J& PR :

« B (6) $ELXF CLI 1 config Ui M #ZAL . X EEH] 7 u] LLAE CLI PEH BT 2.

* NAS 27 (7) BERZ 6 LAANIARAT L) - $R44 CLI Y ERATS I #AL . IXLEH] - wl A A i
S (Bl show dr4) , AT IR HERSR .

7E RADIUS R45-%% L IEAf &K 5, &ar DUE oL FE e I, PAE T SSH & #E17 iv) ,
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B o A K (B BB AN RIS S ICVR AR T MR A L e P 1R g s 0T AR
MR Gk ARBRAH R, ABCE B G ANTR], DU FR el Y 0 3 B A 2 J 2 X5 s B AN P 3 S A
FP oo RIMEESE A A A KRR 122, W SRASH AR P26 i A7 A2 P A (ECE RS AN IERf, 3B R oA A Ak B

G54 WURSMBURKIE ARG, WS S p .

FHIa Z |l

T ENAME SR BUR #8AF, AAd A & P BT -

o SNERFL P OGRS, BB A S QU AT ISR, (EANBERIIN QU P il . T U K
BAT AL, B RS, R RS UM R “ S VUS4
IGER (ke S E Ea T

 [FREHL, AR B ERESREIK, Service-Type HE LI BRBUR A T S5, I ok 75 S50
BAT S AR, A 215 DU SRR R “EIRBUBR S . I ERT & R LU

B, 7

UK

P RS, BRI HRFERE > ERimeaEEE.
WERGE O T “ REWE” (System Settings) U, i i H S (K& 18] (M anagement Access).

TIE2 L AAABREBEZEIF ARG EE) .
HIB3 il 'E SSH &I

* BRSS AR - BRI AL HIME F G M IS UF YR RADIUS k4545 2 5As i FH P 40 e
(LocalldentitySource). A2 FEEAT F AMERFZ AL 1) RADIUS JIk 45 #4541 -

R AR S A4, rihi 6323 RADIUS BRES SRR R G iR S5 a2 . IR 7R 2
MRS5S A1 RADIUS JIRF5 480 %, FFIX LRI RN MBI GE SURSS AL o] ABRAT EERAED .
112Kk RADIUS [HE4I{5 R, 15 [ RADIUS k5545 4l .

VTR, SSHOEHAURT A I 2 MRS 2% WA A P 3 MaEL RS 3, &R
GUKIEARZRILR IS 45 BLAh, RGWA ST = BB A K R M =i R #4 b

* ERARM S RIET BRI - WUERTEEFINIIR ST a4, AT LU & W 4 FH A 1 5 395
XFF SSH Vi), FRGUURE LR A MRk 55 s A Ao 7 A s e df 2

FIE4 LTHRTE (Save).
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PREESE, T H ARS8 FLAT ME— i )k
RSV S DK 248 MRFENADH B, RN R YIS A shida. b,
AEBIR A KIS 20 20 B0 23 N P &4 B 3hvERS .
TSR A TS T A N R ) 5 00 H%E 4 3 IRk %%W D32 FH P K ok B e 5 20 Bh.
JA SRR e I A 45 o5 5 AT 2 B B o . VR B IR T K, G VE TR A E A
WAUEBN . GEER, XFT SSH Y, Al DL X s6 % B ik . D
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SHOER . SN STERAEN B H P T PSR B .

2% A HA & ERIINERA Pk B 2277 (9] # BR

m%ﬁmﬁﬁﬁ%ﬁF%ET%%&ﬂ,Wﬁ“%FTu s B ] P B B A ik eg . (1
LEF M BRI, BRI G5 ] B IE 7 ERAT— LEHUMRAE
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SRR P A T B b, O SR T e L R L R S B

FAHE A A5 S0 B R 2D S se i Ja . ARSI Al 8ok 24 T e

RGOS AR S SR B E B R AT OB e (2, R OiE A i e, HA g sk
AT IE AR A B

S BB CLI BIRE A M PR P I P

Nil

B

A LLCE BB 0 4 - CLIVS QI P o S8 R AL VFU B RS, (AR FYj ) CLLL CLI
X HOBE B AL R

AR — I MEAEZ AN B ERIEEAHAT K™ BN A O —4IME— A ) CLI K™ .

UK

AP AT PE BB PR 7 8 e % LI

BRI O BAT PR IR, (L EATIC BB R K AR AT AT AP T4 41 SmT U] SSH 4%
PGty

TPy g S il i 2 448 3E N FXOS CLI. 1 connect ftd #ir4-3E A @i CLI.
B PR .

configure user add username {basic | config}
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T LU T LA BLR 2 50 5E SO

* config- Rt i1/ L BV RIBURR o BRI T 1 7 58

%,

zogEr |

PR, TR LA N BT C .

* basic- AT EEATT AR . EZONA SRV AN O E A2

i

LAR 7= R I —A> 444 joecool HBATHC BV AR P K S o FEBSBENBRGI, S i A2

7o

> configure user add joecool config

Enter new password for user joecool: newpassword
Confirm new password for user joecool: newpassword
> show user

Login UID Auth Access Enabled Reset
admin 1000 Local Config Enabled No
joecool 1001 Local Config Enabled No

EB S AUH S AbATAT LS configure password iy 4 B B

CHigEe ) AR & 4 SR A IS
T AT BAE & S RBOA K 78

* configure user aging username max_dayswarn_days

Exp Warn Str Lock Max

Never
Never

N/A Dis No N/A
N/A Dis No 5

BEE I SRR H o 450 5 i KA RORKL, DAL S TR [ F ™ e o i BIDRE 21 1) 2
TR E PIAMEII T 1 819999 2 1A], (RS RECLIN TR EL. QI8 I,

HRGEAE B H
* configure user forcereset username
CH RN NG SN i R

* configure user maxfailedlogins username number

BEEAEBUE K 7 2 8 SOVF H B RIS WO S B, ZAE AT 1529999 2 ). {#H configure
user unlock iy 2 UK o BT FIBRINE A 5 K& SR MO 5%

* configure user minpasswdlen username number

BOEB/NERE, BEAT 1 A2 127 2,

* configure user strengthcheck username {enable | disable}

S FHBAE R B A i RS A, IS 7 SR 7 7 S0 5O B I 83 R R B 4k SR P %
T E A H T configure user forcereset 4, WIILESRSER P RS0 B3 .

SRR A WA EE B IR
R R RERBUE AEIK T 2 A0 T, B AT B R SN BRI i ok oA el R A LR iy S B R e

D)REDA IR
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* configure user access username {basic | config}

ST AR o
* configure user delete username

MBS E HI I o
* configure user disable username

ZEMFRE RIS, AR IEI R . 1 iR s, BRIV A2 O k.
* configure user enable username

AR E KT -
* configure user password username

SRR P RS . SO, P A configure password iy 4 5 LR E R
* configure user unlock username

AR Hh s KIS RO e ZRX B B UE O Ik

BERNKHARG

A 2, WL R S BRI R S
BT LA ERAEIERE, &R LA A reboot BX shutdown fiv 41 i SSH 23 1 B ¥4 B A% CLI #5541
ITIXEEAT S5

g2

T AR E, RE A REIRE > EFBIKA > K.
IR BT “RGRE” U, KA A H e E B 31/5H] (Reboot/Shutdown)
T2 S AT P D RE 1L

* EFEE - WAV RGGAT AIER, AL AR CA R g i L, AT DL R Bh B . B
b, ATREAT LA ERA R REEOR FOB A 2h B DL FT I R LAt

© KH - KRG, LIS SO G, R AR N g R # (i, O T B4
B, A M HHL RMIBEE A, TRLRBET T ORAL H EB AT T B
TR I ELHRIE SN

R KB TR WER I B R R AR . SRR B P
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System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

X} ISA 3000, 52K HIE, R LED KM K. /%56 10 B, 4R)5 FEW T HL)E .
FOH A SO RS, ToIRAE WA B ELSE ok CLI Hr AT Hift e

TR I, A RS UL TH N AE FRT A B e B T, PR IS R B Sk T . W RAE T A B
SERZ BT ZARMET T, ) Web 3 Y83 0] BE S FE T Z A 8] 55 R B S Web RS 2212 TR IR
[7] 503 Bk 404 5%

WK, RERENTIENN, BRI 404 5% . OB IER SR, BB T /%,

RS HE R

PUR R S R G R HE R AL S I DI E . A SRR E DfE (v il #2) BEAT s B A5
Ko TS RN DR T

Ping 1Bk LU IR 1%

ping & — PR B Ay 4, T HI T e 5 Ml A5 A TG SRS LA AR S i I . I R FE AR
HEFEE TAE. SR, 7E % HIsAT B I0Ab S ms T e 23 BRI e SRR It s o il o e 4 . 8 mT
ATIF CLI 24l & B8 sk % CLIRAEH] ping -

\}

AR T REAZANEN, ETUEGRIH T ping HUbEIRHE 0 U CRAEH IEAA K dr4, DU i 2
M. B, ARG RENS R B 1 U () ERHA ATIER 55 45% - DL 2548 1] ping system iy
A MRERE . W AAE T ping, WA RETT R Bt i U Ik, X T BE A EIAT R 45 R

1E% ping /] ICMP ¥ GMRER: . W RIEHFMEE2E L ICMP, W LA TCP ping (XA TR
¥ ping) .

fs 0] LALKE TP bkl g 4 PR 5E 144 (FQDN) 447 ping. X% FQDN 04T ping, k85 BB 1 6l B 2
I TC ) DNS AR 45 a8 0 250 s B B TP kil o 06250 Ay 45 R 1 RN B 2 11 43 il i s DNS iR 45 2% . 4
TRBAT AR e B2 L L E DNS IRk454s, 1540 dig Ay 2 & k45 2 FQDN (1) 1P il

PLR 2 ping W 4% Mtk ) 3= k0
A EEEO ping it

1 Ff] ping system i 4.

ping system host
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ping st stk isiz I}

FHUAT LU TP Huhb sk 58 4 R e 5844 (FQDN), 5] 41 www.example.com. AS[A] -1 i Zodh 42 1 3k
1T ping #:4E, R4t ping WA NI AL ping BES ST, HBEAM Cule Bk,
s

> ping system www.cisco.com

PING origin-www.cisco.COM (72.163.4.161) 56(84) bytes of data.

64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=1 ttl=242 time=10.6 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=2 ttl=242 time=8.13 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=3 ttl=242 time=8.51 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=4 ttl=242 time=8.40 ms
~C

--- origin-www.cisco.COM ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms

rtt min/avg/max/mdev 8.139/8.927/10.650/1.003 ms

>

EMEEHRR, BIEFEZO ping ik

\)

] ping fir&o MRAYE RS A BET HRHEAE AL ER th e RO IS RGEIE W # i &y
3o BT AR 5 R AT R

ping host

LR

S

> ping 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

IR

BT LR N AL Hn N R GRS BT R . 7R CLI AR I3 B s
752 AT L.

B EEEE O ping i ik

G SR R B SR, nT{EH ping interfaceif_name v 4.
ping interfaceif_name host

Bl

> ping interface inside 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

£ TCP ping, @id##EIEO ping ik

i [ ping tep fir% . TCP ping &i% SYN i, @R HARAIE T SYN-ACK £l s, WHAK
ping A3 1 B .

ping tcp [interfaceif_name] host port

AGRE
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T s Ziidi € FHUFN TCP St 1

e DLk F e e, Bl ping YRR O, AR T RIE ping B8 0. 1638 ping 18 5 14 F 4%
.

TCP ping &% SYN ¥#ity, % HAxA&% T SYN-ACK ¥#ity, WIAN ping TS T Rl . i
.

> ping tcp 10.0.0.1 21

Type escape sequence to abort.

No source specified. Pinging from identity interface.
Sending 5 TCP SYN requests to 10.0.0.1 port 21

from 10.0.0.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ER LT LU E TCP ping RIS T THECRIYEHINE . 78 CLI Hh A FH #E B R /R F 2 A6 vl ik
i,

R ER E A 3%

G SR ) FEAS TP kb Ak T B 2 e, ] DA R AL b AR 4% B 42 2 5 1) L traceroute
1) A 5 X2 ek H ) H bR &% UDP £ (sl n) H AR &% ICMPv6 [FINY. . 384 H AR AT I %
1% L ICMP Time Exceeded JH 8N, I traceroute R 15 %451 FATT AW B =N M,
RGBT A, S8 =L RS B R . 8T8 4T CLI 45 & 808 5% 4% CLI RAY
il traceroute .

)

AR BRI (traceroute) BT HE AL F% 1 (tracer oute system) BRI A B A A . 45
1 F IERRI i 4 o

ARV T i SR R R B AT e R

WS 15t BA

* T TR Py A A 38X 00 e o 7

nn msec BT AR E I AR I ) (LR AT .
IN. Jeik Vi) ICMP P44

'H Teidi ) ICMP EHL.

'P ICMP P TT Ik

A B HEZE L ICMP.
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WEES 158 BF
? A1 ICMP 4512 .

18 E B B O IRER S

{ifi Fi| traceroute system fir 4.

traceroute system destination

FENLAT UAE IPv4/IPv6 Hihlh ol 584 fR ek 4% (FQDN), #1141 www.example.com. f51:

> traceroute system www.example.com
traceroute to www.example.com (172.163.4.161), 30 hops max, 60 byte packets
1 192.168.0.254 (192.168.0.254) 0.213 ms 0.310 ms 0.328 ms

2 10.88.127.1 (10.88.127.1) 0.677 ms 0.739 ms 0.899 ms

3 lab-gwl.example.com (10.89.128.25) 0.638 ms 0.856 ms 0.864 ms

4 04-bb-gwl.example.com (10.152.240.65) 1.169 ms 1.355 ms 1.409 ms
5 wan-gwl.example.com (10.152.240.33) 0.712 ms 0.722 ms 0.790 ms

6 wag-gwl.example.com (10.152.240.73) 13.868 ms 10.760 ms 11.187 ms
7 rbb-gw2.example.com (172.30.4.85) 7.202 ms 7.301 ms 7.101 ms

8 rbb-gwl.example.com (172.30.4.77) 8.162 ms 8.225 ms 8.373 ms

9 sbb-gwl.example.com (172.16.16.210) 7.396 ms 7.548 ms 7.653 ms

10 corp-gw2.example.com (172.16.16.58) 7.413 ms 7.310 ms 7.431 ms

11 dmzbb-gw2.example.com (172.16.0.78) 7.835 ms 7.705 ms 7.702 ms

12 dmzdcc-gw2.example.com (172.16.0.190) 8.126 ms 8.193 ms 11.559 ms
13 dczO05n-gwl.example.com (172.16.2.106) 11.729 ms 11.728 ms 11.939 ms
14 wwwl.example.com (172.16.4.161) 11.645 ms 7.958 ms 7.936 ms

1813 £ 42 O R ER B R

\)

i traceroute iy 4.

traceroute destination

R R B FE TGS DNS R4S 2%, EAHLATLUE IPv4/IPv6 Hidik ok oe 4 IR e 1k 44 (FQDN), i
www.example.com. WIHEH AR EHORLE DNS IR 2%, 15 H dig & &4 & FQDN i)
IP Huhl. #it0.

> traceroute 209.165.200.225
Tracing the route to 209.165.200.225

1 10.83.194.1 0 msec 10 msec 0 msec
10.83.193.65 0 msec 0 msec 0 msec
10.88.193.101 0 msec 10 msec 0 msec
10.88.193.97 0 msec 0 msec 10 msec
10.88.239.9 0 msec 10 msec 0 msec
10.88.238.65 10 msec 10 msec 0 msec
7 172.16.7.221 70 msec 70 msec 80 msec
8 209.165.200.225 70 msec 70 msec 70 msec

o U W N

iR

BT LASR e . AEAEm ) AT AR O ECE, TR ERE traceroute YRHY IP Hiuhkuli
o 7E CLI HAf FH A BhFR 7R 157 2 A5G n] H 1935

AGRE
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Fig &R RTERERRAH L
BRNTE L, B AAN 2 A ERER B o E o R e AT R, R S i o e £ ) At £
R AEAEIN R, RGNS ICMP AT IA W B R B . 2SI H Y, Snh Zi B i e I s 1
55 KW A AR B I5 ) FlexConfig #f %% .
A RS SRS IR A TEAN bTie, EZ M R ASA RAIPT KRR ERR M) . Mk

https://www.cisco.com/c/en/us/support/security/asa-firepower-services/

products-installation-and-configuration-guides-list.html.

\}

R

UK

R EAF I TR], RGEe B58 TTL i 1 B, HES ST MER, irft izt
FREE A RAT R TTL (8. TR, JREldat (Bl OSPF hello i td) AIAN TTL =
1, PR A AN A ] e SECRANE R . 38 SRR, iHERIX L H .

(=]

E

B 8 E > aREET S HEERE.
W2 F “mILE” B kik fiili FlexConfig> FlexConfig ¥ % .
PR3 QI TTL KX % .

a)
b)

<)

d)

e)

ik + 4 AR B X 5
TGN SRR, B, Decrement_TTL.
ARG 2 b, AL R, afsgaidt.

icmp unreachable rate-limit 50 burst-size 1
policy-map global policy
class class-default
set connection decrement-ttl

(EBRE AR B, S L RE T BT 0%
TE VL iy 4 IR B IS A % LA TE R HEUARE ot 5 B U AR P i
Bt

I BRACHS 7 5 M FlexConfig SRS IR LR 52 G Tl Ja IER D IF, - LR ANl Fg 8 2 30 1) )3
A CRECE B Z TR

P, fEA= B, B ARCS -

no icmp unreachable rate-limit 50 burst-size 1
policy-map global policy

class class-default

no set connection decrement-ttl

LT RE DRAT XS B2 o

LB KX GIINE] FlexConfig HiME 1.



https://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html

| zgem

ntp s [

NGB EAE FlexConfig SHE HP L BEKIXT 5

a) sili B ) FlexConfig S5RBg .
b) FEABIE T+
c) 1EFF Decrement TTL X%, ARG iidi#a%E

FRYENY B RIS PSR i A SERT P . SO U TR BTN 2.
d) riilifRTE.
SR BLTE T LA B

NTP &= HEfR

ARGUEEN e —SORIEHR 217, IR RSB RS S 2IMER AL B . b D4
LF A=A PRI ] PR (NTP) JR 55 & K OR R SEan 25 REPAT AT SE IR 1] 15 5
BB (FE T3 iR % (Device)) W4 NTP g5 s BORA. ndRASh i s
aRE 0, S RE L R IR S S AR AR I R R S ROERL R B RAFAE. AU — NI I D
T LT A
* HOG, WRIERE > REIRE > NTP ERE 20 =4 NTP fikRs5s. RAEAZRIE 20 =4
NTP g5, AERFEAT LUK S vl FEE

* TRORAEHIEE L IP Huhl (FEiR& > RGORE > BEEOTE X 55 NTP 55 & LA 47 1L 4% %

.
o LB MO ERE LN, WURBOAB mATEAL, WWT DAEIR & > B LACE R NTP
55 i (KR AR e o

o WURBCE T RV B OO, WS CLL, JHEH] ping system fir &I 5 &1 NTP
JIR 55 i Z RS A5 A7 AE P 26 B A
© BB CLL, JFEAILAN i &R a NTP 55 a5 RS -

* show ntp- B4 27 NTP 55 as IEEAS AT I PE . (HO, SO LA sk
AL HARAE EFR R RS, PrRL i & ) 2 s DUSEROIR S I8 K 2o T REAFEAEA —BUH
7. LRI CLI £ & A H tb fir2 .

* system support ntp - Sy 2 HE show ntp ¥4 H LLEARME NTP fiv4 ntpq Gy 21l sk 7E
NTP i) (%t . R EAMIA NTP 28, 1w thm 4.

4k “Results of ‘ntpq-pn” 7 4>, Fltn, Rl EesE RSN H 25

Results of 'ntpg -pn'

remote : +216.229.0.50
refid : 129.7.1.66

st 2

t tu

when : 704

poll : 1024
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reach : 377
delay : 90.455
offset : 2.954
jitter : 2.473

FEARGIF, NTP B4 4 b il 1t + RORE I AERE S o BRARIG AR 5 * R i R ) TR] Y8
PRI

NTP Ja & 4 2 (NTPD) i I B0 S b i NS R B T s 8 1, Rkt — Ao,

R MR IS B UE PR 52 LE A 4RI S5 AN B IR A T 82485% . SR)5, NTPD e fEiRE B (fi%
A A A AR IR EIR ) o« WMAERIEIR . F A sk 55 4% i T 2 eliar
A AN B AR, WD s MUK IR . T H, SRS BN ) a4 2 58 e

I B 2 AT e 37 4 B R0 200 S I I R St o, KR RE 2 T BB ININ K I 1)

AR WU refid &£ LOCL., WP EFEAE A RZNZRIIA M B, WEHIE
SUREA AN Bk BEELN TR] . RPN 854452 .LOCL., U] B
R WRZOR NTP EHARON B CRIFRE) o RIS TAFHIIET, NTP
JH AR LOCL. UEAS, St NE B 43 /b = AR 55 43 1K) St AL BT 7

AEIRE O HEFR DNS &%

WL E 2 /D — A DNS IR 55 as A5 BB L] 5 BT IR S5 Ak 2 E B BV RE VP T o il e o
Hr (41 GeoDB. MUNIA VDB) 4 flis5, FIAb B H Al 244 AT (K AF AT 50

B DNS IR 45w (oo ST ZEMT AR L S B 2% I 4 N T I DN'S IR 2525 (1 TP dthkik o Bifi ) vl 7618 %%
(Device) > R4EI%E (System Settings) > DNS AR £582 (DNS Server) 7 [fi 17 5 i

(EE,  ph T I IE B ] BB DNS g5 2 A5 1 I, R GE T e TLIL M 58 A 24 (FQDN).
WA R IR GETCILAE 1 DNS IR 55 %%, 5% 8 LU P ERAERUUANR Ll 5535 2 L DNS
1] R o

UK

P M 2 T AR
a) ¥ SSH &% #t % CLI.
b) i pingsystemwww.cisco.com. 1R ESRAFIMIT FICH “CRFEN WE, R LILET
B4 . W ping BEAE RS, WSS EI#YR: DNS IEW TAE. (3% Ctrl+C J 45 11 ping #ir4. )

> ping system www.cisco.com
ping: unknown host www.cisco.com

SR S50 7E ping firA RN system SCHET . system ikl IR IP HUlEUT ping HR 4,
239 1 f 5 B DNS JIR 45 5 FME—3% 110 15 i) www.cisco.com th & — M ANES (13 4%,
IR s 75 B2 A4 0 5 4 10 6 LA B4 B VT SR



fptd-fdm-config-guide-740_chapter26.pdf#nameddest=unique_518
fptd-fdm-config-guide-740_chapter26.pdf#nameddest=unique_518
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U2 IUF I T

a) KIS TE % (Device) > ##0 (Interfaces), 4uiH e BEEz 0, JFRAELL NN . R IEIATH I,
RARTESG & S r RIS P s o R T o S b, R EENE IR T .

* EELMIZE K R OC TP kit 2 IEAR RN o A REAE B B O MG, TR S R IR
o QUEARBEANE FEC S R OC, TS0 UEE FR TP My k1 Y HE RS AT O TP kA T [

E8
b) MK (Device) > RGEIRE (System Settings) > DNS BR 5588 (DNS Server), Jf¥6F & 15 I
Hilic & DNS KR5S 5%,
T SR AE W R I G B B4, 187 T T RES N T LU 1Y) DNS JIR 45 2 41 Hidd e oKk,
o) A FEEE: O E NG, BN AT T R I

TEFTEN 0.0.0.0 FEHEER AR 1. W1 DNS JIRSS 25 AS BeAE HTER S th I OC, I8 ] RE 7R ZE AN
PR o IXFIG DLIEAR S R PR
o QA4S DHCP RSN HE: 1t sbik Hok+¢ {2 DHCP 3RBXEKIA B H (Obtain Default
Routeusing DHCP) £, ERIARE 75 B FRAH AT WL, A SSH %\ show route % iiF
SEAAAEIE T T0.0.0.0 6 1o B TR 2 AN BRI RC E, 18 nT AE S5l B RE IR0 .
OEH 2 %% > 30 SR/ ONIRE. D

o WUREAEANEEE D BT HIERAS TP il s N DHCP SRIBCERIA RS i, T g & > Bk,
R 2 BRUA S H A8 ] IR R R % o

WG IRE R BRI S U7 ) DNS AR554%,  WAZiAE B B 000 HowE ittt R, AN
FREMZS (R EGER PR GET B DI 48D doinEsdr, o RGenT LLE 3hi th 21X L8
%,

BEAN, B AAT B AR R RAT IR S5 2R IR R A IR 5| AN IERA K4 1

d) WERESEAL AR /R AEAEAR B A, T DU SR8 X 28 S SO S5 A 8 2 58 o

e) HEHINK ping system www.cisco.com. Q1S [ BEATSRAEAE, dREEHAT K25,
$IE3 7E SSH &%+, #i A dig www.cisco.com.

o WS dig 457~ TR DNS B &5 25 M N, (HARSS 23BN FK, XA, DNS CIEHIEE,
{E A i) DNS IR 4% #8453 T FQDN [l . 4S5 1 NXDOMAIN AR &AFE 7~ . Wi v w2k
LF LU 28

> dig www.cisco.com

; <<>> DiG 9.11.4 <<>> www.cisco.com

;7 global options: +cmd

;; Got answer:

;7 —->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 43246

;; flags: gr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1
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;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1280

; COOKIE: 78blc6b2b3ef5b689£fc2£65260db9%e9b36a7d9fefb301943 (good)
;; QUESTION SECTION:

;Wwww.clsco.com. IN A

;; AUTHORITY SECTION:
. 3600 IN SOA a.root-servers.net.
nstld.verisign-grs.com. 2021062901 1800 900 604800 86400

;7 Query time: 13 msec

;7 SERVER: 10.163.47.11#53(10.163.47.11)
;5 WHEN: Tue Jun 29 22:28:43 UTC 2021

;7 MSG SIZE «rcvd: 145

RERAR: EXMIEO T, BTN E AR DNS kg5 ay, SORICHER RS, L6
iR T AT ) FQDN JEK AR S 1) o0 258 A5 P D3 ISP, SRR T T 5 0 4% 1) DNS Jile 55 24 1) TP
fik.

o WA AN, REUKJCIEVI M DNS JIRSS4%, B9 DNS k454 H i, JoiEmp O
KR BUXFME L) o R T R —2,
12 4 {fi ] traceroute system DNS server_ip_address fir 41 551 DNS R45 5% (1) % 1 .
filhn, Wik DNS 4% 4 10.100.10.1, %A

> traceroute system 10.100.10.1

N ICE R R I AR

* BRERES S OF 218 DNS Rk55as. fERXAHMGEOLR, SChr EAZAEIE ) DNS AR5 as i h, HAR
i A %S5 4. DL, B AEATER iR . (U, i TIERREAL, BB S5 45 i) DNS 1
SREATIRAF LY o
FRIRTFTZ: AT RE DN WY I R A A i 45 09 K 43 2% 57 UDP/53 Jitte, X2 ] T DNS i H o
AT LV FLAth b 45 B A0 22 1R I DNS IR G54 o IXAP ) i PSR T DRk 485 2 e MR A 1 i B
1bd, JFERR RS A RE S o ) U o
PRI R IE — AN VLV ), FEme S 3R o

3

> traceroute system 10.100.10.1
traceroute to 10.100.10.1 (10.100.10.1), 30 hops max, 60 byte packets

l * ok  *
2 * ok  *

3 * ok  *

(and so forth)

RFF: (ERXFH T, RGAFEH . 26U 958 IP k44T ping system. 4 f .2 Hif
A BRI G TR IR BERE DV ROBCE, A ORI OB PTG A P SN

ERER I AT DO LAY R 25 A AR Al AT %y, Ema i b B

> traceroute system 10.100.10.1
traceroute to 10.100.10.1 (10.100.10.1), 30 hops max, 60 byte packets
1 192.168.0.254 (192.168.0.254) 0.475 ms 0.532 ms 0.542 ms




| zgem
s crummnzEAEs [

2 10.88.127.1 (10.88.127.1) 0.803 ms 1.434 ms 1.443 ms

3 site04-lab-gwl.example.com (10.89.128.25) 1.390 ms 1.399 ms 1.435 ms
4 * *x x

5 * *x x

6 * *x x

FRRFAZE: XMEOLT, BB e G — D AR BT R IR R L, DR
T RVZBER B B B, WURA AR AN BCE EAT DNS 55 & B 1, 8 2B
WG, sOIHE A CRER S dr, A f AT DORE R B 2] DNS S5 & (10 2 4% o

537 CPU s RTFHER 1R

BEEFH K CPUR NI RAEHA G R, IHKIGER SR> RS, RGEHKCPUR “Nir”
SIEK] . XL R EoRil CLI 8] show cpu system F1 show memory system fir 245 1045 B .

BT TF CLI #2545 8008 5% CLI, I8 0] DI IX ey & i At R A A B SLAh 5 5. Jl %, WU 2448
FH AP A I T RS (0 ) @R, 8 28 R AR SRR (TAC) 24, A ARG R. HhifF
LM B E Y, T8 TAC InLUER: .

PUR 2] DS A 1) — 26 32 55 . 48 1] LL#ECisco Firepower Threat Defense iy 4 2% (Mt
http://www.cisco.com/c/en/us/td/docs/security/firepower/command ref/b Command Reference for Firepower
Threat Defense.html) 14k 47 JCIX Loy 4 (1T 2 74015 2

* show cpu ‘W &4~ [fil CPU A I L.«

* show cpu core 73 4l i 7n B> CPU #2048 G L

* show cpu detailed {7~ LA AREANZ 0 B S EHE T T (1) CPU {4 1%L
* show memory {7~ - 1 P A48 AR O

)

ER RO (ESCRIERD FESLAEH cpu B memory iy AW BT E AL D AE . X SeTh e HAEZE
TAC 2 #irf#i .

R FKEFERAE M E . BT LUER system support view-files ar 4T FF R4 H & . iHER A
BHIEARSCF 0 (TAC) M il BN A F st iy, DU ARAT T35 B S8 AP R By 4 A 280 0 B 6 B A RO ARL

Hi&.
AT R T S W3 K S e o D H U RS N N iR (M RS R SR T
© BHSCHFH, W H 4RI Enter .

o BEPERAE I, ARSI R s, ARG RGN BRI A . THBEASEREAATE,
HHER KRG . OIS s FSHIRAN, Bl 5 18— R H T TR R H &
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* F 3| --More--Itf, 75t &G F— W HESRH; & Enter AR F M HESLH. 3AH
SARRJE, AR T3H ., -More-- 1743 s H A& 1K/l Eﬁﬁiﬂﬁj\ﬁ’ﬁid\ R 18 E]
FEBAEE, BHEMCrI+C XA BREFREHS.

« BN bR [ISERER N

TR ELR R H ST IF DME S E 2 I EE S, 15 EH tail-logs iy 2 1M JE system support view-files.

LA 7 s 7R Wil A5 5 cisco/audit.log SCAF, %SO TERER R G S sk 22, SUAFPIER B AL AE T 41
HWHS, ARJEHHHTH SR S0

> system support view-files

===View Logs===

Directory: /ngfw/var/log

—————————— sub-dirs----------

cisco

mojo

removed packages

setup

connector

st

scripts

packages

removed scripts

httpd

——————————— files————----—-—-

2016-10-14 18:12:04.514783 | 5371 | SMART STATUS_ sda.log
2016-10-14 18:12:04.524783 | 353 | SMART STATUS_ sdb.log
2016-10-11 21:32:23.848733 | 326517 | action queue.log
2016-10-06 16:00:56.620019 | 1018 | brl.down.log

<list abbreviated>

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: cisco

Directory: /ngfw/var/log/cisco

2017-02-13 22:44:42.394907 | 472 | audit.log

2017-02-13 23:40:30.858198 | 903615 | ev _stats.log.0
2017-02-09 18:14:26.870361 | O | ev stats.log.0.lck
2017-02-13 05:24:00.682601 | 1024338 | ev stats.log.l
2017-02-12 08:41:00.478103 | 1024338 | ev _stats.log.2
2017-02-11 11:58:00.260805 | 1024218 | ev stats.log.3
2017-02-09 18:12:13.828607 | 95848 | firstboot.ngfw-onbox.log
2017-02-13 23:40:00.240359 | 6523160 | ngfw-onbox.log

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: s

Type the name of the file to view ([b] to go back, [Ctrl+C] to exit)
> audit.log
2017-02-09 18:59:26 - SubSystem:LOGIN, User:admin, IP:10.24.42.205, Message:Login successful,

2017-02-13 17:59:28 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login successful,
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2017-02-13 22:44:36 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login failed,
2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login successful,

2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Unlocked account.,

<remaining log truncated>

B B B = HERR 32

FEARAZ IR 5 I, B RHER SRy (TAC) A B AT REZSR IR AC R G0 H il B o X 2845 BT 34 1)
ATe Wi . TP, BRAREOR XL

LUR PBRRE A 21 T Al G AT R B2 St

UK

B ridng&.
B2 fEHBEHERR T, AR EOE X ERNER IR (R E e — et .

RGO THRE RS WU BmT AR AL T, AR AN ERAS . HiZSCHES )5, &
TR SO B At AT I 18] K T 4 o

PRI HIZCHMES A n, AL L.
ARGURAR T 0 0T & (AR HE N BTk, RO R AR AR

A ERBNEBES

PAUR R A RMERAT, BASEE ST . XS n] sels i s ie & . et
ITIX LG |, VS OR B B T 2R M 2t PR P T2 IR 55

BB AR AR

JB A 75 KB T A e BB IR R B AT e b B KR R B K BRER, A i R 3
fE— Bl 1 MR ENLRIERA RO, 5 —T5 i, IEWIR KBRS 2 SRR K, AR T “ M 4in
AR B “BRIERT KA AL b SR AL B

AN Vo2 A PR ORI R AN, R T AR IR N IS 4T 1% 8%, ) DUSE ey ok it
o THAAEA] A B O BB o AHS, ST LOREIZE WA 4 B4 o B R, AR R B A A
Mo BEAS R SLREA T () AT e B b i PR i o) o

T PAT AL E R B, AL J0A ] e %6 CLI B ik

LAUR B BRI 41 T A P AR I A7 B85 sl S Ao FH AR st A PGS I 2 o B A 5
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B =oses

A

AR SRR R BRI E, IS RGN E . (U2, &8 IP b EHLA R A
A2
FHIEZ Al

USRI, TG ke BBy, PR R AR

WA M T AR DI REVE AT IR, SR Z00 1 S dE Bo& B BRAS AR I EA], SRJ5 A BEMNIBR A Hh 4 HHL 2 71 )
B R BN, XSV RIERHAT IH 4 Bl gh RHS BRI BEAS R % o S B E Bk
A EVF AT

IR TR E R PE, b2 e & B B (AR ] ) Bl configure high-availability
disable 4 W7 rT PR RC . BRARE ST, A A2 e 46 v o vl FH 42

UK

S (H SSH & 4] FF 51 | P ik i+, H HABCE CLI vy AR I P 44 8 sk e % CLI.
%1t admin P4 .

HERERVE B TP SBhEI, 5SS AT SRR A B BRSNS, T A Rl B B 0 B TP
HHEA A . (HE, AU AR Py VRIS BE TP M b ROz AR A BV 5

USRI R P TP i, AR R LU )
o AR B B 1 B IE H IS AT RN 45 .
o WORNET BRI ZR LS T4 B IP MOBE R OG . 78 e BAs T, EiR % > RRRE > BEED
RCEMRERI G, (FE CLIH, i} configure network ipv4/ipvé manual fir4. )
ER MR ARSI DGR N 1P Ml AR RR A BRI, ARt L R E R G,

N
8
N

TN A SO IE IR, JF FLAE T e B
a) FEMIAMAE R, JFEATCE B
AT E LS, WIJCTE B k. ] configure manager delete fir & vl I 2 5% o

> configure manager delete

If you enabled any feature licenses, you must disable them in
Firepower Device Manager before deleting the local manager.
Otherwise, those licenses remain assigned to the device in
Cisco Smart Software Manager.

Do you want to continue[yes/no] yes

Deleting task list

Manager successfully deleted.

>
> show managers
No managers configured.
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b) CKEBI K SO E W .

d)

a)
b)

<)

configurefirewall transparent

i

> configure firewall transparent

This will destroy the current interface configurations,
are you sure that you want to proceed? [y/N] y

The firewall mode was changed successfully.

P B R A B s
configuremanager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} regkey [nat_id]
o

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} #& 7& & b 3 4 16 A8 # b 1)
DNS THLAL B IP #hhik (IPv4 5% IPv6) o fIR B E L IE ik B G0k, il
DONTRESOLVE. #i'ffli/il DONTRESOLVE, 7%l nat_id.

* regkey s ) B EE UL A £ BT T O ME— SRR A
* nat_id & 7E B EL O 5 & 2 TR R AR A AR R Tk R R R . W BN R E
24 DONTRESOLVE, T Jhy 25 Y TH
Blhn, BAE 192.168.0.123 Abfd FZEFIAS, TEM BN secret, HEMALLFEE:

> configure manager add 192.168.0.123 secret

Manager successfully configured.

Please make note of reg key as this will be required while adding
Device in FMC.

> show managers

Host : 192.168.0.123
Registration Key HE
Registration : pending

RPC Status :

o BB OIS IN B
ARVEAGER, S E A LELH ).

SR 3 EIE WIS SO i A AT HAON A B, PR T DR Bl

M B TR B
Viin) BB e CLI, B ikl 4o 65 i 1 o

BTSSRI, R IP bk &N EIAE, PR, Brlpes L RS %
FiIP Huhkf¥) SSH &%

K b KRR O
configurefirewall routed

-
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> configure firewall routed

This will destroy the current interface configurations,
are you sure that you want to proceed? [y/N] y

The firewall mode was changed successfully.

d) ARSI,

configure manager local

-

> configure manager local
Deleting task list

> show managers
Managed locally.

BLAE, AT U] Web X % 88 76 https://management-1P-address £i7. & 47 7 A Hi 55 #L 8%

WEREHOH TG, T LUK RS E R E ) BUARE. BRI EREERCE, EMERAS N
AR AT BRIC

WERIETH R ERBCE, RIaE &0, HREC PRERENSOEIA. EERG A, BhEL
e rilA, WG A REPATIE .

FiaZ |l

WARJFH TAETIIREVFTTAE, W20 SEAE e BLas AT EAT, R)a A REM PR A Bl as . 15
W, IXLEVFRTERS AT I 2> Bo2s JERHE R A BE 8 o 10 # o 1S I Y 8 Y mT e VP E .

WA CCE N o] I, bz e e Higs Cnsinrfig) B configure high-availability
disable iy & Wi i FPERCE . BARNTOL R, A T B4 rp T T

UK

] SSH &/ i 4T JF5 47 2 1P bk (1934, A0 A TG B CLL Vs I AL PR ) T 7 48 6 5 1 #% CLL. 43l
1 admin 17744,
{§i i} configure manager delete fir 4 mJ 5 & Bl ge

> configure manager delete

If you enabled any feature licenses, you must disable them in
Device Manager before deleting the local manager.

Otherwise, those licenses remain assigned to the device in Cisco
Smart Software Manager.

Do you want to continue[yes/no] yes

Deleting task list
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Manager successfully deleted.

>
> show managers
No managers configured.

IR 3 HCE A B .
configure manager local

Bl

> configure manager local
Deleting task list

> show managers
Managed locally.

RAE, #0T LU ] Web 3% 2875 https://management-|P-address {7 & 4T JF A HBAS FiL 28 . T FRACE )5,
RGN % 23 5.

Cisco Secure Firewall 3100_t g4 #1351k SSD

WEREA WA SSD, BN ISR A I TEMRAID. B k355 B0, #0T LAZE CLI EAT L AT 55
JEU B3 A0

o Ptk P —/> SSD - 2R SSD i Blfkke, RrT LI R, WAREA 4> SSD, U
TCVEAE B KA T3 R T o

* JHBR—A SSD - Wi 445 %4> SSD,  nl LR —A>.
o VRINAE =/ SSD - I J A4 —A SSD, WL INEE — 4 SSD 3 JE /% RAID.

A

===

AR HIAEARM SR N RAID thA%BR SSD (s HL MR R R . I fie s P88l 22k

UK

PR WERILH—4 SSD.
a) M RAID HlEk SSD.

configureraid remove-securelocal-disk {12}

remove-secure K8 78 M RAID il SSD, 25 BN fiat thae, 0t SSD AT 26 4 #5%
s fas HAE N RAID HlIBR SSD I ARFFEE AR, T LI remove KB

45
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> configure raid remove-secure local-disk 2

b) Hif% RAID IRZS, HE| SSD A R A

show raid

M RAID HMI% SSD J&, RIHRIEME A1 IRENEFIKTS W PER . 55 AN IKBh KA 141 4 Ak
AL .

15

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: operable
Presence: equipped
Lifecycle: available
Drive State: optimal
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 0

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
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Degraded: 1
Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

c) MHLFEHEHH SSD.
$I82 7N SSD.

a) Kt SSD WERVS N34S H A
b) ¥ SSD ¥ hnEl RAID.

configureraid add local-disk {1|2}

H5 97 SSD [Al 2L 2 RAID AJ g its 2 ) LA/, AESEI IR By K G 58 4 E WA T . 8L ) LUFH A
g, IR R SR dkst. {EH] show raid fiy % Wk .

I R s 2 e r) SSD LARTAE Sy — R Gt B, IF HAME THUSIRE, ERA LT 4
configureraid add local-disk {1| 2} psid
Psid EI7E SSD 15 HIAIFRAE Lo s, BT AR RS R SE,  SSD R Fiks SN -4 In £ RAID .




rogn |
. Cisco Secure Firewall 3100_t f4 #4E+% SSD

B 7ae=



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



