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R L5 F & (CiscoTalos) - S T B LUIGHE 9 2% JE R AN A ik i AU Tl 22 42 . X
BEAT SRS, DPAS BE 2 R, I FLTUY] o R BLRRR AR SEIRIE I, (H AR & BRG]
W
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Security Level I Edit

Description A description 8 Edit Security Level
79 rules [ —
Level 1 Level 2 Level 3
GID:SID Info ‘
> 1:49360[2 Mess Use an aggressive approach to enforcing these

rules, so that security is preferred over
connectivity.

2 1:49361 (2 Mess Hide description ~
» 1:52068 3 Mess CANCEL “
atterr
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o A B MRS BB SR ALK G S0y, TR BUPR B AR RN, ARJE
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> = Server (Cisco TALOS Provided) g
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Security Level I e Edit

Description A description @ Edit Security Level
79 rules I DN S ]
Level 1 Level 2 Level 3
GID:SID Info “
¥ 1:49360 [ Mess Use an aggressive approach to enforcing these

rules, so that security is preferred over
connectivity.

4 1:49361 3 Mess Hide description ~
> 1:52068 2 Mess CANCEL “
atterr
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o) NHMLFEH I MLERIRA, AHEITEREEREEN 0N K] .
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o
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ETICTAPI

FHia Z |l

T AR EA% B SO AR R rp Bt B SCOEMIZE, - EA% 0 SO, 55 22 i ik,
AT EAAE G FAS LU sl B U e DA I s o )i, AT DU PR R LAY
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N1 |
B s

G B E SORMNIAS IR B € ANIR SRS, TASZER N2 A SRS
PR3 PATLL ATk
s BOIEA, WA +> EEBEXHN . WS B B E ORI, 5 22 5L

BRI, AR R E UL ORI FR IR R . e, R
LU i SmA I FREA T T

SIS R ILRUN, WE TP 5 SURAL” SCOFRmAL S, R, 1
AL HE BRI 1441

FNRGESAEZAL I BTAT S P IER 4L, 345 “ A8 AL ST AL H ok ik #6i%
Ho W5, rGhiflFR. WEEE, WSO AET CIBR I, B AZ Rt 2 AR S
MBS . S, RS R A £ T R AN S B3R R EEA 1  SCREIMIZE 5 D2 B PR £ 1
X

SRR IO A R B, AR “ R UL SCHERINAL H SRk #izd . AR5,
RArZ AR B “HBRAE” T HpR S5 BN Sc . Wik 5 Bk F e ORI
55 22 SUR A AR AR [ .

o BEQUERIAE LSRN K ) KA ) S, VRS D G SR e SO, 2 24 1T

FEBEXNZHRN

a1 SR A R A R0 24 A TR 5 O s, AT DGR _EAE B e R SRR g e Ty, Ifk
MR Bl T A S . SN R BRAE DA alert BY drop, I LR ER N ERAE th S SO i
BREE o SNJE, T DLSE SO U 1 AR 4k 5 AR R

TSI LR B i IX e . AE e AR, LT AR R SO, AN R B E R . B S
N R SCARSCA o 3R] LIS P A T A4 R 5 B A mT s oK, BRI —A7 R, JF Ho v A
4T o NS ZUAE snort.org HEAT T 1HHH .

B, AL =AY AR SO AT REW T B :

alert tcp $HOME_NET any —> $EXTERNAL_NET $HTTP_PORTS (
msg: "My Custom Rule: EXPLOIT-KIT Styx exploit kit landing page request";
flow:to_server,established;
http raw _uri;
bufferlen:>100;
http_uri;
content:"/i.html?",depth 8; pcre:"/\/i\.html\?[a-z0-9]+\=[a-zA-Z0-9]1{25}/";
flowbits:set,styx landing;
metadata: copied from talos sid 29452;
service:http;
classtype:trojan-activity;
gid:1;
sid:1000000;
rev:1;

)

alert tcp $HOME_NET 8811 -> SEXTERNAL_NET any (
msg:"My Custom rule: MALWARE-BACKDOOR fearl.5/aciddropl.0 runtime detection - initial
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N
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N
>

reazxaean [

connection";
flow:to_client,established;
flowbits:isset, Fearl5 conn.2;
content:"Drive", nocase;
metadata:copied from talos sid 7710;
classtype:trojan-activity;
gid:1;
s1id:1000001;
rev:1l;
)
alert tcp SEXTERNAL_NET SFILE_DATA_PORTS -> SHOME_NET any (
msg: "My Custom Rule: INDICATOR-COMPROMISE download of a Office document with embedded
PowerShell";
flow:to_client,established;
flowbits:isset, file.doc;
file data;
content:"powershell.exe", fast pattern,nocase;
metadata:copied from talos sid 37244;
classtype:trojan-activity;
gid:1;
s1id:1000002;
rev:1;

i

KUGEF KB > AR
s g e b (@),
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s AEAFNER T, midi+ > R BEXHM (Action).
o DSREDEE N AL BB RV e SCIIMAL, s mT DA% 5 OIAL, SR st adiizdl
(PRI ET74R4E (Action) FHz4IE 551 L& 34 (Upload Rule File).
AT BT (Browse) e e SO, SR SCIHHBIR ]« BAESCpE” X mAE
SERF L AR SERR
HEPRAL BRI 51 75

S INA RN 2R g b AT B RUUAR RTINS, xR AR5 D0 45 AT PR R v e (1 U AS 5
Z T AR AR s M RRA AT RIS A2 HR B 2 o
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R SIFMBHRIEAME. BRI KBTI S AR T E B AR BT IR S, A REXT A
FUBEAT AT S e ME— R, 2R AR SR> FAR B € SO RN, B $ik
TR MK ZL P BRI LSRN o & FHE TR DR B IR L8 “ k™ .
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W& T 2R
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NI Z YW
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3), 18 i,
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o I BRSSO, 7 I 54T
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